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Same facts ...
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Exploits are forever

Once discovered, attack techniques persist and become increasingly
automated and easy to implement

Internet is a non-American Internet — the world has just not
woke up to that fact. Largest growth in Asia-Pacific

China second in number of home users with only 5% of its population
online, Japan third, and South Korea sixth.

Nearly 50% of all broadband deployments are in Asia-Pacific
Attacks result in collateral damage and exposure

Emerging business model: Networked Virtual Organization
(NVO?

Emerging high-growth markets
IP telephony, Storage, WLAN, Security
Metro, MPLS core and edge, IP VPNs, Cable convergence



... to take note
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There are no magic knobs, grand security
solutions, or super vendor features that
will solve all ISP Security problems.

Likewise, there is no rocket science
involved. Just hard work that is within all
ISP’s grasp.

What follows are tools and techniques
that might or might not work for you.



The Changing Face of the Internet
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The ISP’s World Today
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Changing threat

User friendly tools make it easier for the amateur
cyberpunks to do more damage

eCommerce provides a monetary motivation

Geopolitical and religious issues provide lots of
motivation.

Direct attacks on the Internet’s core infrastructure
means that the NET is not sacred anymore

Common for ISPs to have several calls per day from
their customers to help defend against attacks



More attacked sites “yesterday”
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More attacked site “TODAY?”
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Networking Attacks
Fundamentals:

Three Key Threat Categories



Classes of Attacks
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Reconnaissance

Unauthorized discovery and
mapping of systems, services,
or vulnerabilities

Access

Unauthorized data
manipulation, system access,
or privilege escalation

Denial of Service

Disable or corrupt networks,
systems, or services

10 %@mﬁ




---------------- AT
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Three Key Threat Categories

Reconnaissance



Network Sniffers

........ —

[... telnet Router5
User Access Verificati
Username: squiggie
{password: Sq%"jklf;
Router5>ena
Password: jhervgd
Router5#

\

Router5

pN



Nmap, Nessus, Kismet
IR R R R G

| BB
-ile Output Help | Network List  (hutofit)
Hostis): |xanadu vectra playground Scan. | Exit |
Scan Options: General Options:
~ Connect) _IDon't Rezolve .. TCP Ping _I Fragmentatian
* SYM Stealth _IFast Scan A TCPAICMP  _| Get Identd Info
~ Fing Sweep

. UDP Port Scan _I Range of Forts:  « ICKP Ping _| Resaolve All

- FIN Stealth | - Don't Ping
» Bounce Scan: - Use Decoyis):  _| Input File:

- 05 Detection

_1 Send an Device:

|antinn|ine.cnm |

itput from: nmap -55 -0 -Dantionline.cam |
terezting ports on vectra,yuma,.net

it State Protocol  Service

5 open top daytime
open top ftp

: open top =zh

5 opEn top telnet

’ apEn top time

J opEn top finger

1 open top sURTRC

3 open top auth

3 opEn top login

a3 opEn top zhell

P Sequence Prediction: Class=randon
Difficulty=1
mote operating system gusssi OpenB:t

teresting ports on plauground,guma.,
et State Prmt Aarnl CSaruire

Hzzzuz "He" Report

Subnet =1 | Port

Severity

Security Note

vnbnmnen SEA0T At /

The remote host is using a version of mod_ssl which is
older than 2.8.7.

This version is vulnerable to a buffer overflow which,
albeit difficult to exploit, may allow an attacker
to obtain a shell on this host.

= Some vendors patched older versions of mod_ssl, 30 this
*** might be a false positive. Check with your vendor to determir
* if you have a version of mod_ssl that is patched faor this

= wulnerahility

Solution : Upgrade to version 2.6.7 or newer
Risk factar : High
CYE : CAM-Z002-0082
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Why Do You Care?
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Reconnaissance is part of the “security noise of
the Internet.” It doesn’t bother me.

Wrong!

The more information you have, the easier it will
be to launch a successful attack:

Map the network
Profile the devices on the network
Exploit discovered vulnerabilities

Achieve objective
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Three Key Threat Categories

Access



Access Methods
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Exploit easily guessed passwords
Brute force
Cracking tools

Exploit mis-administered services

IP services (anonymous ftp, tftp, remote
registry access, nis, ...)

Trust relationships (spoofing, r-services, ...)
File sharing (NFS, Windows File Sharing)



---------------- AT
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Three Key Threat Categories

Denial of Service



Denial of Service and ISPs
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DOS can ....
v"target an ISP.
v target an ISP’s customer.

v target the core of the Internet.

DOS cannot be ignored by an ISP. It
always come back to bite you.



DDoS Step 1: Crack Handlers and Agents
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Innocent handler S

y

Crack a huge number of innocent
L but unprotected hosts...

- using well known vulnerabilities

In@t agents - manually or through use of
1nocent handler = automated tools

n




DDoS Step 2: Install Trojan & Covert
Communication Channel
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.. Innocent handler — -
— ...l......‘ S F EEEEEEEEE >
I.I.I IIIIIIII @IIII’
ftacke am ., A= @A
. Yo, - Innocent agents
l: L/ N .‘
. E—
. A
. 1) Use FTP handler and agent programs
on all cracked hosts
’l.l......> i I
A

S

2) Create a hierarchical covert channel

."'Inp@} Waeesll Using innocent looking ICMP packets
N

minocent handler °

whose payload contains DDoS

commands. Some DDoS further
S W encrypt the payload...
AN




DDoS Step 3: Launch the Attack
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More “interesting” Attacks ©

ARP, DDOS Reflection



Gratuitous ARP
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Gratuitous ARP is used by hosts to “announce” their IP
address to the local network and avoid duplicate IP addresses
on the network; routers and other network hardware may use
cache information gained from gratuitous ARPs

Gratuitous ARP is a broadcast packet (like an ARP request)

HOST W: Hey everyone I’'m host W and my IP Address is
1.2.3.4 and my MAC address is 12:34:56:78:9A:BC



Misuse of Gratuitous ARP
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ARP has no security or ownership of IP or MAC addresses
What if we did the following?

1.2.3.0/24 @
m— 1
Host Y Host X Host W
2 3 4

Host W broadcasts I’'m 1.2.3.1 with MAC 12:34:56:78:9A:BC
(Wait 5 seconds)

Host W broadcasts I'm 1.2.3.1 with MAC 12:34:56:78:9A:BC



A Test in the Lab

Cisco.com

Host X and Y will likely ignore the message unless they
currently have an ARP table entry for 1.2.3.1

1.2.3.0/24 @
— 1
Host Y Host X Host W
2 3 4

When host Y requests the MAC of 1.2.3.1 the real router
will reply and communications will work until host W
sends a gratuitous ARP again

Even a static ARP entry for 1.2.3.1 on Y will get

overwritten by the Gratuitous ARP on some OSs
(NT4,WIN2K for sure)



Dsniff—A Collection of Tools to Do:
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ARP spoofing

MAC flooding
Selective sniffing
SSH/SSL interception

Dug Song, Author of dsniff

www.monkey.org/~dugsong/dsniff




Arpspoof in Action
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[root@ttack-1nx dsniff-2.3]# ./arpspoof 10.1.1.1
0:4:43:12:d8: 1 ff.ff.ff:ff:ff.ff 0806 42: arp repl:
10.1.1.1 is-at 0:4:4e:f2:d8:1
0:4:43:12:d8:1 ff:.ff.ff.ff.ff.ff 0806 42: arp repl
10.1.1.1 is-at 0:4:4e:f2:d8:1
0:4:43:12:d8:1 ff:.ff:.ff.ff.ff.ff 0806 42: arp repl
10.1.1.1 is-at 0:4:4e:f2:d8:1
0:4:43:12:d8:1 ff:.ff:.ff.ff.ff.ff 0806 42: arp repl
10.1.1.1 is-at 0:4:4e:f2:d8: 1u

Reply from10.1.1.1: bytes=32 tinme<10ns TTL=255

C. \ >t est
C.\>arp -d 10.1.1.1
C.:\>ping -n 1 10.1.1.1

Pinging 10.1.1.1 with 32 bytes

C.\>arp -a

| nterface: 10.1.1.26 on Interface 2
| nt ernet Address Physi cal Address Type
10.1. 1.1 00- 04- 4e-f 2-d8-01 dynani c
10.1.1. 25 00- 10- 83-34-29-72 dynam c

C.\>arp -a

| nterface: 10.1.1.26 on Interface 2
I nt ernet Address Physi cal Address Type
10.1.1.1 00- 10- 83- 34-29-72 dynam ¢

10.1.1. 25 00- 10- 83- 34-29-72 dynam ¢



Selective Sniffing
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Once the dsniff box has started the arpspoof
process, the magic begins:

[root @ttack-1nx dsniff-2.3]# ./dsniff -c
dsniff: listening on ethO

07/17/01 10:09:48 tcp 10.1.1.26.1126 -> wwi n-abc. ci sco.com 80 (http)

GET / SERVI CE/ Pagi ng/ page/ HTTP/ 1.1
Host: www n-abc. ci sco. com
Aut hori zati on: Basic c2Nvdl ghVOUNVRH4I ej DmaA== [ myuser : nypasswor d]

Supports More than 30 Standardized/Proprietary Protocols:

FTP, Telnet, SMTP, HTTP, POP, poppass, NNTP, IMAP, SNMP, LDAP, Rlogin,
RIP, OSPF, PPTP MS-CHAP, NFS, YP/NIS, SOCKS, X11, CVS, IRC, AIM, ICQ,
Napster, PostgreSQL, Meeting Maker, Citrix ICA, Symantec pcAnywhere, NAl
Sniffer, Microsoft SMB, Oracle SQL*Net, Sybase et Microsoft SQL



SSL/SSH Interception
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Using dnsspoof all web sites can resolve
to the dsniff host IP address:

C.\ >pi ng ww. anazon. com

Pi ngi ng ww. amazon. com [ 10. 1. 1.25] with 32 bytes of data:
Reply from 10. 1. 1. 25: bytes=32 tinme<1l0ns TTL=249

Reply from 10. 1. 1. 25: bytes=32 tinme<10ns TTL=249

Reply from 10. 1. 1. 25: bytes=32 tinme<10ns TTL=249
Reply from 10. 1. 1. 25: bytes=32 tinme<10ns TTL=249

Once that happens you can proxy all web
connections through the dsniff host



SSL/SSH Interception
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Using dsniff (webmitm) most SSL sessions can
be intercepted and bogus certificate credentials
can be presented

J-‘*‘E‘dTESS I@ nze=order-hiztony-filkeredimethod=P05 T&opt=akreturn-ul=arder-hiztary-filkeredi zz-order-fiter=wheres-my-stufftG o x= &G o.p=7 j @GD |J Links *

aMazon.CC Ey <] ) |

STORE riil Infarmation you exchange with thiz site cannat be viewed ar
WELCOME BT rari ?. changed by others. However, there iz a problem with the site's

security certificate.
* INTERNATIONA * FRIDAY SALE

The security certificate waz izzued by a company vou have

s

DUTLET SOFTWARE

not chogen to trust. Yiew the certificate to detemine whether

Sign In you want to truzst the certifying authority.,
whatis YOUL e-ITl. a The securty certificate date is walid.
. The name on the zecunty certficate does not match the
My e-mail addn name aof the: site.
Do you have an A Do you want to proceed?
' No,Taman Yes | Wiew Certificate |

% ves, I have a password: Iw

Sign in using our secure server

Forgot your password? Click here j




SSL/SSH Interception

Upon inspection
they will look
invalid but they
would likely fool
most users

Certificate [ 2]
General  Details I Certific:aticr F'athl
Show: [T - |
Field | Walue -]

E Signature Algarithr
E | zzuer

=] valid Fram

Hvalid To

E Subject

= Public Key
Thurmbprint &lgorithm
Thumbprint

syzadminfEamazor, Com, wise, ..

Friday, June OF, 2002 6:43:28 ..
ghzadminf@amazon, com, Wi, ..
RSa (1024 Bitz)

ghal

2ECC YDOB 7628 ARRO BAFCO... ;I

Edit Broperties... | Copy ta File... |

Cisco.com

invalid



Dsniff evolves: Ettercap
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ettercap

Similar to dsniff though not as many protocols
supported for sniffing

Can ARP spoof both sides of a session to
achieve full-duplex sniffing

Allows command insertion into persistent TCP
sessions

Menu driven interface
http://ettercap.sourceforge.net/




TCP DDOS Reflection Attacks

Newer DDoS technique
using TCP basics

Similar to DNS
reflection attack on
register.com

No requirement to
compromise hosts

Traffic looks normal

Attack sources are
legitimate and spread
over the entire Internet

Sites acting as
reflector will likely not
notice performance
degradation

No easy attack
mitigation options

Cisco.com

Spoofed SYR
Generator

SYMN packets carrying

SYM/ACK /

packets from

well meaning and
innocent servers

Diagram

servers responding Target / Victim courtesy of
to spoofed SYN et grc.com
paclets .




TCP DDOS Reflection Attacks
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Reflectors= returns a packet if one is sent

v'"Web servers, DNS servers and routers

Returns SYNACK or RST in response to a SYN
or other TCP packets with ACK

or query reply in response to a query

or ICMP Time Exceeded or Host Unreachable
in response to particular IP packets

v Attackers spoof IP addresses from a zombie

http://www.aciri.org/vern/papers/reflectors.CCR.01.pdf
http://staff.washington.edu/dittrich/misc/ddos/grc-syn.txt
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TCP DDOS Reflection Attacks

List:

Reflector-1
Reflector-2
Reflector-3
Reflector-4

Router

<

DNS server

il

victim

BOCKTPrOXY

Cisco.com

Proxy

Web server



TCP DDOS Reflection Attacks

Router

=

[

ﬁ|II

MMIISOCKHIOXY

il

victim

Cisco.com

eb server

=

=

NS server

il




11111111

i

TR Cisco.com

Co-Lateral Damage

How DOS Attacks on One Customer can Effect the Entire Network



What is Co-Lateral Damage?
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Co-Lateral Damage hurts others around the
target of attack.

Some attackers work very hard to minimize co-
lateral damage (cruse missile strike).

Others do not care (use a tank to swat a
mosquito).

Co-Lateral Damage is core reason why ISPs
must respond to their customer’s DOS attacks.




What is Co-Lateral Damage?
R R R T Cisco.com

Peer A

X=-W

A Peer B




Increased Risk from Co-Lateral Damage
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POP Border POP Border

3

OC12\

Big g*@ &7  Big

0C12

Aggregation Aggregation
Box Box
Nine
ChOC12
W}
Lots of Aggregations Routers Few Aggregations Routers
with 10s to 100s of customers with 100s to 1000s of

per router. customers per router.



It is all about the packet .........
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It is all about the packet .....

Once a packet gets into the
Internet, someone,
somewhere has to do one of
two things:

v'Deliver the Packet
v'Drop the Packet

In the context of a DOS
attack, the question is who
and where will that drop that
packet.

Internet




Who drops the packet when ........
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Single Homed
Customer’s Circuit
Saturates from a DOS
Attack.

Which router has the
static route?

Which router has the
aggregate route?

LU




Who drops the packet when ........
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primary /\/‘\\
== =7

il

AS 65534

backup
Multihomed Customer’s Primary Link get saturated?
v'Link saturation causes BGP to drop
v'BGP drop on the primary means that the back-up is used
v'Who drops the packets during convergence?

v'Back-up path saturates, dropping BGP, then what? Back to
primary?



Who drops the packet when ........
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* Multihomed Customer to two ISPs gets hit.

v Line saturates, BGP drops, attack shifts OR attack
aggregates!



Co-Lateral Damage is Real
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Co-Lateral Damage is Real. If you have not yet
experienced it, you will.

How you architect your network, your routing,
and your provisioning effects the extent of co-
lateral damage.

All those “VPN Tunneling Solutions” are just as
vulnerable to co-lateral damage.

What tools and techniques you prepare affects
how you can mitigate the effects of co-lateral
damage.

Do nothing and you may find that a simple DOS
attacks against one customer turns into a
network nightmare.
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Six Phases of How a ISP
Responds to a Security
Incident



DOS/DDOS Attacks Today
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The attackers have shifted the attack to
their target’s infrastructure.

ISPs and IXPs have and will be directly
attacked to get at the target!

Co-Locations Companies are used as
reflectors to hit other companies

DDOS agains OSPF and BGP ®



ISP Security
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ISPs need to:
v Protect themselves

v Help protect their
customers from the
Internet

v Protect the Internet 1<t Edition
from their customers =

v At any given time there
are between 20 to 40
DOS/DDOS attacks on the Rest of Ls!

E_',F ¢
the Net The [Opht (




Hardware Vendor’s Responsibilities
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Cisco SYSTEMS
Cisco System’s example: M

v Operations people working directly with the ISPs
v" Emergency reaction teams (i.e. PSIRT)

v" Developers working with customers and IETF on new
features

v Security consultants working with customers on attacks,
audits, and prosecution

v" Individuals tracking the hacker/phracker communities

v Consultants working with governments/law enforcement
officials



ISP Networking Security Actions
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ISP Security Actions are broken into the following
task:

Protect the Router from Direct DOS Attack or Break-in

Protect the Routing Protocol from Direct Attack or Route
insertion

Protect the Network from Direct Attack or Redirection

Trace Back Attacks and Stop/Rate-Limit them on the edge of
the Network

Collect data on the attack for Law enforcement actions.

* First priority is item #1 — protecting the router from attack.



What Do ISPs Need to Do?
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Implement Best Common Practices
ISP infrastructure security (backbone)
ISP network security (internal LAN)
ISP services security (CPE)

Work with operations groups, standards
organizations, and vendors on new solutions

But HOW 7?7



ISP Security Incident Response
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ISPs are transit networks, so response
happens is differently

Mitigate the effects and trace it back
upstream to its source.

Working with ISP Security Teams have
demonstrated six distinct phases in the
way ISPs response to security incidents.



ISP Security Incident Response
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v'Preparation
v'Identification
v'Classification
v Traceback
v'Reaction
v'Post Mortem



Preparation
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Preparation: All the work the ISP does to
prepare he network, create the tools, test
the tools, develop the procedures, train
the team, and practice.

#1 Most critical phase of how a ISP responds
to a security incident.

Big difference between ISPs who have
prepared and those who have done nothing.



Preparation
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Know the Enemy !!!

Create the Security Reaction Team
Prepare the Management Plane
Prepare the Control Plane

Prepare the Data Plane

Prepare the Tools



Identification
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Identification — How do you know you or
your customer is under attack?

It is more than just waiting for your customers
to scream or your network to crash.

What tools are available?
What companies are working on tools?

What can you do today on a tight budget?



Classification
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Classification — Understanding the type of
attack and what damage is it causing.

You need to know what you (or your
customer) are getting hit with.

Determines the rest of the incident response.

What tools are available?

How can you do this without crashing my
router?



Traceback
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Traceback — From where is the attack
originating?

Deterrence works. Traceback a few attacks to
their source, capture the attacker, prosecute,

and lock them up and you will have a credible
deterrence.

Foundation Techniques
How to traceback to the edge of the Network?

How to continue traceback over the ISP - ISP
boundary.



Reaction

Cisco.com

Reaction — Doing something to counter
the attack — even if you choose to do
nothing.

Should you mitigate the attack?

It is more then just throwing an ACL onto a
router.

How to keep the attack from shifting from your
customer to your network?



Post Mortem
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Post Mortem — Analyzing what just
happened. What can be done to build
resistance to the attack happening again.

The step everyone forgets!

Was the DOS attack you just handled, the real
threat? Or was it a smoke screen for
something else that just happened?

What can you do to make it faster, easier, less
painful in the future?



C1SCO0 SYSTEMS
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EMPOWERING THE
INTERNET GENERATION®™

http://lwww.cisco.com/public/cons/isp/security/
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