Configuracao de dispositivos atraves

da plataforma de gerenciamento
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Motivacao

. Diversidade e quantidade de recursos
. Demandas dos usuarios
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Motivacao

. Problemas

- Aplicacao e remocao das configuragoes
- Intervencao manual dos administradores

. Aumento no tempo de configuracao
. Possibilidade maior de erros
. Sincronizacao das acoes
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Objetivo

. Prover configuracoes de QoS nos
dispositivos de rede

. Automatizar a configuracao
. Suportar multiplos dominios

GTER - Grupo de Trabalho de Engenharia e Operacédo de Redes
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Contextualizacao

. Projeto GT-Config (II-UFRGS e RNP)

. Desenvolvimento de um modulo de
configuracao de dispositivos

. Integracdo com a plataforma QAME
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Contextualizacao - QAME

A . QoS Aware Management Environment
é’ - Gerencia de:

= . usuarios

[(l; . dipositivos

% . mapa da rede

- _ Modular

GTER - Grupo de Trabalho de Engenharia e Operacédo de Redes
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GTER - Grupo de Trabalho de Engenharia e Operacédo de Redes
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Contextualizacao - QAME

b 4 OAME - OoS-Aware Management Environment (Skin Color GUI) - Mozilla

Arquivo Editar Exibir Go Bookmarks Ferramentas Janela Ajuda

@Q @ @ @ | https://noc.metropoa.tche.br/qame/qame.php

= I

CANE.

Network map
QoS Policies
Policies
Flows
Actions
Timers
Grid Admin
Paolicies
Mapping Rules
SHMP Traps
Received
Actions
Severity
Users
My Account
Usars
Groups
Rights
LDAP Explorer
Logout

Network Map: UFRGS-II

UFRGS-II | Gn’d:l_l Update |[ SaveMap | | jump to; | UFRGS-II

New Device || New Map ||

Include Devices

| | Include Maps

memury.met

sputnik. metn

ufi7l.

no. metmpoa.tche. br

fopeo b he. br

poa.tche. br

soyuz. metmpoa.tc he. br

]

UFRGS-POP

L
CISCO Lampinas

PDF -Campinas

-~
%‘fj
CISCO-PortofAlegre

PDP -PortoA kgre

F
—

I il & & £ |Tran5ferring data from noc.metropoa.tche.br...
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| QAME - QoS-Aware Management Environment (Skin Color GUI) - Mozilla
Arquivo Editar Exibir Go Bookmarks Ferramentas Janela Ajuda

Contextualizacao — QAME

@G Q @ @ | https://noc.metropoa.iche.br/game/qame.php

. Modulo de configuracao de dispositivos
- Baseado em PBNM

. Policy-Based Network Management

=-0%

| Gsamn) | <S4,

Network map
QoS Policies
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Paolicies
Flows
Actions
Timers
Grid Admin
Paolicies
Mapping Rules
SNMP Traps
Received
Actions
Severity
Users
My Account
Users
Groups
Rights
LDAP Explorer
Logout
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CANE.

Network Map: UFRGS-II

UPRGS | Gra | [Tpae] [Smeim] | jump o [UFRGSH 3]

New Device || New Map || Include Devices || Include Maps |

mercury. met

sputnik. mety

popoaLtche. br

ppoa. tche. br

noc. metmopoa.tc he. br

soyuz. metmpoa.tche. br

UFRGS-POP

=~
s
=] CISCO-Campinas
PDP Campires
=~
I% ! =~
- CISCOPoroAlegre
PDP-Porod legre

-

[ &= &f 1} | Transferring data from noc.metropoa.iche.br...
_ —
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Contextualizacao - PBNM

. Modelo proposto pela industria e academia

. Adocao da arquitetura PBNM do IETF

- Componentes:
. Ferramenta de politicas
. Repositorio de politicas
. PDP (Policy Decision Point)
. PEP (Policy Enforcement Point)

GTER - Grupo de Trabalho de Engenharia e Operacédo de Redes
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Contextualizacao - PBNM

Ferramenta de Politicas

Repositorio
de Politicas

21 Reuniao — Porto Alegre - RS
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Contextualizacao - PBNM

Ferramenta de Politicas

Repositorio
de Politicas

PDP PDP PDP
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Contextualizacao - PBNM

Ferramenta de Politicas
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Contextualizacao - PBNM

Ferramenta de Politicas

Repositorio

de Politicas

21 Reuniao — Porto Alegre - RS
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Ferramenta de Politicas

iksisdiskid

_ -| skidksjd
sjdskjd

sihdjshskin | - = =~
sdksjksjd

Contextualizacao - PBNM

Repositorio

GTER - Grupo de Trabalho de Engenharia e Operacédo de Redes
21 Reuniao — Porto Alegre - RS

Jksjsdjskjd
sjhdjshskjh
sdksjksj

de Politicas

Politicas sao
carregadas
nos PDPs
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Contextualizacao - PBNM

Ferramenta de Politicas

Repositorio

de Politicas

iksisdjskid
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sdksjksjd
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Contextualizacao - PBNM

Ferramenta de Politicas

Repositorio

de Politicas

Jrsisdjskid
sindjshskih

sdksjksjd _.y
skidksjd '
*) PDP

jksjsdjskjd
sjhdjshskjh

sdksjksjd __f
skidksjd -
=) pPDP

Jrsisdjskid
sindjshskih

sdksjksjd _.y
skidksjd '
=) PDP
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Contextualizacao - PBNM

Ferramenta de Politicas

Repositorio

de Politicas

jksjsdjskjd
sihjshgkjh

Jksjsdjskjd Jksjsdjskjd
= singjshykin

sdi sjd

=) PDP

sdrgifsjd
sl jd

jdsk]
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Contextualizacao - PBNM

Ferramenta de Politicas

Repositorio

de Politicas

jksjsdjskid
sjhgishgkih

Jksjsdjskjd
LR

sdkysjd sdRgisjd
sigdR§ o

jdsk]
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Contextualizacao - PBNM

Ferramenta de Politicas

Repositorio

de Politicas

PDP PDP PDP
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Configuracao de Dispositivos via QAME

. Sistema baseado em Web Services

- WS para PBNM

Firewall

Internet - Firewall

Protocolo WS
I (e.g. SOAP/HTTP)

21 Reuniao — Porto Alegre - RS

PDP

Protocolo de
Gerenciamento /
(e.g. SNMP)'l

—~
-

GTER - Grupo de Trabalho de Engenharia e Operacédo de Redes
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. Arquitetura

/ Definics Associacao Registro de
etinicao e | PDP x PEP PEPs
edicdo de :
politicas i Associacdo Registro de
i i PEP x Politica PDPs

21 Reuniao — Porto Alegre - RS

Aplicacao de Politicas
via Web Services

/ \\x

Controle de Transferéncia de Politicas

Controle Interno do PDP
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Adaptacéao e Aplicagao de Politicas

Configuracao de Dispositivos via QAME

> Ferramenta
de Politica

> PDP Genérico

- PDP Especifico
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. Detalhes do PDP

Configuracao de Dispositivos via QAME

Acbes de Configuracao

UFE“GS """’"‘fyﬁf&ﬁ E >€ Configuracéo de dispositivos através da plataforma de gerenciamento QAME
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Configuracao de Dispositivos via QAME

. Tecnologias empregadas

- Apache

- NuSOAP

- PHP

- Mysql

- SNMP

- LDAP (repositorio de politicas)

GTER - Grupo de Trabalho de Engenharia e Operacédo de Redes
21 Reuniao — Porto Alegre - RS
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GTER - Grupo de Trabalho de Engenharia e Operacédo de Redes
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Configuracao de Dispositivos via QAME

. Ferramenta de Politicas

)

- Regras

. Fluxos
. Agendamentos
. Acoes o

Informatica
UFRGS

hd QAME - QoS-Aware Management Environment (Skin Color GUI) - Mozilla
Arquivo Editar Exibir Go Bookmarks Ferramentas Janela Ajuda

@Q Q @ Q | https://noc.metropoa.tche.brjqgame/qame.php

=1k

| @saren) <5,

Network map
QoS Policies
Paolicies

Timers
Grid Admin
Policies
Mapping Rules
SNMP Traps
Received
Actions
Severity
Users
My Account
Users
Groups
Rights
LDAP Explorer
Logout

AANE.

Network Map: UFRGS-II

vrres | o | o] [Smemm] | jump o [OFRGSH 7]

New Device || New Map || Include Devices || Include Maps |

mer ury. fopoa.|

sputnik. metibpoa.tche. br

noc. metropoatc he. br soyuz. metmopoa.tche. br

UFRGS-POP
-
% ! ==
=] CISCO-Campinas

PDP Campinas
———
l% ! ==
= CISCO -PortoA kegre
PDP-PortoA kegre

-

|WB@'€HT

ferring data from noc.metropoa.tche.br...

==a|
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Configuracao de Dispositivos via QAME

2
8

sl - Exemplo de politica

o O

L%’vg iT (destip=143.54.12.2) && (srcip=200.54.234.100)
N && (date=2006.06.26-11:30)

Q@

;;é then {

ER bandwith = 1Mbps

8 delay= 5s

O

r }

E

O
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Configuracao de Dispositivos via QAME

2
8

sl - Exemplo de politica

o O

‘;;“}E’ Fluxos
L%’vg iT (destip=143.54.12.2) && (srcip=200.54.234.100)
N && (date=2006.06.26-11:30)

Q@

fgé then {

ER bandwith = 1Mbps

8 delay= 5s

O

r }

E

O
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Configuracao de Dispositivos via QAME

o

8

sl - Exemplo de politica

o 2

‘c:}t’ Fluxos
L%’vg iT (destip=143.54.12.2) && (srcip=200.54.234.100)
S L && (date=2006.06.26-11:30) Agendamento

Q @

c,gé then {

ER bandwith = 1Mbps

8 delay= 5s

O
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Configuracao de Dispositivos via QAME

o

g

sl - Exemplo de politica

o 2

‘c:}t’ Fluxos
L%’vg iT (destip=143.54.12.2) && (srcip=200.54.234.100)
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Q @
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)

Informatica
UFRGS

) QAME - QoS-Aware Management Environment (Skin Color GUI) - Mozilla Firefox
File Edit Wew Go

Bookmarks  Tools  Help

Configuracao de Dispositivos via QAME

r =
<§| - [_l/\.‘f - %l (X ] ||_| http:/{noc.inf .ufrgs,brjgame/game. php "| @ o ||§L
|| HokMail gratuita | | Personalizar inks | | Windows Media | | ‘Windows
dfqrhE Policies
Network map Description
Qas Policies O videoConf RS-B& (pontas) B =
O rule Teste Roteiro 1 B =
Actions
: i B =
Tirmers O rule Teste Roteiro 2 =
Grid Admin O politica Qos 2 - PR b =
Policies —
Mapping Rules O politica 1 - Eth - sC R =
SNMP Traps O palitica 2 - Se - sC B =
Received
actions O Paulo - MyPalicyl B =
Severity
Users O Paulo - MyPalicy2 b =
Uty CEClals O mypralicyz () B =
sers =
Groups O politica QoS 1 - PR R =
Rights .
Cagahilities O politicatestesanger B =
LDAP Explorer O roliticaceq & =
Logout
O Muncaaplica B =
O mMuncaaplicaz B =
O palitica gter B =

Preview policy(ies) in | 200.130.25.186 (PDP Cisca) v |

Add new policy

Wizard is currently turned off. [Turn on]

Dane

Configuracdo de dispositivos através da plataforma de gerenciamento QAME




Configuracao de Dispositivos via QAME

AT

<l,> Demonstracao de criacao de politica

GTER - Grupo de Trabalho de Engenharia e Operacédo de Redes
21 Reuniao — Porto Alegre - RS
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GTER - Grupo de Trabalho de Engenharia e Operacédo de Redes
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urics @

©) QAME - QoS-Aware Management Environment (Skin Color GUI) - Mozilla Firefox

Configuracao de Dispositivos via QAME

File Edit ‘iew Go Bookmarks Tools  Help 0
[, o
QZI - Lb/) - %l |_| ||_| http: ffnoc.inf.ufrgs.brfqamefqame. php V| B aa HE, |
|| HotMail gratuita | | Personalizar links | | Windows Media | | ‘Windows
(JEAME,  Fows
Source Destination
Netwnrl-_: map Description Protocols |DSCP values
QDSl_P.El'lCIES Addresses (Ports| Addresses (Ports
P 5
e ) ) 143.54.47.240 143.54.47, 240
F = _ ’ * ' * *
BN O Transmissdo RS-BA {meio} 500.139.16. 105 o00.132.16. 105 46
Actions
Timers L 143,54.47.240, . . N . .
crid Admin O Transmissdo RS-BA {pontas) 200,122, 1696
Policies Tep
Mapping Rules O Fluxo Teste Incar 143,54 47,240 70 143.54.47.194 30 ! 46
UDpP
SMMP Traps
Received ~ 80, * * *
Actions O Fluszo 1-FR 10,0.1.0/24 110 TCP
Severity * * * * *
- 46
i O Fluxo 2-PR
My Account ~ " " 20, "
Usgrs O Fluso Eth - 5C 200.135.50.0/24 110 TCP
gi?#tpss F] Fluxo Serial - SC 200.135.50.0/24| 80 * * TCP *
Capabilities O Fluxo da Iara no Roteador de Borda * *| 200.132.73.36 |n TCP *
LDAP Explorer
Logout &0, o o *
9 O myFlowl - HTTR, POP 10.0.1.0/24 ] TCR
O mMyFlowz - DSCP * * * * * 46
O flusxotestesanger 192.168.11.122| &0 * * TCP o
O pefault flow name 123.123.123.123 a0(123.123.123.140] 8080 * L
Add new flow
http:}{noc.inf.ufrgs. brfgameqame. php?xml=apps qosPalicies flow. php

Informatica

UFRGS
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Configuracao de Dispositivos via QAME

) QAME - QoS-Aware Management Environment (Skin Color GUI) - Mozilla Firefox

Informatica

File Edit Wiew Go EBookmarks Tools  Help
‘<}§| @ L:;> = @ |:) ||J http: ffnoc.inf . ufrgs.brfgameqame. php V| @ Go “Q,
|| HotMail gratuito | | Personalizar inks | | Windows Media [ | ‘windows
ﬂfqrhE Flow Components
Network map Description: |Fluwteste GTER |
QoS Policies
policies Source Addresses: |143.2EIEI.45.1EI |
zll:cl:r;ns Source Ports: | |
T_imers . Destination Addresses: |143.2EIEI.12.D,.’24 |
Grid Admin
Palicies Destination Ports: | |
Mapping Rules
SNMP Traps Protocols: |TCP |
Received
Actions DSCP wvalues: | |
UEE:EHtY | Update || Cancel || Save As || Sintax help... |
My Account
lzers
Groups
Rights
Capabilities
LDAP Explorer
Logout
Done
UFRGS Configuracdo de dispositivos através da plataforma de gerenciamento QAME



File Edit ‘“Wew Go

Configuracao de Dispositivos via QAME

©) QAME - QoS5-Aware Management Environment (Skin Color GUI) - Mozilla Firefox
Bookmarks  Tools  Help 0

79}
()
©
()
e
(D)
©
@)
{qv)
On
©
©
Q ) 3 -
O m Qzl - L:/> - @ |_| ||_| http:finoc.inf. ufrgs. brigame/game. php V| @ Ga H@, |
1
) ) | | HotMail gratuita | | Personalizar links | | Windows Media | | Windows
© <
= O -
s g AE | e
22 ‘:I e Actions
C
8) _g Network map Description Minimum Bandwidth | DSCP |Priority |Loss
e QoS Paolicies ] reserva bhanda Skbps 5 * * *
W Qo Policies P
O | [ 4cao da lara no Roteador de Borda ¥l B85 * *
©
o 8 [ &cao da Iara nos Roteadores do Mucleo 10 * * *
1

£ c G;u:ll_.ﬁfdmm O action Teste Roteiro 1 70 * * *
® S olicies
-8 () Mapping Rules [J sction Teste Rateiro 2 * 45 * *
®r SNMP Traps F Marcar EF ceal 46 x "
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<
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o) 8 Szg?:pe;;?jps O Friday marning - - = =
IC_!E nd Actions O Tirmer - PR - - - -
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. Configuracao dos PDPs e PEPs
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QZI - L:;’ - g‘ O ||_| http:fnac.inf.ufrgs . brfgamefqame. php V| @ Go “Q, |

|| HotMail gratuito | | Personalizar links | | wWindows Media | | ‘Windows

Metwork Map: Main
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Rights
Capabilities
LDAP Explorer
Logout

PROCERGS

< | 1 *

Transferring data from noc.inf.ufrgs.br...
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c T . .
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. Verificacao da traducao de politicas

File

Edit  View Go

., -
QEI - - %1 (X | ||_| hitp: ffnoc.inf.ufrgs. brigameyqame. php

[ | HotMai gratuite || Personalizar links || Windows Media || Windows
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Bookmarks

Tools  Help
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Policies
Flows
Actions
Timers
Grid Admin
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Mapping Rules
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Severity
Users
My Account
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Groups
Rights
Capabilities
LDAP Explorer
Logout

Descriptionf

O videaCaonf RS-BA (pontas)

[1 rule Teste Roteiro 1

O Rrule Teste Raoteira 2

(1 palitica Qos 2 - PR

O politica 1 - Eth - 5C

(1 palitica 2 - 5e - 5

O paula - MyPalicy 1

O paulo - MyPolicy2

O MyPaolicy2 (B)

(1 palitica Qo5 1 -PR
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1

'Classes

class-map match-all Class FPolicy GTER _Flow teste GTER
mwatch access-group nawe Folicy GTER Flow teste GTER
|

!

class-map match-any Class_Policy GTER
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|
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|

1 -
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Add new policy

Done
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@ Demonstracgéo da verificacdo de
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. Aplicacao de politicas

b OAME - Oo5-Aware Management Environment (Skin Color GUI) - Mozilla
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Apply Policy
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Logout
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Policies Applied in Device

Interfaces

Policies

lo

Empty

ethd

™ MyPalicyl (&) (output)

Remove Policy |

Apply Policy I MyPolicy2 (B)

=l to)etho x| |INPUT  ~|[oK]

Close

|0 2 & D [Done
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Consideracoes Finais

. Contribuicoes

- Agendamento de configuracgoes

- Aplicacao e remocgao automatica de
configuracoes

- Suporte a diferentes dominios administrativos
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— Facilidade de uso
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Consideracoes Finais

. Trabalhos em andamento

- Configuracao atbmica
. Definicao de um conjunto de dispositivos a serem
configurados
. Configuracao atdmica desses dispositivos

- Mecanismo para controle de acesso aos
dispositivos dos dominios

. Autorizacao para aplicacao de politicas em
dispositivos de outros dominios administrativos
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Perguntas??

Configuracao de dispositivos atraveés
da plataforma de gerenciamento
QAME

Apresentadora: Clarissa Cassales Marquezan
clarissa@inf.ufrgs.br

21 Reuniao — Porto Alegre - RS

Grupo de Redes de Computadores — [I-UFRGS
http://gerencia.inf.ufrgs.br/
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