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Introducao

* Voz sobre IP (VoIP):
— Novos recursos (compartilhamento de dados);

— Maior flexibilidade e menor custo em relacio
a comunicacao convencional;

— Novos riscos!




Riscos

Vulnerabilidades: Sinalizacao e Midia;

* Privacidade:
— Interceptacao de chamadas e escuta indevida.

* Integridade:
— Alteracao indevida das chamadas.

* Disponibilidade do servico:
— Indisponibilidade ou degradacao no servigo




Solucoes

* VoIPSA — VoIP Security Alliance

o |TU-T:

— H.235: prover seguranca para a recomendacao H.323.
o |ETF:

— Sinalizacao:

« Autenticacao Digest HTTP;
« S/MIME (Secure MIME).

— Midia:
« SRTP (Sercure Real-time Transport Protocol).

* TLS (Transport Layer Security);
 |Psec (Internet Protocol Security).




Impacto

* Aplicacoes altamente sensiveis ao atraso
e perdas;

» Fatores:
— Expansao dos dados;
— Aumento do Processamento.
— Perda de Pacotes;
— Propagacao de Erro.




Objetivo

* |dentificar e avaliar o impacto da aplicacao
do IPSec em VolP;

* Avaliar alternativas para a minimizacao
desse impacto.




IPSec

« Segurancga para o protocolo IP;

«  Secuity Associantion (SA);

« Modo:
— Transporte;
— Tunel.

« Cabecalhos:
— AH (Authentication Header):
Integridade, autenticacao e anti-replay.
— ESP (Encapsulation Security Payload):
« Privacidade, integridade, autenticagao e anti-replay.

« Suporte obrigatorio:
— 3DES (Triple Data Encryption Standard);

— HMAC (Hashed Message Authentication Code)
MDS5 (Message-Digest algorithm 5) e SHA-1(Secure Hash Algorithm).




Expansao dos Dados

« Cabecalho ESP:

ariginal IP packet

IP header IP data

ESF intransport mode

IP header E=P kil IP data ESP trailer | ESP auth

Encrypted

Avthenticated
ESF intunnel mode

outer IP hdr | ESP hdr | IP hdr IP data ESP trailer | ESP auth
Encrypted
Authenticated
* Padding;




Expansao dos Dados

« Exemplo (payload 20 bytes):

com 3DES ESPe SHA-1 AH
com 2DES e SHA-1 ESP

100 Tamanho Pacote
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Expansao dos Dados

* Acréscimo (%) do Tamanho do
Pacote (ESP Modo de Tunel)
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Compressao

« CRTP (compress RTP):
— Nao suporta ESP/IP;

« IPHC (IP Header Compression):
— Cabecalhos: ESP/IP, UDP/IP e TCP/IP;
— Compressao para até 2 bytes;
— Menor complexidade de implementacao;
— Ressincronizacao lenta.

 ROHC (Robust Header Compression):
— Cabecalhos: ESP/IP, RTP/UDP/IP, UDP/IP e TCP/IP;
— Compressao para até 1byte;
— Maior complexidade de implementacao;
— Ressincronizacao rapida.
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Uso da Banda

 Numero maximo de ligacoes:
— Payload (60 Bytes);
— Compress ESP/IP Header (para 4 bytes).

.71 {bdlkbps) (5. 729 okbps) (5.723.1{b. 3kbps)
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Atraso
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Atraso - VolP

Atraso fim-a-fim:
— Oms - 150ms (Bom);
— 150ms - 300ms (Aceitavel);
— Maior que 300ms (Inaceitavel).

Atraso codificacao: 1ms a 30ms;
Atraso transmissao (/ink delay, jitter buffer, etc): 100 ms;

Atraso adicional:
— Oms - 20ms (Bom);
— 20ms - 50ms (Aceitavel);
— Maior que 50ms (Inaceitavel).
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Atraso - IPSec

* Encriptacao (IP header||UDP header||RTP
header||RTP Payload);

« ESP header;

 MAC (ESP header||UDP header||RTP header]|
RTP Payload);

* Novo IP header.
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Atraso - IPSec

AMD Serpron (1.6 GHz, 448 MB de RAM) — Linux 2.6 (NETKEY — openswan)
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—— 3DES/SHA-1 —— 3DES/MDS5 —— AES/SHA-1 — AES/MD5
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Perda de Pacotes - VoIP

* Perda de pacotes:
* 0%-0.5% (Bom );
= 0.5%-1.5% (Aceitavel);
= >1.5% (Inaceitavel).
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Perda de Pacotes — IPSec

* Integridade;

* Modo de Cifragem em Bloco
— CBC - Cipher-block chaining (Padrao)

— Tamanho dos Blocos:
 AES: 16 Bytes;
- 3DES: 8 Bytes.
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Perda de Pacotes - IPSec

« CBC - Encriptacao

Plaintext Plaintext Plaintext
189 60 A O P A T T ) L 16 Y W T R
Initialization Vector (IV) |
HEENE NN = —= ; r
. . S
' Block Cipher | . Block Cipher | Block Cipher
Key —| Encryption Key —= | Encryption Key ——"'I Encryption
L v - l‘
i T O S (TTFTTTT] ] Y D
Ciphertext Ciphertext Ciphertext

Cipher Block Chaining (CBC) mode encryption
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Perda de Pacotes - IPSec

« CBC - Decriptacao

Initialization Vector {1V} Ciphertext Ciphertext Ciphertext
| R B G O AN S i A R P R 4 I O
| Block Cipher Block Cipher Block Cipher
Key —=| Decryption || Ke¥ —=| Decryption Key ——=  Decryption
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Plaintext Plaintext Plaintext

Cipher Block Chaining (CBC) mode decryption
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Perda de Pacotes - IPSec

« CBC - Packat Loss

Initialization Vector (IV) Ciphertext Ciphertext
|1 2 R S | 1 0 P P R S I D I
| Black Cipher Block Cipher Block Cipher
Key —=| Decryption || Ke¥ —=| Decryption Key ——=  Decryption
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Cipher Block Chaining (CBC) mode decryption
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Propagacao de Erro - IPSec

« CBC - bit error

Initialization Vector {1V} Ciphertext Ciphertext Ciphertext
| R B G O AN H EEEREE i A R P R 4 I O
| Block Cipher Block Cipher Block Cipher
Key —=| Decryption || Ke¥ —=| Decryption Key ——=  Decryption
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Cipher Block Chaining (CBC) mode decryption
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Perda de Pacotes - IPSec

 CTR — Counter mode (Alternativa)

Nonce Counter Nonce Counter Nonce Counter
€59bcf35... 00000000 €59bcf35... 00000001 c59bcf3is... 00000002
SRNNRIANNNNRREN} RASRBENAEAREEEES ERANENNNANENNNE
I e o
Key ~| Block Cipher | Key — =| Black Cipher Key —=| Block Cipher
Encryption | Encryption Encryption
Plaintext - # Plaintext - Plaintext - _‘l
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Ciphertext Ciphertext Ciphertext

Counter (CTR) mode encryption
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Perda de Pacotes - IPSec

 CTR - Decriptacao

Nonce Counter MNonce Counter Nonce Counter
c59bcf3s. .. Qooo0000 c59bcf35... 00000001 c59bcf35... 00000002
(TITITITTTTIIITTd TTTTITITITTTTITS NN ENEENNENER
Key — = Block Cipher Key = Block Cipher Key — = | Block Cipher
Encryption Encryption Encryption
Ciphertext - J_ Ciphertext & Ciphertext -
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Plaintext Plaintext Plaintext

Counter (CTR) mode decryption

25



Perda de Pacotes - IPSec

 CTR - Packat Loss

Nonce Counter MNonce Counter Nonce Counter
c59bcf3s. .. Qooo0000 c59bcf35... 00000001 c59bcf35... 00000002
(TITITITTTTIIITTd TTTTITITITTTTITS NN ENEENNENER
Key — = Block Cipher Key = Block Cipher Key — = | Block Cipher
Encryption Encryption Encryption
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Counter (CTR) mode decryption
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Propagacao de Erro - IPSec

 CTR - bit error

Nonce Counter Monce Counter Nonce Counter
c59bcf35... Qo0000000 £59bcf3s. .. 00000001 cS59bcf3s... ooo0o0o2
(CITITTTTITIITTT] ITTITITIITITIT (TITTTTTTITIITIT]
Key — = Block Cipher Key = Block Cipher Key — = | Block Cipher
Encryption Encryption Encryption
Ciphertext - J_ Ciphertext & Ciphertext -
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Plaintext Plaintext Plaintext

Counter (CTR) mode decryption
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Overhead?

* Em desenvolvimento:

« Compressao:

— Extensao da Free ROHC
(rohc.sourceforge.net): suporte ESP/IP;

* Modo de cifragem:

— Extensao da Openswan (www.openswan.net):
suporte CTR;
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Consideracoes Finais

* Necessaria a aplicacao de métodos de
compressao em conjunto ao IPSec em
VolP.

» Criptografia e Autenticacao no IPSec nao
afetam substancialmente no atraso fim-a-
fim em VolP;

 CTR apresenta como uma boa alternativa
ao modo CBC.
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