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" evolution of wi-fi

" what makes lin

" whoat aoctually matters
"Mmutrhs

" challenges

" security

" Conclusion
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" First wideld deployed WIiFI stondoard
" 24HOH<z band
" SiNngle carrier (22MHL)

" CSMA/CA MAC

" Roandom backoffs
" MAC-layer ocknowledgments
" Retramsmit Failed packets

"], 2 55, Imbps PHY rotes
" Maoaximum of ~/ mMbps user throughput
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" 50Hz bond - Nmot compatible witrh 802.1Ib

" OFDM
" 8 doto + H pilot subcarriers im 20 MH« bandwidtrhn

" INCreosed robustness ond spectral efficiency

" QAM Mmodulation
" MAC essentially identical to 802.11b
"B, 9 2 18, 24, 36, H8, SH mbps PHY rotes

" Moaximum of ~Y36mbps user rthroughput
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802.1 1alg Rates

_Modulation  Coding

Mbps

BPSK
BPSK
QPSK
QPSK
16-QAM
16-QAM
64-QAM
64-QAM

V2
%
V2
V7
V2
VZ
2/3
V7

12
18
24
32
48
o4
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" 24 OHz ond/or S0H«
" Bockword compatible with IIbg ond/or lla

" PHY enhancements
" 20MH«Z and HOMH<«z channels
" Multiple radio chaoins
" Spatial mulfiplexing (, 2, 3, or H spatial streoms)
" Short guoard interval

" MAC enhoancements
" Aqgareqgaotion & Block ACK

" Mony optional extrensions (e.q. beamforming)

" Moaximum of 200+ mbps user rthroughput

Ruckus
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Wireless

chipset
~ [

Same data streams (slight different
encoding) transmitted on 2 radios

Wireless _
chipset A B CDE.G

2x2 with 2 spatial streams

ABcCDhEEG

~

Wireless

chipset
\ E

Different data streams (from the original
stream ) transmitted on each radio
~

Wireless ABCIDE . G

chipset
owns

3x3 with 3 spatial stream

I
Wireless —)
chipset

e ®

Three different data streams — one

\Per radio

* Wireless A B C D E . G

chipset

3x3 with 2 spatial stream

NEXSE e

chipset

~
Wireless —)
~N

ab cd e f

= i~
oz L [
B == L

Two different streams on the radio,
With a combination encoding of the 2
streams on the 3 radio

ABcCcDEBEG

ko ™
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802.11a B02.11¢g 11n Mandatory With Channel With Short

With Channel With Short

Two Spatial
Rates Data Rates Bo ndlnﬁ i#ﬂMHzt Guard Interval Streams Bundinﬁ | MMH:I Guard Interval
6 6.5 13.5 15 13 27 30
9 13 27 30 26 54 60
12 19.5 g 10.5 45 39 B1 90
18 26 54 60 52 108 120
24 39 81 a0 78 162 180
36 52 108 120 104 216 240
48 58.5 1215 135 117 243 170
54 65 135 150 130 270 300

Key benefits:

1. Second spatial stream doubles the rate

2. Channel bonding roughly doubles the rate

3. Short guard interval increases rate by roughly 10%

Other Takeaways

1. Higher Throughput with increase of PHY rate from 54 Mbps (.11g) to 300 Mbps (.11n)
2. Complexity of Selecting the Optimum Data Rate (8 rates for .11g vs. 12 rates for a two TX system

and 24 rates for a three TX system)

Note: the standard specifies
up-to 600Mbps rates (4 spatial
streams) - not supported by
current generation chips

3. Exponentially more difficult with additional modulation options (unequal modulation)

OTER 26 - Sa0 Paulo - Brasll
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" Combines 2 x 20 MH<z«z choennnels to
INCrease spectral efficiency iNn periods of
MIiNiMuM iNnterference

" reqgullor implementaoftions could be
suscepfible o interference

" usually results i higher ond more
consistent throughput

2.4 GHz - Effective in certa/n SItuatlons
*Reduces the time exposed to interference
*Bursting traffic can take advantage of higher throughput

36 40 44 48 52 56 60 64 100 104 108 112 116 120 124 128 132 136
5 GHz - Flexible for channel planning

~149 153 157 161

RUC AUs
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e

Deration

raﬂng IN & cleasner frequency range, but more chaollernged
Pe Sttenuastion

" Less crowded RF enviromnment (most devices occupies
2. OGHz reange)

" More chonnels to operatfe (23 chonnels versus 3
chaonnels)

" Higher ottenuation of RF signals versus 2.4 GH«z

2.4 GHz

36 40 44 48 52 56 60 64 100 104 108 112 116 120 124 128 132 136 140 149 153 157 161

5 GHz
Ruckus
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PHY rotes for current liNn chipsets

802.11n HT Rates 20 Mhz 40 Mhz
GI=800 GI=400 GI=800 GI=400
# Spatial
Streams Modulation Coding MCS Mbps Mbps Mbps Mbps
1 BPSK VZ 0 6.5 7.2 13.5 15
1 QPSK VZ: 1 13 14.4 27 30
1 QPSK %a 2 19.5 21.7 40.5 45
1 16-QAM VZ 3 26 28.9 54 60
1 16-QAM %a 4 39 43.3 81 90
1 64-QAM 2/3 5 52 57.8 108 120
1 64-QAM Ya 6 58.5 65 121.5 135
1 64-QAM 5/6 7 65 72.2 135 150
2 BPSK VZ 8 13 14.4 27 30
2 QPSK Ya 9 26 28.8 54 60
2 QPSK Ya 10 39 43.4 81 90
2 16-QAM VZ 11 52 57.8 108 120
2 16-QAM %a 12 78 86.6 162 180
2 64-QAM 2/3 13 104 115.6 216 240
2 64-QAM %a 14 117 130 243 270
2 64-QAM 5/6 15 130 144 .4 270 300
I Ruckus
Confidentiol WIRELESS

OTER 26 - Sa0 Paulo - Brasll



Multi-redio rechnNniques

" Maoaximum ratio combining ‘ﬁ;
" cuclic deloy diversity
" spatiol multiplexing

" fronNnsmit beaoamforming
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" multiple receive radios

" mMaothematically combines
signals
" MiNnimize errors
" INCcCreose reliability

" backwoards compatible with
8S02.llabg

" MaXx rheorefical gainm
" 2rxchans: 3 dB
" 3rxchans: S dB
" Hrxchans: 6 dB

" works well in practice

OTER 26 - S0 Paulo - Brosll

ﬁg
é }
T T {tii}

Confidential

Ruckus

WIRELESS




Tlic deloy diversity

MNon 802.11n Wi-Fi client

(o) (i) (190)

" mulfiple troensmit redios

" boackwoards compatible with
8S02.llabg devices (legacy
receiver)

" constantiy vary the phase of
'‘extra’ tronsmit signals to
MiNiMmize self-intferference

" does NOT alwaus work well im
proactice

" especially in lime-of-sight
conditions

¥ Ruckus:
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802.11n Wi-Fi client

" mulfiple TreNnsmit radios

" multiple Receive radios

{: 0 (i) ({ )
" requires support on both ends [[}
" send daota in parallel making use A A
of Multipath ond DSP to decode D C

= 2, 3, or 4 Spatial Streasms

" Current chipsets implement 2
streams (tg0) (tg0) (1)

" # rodios must be >=
# spoftial streams

sensitive to propagation
environment

Ruckus
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tronsmit beamforming

" mulfiple tfroensmit redios

" uUse feedboack ond DSP o
Modify phoase of each radio
rrenNnsmission

- goal is to 'have them all orrive
iN-phose of the receiver

" requires client support

Non 802.11n Wi-Fi client
" optional in liN

T
" Nnot yet implemented in >

commercial chipsets () () ()

" fheoretical gains similar fo
MRC buft real-life goins aore
Mmuch lower due fo
implementation difficulties

mj’rzucku s
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s00regation

" 8021 has high per-frome overhead Fixed Per-Frame Overhead
" Mminimum iNnferfreame spacing
" channel access time (random backoff)
" physical loayer headers
" MAC headers
" 801 ocknowledgement

" INcreasing PHY rotfe reduces time spent tfrroansmitting dotae but
does Nnot reduce the Fixed overhead!

" 802N would max out ot oround 50 mbps user fhroughput
without oggregaoation

" with lin c')c_]c_)rega‘rion, AP combjnes Mmultiple fromes and
fronsmitrs them back-tro-back os one phusical lauer frome

—onrlcjenﬂdl
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al 802l oacknNnowledgement

Data Transmitter - -
No

Data Receiver Ack Ack ack Ack

" wvery high Packet error Rates ot the phusical lauer
" 2% - 20%9% ore tyupical
" 309 - HO% Nnot uNncommon

" refronsMissionNs are Nnecessary fo provide the low Packet loss
rotes that mMost applications require

" 8021l unNnicoast packets are alwaus acknowledged if
successfully received

" 802l ACK is a very reliable mechonism
" dedicated timeslot offer dota trransmission
" ACK is o very small frome (Compared to data)
" offen sent of lower PHY rate thon daoto frame ﬁ RU CI ¥ S

Confidential WIRELESS
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" Used o maoake agaregation relioble

" extrension of existing 802.l ack
MmMechanism

" bitfield to iNndividually ocknNnowledge sub-
Ffromes

" only rhe failed subfromes Nneed to be
retfronsmittred

" enables user throughputs very close o
fhe PHY doto rate

Data Transmitter ﬂ

Data Receiver Bloc:< 2CK:

‘ RUCkus'

WIRELESS

Confidential
OTER 26 - S0 Paulo - Brosll



etty cool, huhe

" Mmaybe mot...
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" legocy clients ond liN clients con coeXist on
fhe soame lim AP
" leQocy clients use lla/b/g rates

" lin clients use IiN phy rates

" but since clients 'share the oir, legocy clients
CaonN coNnsume a disproportionate share of the
airfime

" smoart AP scheduling algorithms com mitigoate
Nis effect

“ Ruckus
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" it's all about airtime
" oNd (self Notfte) check YOUR TIME

Confidential
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N operafion Modes

Maoade O: (Called "Greenfield” Mode) - If all stations in o 20./410
MH2z BSS are 20./4HO MH2z HT copable or if all stations in the
BSS are 20 MH2z HT stations in o 20 MH.z BSS.

Maode I: (Called HT non-Member Protection Mode) - used if
there ore NoN-HT stations or APs using the primoary ond/or
secondary channels

Maode 2: (Called HT 20 MH<« Protection Mode) - if only HT
sStationNs aore ossociated in the 20/4H0 MH2z BSS ond of least
one 20 MHz HT station is oassociated.

Mode 3: (Called HT Mixed Mode) - used if one or more Nmnon-HT
sStations aore oassocioted in the BSS.

iNfo from the cwmp.com folkks

ﬁ‘ Ruckus
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J you know?

"If you use wep or tkip, IINn will drop
autfomaqgically o lig speeds-

droft 2.0 sous 0, ond IMHO its o good
rhing
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" In significanftiy improves best-caose
rhroughput

" but liNn has mMore performance vvariaoillity

" spatial Mulfiplexing reqQuiires de-correlated paths

" uUse of HOMH<z limited by interference

" ore MAC+PHY paorometers fo optimize in real-time

" gelection of # of spaofial streams
" HOMHZ versus 20MH«z channels

" loNng versus short Guard Inferval

" more sensiftive to interference

/
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(
\
-
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" SM requiires each Spatial Streoam to propoagate differentiy
fhrough rthe enviromnment

" IF signal rokes the some path from TX antennas to RBRX
aNfennas the spatial streams will interfere with each
ofher

" alwauys o problem in Lime-0f-Site enviromnments

" fFurthermore, the signal Quality of the worse of the two
streoms determinmnes usable phy rate for both streams

"IN Moany coses SM is Not viablle due to these issues
" Fallboack o NoN-SM rates is common

" N performaoance driven by 26 of fime ond locations the AP can
use SM

‘ RUCkus'
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" absolutely Nmot

I]2.11.

Confidential

‘Ruckus

WIRELESS

| LTER &6 - S30 Pauio - Brasi






ﬁ‘ Ruckus

WIRELESS

Confidential

OTER 26 - S0 Paulo - Brosll



11Min 13 Sec [
11:75:50FPM 4 Time Frame: 155ec [

10 Mihz

! \Wireless Network Connection & Status

Spectral

Topograj




"5 NETGEAR WNDA3100 SMART WIZARD
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" oNn rop of whot was mentioned..
" pre-N greenfield ops./ bridges

" does Not address mamt fromes cryptfo
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conclusion G
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