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Era uma vez o IPFIX...

Desenvolvimento de aplicacdes necessitavam
de medicOes de trafego dentro de uma rede de
computadores.

Surge a idéia de analise de fluxos, uma alternativa de analise de trafego
tradicional.

Diversos protocolos foram propostos dentre eles o Netflow pela Cisco
Systems RFC-3954.

IETF propos a criacdao do padrao IPFIX (/P Flow Information Export) RFC-
3917.
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unesp - O que é o IPFIX?

* Especificacdes para exportacao de informacoes de trafego.

* Define algumas terminologias:
v’ Fluxo de trafego IP
v'Ponto de observacdo
v'Processo de medicdo
v'Processo de exportacdo
v'Processo de coleta
v'Registro de fluxo
* Indica possiveis utilizacoes do
modelo:
v’ Contabilizacdo baseado no uso

e Como distinguir os fluxos;
v’ Interfaces
v'Campos do cabecalho IP
v'Campos do cabecalho de
transporte
v'Rétulos MPLS
v'Cddigo DiffService
e Técnicas para medicao e
exportacao dos dados:

v’ Perfil de trafego jAmF)striagem

v'Engenharia de trafego ‘/EXIO“’.HGE?C?

v'Deteccdo de intrusdo Confiabilidade
v'Seguranca

v Monitoramento de QoS
v Etc.
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unesp “ Exemplo de medi¢do/exportacdo

Inspect packet Flow cache
« Source IP address “ :
Flow Inf Pack B ket
« Destination IP address | Flow information | Packets | Dytes/packe
« Source port Address, ports.. | 11000 1528

« Destination port /=
« Layer 3 protocol “
« TOS byte (DSCP)

» Input Interface / Create a Flow from the Packet Attributes
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unesp w Protocolo NetFlow v9

Fo——————— e

| | +-————————————~- e et +

| Packet | | Template | | Data |

| Header | | Flowdet | | Flow3et |

| | | {1 Template) | | (3 Flow Data Records) |

| | +-————————————= e et +

Fm—————— e
e et et PP +
o - + e + |
| Options | | Data ||
.| Template Flow3et | | Flowd3et | |
| (1 Template) | | {2 Cptions Data Records) | |
o b o + |
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unesp w Protocolo NetFlow v9

Packet Header

0 1 o a
01234 5678 201%E 3456789012345 6789201
b—t—t—t—F—F—t—t—F—F—F—t—F—F—F—t—t—F—F—F—Ft—F—F—F—F—F—F—F—F+—+—F—+—+
| Version = 9 | Count = 7 |
b—t—t—t—F—F—t—t—F—F—F—t—F—F—F—t—t—F—F—F—Ft—F—F—F—F—F—F—F—F+—+—F—+—+
| avaUpTime |
b—t—t—t—F—F—t—t—F—F—F—t—F—F—F—t—t—F—F—F—Ft—F—F—F—F—F—F—F—F+—+—F—+—+
| UNIX Secs |
e s T e S S s st e S T e e S s s s S S SR
| Sequence Number |
b—t—t—t—F—F—t—t—F—F—F—t—F—F—F—t—t—F—F—F—Ft—F—F—F—F—F—F—F—F+—+—F—+—+
| Source ID |

e e s R R R R S
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unesp w Protocolo NetFlow v9

Template FlowSet

0 1 2 3

01234 56782 9%01E2 232456782012 345678501
t—t—t—t—F—F—F—t—t—t—F—F—F—t—F—t—F—F—F—t—F—F—F—F—F—F—F—F—F—F+—+—+—+
| Flowdet ID = 0 | Length = 28 hytes |
t—t—t—t—F—F—F—t—t—t—F—F—F—t—F—t—F—F—F—t—F—F—F—F—F—F—F—F—F—F+—+—+—+
| Template ID 256 | Field Count = 5§ |
t—t—t—t—F—F—F—t—t—t—F—F—F—t—F—t—F—F—F—t—F—F—F—F—F—F—F—F—F—F+—+—+—+
| IF 3RC_ADDR = § | Field Length = 4 |
+—+—+—F+—-F+—+—F+—-F+—+—F+—-F—+—F+—F—+—F+—F+—F+—+—F+—F+—F+—F—F+—+—F—F+—+—+—+—+—+—+
| IF D3T ADDR = 1% | Field Length = 4 |
t—t—t—t—F—F—F—t—t—t—F—F—F—t—F—t—F—F—F—t—F—F—F—F—F—F—F—F—F—F+—+—+—+
| IF NEXT HOF = 15 | Field Length = 4 |
t—t—t—t—F—F—F—t—t—t—F—F—F—t—F—t—F—F—F—t—F—F—F—F—F—F—F—F—F—F+—+—+—+
| IN PETa = 2 | Field Length = 4 |
t—t—t—t—F—F—F—t—t—t—F—F—F—t—F—t—F—F—F—t—F—F—F—F—F—F—F—F—F—F+—+—+—+
| IN BYTEZ = 1 | Field Length = 4 |

04/ t—t—t—t—t—t—t—F—t—t—F—F—F—t—t—F—F—F—t—t—F—t—F—F—t—F—Ft—t—F—+—F+—+—+ 7
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unesp ™

Data FlowSet

Protocolo NetFlow v9

1%2.168.1.27

+-t—t—t—+—F—F—t—F—F—F—F—t—F—F—F—t—t—F—t—t—t— -ttt F—F— - +—+—+

+-t—t—t—+—F—F—t—F—F—F—F—t—F—F—F—t—t—F—t—t—t— -ttt F—F— - +—+—+

10.5.12.23

+-t—t—t—+—F—F—t—F—F—F—F—t—F—F—F—t—t—F—t—t—t— -ttt F—F— - +—+—+

1%2.188.1.1

+-t—t—t—+—F—F—t—F—F—F—F—t—F—F—F—t—t—F—t—t—t— -ttt F—F— - +—+—+

748

+-t—t—t—+—F—F—t—F—F—F—F—t—F—F—F—t—t—F—t—t—t— -ttt F—F— - +—+—+

388534

+-t—t—t—+—F—F—t—F—F—F—F—t—F—F—F—t—t—F—t—t—t— -ttt F—F— - +—+—+

1%2.188.1.56

+-t—t—t—+—F—F—t—F—F—F—F—t—F—F—F—t—t—F—t—t—t— -ttt F—F— - +—+—+

10.5.12. 63

s s S T S e e

172.168.1.1

-ttt -ttt -ttt —t—F—t—t—F—t—t—F—F—F—F—F—F—+—F—+—+—+

3

-ttt -ttt -ttt —t—F—t—t—F—t—t—F—F—F—F—F—F—+—F—+—+—+

6534

04/12/2009 -ttt -ttt -ttt —t—F—t—t—F—t—t—F—F—F—F—F—F—+—F—+—+—+
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unesp o Fluxos unidirecionais

 Um fluxo unidirecional representa uma das
direcdes de uma determinada conexao/sessao
entre dois hosts.

Enviando

% Recebendo

e fommmmmmm e S s frmmmm e ee e fommmmmmmm e S +
| Source | Destination | srcport | dstport | first | TotalBytes | TotalPackets | Protocol |
frmmmmm e fommmmmmmm e e e fommmmmmmm e e fommmmmmmmeeeas S +
| 192.168.216.129 | 192.168.202.9 | 54616 | 22 | 2008-05-06 17:26:57 | 429323 | 5201 | 6 |
| 192.168.202.9 | 192.168.216.129 | 22 | 54616 | 2008-05-06 17:26:57 | 634087 | 4044 | 6 |
tommmmmmmeeeeaaa e R fommmmmea- tommmmmmmeeeeeeeaa- e L e +

2 rows in set (20.73 sec)
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unesp o Fluxos Bidirecionais (Biflow)

 Um fluxo bidirecional é um fluxo representando
pacotes fluindo entre ambas direcoes de uma

conexao de rede. z

— A maioria das aplicacoes de rede sao bidirecionais;

* Razoes para sua existéncia:

— Eliminar duplicacoes de campos do modelo IPFIX.

Iniflow Tniflow
fm— fo— - e T tm— - o +
| =2roc A | d=t B | counters/values | | zrc B | dst A | counters/valueses |
fm— fo— - e T tm— - o +
| | | |
W W W W
o R e e +
| =2re A | d=t B | fwd counters/valuses | rev counters/valuss |
o R e e +

Biflow
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unesp o Fluxos Bidirecionais (Biflow)

* Terminologia:

Directional key Field: associado a uma Unica extremidade do fluxo.
Ex.: sourcelPv4Address, destinationTransportPort.

Non-directional key field: nao esta especificamente associado a
alguma das extremidades do fluxo. Ex.: protocolldentifier

Biflow Source/Destination: E a entidade fim identificado pelos
campos direcionais de origem/destino em um BiFlow.

Forward direction: a direcao que representa os pacotes enviados
pela origem.

Reverse direction: a direcao que representa os pacotes enviados
pelo destino.

Reverse Information Element: elemento associado a direcao reversa
do BiFlow.

04/12/2009 André Proto 11
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unesp “  Exemplo de template do BiFlow

1 = 3

012 3 45678 901=2 34567890123 45678901
ottt -ttt -ttt -ttt -ttt -ttt -+t —+—+—+
| Set ID = 2 | Length = 64 |
ottt -ttt -ttt -ttt -ttt -ttt -+t —+—+—+
| Template ID »>= 256 | Field Count = 11 |
ottt -ttt -ttt -ttt -ttt -ttt -+t —+—+—+
| 0] flowStartSeconds 150 | Field Length = 4 |
tot—t—t—t—t—t—F -ttt -ttt -ttt -ttt -ttt -+ttt —+—+—+
| 1] flowStartSeconds 150 | Field Length = 4 |
tot—t—t—t—t—t—F -ttt -ttt -ttt -ttt -ttt -+ttt —+—+—+
| FEeverse PEN 29305 |
ottt -ttt -ttt -ttt -ttt -ttt -+t —+—+—+
| 0] sourceIPvdaddress g | Field Length = 4 |
ottt -ttt -ttt -ttt -ttt -ttt -+t —+—+—+
| 0| destinationIPvdiddress 12 | Fizld Length = 4 |
tot—t—t—t—t—t—F -ttt -ttt -ttt -ttt -ttt -+ttt —+—+—+
| 0| =curceTransportPort A Field Length = 2 |
tot—t—t—t—t—t—F -ttt -ttt -ttt -ttt -ttt -+ttt —+—+—+
|0| destinationTransportPort 11 | Field Length = 2 |

]
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Exemplo de template do BiFlow

tot—t—t—t—t—t—F -ttt -ttt -ttt -ttt -ttt -ttt —+—+—+
|0 protocolIdentifier 4 |
tot—t—t—t—t—t—F -ttt -ttt -ttt -ttt -ttt -ttt —+—+—+
| 0] octetTotallount 85 |
tot—t—t—t—t—t—F -ttt -ttt -ttt -ttt -ttt -ttt —+—+—+
| 1] octetTotallount 85 |
tot—t—t—t—t—t—F -ttt -ttt -ttt -ttt -ttt -ttt —+—+—+

_|_
|
_|_
|
_|_
|
_|_

I
1

Eeverse PEN

Field Length = 1
Field Length = 4
Field Length = 4

29305

e R Eat et e e e s s st e e e e et S

packetTotal Count 86 |

packetTotal Count 86 |

_|__

|

e s Hart st S e e s s sk e e e e At
|

_|__

Field Length = 4

Field Length = 4

e R Eat et e e e s s st e e e e et S

Eeverse PEN

29305

e s Hart st S e e s s sk e e e e At

04/12/2009 André Proto
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unesp o Exemplo de dados do BiFlow

1 2 3
0123 4567890123 4567890123456748901

Set ID Length

fwdFlowStartSeconds
revFlowStartSeconds

SourcelPv4Address
DestinationlPv4Address
SourceTransportPort DestinationTransportPort
Protocol_ID fwdOctetTotalCount
revOctetTotalCount
fwdPacketTotalCount
revPacketTotalCount
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unesp ™

1

Exemplo de dados do BiFlow

=

3

0l1=23456778%01zZz3456873%01==23456748 %01
t—t—t—t—t—t—t—t—t—t—t—t—t—t—ft—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t+—+
et ID »>= 256
t—t—t—t—t—t—t—t—t—t—t—t—t—t -ttt -ttt -ttt -ttt -+ttt

2006-02-01

17:00:00

Length =

41

f—t—t—t—t—t—t—t—t—t—Ft—t—t—t—t—t—t—t—t—t—F—F—F -ttt —t—t—t—t—t—+—+

2006-02-01

17:00:01

s s T e st st e S e e S s

t—t—t—t—t—t -ttt -ttt -ttt —t—+-

t—t—t—t—t—t—t—t—t—t—t—Ft—t—t—t—t—t-

32770

1%=2.0

192,10

2.2
+—+-

2.3
+—+-

g0

t—t—t—t—t—F—t—t—t—t—t—F+—+—+

t—t—t—t—t—t—t-t—t—t—t—+—+-+

s s T e st st e S e e S s

B

15000

ottt -ttt —t—t—t—t—t—F—t—F—F—t—F—t—t—F—t—t—F—t—Ft—+—+—+

t—t—t—t—t—t—t—+-
t—t—t—t—t—t—t—t-
s e e S i

t—t—t—t—t—t—t-t+-+

l=8000

655

110

e s et e e e e e e R

f—t—t—t—t—t—t—t—t—t—t—t—t -ttt -ttt —t+—+

e e s e e e o T

—+—+
—+—+
—+—+

—+-+
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unesp ' Determinar direcdes no BiFlow

Como determinar o IP de origem e destino de um
fluxo bidirecional?

D

T2

O

04/12/2009 André Proto
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unesp w Direcdes — Primeiro cenario

1. Determinar origem pelo iniciador da
comunicagao.

— Assumir que o primeiro pacote passante de uma
comunicacao seja o iniciador;

— Analisar flags dos protocolos de transporte.

— Analisar caracteristicas do protocolo de aplicacao
(ex.: DNS Query/Response).

 Existem problemas quando um novo fluxo é gerado a partir de
pacotes de uma comunicacao ja existente.

04/12/2009 André Proto 17
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unesp w Direcdes — Primeiro cenario

Metering ‘
Process

Metering
Process 18

04/12/2009
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unesp o Direcdes — Segundo cenario

2. Determinar direcao baseado no perimetro.

— Cenario em que nao é possivel determinar a
comunicacao pelos métodos citados
anteriormente.

— Um conjunto de enderecos locais deve estar bem
definido.

 Origem é sempre o comunicante externo.

- R -
e coonner (2] gl e
*—vq—

Metering

Process
04/12/2009 André Proto 19
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unesp o Direcdes — Terceiro cenario

3. Determinar a direcao arbitrariamente.

— Monitoramento em nucleo de redes, em que nao ha
um conjunto de IPs bem definidos.

O MP pode definir origem e destino arbitrariamente.

— Apos definidos, o MP deve manter a decisao até o
fim da vida do fluxo.

Core Core
router router
Metering

Process

04/12/2009 ndré Proto 20
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4 BiflowDirection Information
unesp

Element

Direction was assigned arbitrarily.
The Biflow Source 1z the flow
initiator, as determined by the
Metering Process' best effort to
detect the initiator.

The Biflow Destination i1z the flow
initiator, as determined by the
Metering Process' best effort to
detect the initiator. This value is

arbitrary | |
| |
| |
| |
| |
| |
| |
| |
| |
| provided for the convenience of |
| |
| |
| |
| |
| |
| |
| |
| |
| |

initiator

O0=02 reverselnitiator

Exporting Processes to revise an
initiator estimate without re-encoding
the Biflow Record.

The Biflow Source iz the endpoint
outzide of a defined perimeter. The
perimeter’s definition is implicit in
the set of Biflow ZScource and Biflow
Destination addresses exported in the
Eiflow Records.

0x03 perimeter
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unesp “ Conclusdes e préximos passos

* Questoes ainda pendentes sobre o BiFlow:

— Qual custo computacional para determinar a origem
e destino?

— E realmente viavel?

* Proximo passo: Criar e implementar um
protocolo baseado no RFC 5103.

ProtoFlow

RFC 99999...
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