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Objetivos

➔Divulgação de pesquisas e preocupações sobre vizinhança BGP
➔Discutir boas políticas
➔Discutir más políticas
➔Trazer novos pontos de vista para AS’s novos

Balanceamento “Natural”



1. Internet no Brasil ontem e hoje
2. Autonomia de um AS
3. Administração de Saídas de Trânsito
4. Balanceamento “natural”
5. Balanceamento “artificial”
6. Roteamento Assimétrico
7. Unicast Reverse Path Forwarding
8. Considerações Finais

Agenda:
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Internet .BR Ontem e Hoje
➔Poucos AS’s de trânsito
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Internet .BR Ontem e Hoje
➔Poucos AS’s de trânsito
➔Menor complexidade da malha
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➔Muitos AS’s de trânsito
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➔Muitos AS’s de trânsito
➔Maior complexidade
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➔Muitos AS’s de trânsito
➔Maior complexidade
➔Pontos de troca de tráfego (PTT)
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Autonomia de um AS

MEU AS
CIDR: 192.168.0.0/16
PROVEDORES: AS 200 

➔Grade própria de IPs
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➔Grade própria de IPs
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➔Grade própria de IPs
➔Contratar mais de uma saída para trânsito (multihoming)
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➔Grade própria de IPs
➔Contratar mais de uma saída para trânsito (multihoming)
➔Decidir os melhor fluxo dos pacotes (IN/OUT)
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➔Qual a quantidade ideal de saídas de trânsito IP?

➔Links unicamente backup ou soma?

➔De quem contratar?

➔Melhor preço = melhor negócio?

Voltaremos à essas perguntas no final...

Administração de Saídas
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Balanceamento “Natural”
Alguns pontos negativos

➔Entender e aceitar as políticas (IN/OUT) de cada AS

“-Alô, é da polícia??
 O Google acabou de retirar os anúncios do PTT-
SP!!!!!! Meu link trânsito topou!!!! Não compensa 
mais contratar esse transporte”



Alguns pontos negativos

➔Entender e aceitar as políticas (IN/OUT) de cada AS
➔Conhecer profundamente o perfil dos próprios clientes

Balanceamento “Natural”

Fonte:
http://www.cnet.
com/news/netflix-
youtube-gobble-up-
half-of-internet-traffic/

http://www.cnet.com/news/netflix-youtube-gobble-up-half-of-internet-traffic/
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Alguns pontos negativos

➔Entender e aceitar as políticas (IN/OUT) de cada AS
➔Conhecer profundamente o perfil dos próprios clientes
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Balanceamento “Natural”
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Alguns pontos negativos

➔Entender e aceitar as políticas (IN/OUT) de cada AS
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Alguns pontos negativos

➔Entender e aceitar as políticas (IN/OUT) de cada AS
➔Conhecer profundamente o perfil dos próprios clientes
➔Conhecer a estrutura dos fornecedores e relações de vizinhança BGP
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TRÂNSITO?
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Alguns pontos negativos

➔Entender e aceitar as políticas (IN/OUT) de cada AS
➔Conhecer profundamente o perfil dos próprios clientes
➔Conhecer a estrutura dos fornecedores e relações de vizinhança BGP

Balanceamento “Natural”

Os fatores que influenciam as duas 
possibilidades serão compreendidos adiante



Alguns pontos negativos

➔Entender e aceitar as políticas (IN/OUT) de cada AS
➔Conhecer profundamente o perfil dos próprios clientes
➔Conhecer a estrutura dos fornecedores e relações de vizinhança BGP
➔Planejar quantidades de trânsito diferentes em muitos casos*

Balanceamento “Natural”

* desconsiderando situações de fail-over



Exemplos

Balanceamento “Natural”
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AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1
192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 20,2,1

192.168.0.0/22 - 2,1
192.168.0.0/22 - 100,2,1

192.168.0.0/22 - 1

*
*
*
*



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1
192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 20,2,1

192.168.0.0/22 - 2,1
192.168.0.0/22 - 100,2,1

192.168.0.0/22 - 1

*
*
*
*

200%
0%



1x prepend...



192.168.0.0/22

AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22

192.168.0.0/22 - 1,1

PREPEND 1X



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22

192.168.0.0/22

192.168.0.0/22 - 1,1

192.168.0.0/22

192.168.0.0/22 - 2,1,1

192.168.0.0/22 - 2,1,1



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 20,2,1,1

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 100,2,1,1

19
2.

16
8.

0.
0/

22

192.168.0.0/22

192.168.0.0/22 - 1,1



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 100,2,1,1

192.168.0.0/22 - 1,1

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 20,2,1,1



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 100,2,1,1

192.168.0.0/22 - 1,1

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 20,2,1,1

*



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 100,2,1,1

192.168.0.0/22 - 1,1

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 20,2,1,1

*
*



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 100,2,1,1

192.168.0.0/22 - 1,1

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 20,2,1,1

*
*
*



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 100,2,1,1

192.168.0.0/22 - 1,1

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 20,2,1,1

*
*
*
*



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 100,2,1,1

192.168.0.0/22 - 1,1

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 20,2,1,1

200%
0%

*
*
*
*



Falha no aceso ao AS 2...



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 100,2,1,1

192.168.0.0/22 - 1,1

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 20,2,1,1

200%
0%



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 100,2,1,1

192.168.0.0/22 - 1,1

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 20,2,1,1

0%
0%

WITHDRAW



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 100,2,1,1

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 20,2,1,1

0%
0%

WITHDRAW

WITHDRAW

192.168.0.0/22

192.168.0.0/22



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 100,2,1,1

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 20,2,1,1

WITHDRAW

W
IT

H
D

R
A

W

0%
0%

19
2.

16
8.

0.
0/

22

192.168.0.0/22



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 4,3,1

NOVA ROTA

0%
150%



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 100.4.3,1

192.168.0.0/22 - 4,3,1

NOVA ROTA

19
2.

16
8.

0.
0/

22

NOVA ROTA

192.168.0.0/22

0%
200%



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 100,4,3,1
192.168.0.0/22 - 2,100.4.3,1

192.168.0.0/22 - 100,4,3,1
192.168.0.0/22 - 20,100.4.3,1

192.168.0.0/22 - 4,3,1

192.168.0.0/22

0%

192.168.0.0/22200%



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 100,4,3,1
192.168.0.0/22 - 20,100,4,3,1

192.168.0.0/22 - 4,3,1

0%
200%



Normalização da falha...



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 100,4,3,1
192.168.0.0/22 - 20,100,4,3,1

0%
200%

CONEXÃO 
BGP

192.168.0.0/22 - 4,3,1



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 1,1
192.168.0.0/22 - 100.4.3,1
192.168.0.0/22 - 20,100.4.3,1

0%
200%

192.168.0.0/22

192.168.0.0/22 - 4,3,1

NOVA ROTA



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1 
192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 1,1
192.168.0.0/22 - 100.4.3,1
192.168.0.0/22 - 20,100.4.3,1

192.168.0.0/22

192.168.0.0/22

NOVA ROTA

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1

0%
200%



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1 
192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 1,1
192.168.0.0/22 - 100.4.3,1
192.168.0.0/22 - 20,100.4.3,1

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1

NOVA ROTA

PERMANECE

100%
100%



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1 
192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1

192.168.0.0/22

100%
100%

192.168.0.0/22 - 1,1
192.168.0.0/22 - 100.4.3,1
192.168.0.0/22 - 20,100.4.3,1

WITHDRAW



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1 
192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1

100%
100%

192.168.0.0/22 - 1,1
192.168.0.0/22 - 100.4.3,1



Falha no aceso ao AS 3...



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1 
192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1

100%
100%

192.168.0.0/22 - 1,1
192.168.0.0/22 - 100.4.3,1

192.168.0.0/22 - 1



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1 
192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1

100%
100%

192.168.0.0/22 - 1,1
192.168.0.0/22 - 100.4.3,1

192.168.0.0/22 - 1 WITHDRAW



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1 
192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1

100%
100%

192.168.0.0/22 - 1,1
192.168.0.0/22 - 100.4.3,1

192.168.0.0/22



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1 
192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1

100%
100%

192.168.0.0/22 - 1,1
192.168.0.0/22 - 100.4.3,1

WITHDRAW

192.168.0.0/22



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1 
192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 2,1,1

192.168.0.0/22 - 1,1
192.168.0.0/22 - 100.4.3,1

NOVA ROTA

200%
0%



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1 
192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 2,1,1

192.168.0.0/22 - 1,1
192.168.0.0/22 - 100.4.3,1

19
2.

16
8.

0.
0/

22

WITHDRAW
200%
0%

192.168.0.0/22

WITHDRAW



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1 

192.168.0.0/22 - 2,1,1

192.168.0.0/22 - 1,1

200%
0%



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1 
192.168.0.0/22 - 100,2,1,1

192.168.0.0/22 - 2,1,1

192.168.0.0/22 - 1,1

19
2.

16
8.

0.
0/

22

200%
0%



Normalização da falha...



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1 
192.168.0.0/22 - 100,2,1,1

192.168.0.0/22 - 2,1,1

192.168.0.0/22 - 1,1
192.168.0.0/22 - 100.4.3,1

19
2.

16
8.

0.
0/

22

200%
0%

CONEXÃO 
BGP



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1 
192.168.0.0/22 - 100,2,1,1

192.168.0.0/22 - 2,1,1

192.168.0.0/22 - 1,1
192.168.0.0/22 - 100.4.3,1

192.168.0.0/22 - 1

19
2.

16
8.

0.
0/

22

200%
0%

192.168.0.0/22



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1 
192.168.0.0/22 - 100,2,1,1

192.168.0.0/22 - 2,1,1

192.168.0.0/22 - 1,1
192.168.0.0/22 - 100.4.3,1

192.168.0.0/22 - 1

19
2.

16
8.

0.
0/

22

200%
0%

192.168.0.0/22



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1 
192.168.0.0/22 - 100,2,1,1

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 3,4,1

192.168.0.0/22 - 1,1
192.168.0.0/22 - 100.4.3,1

192.168.0.0/22 - 1

19
2.

16
8.

0.
0/

22

200%
0%

PERMANECE



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1 
192.168.0.0/22 - 100,2,1,1

192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 3,4,1

192.168.0.0/22 - 1,1
192.168.0.0/22 - 100.4.3,1

192.168.0.0/22 - 1

19
2.

16
8.

0.
0/

22

200%
0%



ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

Balanceamento “Natural”

200%
0%



Alô, é do meu provedor?
Gostaria de saber porquê meu 
tráfego não sobe...

Já tentou efetuar um reboot 
senhor?

Balanceamento “Natural”



*BASEADO EM FATOS REAIS

Balanceamento “Natural”



MAS AFINAL,
QUAL A EXPLICAÇÃO PARA O TRÁFEGO 
NÃO VOLTAR AO BALANCE “NORMAL”?

*BASEADO EM FATOS REAIS



Critério na escolha do melhor caminho:

Segundo o documento da Cisco:
http://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/13753-25.
html

A rota recebida “primeiro” permanece ativa quando todos os critérios anteriores 
“empatarem”

Balanceamento “Natural”

http://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/13753-25.html
http://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/13753-25.html
http://www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/13753-25.html


Critérios na escolha de melhor caminho:

Balanceamento Natural

Critério semelhante ao Cisco nos padrões:

(ROTA MAIS ANTIGA)



Critérios na escolha de melhor caminho:

Critério diferente nos padrões:

(MENOR ROUTER ID)

Balanceamento “Natural”



➔ Seja qual for o padrão, não há total controle 
da direção do tráfego na situação descrita

OBS: Equipamentos que seguem o padrão “rota  
mais antiga” é mais comum entre operadoras.

Balanceamento “Natural”



2x prepend...

Balanceamento “Natural”



192.168.0.0/22

AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22

192.168.0.0/22 - 1,1,1

PREPEND 2X



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22

192.168.0.0/22

192.168.0.0/22 - 1,1,1

192.168.0.0/22

192.168.0.0/22 - 2,1,1,1

192.168.0.0/22 - 2,1,1,1



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 20,2,1,1,1

192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 100,2,1,1,1

19
2.

16
8.

0.
0/

22

192.168.0.0/22

192.168.0.0/22 - 1,1,1



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 20,2,1,1,1

192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 100,2,1,1,1

192.168.0.0/22 - 1,1,1

NOVA ROTA



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 20,2,1,1,1

192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 100,2,1,1,1

192.168.0.0/22 - 1,1,1
192.168.0.0/22 - 100,4,3,1

NOVA ROTA

19
2.

16
8.

0.
0/

22

192.168.0.0/22



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1,1

192.168.0.0/22 - 100,4,3.1

192.168.0.0/22 - 1,1,1
192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 20,2,1,1,1

19
2.

16
8.

0.
0/

22



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 100,4,3.1

192.168.0.0/22 - 1,1,1
192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 20,2,1,1,1

*



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 100,4,3.1

192.168.0.0/22 - 1,1,1
192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 20,2,1,1,1

*
*



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 100,4,3.1

192.168.0.0/22 - 1,1,1
192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 20,2,1,1,1

*
*
*



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 100,4,3.1

192.168.0.0/22 - 1,1,1
192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 20,2,1,1,1

*
*
*
*



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 100,4,3.1

192.168.0.0/22 - 1,1,1
192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 20,2,1,1,1

*
*
*
*

100%
100%



Falha no aceso ao AS 2...



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 100,4,3.1

192.168.0.0/22 - 1,1,1
192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 20,2,1,1,1

0%
100%



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 100,4,3.1

192.168.0.0/22 - 1,1,1
192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 20,2,1,1,1

0%

WITHDRAW

100%



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 20,2,1,1,1

0% WITHDRAW

192.168.0.0/22

192.168.0.0/22
W

ITHDRAW

NOVA ROTA

100%



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 100,4,3,1

192.168.0.0/22 - 4,3,1

192.168.0.0/22 - 20,2,1,1,1

0%

NOVA ROTA

100%



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 100,4,3,1
192.168.0.0/22 - 
2,100,4,3,1

192.168.0.0/22 - 100,4,3,1
192.168.0.0/22 - 20,100,4,3,1

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 20,2,1,1,1

NOVA ROTA

0%
200%

192.168.0.0/22

192.168.0.0/22



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 100,4,3,1
192.168.0.0/22 - 2,100,4,3,1

192.168.0.0/22 - 100,4,3,1
192.168.0.0/22 - 20,100,4,3,1

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 20,2,1,1,1

192.168.0.0/22

W
ITHDRAW

0%
200%



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 100,4,3,1
192.168.0.0/22 - 2,100,4,3,1

192.168.0.0/22 - 100,4,3,1
192.168.0.0/22 - 20,100,4,3,1

192.168.0.0/22 - 4,3,1

0%
200%



Normalização da falha...

Balanceamento “Natural”



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 100,4,3,1
192.168.0.0/22 - 2,100,4,3,1

192.168.0.0/22 - 100,4,3,1
192.168.0.0/22 - 20,100,4,3,1

192.168.0.0/22 - 4,3,1

0%
200%

CONEXÃO 
BGP



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 100,4,3,1
192.168.0.0/22 - 2,100,4,3,1

192.168.0.0/22 - 1,1,1
192.168.0.0/22 - 100,4,3,1
192.168.0.0/22 - 20,100,4,3,1

192.168.0.0/22 - 4,3,1

0%
200%

192.168.0.0/22

NOVA ROTA



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 100,4,3,1
192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 2,100,4,3,1

192.168.0.0/22 - 1,1,1
192.168.0.0/22 - 100,4,3,1
192.168.0.0/22 - 20,100,4,3,1

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1,1

0%
200%

192.168.0.0/22

192.168.0.0/22



AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 20

Balanceamento “Natural”

192.168.0.0/22 - 100,4,3,1
192.168.0.0/22 - 2,1,1,1
192.168.0.0/22 - 2,100,4,3,1

192.168.0.0/22 - 1,1,1
192.168.0.0/22 - 100,4,3,1
192.168.0.0/22 - 20,100,4,3,1

192.168.0.0/22 - 4,3,1
192.168.0.0/22 - 2,1,1,1

0%
200%

PERMANECE

PERMANECE



CONCLUSÃO:

“Quanto mais distante está o AS gerador do 
conteúdo, mais difícil intervir em sua escolha de 
rota”

Balanceamento “Natural”



SOLUÇÕES:

1)

Balanceamento “Natural”



SOLUÇÕES:

1)

Balanceamento “Natural”



SOLUÇÕES:

1)

2)

Balanceamento “Natural”
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6. Roteamento Assimétrico
7. Unicast Reverse Path Forwarding
8. Considerações Finais
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➔Balanceamento forçado e quase 100% garantido

➔Bypass nos critérios de escolha do BGP

➔Facilidade de implementar

Alguns pontos positivos

Balanceamento “Artificial”



AS 1
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UPSTREAMS: 
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    AS 3: 200Mbs
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AS 3
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AS 4

192.168.0.1
192.168.2.1

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs
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ASN: 1
CIDR: 192.168.0.0/22
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    AS 3: 200Mbs
DOWNSTREAMS: NONE

100%
100%

Balanceamento perfeito!!!
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➔ Aumento de latência
Impactos da assimetria
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20 ms8 ms
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Impactos da assimetria
➔ Aumento de latência
➔ Redes totalmente inalcançáveis
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Impactos da assimetria
➔ Aumento de latência
➔ Redes totalmente inalcançáveis

Como assim?
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➔ Como funciona

192.168.30.0/30

.1 .2.1.2

192.168.50.0/30
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R3

R2
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**Desconsiderando o balance automático

F0/1

F0/2 F0/2

F0/1

Unicast Reverse Path Forwarding
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192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/2
192.168.50.0/30 - > F0/1

F0/0

192.168.50.0/30 - > F0/1
192.168.50.0/30 - > F0/2
192.168.30.0/30 - > F0/0

192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/2
192.168.50.0/30 - > F0/1

**Desconsiderando o balance automático

F0/1

F0/2 F0/2

F0/1

Unicast Reverse Path Forwarding



192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/0

➔ Como funciona

192.168.30.0/30

.1 .2.1.2

192.168.50.0/30

R1

R3

R2

R4

F0/0

192.168.30.0/30 - > R4
192.168.30.0/30 - > R1
192.168.50.0/30 - > R1
192.168.50.0/30 - > R4

F0/0

192.168.50.0/30 - > F0/1
192.168.50.0/30 - > F0/2
192.168.30.0/30 - > F0/0

192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/2
192.168.50.0/30 - > F0/1

**Desconsiderando o balance automático

F0/1

F0/2 F0/2

F0/1

Unicast Reverse Path Forwarding



192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/0

➔ Como funciona

192.168.30.0/30

.1 .2.1.2

192.168.50.0/30

R1

R3

R2

R4

F0/0

192.168.30.0/30 - > R4
192.168.30.0/30 - > R1
192.168.50.0/30 - > R1
192.168.50.0/30 - > R4

F0/0

192.168.50.0/30 - > F0/1
192.168.50.0/30 - > F0/2
192.168.30.0/30 - > F0/0

192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/2
192.168.50.0/30 - > F0/1

**Desconsiderando o balance automático

F0/1

F0/2 F0/2

F0/1
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192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/0

➔ Como funciona

192.168.30.0/30

.1 .2.1.2

192.168.50.0/30

R1

R3

R2

R4

F0/0

192.168.30.0/30 - > R4
192.168.30.0/30 - > R1
192.168.50.0/30 - > R1
192.168.50.0/30 - > R4

F0/0

192.168.50.0/30 - > F0/1
192.168.50.0/30 - > F0/2
192.168.30.0/30 - > F0/0

192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/2
192.168.50.0/30 - > F0/1

**Desconsiderando o balance automático

F0/1

F0/2 F0/2

F0/1

Unicast Reverse Path Forwarding



192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/0

➔ Como funciona
➔ habilitando uRPF

192.168.30.0/30

.1 .2.1.2

192.168.50.0/30

R1

R3

R2

R4

F0/0

192.168.30.0/30 - > R4
192.168.30.0/30 - > R1
192.168.50.0/30 - > R1
192.168.50.0/30 - > R4

F0/0

192.168.50.0/30 - > F0/1
192.168.50.0/30 - > F0/2
192.168.30.0/30 - > F0/0

192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/2
192.168.50.0/30 - > F0/1

F0/1

F0/2 F0/2

F0/1

#R4
conf t
interface f0/1
 ip verify unicast reverse-path
exit
interface f0/1
 ip verify unicast reverse-path
exit

192.168.50.2

Unicast Reverse Path Forwarding



192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/0

➔ Como funciona
➔ habilitando uRPF

192.168.30.0/30

.1 .2.1.2

192.168.50.0/30

R1

R3

R2

R4

F0/0

192.168.30.0/30 - > R4
192.168.30.0/30 - > R1
192.168.50.0/30 - > R1
192.168.50.0/30 - > R4

F0/0

192.168.50.0/30 - > F0/1
192.168.50.0/30 - > F0/2
192.168.30.0/30 - > F0/0

192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/2
192.168.50.0/30 - > F0/1

F0/1

F0/2 F0/2

F0/1

#R4
conf t
interface f0/1
 ip verify unicast reverse-path
exit
interface f0/1
 ip verify unicast reverse-path
exit

192.168.50.2

Unicast Reverse Path Forwarding



192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/0

➔ Como funciona
➔ habilitando uRPF

192.168.30.0/30

.1 .2.1.2

192.168.50.0/30

R1

R3

R2

R4

F0/0

192.168.30.0/30 - > R4
192.168.30.0/30 - > R1
192.168.50.0/30 - > R1
192.168.50.0/30 - > R4

F0/0

192.168.50.0/30 - > F0/1
192.168.50.0/30 - > F0/2
192.168.30.0/30 - > F0/0

192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/2
192.168.50.0/30 - > F0/1

F0/1

F0/2 F0/2

F0/1

#R4
conf t
interface f0/1
 ip verify unicast reverse-path
exit
interface f0/1
 ip verify unicast reverse-path
exit

192.168.50.2

Unicast Reverse Path Forwarding



192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/0

➔ Como funciona
➔ habilitando uRPF

192.168.30.0/30

.1 .2.1.2

192.168.50.0/30

R1

R3

R2

R4

F0/0

192.168.30.0/30 - > R4
192.168.30.0/30 - > R1
192.168.50.0/30 - > R1
192.168.50.0/30 - > R4

F0/0

192.168.50.0/30 - > F0/1
192.168.50.0/30 - > F0/2
192.168.30.0/30 - > F0/0

192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/2
192.168.50.0/30 - > F0/1

F0/1

F0/2 F0/2

F0/1

#R4
conf t
interface f0/1
 ip verify unicast reverse-path
exit
interface f0/1
 ip verify unicast reverse-path
exit

192.168.50.2

Unicast Reverse Path Forwarding



192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/0

➔ Como funciona
➔ habilitando uRPF

192.168.30.0/30

.1 .2.1.2

192.168.50.0/30

R1

R3

R2

R4

F0/0

192.168.30.0/30 - > R4
192.168.30.0/30 - > R1
192.168.50.0/30 - > R1
192.168.50.0/30 - > R4

F0/0

192.168.50.0/30 - > F0/1
192.168.50.0/30 - > F0/2
192.168.30.0/30 - > F0/0

192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/2
192.168.50.0/30 - > F0/1

F0/1

F0/2 F0/2

F0/1

#R4
conf t
interface f0/1
 ip verify unicast reverse-path
exit
interface f0/1
 ip verify unicast reverse-path
exit

192.168.50.2

Ajustanto a “volta”
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192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/0

➔ Como funciona
➔ habilitando uRPF

192.168.30.0/30

.1 .2.1.2

192.168.50.0/30

R1

R3

R2

R4

F0/0

192.168.30.0/30 - > R4
192.168.30.0/30 - > R1
192.168.50.0/30 - > R1
192.168.50.0/30 - > R4

F0/0

192.168.50.0/30 - > F0/1
192.168.50.0/30 - > F0/2
192.168.30.0/30 - > F0/0

192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/2
192.168.50.0/30 - > F0/1

F0/1

F0/2 F0/2

F0/1

#R4
conf t
interface f0/1
 ip verify unicast reverse-path
exit
interface f0/1
 ip verify unicast reverse-path
exit

192.168.50.2

Ajustanto a “volta”

Unicast Reverse Path Forwarding



192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/0

➔ Como funciona
➔ habilitando uRPF

192.168.30.0/30

.1 .2.1.2

192.168.50.0/30

R1

R3

R2

R4

F0/0

192.168.30.0/30 - > R4
192.168.30.0/30 - > R1
192.168.50.0/30 - > R1
192.168.50.0/30 - > R4

F0/0

192.168.50.0/30 - > F0/1
192.168.50.0/30 - > F0/2
192.168.30.0/30 - > F0/0

192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/2
192.168.50.0/30 - > F0/1

F0/1

F0/2 F0/2

F0/1

#R4
conf t
interface f0/1
 ip verify unicast reverse-path
exit
interface f0/1
 ip verify unicast reverse-path
exitUTILIDADE PRÁTICA
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192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/0

➔ Como funciona
➔ habilitando uRPF

192.168.30.0/30

.1 .2.1.2

R1

R3

R2

R4

F0/0

192.168.30.0/30 - > R4
192.168.30.0/30 - > R1
192.168.50.0/30 - > R1
192.168.50.0/30 - > R4

F0/0

192.168.50.0/30 - > F0/1
192.168.50.0/30 - > F0/2
192.168.30.0/30 - > F0/0

192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/2
192.168.50.0/30 - > F0/1

F0/1

F0/2 F0/2

F0/1

#R4
conf t
interface f0/1
 ip verify unicast reverse-path
exit
interface f0/1
 ip verify unicast reverse-path
exit

10.10.10.1

UTILIDADE PRÁTICA
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192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/0

➔ Como funciona
➔ habilitando uRPF

192.168.30.0/30

.1 .2.1.2

192.168.50.0/30

R1

R3

R2

R4

F0/0

192.168.30.0/30 - > R4
192.168.30.0/30 - > R1
192.168.50.0/30 - > R1
192.168.50.0/30 - > R4

F0/0

192.168.50.0/30 - > F0/1
192.168.50.0/30 - > F0/2
192.168.30.0/30 - > F0/0

192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/2
192.168.50.0/30 - > F0/1

F0/1

F0/2 F0/2

F0/1

#R4
conf t
interface f0/1
 ip verify unicast reverse-path
exit
interface f0/1
 ip verify unicast reverse-path
exit

10.10.10.1

UTILIDADE PRÁTICA
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192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/0

➔ Como funciona
➔ habilitando uRPF

192.168.30.0/30

.1 .2.1.2

192.168.50.0/30

R1

R3

R2

R4

F0/0

192.168.30.0/30 - > R4
192.168.30.0/30 - > R1
192.168.50.0/30 - > R1
192.168.50.0/30 - > R4

F0/0

192.168.50.0/30 - > F0/1
192.168.50.0/30 - > F0/2
192.168.30.0/30 - > F0/0

192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/2
192.168.50.0/30 - > F0/1

F0/1

F0/2 F0/2

F0/1

#R4
conf t
interface f0/1
 ip verify unicast reverse-path
exit
interface f0/1
 ip verify unicast reverse-path
exit

10.10.10.1

UTILIDADE PRÁTICA

Unicast Reverse Path Forwarding
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192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/0

➔ Como funciona
➔ habilitando uRPF

192.168.30.0/30

.1 .2.1.2

192.168.50.0/30

R1

R3

R2

R4

F0/0

192.168.30.0/30 - > R4
192.168.30.0/30 - > R1
192.168.50.0/30 - > R1
192.168.50.0/30 - > R4

F0/0

192.168.50.0/30 - > F0/1
192.168.50.0/30 - > F0/2
192.168.30.0/30 - > F0/0

192.168.30.0/30 - > F0/1
192.168.30.0/30 - > F0/2
192.168.50.0/30 - > F0/2
192.168.50.0/30 - > F0/1

F0/1

F0/2 F0/2

F0/1

#R4
conf t
interface f0/1
 ip verify unicast reverse-path
exit
interface f0/1
 ip verify unicast reverse-path
exit

10.10.10.1

UTILIDADE PRÁTICA

Unicast Reverse Path Forwarding



➔ Mais sobre IP Spoofing

➔ BCP 38
http://tools.ietf.org/html/bcp38

➔ Portal de Boas Práticas
http://bcp.nic.br/
http://bcp.nic.br/entenda-o-antispoofing/

http://pt.wikipedia.org/wiki/IP_spoofing
http://www.cisco.com/web/about/ac123/ac147/...
http://www.symantec.com/connect/articles/ip-spoofing-introduction
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http://tools.ietf.org/html/bcp38
http://tools.ietf.org/html/bcp38
http://bcp.nic.br/
http://bcp.nic.br/
http://bcp.nic.br/entenda-o-antispoofing/
http://bcp.nic.br/entenda-o-antispoofing/
http://pt.wikipedia.org/wiki/IP_spoofing
http://pt.wikipedia.org/wiki/IP_spoofing
http://www.cisco.com/web/about/ac123/ac147/archived_issues/ipj_10-4/104_ip-spoofing.html
http://www.cisco.com/web/about/ac123/ac147/archived_issues/ipj_10-4/104_ip-spoofing.html
http://www.symantec.com/connect/articles/ip-spoofing-introduction
http://www.symantec.com/connect/articles/ip-spoofing-introduction


➔ uRPF Cisco
http://www.cisco.com/web/about/security/intelligence/unicast-rpf.html
http://www.cisco.com/c/en/us/td/docs/...

➔ uRPF Juniper
http://www.juniper.net/documentation/...

Unicast Reverse Path Forwarding

http://www.cisco.com/web/about/security/intelligence/unicast-rpf.html
http://www.cisco.com/web/about/security/intelligence/unicast-rpf.html
http://www.cisco.com/c/en/us/td/docs/ios/12_2/security/configuration/guide/fsecur_c/scfrpf.html
http://www.cisco.com/c/en/us/td/docs/ios/12_2/security/configuration/guide/fsecur_c/scfrpf.html
http://www.juniper.net/documentation/en_US/junos12.1/topics/topic-map/unicast-rpf.html
http://www.juniper.net/documentation/en_US/junos12.1/topics/topic-map/unicast-rpf.html


➔ De volta ao roteamento assimétrico…
➔ AS 2 adotando políticas de uRPF no acesso
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AS 1

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

192.168.0.0/23 - 2,1
192.168.0.0/23 - 100,2,1
192.168.2.0/23 - 100,4,3,1
192.168.2.0/23 - 2,100,4,3,1

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

100%
0%

192.168.2.0/23 - 100,4,3,1
192.168.0.0/23 - 1

Unicast Reverse Path Forwarding

192.168.0.0/23 - 2,1
192.168.0.0/23 - 20,2,1
192.168.2.0/23 - 4,3,1

uRPF

192.168.0.0/23

192.168.2.0/23

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



AS 1

AS 2

AS 3
192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

100%
0%

uRPF

Unicast Reverse Path Forwarding

AS-100

AS 4

192.168.0.0/23 - 2,1
192.168.0.0/23 - 100,2,1
192.168.2.0/23 - 100,4,3,1
192.168.2.0/23 - 2,100,4,3,1

AS 20

192.168.2.0/23 - 100,4,3,1
192.168.0.0/23 - 1

192.168.0.0/23 - 2,1
192.168.0.0/23 - 20,2,1
192.168.2.0/23 - 4,3,1

*
*

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



AS 1

AS 2

AS 3
192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

100%
0%

uRPF

Unicast Reverse Path Forwarding

AS-100

AS 4

192.168.0.0/23 - 2,1
192.168.0.0/23 - 100,2,1
192.168.2.0/23 - 100,4,3,1
192.168.2.0/23 - 2,100,4,3,1

AS 20

192.168.2.0/23 - 100,4,3,1
192.168.0.0/23 - 1

192.168.0.0/23 - 2,1
192.168.0.0/23 - 20,2,1
192.168.2.0/23 - 4,3,1

*
*

*
*

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



AS 1

AS 2

AS 3
192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

100%
0%

uRPF

Unicast Reverse Path Forwarding

AS-100

AS 4

192.168.0.0/23 - 2,1
192.168.0.0/23 - 100,2,1
192.168.2.0/23 - 100,4,3,1
192.168.2.0/23 - 2,100,4,3,1

AS 20

192.168.2.0/23 - 100,4,3,1
192.168.0.0/23 - 1

192.168.0.0/23 - 2,1
192.168.0.0/23 - 20,2,1
192.168.2.0/23 - 4,3,1

*
*
*
*

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



AS 1

AS 2

AS 3
192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

100%
0%

uRPF

Unicast Reverse Path Forwarding

AS-100

AS 4

192.168.0.0/23 - 2,1
192.168.0.0/23 - 100,2,1
192.168.2.0/23 - 100,4,3,1
192.168.2.0/23 - 2,100,4,3,1

AS 20

192.168.2.0/23 - 100,4,3,1
192.168.0.0/23 - 1

192.168.0.0/23 - 2,1
192.168.0.0/23 - 20,2,1
192.168.2.0/23 - 4,3,1

*
*
*
*

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



AS 1

AS 2

AS 3
192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

100%
0%

Unicast Reverse Path Forwarding

AS-100

AS 4

192.168.0.0/23 - 2,1
192.168.0.0/23 - 100,2,1
192.168.2.0/23 - 100,4,3,1
192.168.2.0/23 - 2,100,4,3,1

AS 20

192.168.2.0/23 - 100,4,3,1
192.168.0.0/23 - 1

192.168.0.0/23 - 2,1
192.168.0.0/23 - 20,2,1
192.168.2.0/23 - 4,3,1

*
*
*
*

uRPF

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



AS 1

AS 2

AS 3
192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

100%
0%

uRPF

Unicast Reverse Path Forwarding

AS-100

AS 4

192.168.0.0/23 - 2,1
192.168.0.0/23 - 100,2,1
192.168.2.0/23 - 100,4,3,1
192.168.2.0/23 - 2,100,4,3,1

AS 20

192.168.2.0/23 - 100,4,3,1
192.168.0.0/23 - 1

192.168.0.0/23 - 2,1
192.168.0.0/23 - 20,2,1
192.168.2.0/23 - 4,3,1

*
*
*
*

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



AS 1

AS 2

AS 3
192.168.0.1
192.168.2.1

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

100%
0%

uRPF

Unicast Reverse Path Forwarding

AS-100

AS 4

192.168.0.0/23 - 2,1
192.168.0.0/23 - 100,2,1
192.168.2.0/23 - 100,4,3,1
192.168.2.0/23 - 2,100,4,3,1

AS 20

192.168.2.0/23 - 100,4,3,1
192.168.0.0/23 - 1

192.168.0.0/23 - 2,1
192.168.0.0/23 - 20,2,1
192.168.2.0/23 - 4,3,1

*
*
*
*

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



➔ Alternativas
➔ BGP Communities

● NO-EXPORT(padrão)

Unicast Reverse Path Forwarding



192.168.2.0/23

AS 1

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

192.168.0.0/23 - 2,1
192.168.0.0/23 - 100,2,1
192.168.2.0/23 - 100,4,3,1
192.168.2.0/23 - 2,100,4,3,1

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

100%
100%

192.168.2.0/23 - 1 (NO-EXPORT)
192.168.2.0/23 - 100,4,3,1
192.168.0.0/23 - 2,1

uRPF

Unicast Reverse Path Forwarding

192.168.0.0/23 192.168.0.0/23 - 2,1
192.168.0.0/23 - 20,2,1
192.168.2.0/23 - 4,3,1

192.168.2.0/23 

NO-EXPORT

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



AS 1

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

192.168.0.0/23 - 2,1
192.168.0.0/23 - 100,2,1
192.168.2.0/23 - 100,4,3,1
192.168.2.0/23 - 2,100,4,3,1

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

100%
100%

192.168.2.0/23 - 1 (NO-EXPORT)
192.168.2.0/23 - 100,4,3,1
192.168.0.0/23 - 2,1

uRPF

Unicast Reverse Path Forwarding

192.168.0.0/23 - 2,1
192.168.0.0/23 - 20,2,1
192.168.2.0/23 - 4,3,1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

192.168.0.0/23

192.168.0.0/23



AS 1

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

192.168.0.0/23 - 2,1
192.168.0.0/23 - 100,2,1
192.168.2.0/23 - 100,4,3,1
192.168.2.0/23 - 2,100,4,3,1

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

100%
100%

192.168.2.0/23 - 1 (NO-EXPORT)
192.168.2.0/23 - 100,4,3,1
192.168.0.0/23 - 2,1

uRPF

Unicast Reverse Path Forwarding

192.168.0.0/23 - 2,1
192.168.0.0/23 - 20,2,1
192.168.2.0/23 - 4,3,1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 20,2,1,1
192.168.0.0/22 - 4,3,1

AS 1

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

192.168.0.0/23 - 2,1
192.168.0.0/23 - 100,2,1
192.168.2.0/23 - 100,4,3,1
192.168.2.0/23 - 2,100,4,3,1

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

100%
100%

192.168.2.0/23 - 1 (NO-EXPORT)
192.168.2.0/23 - 100,4,3,1
192.168.0.0/23 - 2,1

uRPF

Unicast Reverse Path Forwarding

192.168.0.0/23 - 2,1
192.168.0.0/23 - 20,2,1
192.168.2.0/23 - 4,3,1

*
*
*
*

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 20,2,1,1
192.168.0.0/22 - 4,3,1

AS 1

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

192.168.0.0/23 - 2,1
192.168.0.0/23 - 100,2,1
192.168.2.0/23 - 100,4,3,1
192.168.2.0/23 - 2,100,4,3,1

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

100%
100%

192.168.2.0/23 - 1 (NO-EXPORT)
192.168.2.0/23 - 100,4,3,1
192.168.0.0/23 - 2,1

uRPF

Unicast Reverse Path Forwarding

192.168.0.0/23 - 2,1
192.168.0.0/23 - 20,2,1
192.168.2.0/23 - 4,3,1

*
*
*
*

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 20,2,1,1
192.168.0.0/22 - 4,3,1

AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

192.168.0.0/23 - 2,1
192.168.0.0/23 - 100,2,1
192.168.2.0/23 - 100,4,3,1
192.168.2.0/23 - 2,100,4,3,1

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

100%
100%

192.168.2.0/23 - 1 (NO-EXPORT)
192.168.2.0/23 - 100,4,3,1
192.168.0.0/23 - 2,1

uRPF

Unicast Reverse Path Forwarding

192.168.0.0/23 - 2,1
192.168.0.0/23 - 20,2,1
192.168.2.0/23 - 4,3,1

*
*
*
*



192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 20,2,1,1
192.168.0.0/22 - 4,3,1

AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

192.168.0.0/23 - 2,1
192.168.0.0/23 - 100,2,1
192.168.2.0/23 - 100,4,3,1
192.168.2.0/23 - 2,100,4,3,1

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

100%
100%

192.168.2.0/23 - 1 (NO-EXPORT)
192.168.2.0/23 - 100,4,3,1
192.168.0.0/23 - 2,1

uRPF

Unicast Reverse Path Forwarding

192.168.0.0/23 - 2,1
192.168.0.0/23 - 20,2,1
192.168.2.0/23 - 4,3,1

*
*
*
*



192.168.0.0/22 - 2,1,1
192.168.0.0/22 - 20,2,1,1
192.168.0.0/22 - 4,3,1

AS 1

ASN: 1
CIDR: 192.168.0.0/22
UPSTREAMS: 
    AS 2: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4

192.168.0.1
192.168.2.1

192.168.0.0/23 - 2,1
192.168.0.0/23 - 100,2,1
192.168.2.0/23 - 100,4,3,1
192.168.2.0/23 - 2,100,4,3,1

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

100%
100%

192.168.2.0/23 - 1 (NO-EXPORT)
192.168.2.0/23 - 100,4,3,1
192.168.0.0/23 - 2,1

uRPF

Unicast Reverse Path Forwarding

192.168.0.0/23 - 2,1
192.168.0.0/23 - 20,2,1
192.168.2.0/23 - 4,3,1

*
*
*
*



Um cenário mais 
complexo...

Unicast Reverse Path Forwarding



AS 1

AS 2

AS 3 AS 4

AS 20

AS 8

RELAÇÕES DE TRÂNSITO:
➔ AS 20: Tier 1, provê 

trânsito internacional
➔ AS 100: Tier 2, provê 

trânsito nacional + CDN
➔ AS 2,3,4,1: Tier 3
➔ AS 8: Cliente Final

Unicast Reverse Path Forwarding

AS-100

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 20,2,1,8

AS 1

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 100,2,1,8

AS 20

172.16.0.0/22 - 1,8

AS 8

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

17
2.1

6.0
.0/

22

172.16.0.0/22

Unicast Reverse Path Forwarding
ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 20,2,1,8

AS 1

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 100,2,1,8

AS 20

172.16.0.0/22 - 1,8

AS 8

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

17
2.1

6.0
.0/

22

172.16.0.0/22

Unicast Reverse Path Forwarding
ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



172.16.0.0/22

17
2.1

6.0
.0/

22

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 20,2,1,8

AS 1

AS 2

AS 3 AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 100,2,1,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

200%
0%

172.16.0.0/22 - 1,8

AS 8

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

uRPF

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

Unicast Reverse Path Forwarding

AS-100

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



172.16.0.0/22

17
2.1

6.0
.0/

22

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 20,2,1,8

AS 1

AS 2

AS 3 AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 100,2,1,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

200%
0%

172.16.0.0/22 - 1,8

AS 8

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

uRPF

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

Unicast Reverse Path Forwarding

AS-100

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



172.16.0.0/22

17
2.1

6.0
.0/

22

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 20,2,1,8

AS 1

AS 2

AS 3 AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 100,2,1,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

200%
0%

172.16.0.0/22 - 1,8

AS 8

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

uRPF

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

Unicast Reverse Path Forwarding

AS-100

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



OU...

Unicast Reverse Path Forwarding



AS 1

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/22 - 1,8
172.16.0.0/22 - 100,4,3,8

AS 8

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

17
2.1

6.0
.0/

22

172.16.0.0/22

Unicast Reverse Path Forwarding

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 20,2,1,8

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



uRPF

AS 1

AS 2

AS 3 AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/22 - 1,8
172.16.0.0/22 - 100,4,3,8

AS 8

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

100%
100%

Unicast Reverse Path Forwarding

AS-100

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 20,2,1,8

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



Falha no aceso ao AS 3...

Unicast Reverse Path Forwarding



uRPF

AS 1

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/22 - 1,8
172.16.0.0/22 - 100,4,3,8

AS 8

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

100%
100%

Unicast Reverse Path Forwarding

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 20,2,1,8

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



AS 1

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/22 - 1,8
172.16.0.0/22 - 100,4,3,,8

AS 8

172.16.0.0/22

172.16.0.0/22

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

WITHDRAW

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 20,2,1,8

Unicast Reverse Path Forwarding
ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



AS 1

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/22 - 1,8

AS 8

172.16.0.0/22

172.16.0.0/22

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

172.16.0.0/22

Unicast Reverse Path Forwarding

172.16.0.0/22 - 2,1,8

172.16.0.0/22 - 20,2,1,8

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 4,3,1,8
172.16.0.0/22 - 20,2,1,8

AS 1

AS 2

AS 3 AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 8

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

172.16.0.0/22

NOVA ROTA

172.16.0.0/22 - 1,8
172.16.0.0/22 - 100,4,3,1,8

Unicast Reverse Path Forwarding

AS-100

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



AS 1

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/22 - 1,8
172.16.0.0/22 - 100,4,3,1,8

AS 8

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

Unicast Reverse Path Forwarding

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 4,3,1,8
172.16.0.0/22 - 20,2,1,8

PERMANECE

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



uRPF

AS 1

AS 2

AS 3 AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/22 - 1,8
172.16.0.0/22 - 100,4,3,1,8

AS 8

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

200%
0%

Unicast Reverse Path Forwarding

AS-100

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 4,3,1,8
172.16.0.0/22 - 20,2,1,8

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



Normalização do AS 3...

Unicast Reverse Path Forwarding



172.16.0.0/22

AS 1

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/22 - 1,8
172.16.0.0/22 - 100,4,3,1,8

AS 8

172.16.0.0/22

172.16.0.0/22

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

100%
100%

WITHDRAW

WITHDRAW

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 4,3,1,8
172.16.0.0/22 - 20,2,1,8

Unicast Reverse Path Forwarding
ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



AS 1

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/22 - 1,8

AS 8

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

100%
100%

172.16.0.0/22 - 2,1,8

172.16.0.0/22 - 20,2,1,8

Unicast Reverse Path Forwarding
ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



AS 1

AS 2

AS 3 AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 8 172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

NOVA ROTA

172.16.0.0/22 - 1,8
172.16.0.0/22 - 100,4,3,8

NOVA ROTA

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 20,2,1,8

Unicast Reverse Path Forwarding

AS-100

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



AS 1

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 8

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

172.16.0.0/22 - 1,8
172.16.0.0/22 - 100,4,3,8

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 20,2,1,8

PERMANECE

Unicast Reverse Path Forwarding



uRPF

AS 1

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/22 - 1,8
172.16.0.0/22 - 100,4,3,1,8

AS 8

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

200%
0%

Unicast Reverse Path Forwarding

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 20,2,1,8



1x prepend...

Unicast Reverse Path Forwarding



AS 1

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3 AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8,8
172.16.0.0/22 - 100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/22 - 1,8,8
172.16.0.0/22 - 100,4,3,8

AS 8

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

PREPEND 1X

17
2.1

6.0
.0/

22

AS 2

Unicast Reverse Path Forwarding

AS-100

172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 2,1,8,8
172.16.0.0/22 - 20,2,1,8,8



AS 1

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8,8
172.16.0.0/22 - 100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

100%
100%

172.16.0.0/22 - 1,8,8
172.16.0.0/22 - 100,4,3,8

AS 8

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

PREPEND 1X

17
2.1

6.0
.0/

22

AS 2
uRPF

Unicast Reverse Path Forwarding

172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 2,1,8,8
172.16.0.0/22 - 20,2,1,8,8



Falha entre AS 2 e AS 20

Unicast Reverse Path Forwarding



AS 1

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8,8
172.16.0.0/22 - 100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

100%
100%

172.16.0.0/22 - 1,8,8
172.16.0.0/22 - 100,4,3,8

AS 8

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

17
2.1

6.0
.0/

22

AS 2
uRPF

Unicast Reverse Path Forwarding

172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 2,1,8,8
172.16.0.0/22 - 20,2,1,8,8



AS 1

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8,8
172.16.0.0/22 - 100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

100%
100%

172.16.0.0/22 - 1,8,8
172.16.0.0/22 - 100,4,3,8

AS 8

172.16.0.0/22

172.16.0.0/22

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

17
2.1

6.0
.0/

22

AS 2

WITHDRAW

WITHDRAW

Unicast Reverse Path Forwarding

172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 2,1,8,8
172.16.0.0/22 - 20,2,1,8,8



172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 2,1,8,8

AS 1

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

100%
100%

172.16.0.0/22 - 1,8,8
172.16.0.0/22 - 100,4,3,8

AS 8 172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

17
2.1

6.0
.0/

22

AS 2

NOVA ROTA

Unicast Reverse Path Forwarding



172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 2,1,8,8

AS 1

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/22 - 1,8,8
172.16.0.0/22 - 100,4,3,8

AS 8

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

AS 2
uRPF

0%
200%

Unicast Reverse Path Forwarding
ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



Normalização da falha...

Unicast Reverse Path Forwarding



172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 2,1,8,8
172.16.0.0/22 - 20,2,1,8,8

AS 1

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 100,4,3,8
172.16.0.0/22 - 2,1,8,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/22 - 1,8,8
172.16.0.0/22 - 100,4,3,8

AS 8

172.16.0.0/22

172.16.0.0/22

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

PREPEND 1X

17
2.1

6.0
.0/

22

AS 2

NOVA ROTA

Unicast Reverse Path Forwarding



AS 1

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 100,4,3,8
172.16.0.0/22 - 2,1,8,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/22 - 1,8,8
172.16.0.0/22 - 100,4,3,8

AS 8

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

AS 2

PERMANECE

Unicast Reverse Path Forwarding

172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 2,1,8,8
172.16.0.0/22 - 20,2,1,8,8



AS 1

172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 2,1,8,8

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 100,4,3,8
172.16.0.0/22 - 2,1,8,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/22 - 1,8,8
172.16.0.0/22 - 100,4,3,8

AS 8

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

AS 2
uRPF

PERMANECE

0%
200%

Unicast Reverse Path Forwarding



➔ Dificuldades permanecem…
➔ Quanto mais “longe” mais difícil 

controlar o “download”

Unicast Reverse Path Forwarding



Unicast Reverse Path Forwarding

E se...



Unicast Reverse Path Forwarding



AS 2

➢ 172.16.0.0/22 
○ 172.16.0.0/23
○ 172.16.2.0/23

AS 1 AS 3

192.168.0.0/23
19

2.1
68

.2.
0/2

3

Unicast Reverse Path Forwarding

Solução que 
facilita sua 
vida...



AS 1

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/23 - 2,1,8
172.16.0.0/23 - 100,4,3,8
172.16.2.0/23 - 100,4,3,8
172.16.2.0/23 - 2,100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/23 - 1,8
172.16.0.0/23 - 100,4,3,8
172.16.2.0/23 - 100,4,3,8
172.16.2.0/23 - 20,100,4,3,8

AS 8

172.16.0.0/23

172.16.2.0/23

172.16.0.0/22

172.16.2.0/23

172.16.2.0/23

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

17
2.1

6.0
.0/

22

AS 2

Unicast Reverse Path Forwarding

172.16.0.0/23 - 2,1,8
172.16.0.0/23 - 20,2,1,8
172.16.2.0/23 - 4,3,8

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



172.16.0.0/23 - 2,1,8
172.16.0.0/23 - 20,2,1,8
172.16.2.0/23 - 4,3,8

AS 1

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/23 - 2,1,8
172.16.0.0/23 - 100,4,3,8
172.16.2.0/23 - 100,4,3,8
172.16.2.0/23 - 2,100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/23 - 1,8
172.16.0.0/23 - 100,4,3,8
172.16.2.0/23 - 100,4,3,8
172.16.2.0/23 - 20,100,4,3,8

AS 8

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

17
2.1

6.0
.0/

22

AS 2
uRPF

100%
0%

Unicast Reverse Path Forwarding



172.16.0.0/23 - 2,1,8
172.16.0.0/23 - 20,2,1,8
172.16.2.0/23 - 4,3,8

AS 1

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/23 - 2,1,8
172.16.0.0/23 - 100,4,3,8
172.16.2.0/23 - 100,4,3,8
172.16.2.0/23 - 2,100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/23 - 1,8
172.16.0.0/23 - 100,4,3,8
172.16.2.0/23 - 100,4,3,8
172.16.2.0/23 - 20,100,4,3,8

AS 8

172.16.0.0/23

172.16.0.0/22

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

17
2.1

6.0
.0/

22

AS 2
uRPF

100%
0%

Unicast Reverse Path Forwarding
ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



172.16.0.0/23 - 2,1,8
172.16.0.0/23 - 20,2,1,8
172.16.2.0/23 - 4,3,8

AS 1

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/23 - 2,1,8
172.16.0.0/23 - 100,4,3,8
172.16.2.0/23 - 100,4,3,8
172.16.2.0/23 - 2,100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/23 - 1,8
172.16.0.0/23 - 100,4,3,8
172.16.2.0/23 - 100,4,3,8
172.16.2.0/23 - 20,100,4,3,8

AS 8

172.16.0.0/23

172.16.2.0/23

172.16.0.0/22

172.16.2.0/23

172.16.2.0/23

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

17
2.1

6.0
.0/

22

AS 2
uRPF

100%
0%

Unicast Reverse Path Forwarding
ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



172.16.0.0/23 - 2,1,8
172.16.0.0/23 - 20,2,1,8
172.16.2.0/23 - 4,3,8

AS 1

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/23 - 2,1,8
172.16.0.0/23 - 100,4,3,8
172.16.2.0/23 - 100,4,3,8
172.16.2.0/23 - 2,100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/23 - 1,8
172.16.0.0/23 - 100,4,3,8
172.16.2.0/23 - 100,4,3,8
172.16.2.0/23 - 20,100,4,3,8

AS 8

172.16.0.0/23

172.16.2.0/23

172.16.0.0/22

172.16.2.0/23

172.16.2.0/23

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

17
2.1

6.0
.0/

22

AS 2
uRPF

100%
0%

Unicast Reverse Path Forwarding
ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



O QUE 
FAZER 

AGORA?

Unicast Reverse Path Forwarding



NO-EXPORT!!

Unicast Reverse Path Forwarding



172.16.0.0/23 - 2,1,8
172.16.0.0/23 - 20,2,1,8
172.16.2.0/23 - 4,3,8

AS 1

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/23 - 2,1,8
172.16.0.0/23 - 100,4,3,8
172.16.2.0/23 - 100,4,3,8
172.16.2.0/23 - 2,100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/23 - 1,8
172.16.0.0/23 - 100,4,3,8
172.16.2.0/23 - 100,4,3,8
172.16.2.0/23 - 20,100,4,3,8

AS 8

172.16.0.0/23

172.16.2.0/23

172.16.2.0/23

172.16.2.0/23

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

17
2.1

6.0
.0/

23

AS 2

100%
0%

172.16.2.0/23 

NO-EXPORT

Unicast Reverse Path Forwarding

172.16.0.0/23

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



172.16.0.0/23 - 2,1,8
172.16.0.0/23 - 20,2,1,8
172.16.2.0/23 - 4,3,8

AS 1

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/23 - 2,1,8
172.16.0.0/23 - 100,4,3,8
172.16.2.0/23 - 100,4,3,8
172.16.2.0/23 - 2,100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/23 - 1,8
172.16.0.0/23 - 100,4,3,8
172.16.2.0/23 - 100,4,3,8
172.16.2.0/23 - 20,100,4,3,8

AS 8

172.16.0.0/23

172.16.2.0/23

172.16.2.0/23

172.16.2.0/23

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

17
2.1

6.0
.0/

23

AS 2

100%
0%

172.16.2.0/23 

NO-EXPORT

Unicast Reverse Path Forwarding

172.16.0.0/23

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



172.16.0.0/23 - 2,1,8
172.16.0.0/23 - 20,2,1,8
172.16.2.0/23 - 4,3,8

AS 1

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/23 - 2,1,8
172.16.0.0/23 - 100,4,3,8
172.16.2.0/23 - 100,4,3,8
172.16.2.0/23 - 2,100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/23 - 1,8
172.16.0.0/23 - 100,4,3,8
172.16.2.0/23 - 100,4,3,8
172.16.2.0/23 - 20,100,4,3,8

AS 8

172.16.2.0/23

172.16.2.0/23

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

17
2.1

6.0
.0/

23

AS 2
uRPF

100%
0%

Unicast Reverse Path Forwarding
ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



172.16.0.0/23 - 2,1,8
172.16.0.0/23 - 20,2,1,8
172.16.2.0/23 - 4,3,8

AS 1

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/23 - 2,1,8
172.16.0.0/23 - 100,4,3,8
172.16.2.0/23 - 100,4,3,8
172.16.2.0/23 - 2,100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/23 - 1,8
172.16.0.0/23 - 100,4,3,8
172.16.2.0/23 - 100,4,3,8
172.16.2.0/23 - 20,100,4,3,8

AS 8

172.16.0.0/23

172.16.2.0/23

172.16.2.0/23

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

17
2.1

6.0
.0/

23

AS 2
uRPF

100%
0%

Unicast Reverse Path Forwarding
ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



➔ Alternativas
➔ BGP Communities

● NO-EXPORT(padrão)
● Numéricas

○ no-export
○ 1x prepend
○ 2x prepend
○ 3x prepend

Unicast Reverse Path Forwarding



➔ 2:xy
Políticas de Comunity do AS 2:

Onde x = Vizinho
Onde y = AçãoCódigo (x) Vizinho

1 AS 20

2 AS 100

Código (y) Ação

0 no-export

1 1x prepend

2 2x prepend

3 3x prepend

Exemplo:
➔ 2:10 - Prefixo não será anunciado para 

o AS 20
➔ 2:23 - Prefixo será anunciado para o as 

100 com 3 prepends

Unicast Reverse Path Forwarding



➔ Obtendo o mesmo resultado com apenas 
um prefixo anunciado

Unicast Reverse Path Forwarding



172.16.0.0/22 - 1,8

172.16.2.0/22 
(2:23)3x PREPEND

172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 2,2,2,2,1,8

AS 1

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

AS 8

172.16.0.0/22

(2:23)

172.16.0.0/22

172.16.0.0/22

172.16.0.0/22

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

17
2.1

6.0
.0/

22

AS 2172.16.2.0/22 

(2:23)

Unicast Reverse Path Forwarding
ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE



172.16.0.0/22 - 4,3,8
172.16.0.0/22 - 2,2,2,2,1,8

AS 1

ASN: 8
CIDR: 172.16.0.0/22
UPSTREAMS: 
    AS 1: 200Mbs 
    AS 3: 200Mbs
DOWNSTREAMS: NONE

AS 2

AS 3

AS-100

AS 4172.16.0.1
172.16.2.1

172.16.0.0/22 - 2,1,8
172.16.0.0/22 - 100,4,3,8

AS 20

STREAMS
AS100                100Mbs
AS20                  100Mbs
AS100                100Mbs
AS20                  100Mbs

172.16.0.0/22 - 1,8

AS 8

100.0.0.0/8 - 1,2,100
100.0.0.0/8 - 3,4,100
20.0.0.0/8 - 1,2,20
20.0.0.0/8 - 3,4,100,20

AS 2
uRPF

100%
100%

Unicast Reverse Path Forwarding



Unicast Reverse Path Forwarding

➔ Eventuais mudanças na 
topologia não mudarão mais o 
fluxo

➔ Novas convergências sempre 
pelo mesmo caminho



Unicast Reverse Path Forwarding

➔ As possibilidades de 
engenharia de tráfego com 
community são incontáveis



Unicast Reverse Path Forwarding



1. Internet no Brasil ontem e hoje
2. Autonomia de um AS
3. Administração de Saídas de Trânsito
4. Balanceamento “natural”
5. Balanceamento “artificial”
6. Roteamento Assimétrico
7. Unicast Reverse Path Forwarding
8. Considerações Finais



➔ Roteamento assimétrico
● Último recurso
● “Assimetria controlada”

Considerações Finais



➔ Roteamento assimétrico
● Último recurso
● “Assimetria controlada”

➔ Não podes definir o “local preference” do 
teu vizinho

Considerações Finais



➔ Roteamento assimétrico
● Último recurso
● “Assimetria controlada”

➔ Não podes definir o “local preference” do 
teu vizinho

➔ Looking Glasses para provedores de 
trânsito IP

●  Opcional ou essencial?

Considerações Finais



➔ Políticas de community 
● Opcional ou essencial?
● Claras e públicas

Considerações Finais



Unicast Reverse Path Forwarding
PRINCIPAIS POLÍTICAS DA ALOO TELECOM PARA EXPORT

NO-EXPORT Ação padrão

61568:0 NO-EXPORT Trânsitos - Anuncia prefixo apenas para clientes

61568:10 NO-EXPORT GVT - Não anuncia o prefixo para trânsito GVT

61568:11 1x-PREPEND GVT- Insere 1x prepend na exportação para GVT

61568:12 2x-PREPEND GVT- Insere 2x prepend na exportação para GVT

61568:13 3x-PREPEND GVT- Insere 3x prepend na exportação para GVT

61568:20 NO-EXPORT Level 3 - Não anuncia o prefixo para trânsito Level 3

61568:21 1x-PREPEND Level 3 - Insere 1x prepend na exportação para Level 3

61568:22 2x-PREPEND Level 3 - Insere 2x prepend na exportação para Level 3

61568:23 3x-PREPEND Level 3 - Insere 3x prepend na exportação para Level 3



Unicast Reverse Path Forwarding
PRINCIPAIS POLÍTICAS DA ALOO TELECOM PARA EXPORT

61568:30 NO-EXPORT Globenet - Não anuncia o prefixo para trânsito Globenet

61568:31 1x-PREPEND Globenet - Insere 1x prepend na exportação para Globenet

61568:32 2x-PREPEND Globenet - Insere 2x prepend na exportação para Globenet

61568:33 3x-PREPEND Globenet - Insere 3x prepend na exportação para Globenet

61568:40 NO-EXPORT NTT - Não anuncia o prefixo para trânsito NTT

61568:41 1x-PREPEND NTT - Insere 1x prepend na exportação para NTT

61568:42 2x-PREPEND NTT - Insere 2x prepend na exportação para NTT

61568:43 3x-PREPEND NTT - Insere 3x prepend na exportação para NTT

61568:110 NO-EXPORT PTT-SP - Não anuncia o prefixo para o ATM SP

61568:111 1x-PREPEND PTT-SP - Insere 1x prepend na exportação para o ATM SP

61568:112 2x-PREPEND PTT-SP - Insere 2x prepend na exportação para o ATM SP

61568:113 3x-PREPEND PTT-SP - Insere 3x prepend na exportação para o ATM SP



Unicast Reverse Path Forwarding

➔ Lista completa em:
www.alootelecom.com.br/bgp



➔ Políticas de community 
● Opcional ou essencial?
● Claras e públicas

➔ Communities em prefixos de cliente 
● Não devem ser removidas!
● Respeito às communities 

reservadas

Considerações Finais



➔ Políticas de community 
● Opcional ou essencial?
● Claras e públicas

➔ Communities em prefixos de cliente 
● Não devem ser removidas!
● Respeito às communities 

reservadas
➔ ASN de 32 bits e o padrao xxxxx:yyyyy

● Alguma esperança?

Considerações Finais



Perguntas, críticas e 
sugestões:

            rinaldo.vaz@alootelecom.com.br
rinaldopvaz@gmail.com
@rinaldo_vaz
http://br.linkedin.com/pub/rinaldo-vaz/33/762/b4
facebook.com/groups/bgp.mpls
Versão online
https://docs.google.com/presentation/d/1htUkeXuct6Etu8qG-7IjMFB-W_9BVChTQqWr8Aafnbc/pub?
start=false&loop=false&delayms=5000

http://br.linkedin.com/pub/rinaldo-vaz/33/762/b4
http://br.linkedin.com/pub/rinaldo-vaz/33/762/b4
http://facebook.com/groups/bgp.mpls
http://facebook.com/groups/bgp.mpls
https://docs.google.com/presentation/d/1htUkeXuct6Etu8qG-7IjMFB-W_9BVChTQqWr8Aafnbc/pub?start=false&loop=false&delayms=5000
https://docs.google.com/presentation/d/1htUkeXuct6Etu8qG-7IjMFB-W_9BVChTQqWr8Aafnbc/pub?start=false&loop=false&delayms=5000
https://docs.google.com/presentation/d/1htUkeXuct6Etu8qG-7IjMFB-W_9BVChTQqWr8Aafnbc/pub?start=false&loop=false&delayms=5000


➔Qual a quantidade ideal de saídas de trânsito IP?

Considerações Finais



➔Qual a quantidade ideal de saídas de trânsito IP?

➔Links unicamente backup ou soma?
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➔Qual a quantidade ideal de saídas de trânsito IP?

➔Links unicamente backup ou soma?

➔De quem contratar?
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➔Qual a quantidade ideal de saídas de trânsito IP?

➔Links unicamente backup ou soma?

➔De quem contratar?

➔Melhor preço = melhor negócio?

Considerações Finais



Muito Obrigado!


