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O que é IPv6?

* Definido pela RFC 2460 (1998);
* |IPv6 possui enderecos de 128 bits:

27128 = 3,4028236692093846346337460743177e+38
* |IPv4 possui enderecos de 32 bits:

2732 = 4.294.967.296
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Por que IPv6?

* Escalabilidade, disponibilidade, loT, BYOD, etc.
* Implicagoes do uso de NAT:

E um facilitador para criminosos se esconderem;
Dificil gerenciamento de logs;

Um filtro ao IP de NAT pode indisponibilizar a rede inteira a um
determinado destino;

Falso sentimento de segurancga;
Dificulta o aprovisionamento de servicos e troubleshooting;
Pode ser uma técnica problematica para certas aplicagoes.




Esgotamento de enderecos IPv4 nos RIR

Previsao de esgotamento de enderecos IPv4 nos RIR.

RIR IPv4 Address Run-Down Model
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Disponibilidade de enderecos IPv4 na RNP

* IPv4:71,4% alocado (em 22/11/16);

* Pedidos de blocos IPv4 ao Registro.br limitam-se a um /22 a cada 6
meses.

IPv4 IPvé

B Assigned ]l unassigned




Implica¢oes a clientes

* Limitacao de crescimento sem uso de NAT;
* Implicagoes legais de acordo com a Lei N2 12.965;
* Ministério do Planejamento

— "Plano de Disseminacao do Uso IPv6"

* Meta final: setembro/2018.

 Mandados judiciais: dificuldade de identificar usuarios que estao
atras de um NAT.




Adocao do protocolo IPv6 na RNP

O backbone da RNP suporta IPv6 desde o ano 2001;

Adoc¢ao pouco expressiva por parte de nossos clientes;

Projeto de alocacao de IPv6 a clientes.




Infraestrutura do backbone da RNP
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Infraestrutura de clientes
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Projeto de alocacao de IPv6 a clientes
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RNP (1916)
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IPv6

Em 2016, 546 unidades foram
contempladas pelo projeto;

Configuragao do protocolo até a
ultima milha;

Alocacao e configuracao de prefixos
IPv6;

Implantagao abordou diferentes
fabricantes: Juniper, Cisco, Brocade e
Extreme;

Alguns casos de operadoras com
necessidade de upgrade de firmware

em equipamentos de transmissao.




Evolucao do uso de IPv6 na RNP (2016)

Explore Traffic

DETAILS Period: Other v start:| 01/01/16 00:00:00

FILTER 1 Type: ipv6 v

FILTER 2 Type: none

] Endi 12/01/16 06:24:00

‘: Graph Type: Stacked v Units: bps v @Update
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*Coleta parcial, pois somente alguns roteadores
suportam coleta de fluxos IPv6




Adoc¢ao do IPv6 no mundo

Adocao do IPv6 por pais

United States
IPv6 Adoption: 30.12%
Latency / impact: Oms / 0.01% _

Brazil ' N
IPv6 Adoption: 11.07% 2
Latency / impact: Oms / 0.01%

Fonte: https://www.google.com/intl/pt-BR/ipv6/statistics.html

(29/11/16)




Adocao de IPv6 no mundo

A adogao do IPv6

Medimos a disponibilidade da conectividade do IPv6 entre usuarios do Google continuamente. O grafico mostra a porcentagem de
usuarios que acessam o Google por meio de IPv6.
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Técnicas de transicao IPv4 / IPv6

Pilha Dupla (Dual-stack): consiste na coexisténcia entre os dois
protocolos, funcionando em paralelo e de forma independente;

Tuneis: utilizados para transportar pacotes IPv6 em redes IPv4 e vice-
versa;

Traducgao: traducgao dos cabecalhos IP.

|




Network Address Translation 64 - NAT64

e Caracteristicas / Funcionalidades:
* Funciona com uma rede interna puramente |IPv6;
* Faz a traducao de cabecalhos IPv6 -> |IPv4 e vice-versa;

* DNS64 integra a solucao traduzindo enderecos IPv4
para IPv6 (A para AAAA).

e Laboratério provido pela Universidade Federal de Pernambuco (UFPE)

|




NAT64 — Estudo de caso

https:/Imemoria.mp.br
IPv4: 200.130.35.4

Cliente A
2001:12f0:912:f00:c0ch:4a6f:dde2:da8d




NAT64 - Estudo de caso

Frame 464: 94 byte
Ethernet II, Src:
Internet Protocol
User Datagram Prot
Domain Name System
Response In: 4
Transaction ID:
b Flags: @x@lee S
Questions: 1
Answer RRs: @
Authority RRs:
Additional RRs:
4 Queries
4 memoria.rne.
Name: mem
[Name Len
[Label Col
Type: AAA

Class: IN

y / /
QLI- Igg et
| —]
A Query AAAA >

Frame 465: 244 bytes on wire (1952 bits), 244 bytes captured (1952 bits) on interface @
Ethernet II, Src: ExtremeN_97:b3:ee (©0:04:96:97:b3:ee), Dst: Vmware_Oe:e7:al (00:0c:29:0e:e7:al)
Internet Protocol Version 6, Src: 2001:12¥0:912:a00::1, Dst: 2001:1210:912:100:c0cb:4a6f:dde2:dasdd
User Datagram Protocol, Src Port: 53 (53), Dst Port: 55598 (55598)
Domain Name System (response)
Request In: 464
[Time: ©.8@1867833 seconds]
Transaction ID: @x136a
P Flags: ©x818@ Standard query response, No error
Questions: 1
Answer RRs: 2
Authority RRs: 4
Additional RRs: @
4 Queries
4 memoria.rnp.br: type AAAA, class IN
Name: memoria.rnp.br
[Name Length: 14]
[Label Count: 3]
Type: AAAA (IPv6 Address) (28)
Class: IN (@x@eeel)
4 Answers
> memoria.rnp.br: type CNAME, class IN, cname kerberos.na-df.rnp.br

b |kerberos.na-df.rnp.br: type AAAA, class IN, addr 64:ff9b::c882:23084

v

Authoritative nameservers

Answer AAAA




NAT64 - Estudo de caso

https:/iImemoria.mp.br
IPv4: 200.130.35.4

Frame 474: 94 bytes on wire (752 bits), 94 bytes captured (752 bits) on interface @
Ethernet II, Src: ©0:0c:29:@e:e7:al, Dst: ©0:04:96:97:b3:ee
Internet Protocol Version 6, Src: 2001:1208:912:f80:cBcb:4a6f:dde2:da8d, Dst: 64:ff9b::c882:2304

[ A~ 4

Source Port: 48096

Destination Port: 443
[Stream index: 14]
[TCP Segment Len: @]
Sequence number: @ (relative sequence number)
Acknowledgment number: @
Header Length: 48 bytes
3
Window size value: 28800
[Calculated window size: 2830@]
I Checksum: @xfa63 [validation disabled]
Urgent pointer: @
> Options: (2@ bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale

—_—

Cliente A
2001:12f0:912:f00:c0ch:4a6f:dde2:da8d




NAT64 - Estudo de caso

https:/iImemoria.mp.br
IPv4: 200.130.35.4

> Frame 2: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface @
> Ethernet II, Src: ©08:04:96:97:b3:ee, Dst: ©8:0c:29:0e:e7:al

> Internet Protocol Version 6, Src: 64:ff9b::c882:2384, Dst: 2001:1270:912:T080:cBcb:4a6f:dde2:da8d

Source Port: 443

Destination Port: 48096

[Stream index: @]

[TCP Segment Len: @]

Sequence number: @ (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Length: 28 bytes

Window size value: 65535

[Calculated window size: 65535]
P Checksum: @x9ce@ [validation disabled]

Urgent pointer: @
I Options: (8 bytes), Maximum segment size, SACK permitted, End of Option List (EOL)
I [SEQ/ACK analysis]

Cliente A
2001:12f0:912:f00:c0ch:4a6f:dde2:da8d




NAT64 - Estudo de caso

Trafego IPv6

2001:12f0:912:100:cOcbh:4a6f.dde2:dadd

EI—

Query AAAA

Answer AAAA

https:/Imemoria.mp.br
IPv4: 200.130.35.4




Configuracao do gateway NAT64

Palo Alto 5050

Original Packet Translated Packet

2 NAT_64_UFPE_DMZ none  fi) UFPE fB DMZ-UFPE any 8§ 2001:12f0:912::/48  '§§ 64:ffob::/96  any  dynamic-ip-and-port  none
ethernet1/21
150.161.100.254/29

3 NAT_64_UFPE_GER.. none  fifj UFPE fB GERENCIA any  %§ 2001:12f0:912::/48 g 64:ffob::/96 any  dynamic-ip-and-port  none
ethernet1/21
150.161.100.254/29




DNS64

* Responde a consultas AAAA, convertendo enderegos IPv4 (A) para IPv6 (AAAA).

Configuracao do BIND9 no arquivo “named.conf.local”:

forwarders {
2001:4860:4860::8888; \\Encaminhador Consulta DNS

b

view "dns64" {
dns64  64:ff9b::/96 {
clients { any; };
exclude { 64:ff9b::/96; ::ffff:0000:0000/96; };
suffix ::;
}
}; //end view dns64




Homologacao de aplicacoes

AplicacOes que funcionaram: Aplicacao que nao funcionou:
« Teamviewer  Skype
*  Mconf

* Filesender@rnp

* NTP

* FTP

* Telnet

* SSH

e HTTP

« HTTPS

* Java

* Ping

* Traceroute
* NMAP




2) Test your IPv6. - Mozilla Firefox v O e
r 1Pv6.br x % Test your IPV6. x \ +
D) | www test-ipv6.com 48| @ || Q search wB ¥+ #
[ Test 1Pv6 | [FAQ | [Mirrors | [stats |
- G
Test your IPv6 connectivity.
»I Summaryl I Tests Run ] [ Share Results / Contactl I Other IPv6 Sites] For the Help Desk

@ Your IPv4 address on the public Internet appears to be 200.133.31.2
@ Your IPv6 address on the public Internet appears to be 2001:12f0:912:f00:5c2b:eead:23d9:94da
Your Internet Service Provider (ISP) appears to be Associagao Rede Nacional de Ensino e Pesquisa, BR

@ Since you have IPv6, we are including a tab that shows how well you can reach other IPv6 sites. (more info]
@ Good news! Your current configuration will continue to work as web sites enable IPv6.

NAT64 detected. IPv6 works. IPv4 works for most purposes. Applications that are hard-coded for IPv4-only
will fail. We are aware of at least one major voice-over-ip program that falls into this category. Your
application's support staff may need a nudge to add proper IPv6 support.

@ Your DNS server (possibly run by your ISP) appears to have IPv6 Internet access.

1 O/ 1 O for your IPv6 stability and readiness, when publishers are forced to go IPv6 only

Click to see test data

This instance of test-ipvb.com is provided by PoP-PR/RNP

L)
Mirrors | Source | Email Attributions % en US

K - ‘ 2 ® e PQIE]@e‘E;I-iDA09:15




Teste de performance

o/ fwww.speedtest.net
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MConf (HTTPS)

M Guilherme Branco Ladvocat
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|%] http://java.com/pt_BR/downloac O ~ & l || Verificar Versdo do Java X

Fazer Download Ajuda

Recursos da Ajuda

Verséo do Java Verificada
» O que € o Java? R
» Remover Versdes Mais Parabéns!
Antigas

» Desativar o Java

» Mensagens de Emo

» Solucionsr Problemsas do

Java

» Outro Tipo de Ajuds

Todos os Downloads do
Java

Se vocé desejar fazer
download do Java pars
outro computador ou
Sistema Operacionasl, clique
no link abaixo.

Todos os Downloads do

Java

Selecionar Idioma | Sobre o Java | Suporte | Desenvolvedores
Privacidade | Preferéncias de cookies | Termos de Uso | Marcas Comercisis | Isencdo de Responsabilidade

Vocé tem o Java recomendado instalado (Version 8 Update 101).

ORACLE




Ping6 e Traceroute6

ufpe : bash — Konsole

Arquivo Editar Exibir Favoritos Configuracdes Ajuda

ufpe@ufpe-mint- ~ $ ping6 -c 4 -n memoria.rnp.br
PING memoria.rnp. 4:ff9b::c882:2304) 56 data bytes
64 bytes from 64 ::c882:2304: icmp_seqg=1 ttl=55 time=42.
64 bytes from : A.c882:2304: icmp_seq=2 ttl=55 time=42.
64 bytes from 64:ff9b::c882:2304: icmp_seq=3 ttl=55 time=42.
64 bytes from 64:ff9b::c882:2304: icmp_seq=4 ttl=55 time=42.

--- memoria.rnp.br ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3004ms

rtt 1n/avg/max/mdev = 42.439/42.597/42.838/0.207 ms

ufpe@ufpe-mint-ip ~ $ traceroute6 -n memoria.rnp.br

traceroute to keibexos na-df.rnp.br (64:ff9b::c882:2304) from 2001:12f0:912:f00:5c2b:eead:23d9:94
30 hops max, 16 byte packets
2001:12f0:912:f00::254 2.091 ms 0.92 ms 0.459 ms
2001:12f0:912:ffff::27 0.829 ms 0.651 ms 0.602 ms
2001:12f0:912:fffe:150:161:100:254 0.964 ms 0.223 ms 0.222 ms
64:ff9b::c885:1f01 1.056 ms 0.968 ms 2.926 ms
* * *

4:ff9b::c88f:ffaa 42.818 ms 43.807 ms 42.584 ms

ufpe : bash > | ufpe : bash

e Compt Q TeamV /QG) [E' @ ‘e ll?; "D = 1136 .




Telnet

ufpe : telnet — Konsole

Favoritos

ufpe@ufpe-mint 6 ~ $ telnet lg.rj.ptt.br
Trying 64:ff9b::c931:d8d8.

Connected to lg.rj.ptt.br.

Escape character is '

Arquivo Editar  Exibir Configuracgoes

PTTMetro RJ
Contact: eng@ptt.br
+55 11 5509-3550

Looking Glass Server
nections and keystrokes logged

lg.rj.ptt.br> show ipv6 bgp
BGP table version is 0, local router
Status codes:
r RIB-failure, S
i1 - IGP, e - EGP,

Stale, R Removed
Origin codes: ? - incomplete
Network

2001:500:3:

Next
2001

Hop
1 /48 s 12T8:

2001:12f8:

2001:12f8:
2001:12f8:

2001:500:2f::/48 2001:12f8:

1K

ufpe : bash - ufpe : telnet

- S

s suppressed, d damped, h history,

ID 1s 200.219.138.200

* valid,

Metric LocPrf Weight

0
0
0
0

0
5y
<

> best, 1 -

Path

16735 20144

16735 20144

16735 20144

16735 20144

16735 22548

ufpe : bash

SEEROQ @ ~11:26=

internal,

i

i

g

30122 3557 1




Skype

7
) UFPE-WIN7-IPV6 - TeamViewer - Licenga gratuita (somente para uso n3o comercial) o — @M
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2 Skype Ferramentas Ajuda

Google Chrome

o

TeamViewer 11

S

td

Skype

[l ﬂlniciar @ -“.jﬁ o O a e ¢ | F'T| e R E (b l”lllo:';gms =

_—




Outros recursos

* DNS64 publico:
https://developers.google.com/speed/public-dns/docs/dns64

 Implementacao do NAT64 para sistemas Linux:
JOOL: https://www.jool.mx

TAYGA: http://www.litech.org/tayga/




Conclusao

A implementa¢ao do protocolo IPv6 é imprescindivel para suportar o
constante crescimento da Internet; il

O NAT64 mostrou-se funcional dentre uma gama de aplicacoes
demandantes por conectividade;

Poucas limitagoes foram percebidas diante desta técnica de transicao; "
As configuragoes sao simples de implementar;

Redes com grande densidade de usudrios podem se beneficiar desta =
tecnologia.
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