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“Sony got caught with it's pants down!”
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"The casual piracy, the schoolyard piracy, is a huge issue for us..."

"Two-thirds of all piracy comes from ripping and burning CDs,
which is why making the CD a secure format is of the utmost
importance..."

"Most people, | think, don't even know what a rootkit is, so why
should they care about it?"

Thomas Hesse, president of global digital business for Sony BMG.
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= Introducao

= A Descoberta

= A Remocao

= O Desinstalador

« “ET Phones Home”
= A Réplica

= A Tréplica

= Status
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“XCP ficou popularizado no dia 31 de outubro quando o analista
Mark Russinovich (Sysinternals) descobriu o software
escondido em seu préprio computador.”

http://www.sysinternals.com
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Computer Security Resear A Desco be rta ( 1)

= Mark Russinovich descobre a presenca de um rootkit em sua maquina
enquanto testava uma nova versao do RookitRevealer.

™ FO ra m i d e N t i fi C a d OS . & RootkitRevealer - Sysinternals: www.sysinternals.com E|@|E]

Fle Ophions Help

= Palh Timestamp Size  Desctiption
v e n t ra d a S n O reg I St ro ﬁ‘ HELM\VSOFTWARE \favsdieference 102972006 523 AW Obstes  Hidden from Windows 4F1
- 7 - y HELMASYSTEMAControlS et \Servicas KEapetanes N 10/29/2005 E:4& P Obgitez  Hidden fom Windows AFI
v d | reto rio f HELM\S S TEMA Control§ t001\S mrvicesh §spsbiar 10/29/2005 6:46 P Obstes  Hidden from Windows AP
014 ServiceshBoyeforaten 10/29/2005 6:47 PM DObyites  Hidden from Windows AF1
v d ri ve r M\Seavices)Esys$DRMS erves 10,/29/2005 300 PM Obytes  Hudden from Windowes AP,
0145 ervices\Beprfoct Y, 10./29/2005 6:43 PM Obytes  Hidden from Windows 4F1,
H ~d 03\ ServicashEzpafanas 10/29/2005 6:45 P Obwitez  Hadden tom Windowes AP
v a p I I C a g a o vicEsh 10,29/ 2005 6,46 P Hidden fiom 'wWindoves 4P

LD 325 Al . B Huddesn from Wirndows AFI

sHfilespstem 10731 /2005 342 AM Oyt Hidden from ‘wWindowes AFI,
COWIND W Shapstem 32 davsdilessten( SaystDRMS erver eve) 172372005 362 Piv J000EE  Hidden fiom wWindows &P,

= CAwiIND WSWMQZ\M%IMWMM 10/29/2005 5:.23 AM 209K8  Hidden fiom ‘windowes AP,

”A pr I m el ra VI S ta pa rec I a tr a ta r-se ) CAWINDOWS systemna2dsved lesysterthanies sys Al BISKE  Hidden fiom Windows AFI
" = v T
] sk yidhlespstemDbgHeln & fiom v
de Um bug no SOftwa re' " | COWIND WS apstem32 st hlerystem’im sps

) Hiddesn from wWindowes AP
B CAWINDDW S epstem T2\ G opsdilespstemioct sps 11.75ER  Hudden from \Windawes AFI,

I A
10/29/2005 5:23 AM

“ ... se nao fossem pelos nomes
suspeitos dos arquivos encontrados.”

Scan complete: 22 discrepancies found Scan

Da-se inincio a uma investigacao minuciosa...

03/12/05 © 2005 - Ronan Gaeti 6



SrACME!

Computer Security Research A Desco be rta ( 2 )

Imediatamente apds a identificacao dos arquivos, Russinovich tentou utilizar:

x AbI-tOFH-FI-S- Memory - Dump C:\,WINDDWS', system32 ' livekd.dmp - WinDbg:6.5.0003.7E8 [X]
Yirtual: |kiservicetable Previousz
- Brocace Exvnlorar Display farmat: |Tong Hex
= 80501030 8059847e 805eb66d 305elfeaa EDEEEEE‘E EDEEEEE4
v LIkeKd 230501044 B0SeSecnmhmam 1h3l8

80501058 805=091fy
8050106 2805as06:
20501080 204fed0f

30501094 305b06f8 B05c93cd 80618744 505edBde 80593h6c

i . A ' 80501028 B06189fe B8059841e B0OS3AFfd0 B06369f0 B05h2Gfd4
leeK.d' e. uma ferramenta gscrlta por M. 805010bc S0603934 (f9d67hfa BOS6LY9cS B0Scalld
Russinovich que permite  explorar 80501040 805c9%3c 8060bf94 80564170

: : 20501024 2059f8de Soob 80525010 2060c3bd
internamente o sistema wusando o G0S01018 B053f222 80603930 805L33fe A05ciaae A0EOLEGA

i 8050110c 2805edcve 8063%acc 80637clc B060bL26E
Microsoft Kernel Debugger' 80501120 2060aa8a 8060bELSE B0S56adle 8061906a Z05e94f0

80501134 8061923a 8056d3fe 806078a4 805b21d4 805=189%a
80501142 2060b318(£9d676de B0E0bL30a 80619684 2305a7hed
8050115z 805=ladt 3060a83e 8056ade? 305aa8f6 806198e=
80501170 805a05== 80522893 80522408 805atebe 80564330
80501184 805c5fc0 305boele 80584316 B805lccde 805edbea
80501198 80598fc8 805cc2d8 80616bb2 805bchbfd 30529400

Enderecos nao pertencentes ao espaco do kernel sao chamados de:
“Patched Functions”
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Checa ndo Um daS Cha madas Command - Dump C:\ WINDOWS ' system32' livekd.dmp - WinDbge6.5.0003.7 ™ (¥
. Ve . . kd» u f9d8fbia -~
wxe ERROR: Module load comnpleted but symbals could not be loaded for aries. sys
fol possivel identificar que s ERROR }
H . R f9dEibta ball push DxlE
pertenCIa a0 drlver. t9defbifc 6EbOE£dAatY push  Oxf9d@ffh0
f9d8fell =B8a020000 call aries+0x=90 ({f9dBf=90)
£9d8iclb 6all puzh UE 8]
f9d8fc0s AEORO30000 push 0x306
f9d28fc0d EBbafbd2f0 push Oxf9d8fbhba
- f9d8fcl2 33db ®oT ebx, ebx
f9dgfecld 53 pu=h =hx
gt
aries.sys < ,.
kd> |

Identificado o driver responsavel por esconder arquivos, diretdrios,
programas e chaves do registro!

= Seria suficiente remover o arquivo aries.sys?

= Talvez renomear ou remover o arquivo pudesse resolver o problema!

= Russinovich queria mais...
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= Command Prompt

E comum os rootkits esconderem
arquivos e diretérios da APl do [ ‘
Windows sem necessariamente g A1 6480 dkies.sus
bloquear o acesso direto a eles. ' '

2vSeyebfilesystem

G HIHDOWE S s ysten3d2-SsusSFi SYS m

O que mais o driver aries.sys pode estar fazendo?

Rm— =J2&  Utilizando o IDA Pro, Russinovich
tentioooangn 0t e "% Foe ez s node estudar as fungoes de inicialicao
Ltextioamenez push offset unk_18FCH .

.text: 00010067 call  sub_1BE9@ dO drlver e constatar:
Ltext:oop18D6C mow ecx, ds:ZuCreateFile

Ltext:a0a10072 mou edx, [ecx+1] .
.text:@8018075% moy eax, ds:KeServiceDescriptorTable L] PatChed Funct|ons
.text: 00018070 moy esi, [eax] .

.text:0881007C mou edx, [esi+edx*] | = O driver esconde TODO E QUALQUER:
Ltext:eem1envrE mou dword_116CA, ed:u:_ ) .

i Lo drrecnrie * arquivo

. t:00810D8E i, s i Ari

Lextbomnooet mo ot diretrio

- - ] i ] i

Lot mones T e entnrornation chave de registro
£ *
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Para provar sua teoria, Russinovich fez uma copia do arquivo Notepad.exe
renomeando-o para:

$sys$Notepad.exe
O ARQUIVO DESAPARECEU!

Problemas na programacao do driver:

e O driver aries utiliza um descarregamento de driver inseguro.
(condicao de corrida dos threads)

* O rootkit nao é suportado em todas as versdes x64 64-bit do Windows.,
(system call hooking)

> Em breve o driver precisaria de updates.

O arquivo: c:\Windows\System32\$syss$filesystem\aris.sys € renomeado!
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SFile= yztem 2l gc heck =

R inovich

» O Sistema é reiniciado. f wincer |

v Mascaramento foi removido! Pty

17,

> Sigcheck®©

Verifica e extrai informacdes de
arquivos assinados digitalmente.

1pae

I mag ]
jging Tools for Wind
171

1 ,1:
File date:
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the true meaning

of audio security

XCP (Extended Copy Protection) “As with other copy-protected discs,
technology aims to provide effective Ib .

levels of protection against the albums featuring XCP (extended copy
unauthorized copying of digital protection) will allow for three
audio and data files without copies to be made.”

compromising sound quality and

playability. XCP helps to protect the u“ . - .
rights of Artists and Record Labels Sony BMG is the first to commercially

while accommodating consumer needs deploy XCP.”

for ‘fair use’ copying. http://www.first4dinternet.com
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Russinovich lembrou que havia comprado um CD recentemente...

> Van Zant - “Get Right With The Man *“
[CONTENT/COPY-PROTECTED CD]

Van Zant @ | TIX

Get Right With The Man e
\[: \\ )'l - L) I
% = L s B —
¥ - = D
¥ j " axgs

i
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Vd

E preciso relacionar o rootkit com o sistema de protecao do CD...

= O Process Explorer identificou o player como pertencente a Macromedia.

Enquanto isso...

Um aumento do uso de CPU pelo processo: $sys$DRMServer.exe

E zponlzy.exe 1396 Spooler SubSyztem App Microsoft Corporation
w ] $apztDRMServer exe 1656 154 First 4 Intermet Lid
I COPrawySery. exe 1E7E CdProsy Application

E DSRSve.exe CAWAND W S hapstern 324 Fapefhilesystemh Fape3DRMS erver exe
\-’MwareSewice.exe Services: - bware, Inc.

E alg. exe  Plug aggflau DEW:E.—ME.E&EE. T ._._._l. e Akimy e LS dicrozoft Corporation
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Esperava-se que ao fechar o player o processo $sys$DRMServer.exe
parasse de consumir os ciclos da CPU.

Mas as coisas ainda poderiam piorar...

O processo continuava consumir ciclos de CPU.

B File Monitor - Sysinlernals: www.sysinlernals.com

File Edk Options Wolumes Help
Bz  KRKBE @ <% Ay
- = . Process Requesl Path Result Dihes i
i F I I e M O n Ito r . 2 fzpcfDAMServe 1668 QUERY INFORMATION COVWINDDWS\Systemddialgesws SUCCESS  Lenglh: 44544
2 fepcfDRMSenven 1668 CLOSE CV/IND OWwWS\ System3Zalg ewe SUICCESS
il 3z iDRM S arve: QUERY INFORMATION  C:\WINDOWSAEsplarar B> SLICCESS
. & JspsfDRAMServes 1656  OPFEN C:\wIMD D'W'SAExploner EXE SUCCESS  Ophons: Open &Acocass: Exe.
S cans. D faptDAMServe 1656 DUERY INFORMATION  CAWIND WS\ Esplorer EXE SUCCESS  Length 10321492
D PapfDAMServes 1656 CLOSE CwIM D OMWSAExploner E-E SUCCESS
D fapsfDAMSeves 1656 QUERY INFORMATION  CNW/INDOWSAE aplarer EXE SUCCESS  Abnbuges &
~ . 3 $!_I,IE$D:|MSEI\'H 1688 OPEM CsfIND I:I"-M'E".E:-q:lulm E=E SUCCESS I:Iplil:ns I:lp:n Meesss Al

| nfo rma COGS SO b re OS a rq uilvos 2 FeystDAMServe 1658 QUERY INFORMATION  CVW/IMDOWS\Exphoner EXE SUCCESS  Length: 1032192

. . & $apefDAMServen 1656 CLOSE CAWIND DMWS\Esplorer EXE SUCCESS

incluindo o tamanho. 2 $ayetDRMServer 1655  DUERY INFORMATION  C:\WINDDWS!Esphorer EXE CUCCESS  Adibutes: A
o JapzfDRMServes 1658 DPFEN CNWIMD DWW\ Exploner EXE SUCCESS  DOphons: Open Accass: Exe.
2 fapfDAMSeves 1655 QUERY INFORMATION  CNWINDOWSExploner EXE SUCCESS  Length 1032192
2 Sap:fDAMServes 16586  CLOSE C: W IND DS\ E eplorer E-E SUCCESS

> 8 X a cada 2 segundos! D $ays$ORMServer 1656  QUERY INFORMATION  CAWINDOWS\Explorer EXE SUCCESS  Atrbutes: A
2 FepsfDAMServes 1656 0OFEN CWWIND DMWSAE splorer EXE SUCCESS  Oplions: Open Access: Al
2 $zpefDAMServen 1658 OUERY INFORMATION CAW/IMDDWSAExphaer EXE SUCCESS  Lenglh: 1032192
& $apefDAMServen: 1656 CLOSE CAWIND OMWS\Eplarer EXE SUCCESS
d $apefDAMServen ;1656  QUERY INFORMATION C'\Progiam Fles\WMware\WMwar.. SUCCESS  Atimbutes: A
o $ay:fDAMServes ;1656 OFEN C:\Program Fles\WMware\WMwear.. SUCCESS  Opbioss: Dpen Access: Exe.. ¥

“I was quickly losing respect for the developers of the software.”

Mark Russinovich
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Mas ainda nao estava provada a relacao entre o player e o rootkit!

> File Monitor:
Foi marcado a opcao “Named Pipes” no menu “Volumes”.

2 File Manitor - Sysinternals; www.sysinternals.com

Pipes: sao espacos de

Ble Edt Options ‘Yolumes Help

e | REE © 59 | B& memaoaria destinados a
Process Request  Fath Resul Dithe A comuniCcacao Interprocesso.

@, PLAYER EME 560 OPEH W WPipe Global WCPDAMSERVER SUCCESS  Options: Open Access: All

'ﬂ#t FLAYER EXE-560 SETINF... W \Pipe\GlobalWCPOAMSERVER SUCCESS  FikePpelntoimabon

D fapetDAMServe: 1656 AEAD W Pipe’ Global WCPDRMESERVER SUCCESS  Difset 0 Length 4 H A H

2 St DAMServer 1656 TRP_MI ... W\ FipevwWindeP pes. OO00006E  SUCCESS Abtibubes: Any Options: Crea.. TOd O0S as In Sta ncias d e um
2 &3 DAMServer 1656 OPEN SPIpetWind2Pioes 00000672 0000006 SUCCESS  Options: Open Access Al 7] = ] H

2 Eeps3DAMServer- 1656 IBP_M. . S \PipeWind2Pipes 00000672.00000070  SUCCESS Attibubes: Any Optionz: Crea.. N a m ed PI pe C 0 m pa rtl I h a m
W Eees3DAMSarver 1656 OFEN AP ipeWind P ipes. 00000672.00000000  SUCCESS  Dptions: Dpen Access Al x> H ”

O PLAYEREXE 580 CLOSE |\ \Pipe!Global\L PDRMSERVER SUCCESS 0 mesmo “Pipe Name

el PLAYER.EXE-GB0 READ S \Pipeinind 2P ipes . 00000673 DOOD00E SUCCESS  Difeet O Length 4

& fepx3DAMSarver- 1656 WRITE “WAPipetGlobalCPDAMSERYER SUCCESS  Difzst 0 Length 8 W

Conclusao:

O rootkit e seus arquivos associados estavam relacionados ao DRM
Software da First 4 Internet que a Sony distribui em seus CDs.
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Como desinstalar o Software/RootKit?
Nao ha um entrada em “Adicionar ou Remover Programas”.

4 N
A EULA - (END-USER LICENSE AGREEMENT)
“As soon as you have agreed to be bound by the terms and conditions of the EULA, this
CD will automatically install a small proprietary software program (the “SOFTWARE”)
onto YOUR COMPUTER. The SOFTWARE is intended to protect the audio files embodied on the
CD, and it may also facilitate your use of the DIGITAL CONTENT. Once installed, the SOFTWARE

will reside on YOUR COMPUTER until removed or deleted. However, the SOFTWARE

will not be used at any time to collect any personal information from you, whether stored on YOUR
COMPUTER or otherwise. “

o http://www.sysinternaIs.com/blog/sony-eula.htm/

Opcoes:
«~ Remover o driver.
« Parar e remover o arquivo: $sys$DRMServer.
« Deletar as Registry Keys:
HKLM\System\CurrentControlSet\Services

Porém....

03/12/05 © 2005 - Ronan Gaeti 18
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Safe Boot Registry Keys:
HKLM\System\CurrentControlSet\Control\SafeBoot

Chaves gue sao carregadas no modo de seguranca (Safe Mode)
problema seguranca++;

Reiniciando o computador:
O driver de CD havia desaparecido.

Sistemas de filtros do Windows:

MATSHITA DVD-RAM LJ-B45S Properties

General | Properties | DWD Fegion | Wolumes | Driver | Details

- Ler e modificar requisicdes de 1/O &) HaTSHITADVD A s

Device Lower Filkers

- - ($apsborater
Device Lower Filters ropi
_ Nao ha uma interface administrativa.
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As entradas dos filtros podem ser encontradas em:
HKLM\System\CurrentControlSet\Enum

Essas chaves sao protegidas ¢ agistig Fiitor
H . Fil= Edit Yew Favorites Help
contra escrita: __
# ] FDC A | Name Type Dt ~
# ] HTREE [ab] Friendhybame REG_5Z HL-DT-5T DYDRRY GWA-. .,
“ Local System " = e [35] HardwareTD REG_MULTISZ  IDEYCdRomHL-DT-ST_DVD...
=+ CdRomHL-DT-5T_CWDRRW _GWA b
& 23 30313030203030303030303 || Lokocationinformation REG_SZ N
+ () CARomMATSHITA_DVD-RAM_LI)- REG_MULTI_SZ  $sysbcrater imapi
PSExeC . & & Cde:lmPIO\'\EER_[;'-'D-ROM_E'I.I'D- _ﬂhfg REG_SZ (Standard CD-ROM drives)
" 4 (5 DiskyMware_Virtual_IDE_Hard Dy | == 3ervice REG_5Z cdrom
e . " =[] 15APNP ™ 8] Uthumber REG DWORD  0xD0000000 (0)
light-weight telnet-replacement” |, - o GBlupperthers  REGMULTLSZ recbonk 2

My CompuberiHKEY_LOCAL_MACHIMNELSYSTEMCurrentControlSet EnumTDEYCaRomHL-DT-5T_DVDRRW_GWA-41628

psexec -s -i —-d regedit.exe
Entrada removida com sucesso!

Procurando por outras entradas $sys$:

v $sys$Cor.sys (Corvus)
upper filter for the IDE channel device

Reiniciando, mais uma vez.... o Drive de CD voltou!
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O Service Pack
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Co be rtu ra d O Caso: | Re: ContentProtectionHelp Email Form (KMM15560588... - |01/53

i ple Edt ew [nsert Fgrmat  Jools  Actions  Help

v Web Sites e Jornais bbb uldlx il Kihiel

-|| B L I|LE &= =
. USA Today
O a From: i contentprotectionhels
Ta: Mark Russnovich
v BBC
Subject:  Re: ContertProbectionHelp Email Form (KMM1S560S38121924L0KM)
|Tha:ﬂr you for contacting Sony BNG Online. -~

» Washington Post

Sony BAG and First 4 Intecnet have released an
update that will reveal and remove the original

H H . rootkit-based DRN content protection replace it
The RootKlt SerVIce PaCk. with non-rootkit DREM technology. To ensure the

security of your syatem, please wisit the HCP

v NO FAQ do Site a Sony ;:::t’;;-ﬂit—t belov to download snd install Service

redireciona o usudrio para o (st iomonen top sucocesomm )
. If you still wish to fully uninstall our DEM
Slte' sofrvware, visit the form below using the computer
. where the software 1= currently inscalled and you
will be ewailed an uninstall link within 1 business
dey (H=-F}. w

2 SONY BMG MUSIC ENTERTAINMENT - cp.sonybmg, comixcp
Ee Edt VYew Favortes Tooks el I

3]
&

Q- 1@ & L -
w22 | ] http: fcp.sorvybmg . comfucpfereghishiform 14, hbal = e

: . ~
SONY | BMG Atuahzagao-
WMUSIC ENTERTAINMENT

HOME SYSTEM REGUIREMENTS HOW TO USE THE DISC  FAD SOFTWARE UPDATES u Case ID
- Redirecionado para outro site.

Submd |
g R — _

& © Intert
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Disponivel no site da Sony em “Software Updates”:

2N SONY BMG MUSIC EMTERTAINMENT - cp.sonybmg.comfxcp

e [Edt Wew Favordtes Tools  Help [
Q- g B & i - E 3

figdress | hetp: Jfop, sormdmg, comyscpfenglishjupdates, hom w ﬂl.'-n
SONY  BMG

MUSIC EMTERTAIMNMENT

HOME SYSTEM REGUNREMENTS HOW TO USE THE MSC. FAD SOFTWARE UPDATES

SOFTWARE UPDATES! PLUGINS

Hovarn@er 2, 3005 - Thiz Service Fack removes tha cloaking fachnology component ®ial has been recendy discussed Ina
number of aficles published regarding fe XC0F Technology usad on SOMNY BMG content protecied C0s This component
yod malicious and doas not compromise secunty. Howear fo allewate any concarns that usars may have about the
T pasing potenbal sacunby wdnerabiliies, this updale has bean released o anable users | mova fhi ar

Um software que esconde qualquer arquivo iniciado com $sys$:
» Obviamente é um risco de seguranca!

Atualizacao dos drivers e executaveis para o DRM Sofware.
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Sony Player ou DRM Software agora com o0 home:

B Add or Remove Programs EI
1
ol Currently instalad programs: ] show updstes Soat by: | pysene w
I:rl.ar;qe oF .
Frsirayts \ ['E‘ Hedialam
Programs
To change this progeam or remowe i from your computer, cick ChangeRemove,
P J _________
i g
§5) windaws 1 Service Pack 2
Add Hew
Programs:

C:~Program Files“MediaJam>dir

Uol in drive C has lahel. I N i .
e s o e Lic No diretorio do Mediajam:
Directory of C:“Program Files“MediadJam v UniCOWS d”

1178472885 16:22 AM <DIR:
: <DIR:

246,424 Unicows.dll
246 .424 hytes
2 Dirdizd 1,.357.377.536 hytes free

C:“Program Filezs“MediaJam>_ Clicando em “Change/Remove":

Uninstaller Error

A errar occurred while trying to remove Medialam. IE may have already bean

A pressa na criacao do patch deve ter 1\ innstaled
Impossibilitado a realizacao de testes! sl sl ol bt

I ves | | ™
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Patch equivalente a execucao do comando:
net stop “network control manager”

“Network Control Manager” = Aries Driver

+ O comando diz ao Windows 1I/O System para descarregar o driver
aries.sys da memboria!

Dumping na System Call Table:

> As entradas retornaram aos seus valores originais e o driver foi descarregado
d a me m(') I"i a I Command - Dump CAWINDOWS  system32' livekd.dmp B [X]

kd: lm kv m*aries* s
=tart end module namne

= Descarregamento inseguro do driver; U lomded nodu Lo,

1 fI=f5000 f£9=£7000 aries . =vs
" RISCO de Tela Azu" Timestamp: unawvailable (000000003
Checl=um: 00000000

s |

Uma forma segura para descarregar o driver seria: reiniciando o
sistema, mantendo o driver ativo enquanto desliga o sistema!
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O Desinstalador
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Web based Uninstaller:

2 SONY BMG MUSIC ENTERTAINMENT - cp.semybmg.combxcp ]l=15]
Be ER Uaw Favomes ook Heb I
Q@ - @ &%) & -RE 3

s (4] http ffop, somybmg. comiscpferobichform 14, himl v ﬂﬁu
SONY’T}BMG

MUSIC

TERTAINMENT

- e M esmo p roce d | men to u tl I | Za d O NO
Service Pack!

UNINSTALL REQUEST

I
S i | Re: ContentProtectionHelp Email Form (KMM15560588... - |01/53
e { Ble Edk View [nsert Fgrmat  Jools  Achons  Heb
o S Hy oW NN | ER AT AN WL 2N
g £ -|] JA|LB I I |E F = = i= a
& & Interat From: i contentpratectionhely
. T Mark Russinovich
Cc

Subjeck: Re: ContentProbectionbelp Email Form (KMM1S5605881215%24L0KM)

Thank you for contacting Sony BNG Online, -~

StIII WISh fu"y Sony BNG and First 4 Intecnet have released an
d h ill 1 d h insl
uninstall update that wi reveal and remove the origine

rootkit-based DRM content protectlion replace it

using the security o your system, plesse visit che XCP
computer Where the Software ::::t.;;ait.: belov to download and install Service
iS Currently installed htcp://updates. Kop-aurora. Cok

If you still wish to fully uninstall our DEM
sofrvware, visit the form below using the computer
where the software is currencly inatalled and you
will be emailed an uninstall link within 1 busineas
day (M-F). w
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ActiveX Control:
« CodeSupport.Ocx

Informar o CaselD e o motivo da requisicao.

O e-mail contendo o link:

http://www.xcp-aurora.com/support/sonybmg/process.aspx?opt=1&id=XYAUfasSFoSdasfDoFPPEW
FFEOibnaZPQISfFgKGSGGIAAAAAAAAAAA

So6 funciona no computador em que foi feita
a requisicao!

% SonyBMG Customer Support - Microsoft Internet Explorar F:EIIEI
Iy

Fie Edk 'ew Favorkes Jook Help L
Em outro computador:

Q) Back - W @ fh Poeach YrFavomes 8 - 3 3

Achdresss ﬂ fittp: | feves. xop-aurors.comysuppart fsonybmolprocess. sspocopt= 1R =T oty n i o denaims s

EONY(EBMG

Customer Support
MUSIC ENTERTAINMENT

+ CodeSupport.Ocx

Wl come bo the SonyBMIE Customer Support Websde

_ IO S s e S e

Unimrstall

4( Urinstail - 105 do not atch, plesse wisit wenw Sopeorfrolbslo com )
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Computer Security Research

Ed Felton (Freedom to Tinker) descobre vulnerabilidades no “Web-based
uninstaller”: (http://www.freedom-to-tinker.com/?p=927)

= CodeSupport: Safe for Scripting.
Qualquer site pode solicitar “servicos” ao CodeSupport

Permite que qualquer pagina: i by e Comsppart S %)
Instale e execute cddigo. T
» S30 exportadas 22 “scriptable |
interfaces”. e " [P p
iy
ol PR
Remoc¢ao do componente: {M ol
Start, Run; vents ot
CodeSupport
Member of CodeSuppar tlib. CodeSupport
cmd /k del I
“%windir%\downloaded B
program files\codesupport.*” ‘
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Monitorando Player da Sony:

Phone Home Benavior 4 oc/Connect?type=redirect&uid=668

> Ethereal:

-l Hypertext Transfer Protocol = Hypertext Transfer Protocol
+[GET ftucfcunnect?type=redirect&uld=668]HTTPfl.l\r\n # HTTR/1.1 200 okNrn

Accept: application/, audios*, images¥, messages¥, Date: Fri, 04 Mow 2005 15:50:38 GMTHN YN
User-aAgent: SecureMet xtra'rin Server: Apaches1.3.27 (Unix)%rh
Host: connected. somymusic. comyrin Last-Modified: wed, 23 Feh 2005 17:17:04 GMTYrYh
Connection: Keep-Alivehrin ETag: "6dS8a-10-421cha%d' ™ rin
Cache-Control: no-cachesriyn Accept-Ranges: byteshrin
AN alNs! Content-Length: 18%rsn

kKeep-alive: timeout=1l, max=100%r"n
Connection: Keesp-Alivehrsn
Content-Type: text =ml%rn

: . [y

First 4 Internet: AR

Nenhuma informacao é utilizada para tracar o comportamento do usuario.
= Rotating banners

= O comportamento seria aceitavel:
= Em outras circunstancias

= Estivesse previsto na EULA

= Pudesse ser configurado/desabilitado
03/12/05 © 2005 - Ronan Gaeti 31



=rACME!

Computer Security Research

A Reéplica
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First 4 Internet e seu direito de resposta:

Phone Home Behavior:

“The player has a standard rotating banner that connects the user to additional content (e.q.
provides a link to the artist web site). The player simply looks online to see if another banner is
available for rotation. The communication is one-way in that a banner is simply retrieved from the
server if available. No information is ever fed back or collected about the consumer or their

activities.”

Service Pack (3.6MB):

“In addition to removing the cloakig, Service Pack 2 includes all fixes from the earlier Service Pack
1 update. In order to ensure a secure installation, Service Pack 2 includes the newest version of all
DRM components, hence the large file size for the patch. We have updated the language on our

web site to be clearer on this point.”

Risco de Tela Azul:

“This is pure conjecture. F4l is using standard Windows commands (net stop) to stop their driver.
Nothing more.”
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> NTCrash?2:

problem has been detected and windows has been shut down to prevent damage
tO wour computer.

he problem seems to be caused by the following file: aries.sys
PAGE_FAULT _IM_NONPAGED_AREA

If this is the first time you've seen this Stop error screen,

restart your computer. If this screen appears again, follow
hese steps:

“heck to make sure amy new hardware or software is properly installed.
If this is a new installation, ask your hardware or software manufacturer
or any wWindows updates you might need.
problems continue, disable or remove any newly installed hardware
software. Disable BIOS memory options such as caching or shadowing.
vou need to use Safe Mode to remove or disable components, restart
/OouUr computer, press F8 to select Advanced Startup Options, and then
glect safe mode.

echnical information:

it STOP: Ox00000050 (OxFFFFFFFS, 0x00000000, OxFOCFSCE8, 0x00000000)

aries.sys - Address FOCFSCBE base at FOCF5000, DateStamp 424bb23f

Beginning dump of physical memory
Physical memory dump complete,
—ontact your system administrator or technical support group Tor fTurther

assistance.
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Sony/BMG disponibiliza o Service Pack 2a:

SONY(F, BMG

MUSIC ENTERTAINMENT

INTERNATIONAL |
SITES |

——— |
Eucunwss!
FACTS & FIGURES |
LABELS |

NEWS |

FAQ |

CAREERS |
CONTACT US |
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Flease choose an update from the list below.

SOFTWARE
UPDATES

() Latest Update

% 8|November|2005, 1.47Mb j

This Service Pack removes the cloaking technology
companent that has been recently discussed in a number
of articles published regarding the XCP Technology used
on XCP content protected CDs. This component is not
malicious and does not compromise security. However to
alleviate any concerns that users may have about the
program posing potential security vulnerahbilities, this
update has been released to enable users to remove this
component from their computers,

Please note, Service Pack 2a is a maintenance
release designed to reduce the file size of
Service Pack 2. It includes all previous fixes
found in Service Pack 1 and Service Pack 2.

DOWNLOAD NOW

Copyright € 1999-2005 First 4 Internet Ltd. All rights reserved.

http://updates.xcp-aurora.com/Update071105.exe
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SDNYCE BMG
MUSIC ENTERTAINMENT
Home |[HOWTOUSE[ _ o [ XCP [SOFTWARE |UNINSTALL| SONYBMGXCP [CONTAC
THE DISC TITLES | UPDATES | REQUESTS |EXCHANGE PROGRAM |  US

UNINSTALL REQUESTS

Mowvember 15th, 2005 - We currently are working on a new tool to uninstall Firstdinternet XCP software. In the
meantime, we have temporarily suspended distribution of the existing uninstall tool for this software. We
encourage you to return to this site over the next few days. Thank you for your patience and understanding.
In the meanwhile, if you have any security concerns about the XCP software, please download the software
update to eliminate the vulnerability reported in the press.

working new tool
uninstall First4internet XCP software
temporarily suspended
distribution of the existing uninstall
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» Estima-se que mais de 500.000 computadores possuam o rootkit instalado.

«~ Malwares se beneficiam da tecnologia.

» A Microsoft disponibilizara a deteccao e remocao do rootkit no software:
Windows AntiSpyware

(também estara disponivel no Microsoft Windows Defender)

v AcOes foram movidas contra a Sony/BMG.

v Sony suspendeu a producao de Cds com a tecnologia XCP

v Sony realiza o recall dos Cds.

v 4.7 milhoes de discos produzidos
+ 2.1 milhoes de discos vendidos
(http://www.upsrow.com/sonybmg/)

» John Borland (Cnet) e revendedores afirmam que a Sony NAO teve perda
nas vendas dos Cds infectados com o notdério XCP copy-restriction
technology”
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“It's very important to remember that it's your intellectual property -- it's
not your computer. And in the pursuit of protection of intellectual property,
it's important not to defeat or undermine the security measures that

people need to adopt in these days.”
Stewart Baker, the assistant secretary for policy in the Department of Homeland Security.

0D XMAS for SONY

They've been very
naughty this vear

Boycoll Sony Christmaos 2005

http://www.boycottsony.us/
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Adriano Mauro Cansian
Carina Tebar Palhares

Jorge Luiz Corréa
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Mark's Sysinternals Blog
http://www.sysinternals.com/blog/2005/10/sony-rootkits-and-digital-rights.html
http://www.sysinternals.com/blog/2005/11/more-on-sony-dangerous-decloaking.html
http://www.sysinternals.com/blog/2005/11/sonys-rootkit-first-4-internet.html
http://www.sysinternals.com/blog/2005/11/sony-you-dont-reeeeaaaally-want-to_09.html
http://www.sysinternals.com/blog/2005/11/sony-no-more-rootkit-for-now.html

The Register:
http://www.theregister.co.uk/2005/11/23/sony_drm_questions/
http://www.theregister.co.uk/2005/11/22/analysis/
http://www.theregister.co.uk/2005/11/21/gaffer_tape_trips_up_sony drm/
http://www.theregister.co.uk/2005/11/15/outlaw_parliament_drm/
http://www.theregister.co.uk/2005/11/10/sony_drm_trojan/

Security Focus:
http://www.securityfocus.com/brief/34

Sony BMG:

http://www.sonybmg.com/

Freedom to Tinker:
http://www.freedom-to-tinker.com/?p=927

EFF
http://www.eff.org ..Go gle

03/12/05 © 2005 - Ronan Gaeti 44


http://www.sysinternals.com/blog/2005/10/sony-rootkits-and-digital-rights.html
http://www.sysinternals.com/blog/2005/11/more-on-sony-dangerous-decloaking.html
http://www.sysinternals.com/blog/2005/11/sonys-rootkit-first-4-internet.html
http://www.sysinternals.com/blog/2005/11/sony-you-dont-reeeeaaaally-want-to_09.html
http://www.sysinternals.com/blog/2005/11/sony-no-more-rootkit-for-now.html
http://www.theregister.co.uk/2005/11/23/sony_drm_questions/
http://www.theregister.co.uk/2005/11/22/analysis/
http://www.theregister.co.uk/2005/11/21/gaffer_tape_trips_up_sony_drm/
http://www.theregister.co.uk/2005/11/15/outlaw_parliament_drm/
http://www.theregister.co.uk/2005/11/10/sony_drm_trojan/
http://www.sonybmg.com/
http://www.eff.org/
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SECURITY

RADIO.ORG

http://www.securityradio.org
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