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DISCLAIMER

* WICRAWL IS NOT RELATED, BY ANY MEANS,
To ARUBA NETWORKS

* WICRAWL IS A PROJECT FROM MIDNIGHT
RESEARCH LABS
HTTP:/MIDNIGHTRESEARCH.COM

MIDNIGHT RESEARCH LABS IS A SECURITY
RESEARCH GROUP, BASED OUT OF THE
SAN FRANCISCO BAY AREA

* LUIZ IS A POOR CONTRIBUTOR TO THE
PROJECT (AND A HORRIBLE PROGRAMMER)
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http://midnightresearch.com/

ALL RIGHT THEN... BUT WHAT IS

WICRAWL?

WICRAWL IS A FREE WIFI SCANNING/ AUDITING/ PEN-TESTING
TOOL DEVELOPED BY MIDNIGHT RESEARCH LABS BASED IN
TWO PRINCIPLES:

* PASSIVE SCANNING

* ADCTIVE CRAWLING

FROM:

* A SIMPLE WARDRIVING

* FINDING ROGUE APS

* FINDING “USEFUL’” WLANS
* PEN-TESTING

“  WICRAWL’S INSPIRATION IS KEY... FACILITATE FINDING
“USEFUL” WIRELESS NETWORKS

X3

*  WICRAWL’S POWER IS IN THE USE OF PLUG-INS
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TOO MANY TOOLS OUT THERE...

WHY-CRAWL?

* (AGAIN) EASE OF USE

* KILL THE MANUAL PROCESS OF FINDING A
USEFUL WLAN

* AUTOMAGICALLY SEE ‘“HOW DEEP THE
RABIT HOLE GOES”

*,

)

" AS MRL DEFINES: “GOAL” ORIENTED
SCANNING

(FIND WHAT YOU’RE ACTUALLY LOOKING
FOR)

* RUN DIFFERENT CARDS SIMULTANEOUSLY
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WICRAWL BASICS

* PASSIVE WLAN SCANNING
Y ASSOCIATION
* GET AN IP ADDRESS

GET TO THE INTERNET

>

D)

* MEASURES SPEED/ LATENCY

>

* RINSE AND REPEAT (OR GO FIND
MORE STUFF)

IDE Iy
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ADVANCED WICRAWL

* WEP/ WPA-PSK CRACKING

* NMAP/ NESSUS SCANNING
* WEP KEY BRUTE-FORCING

MAC SPOOFING

AND ANY SUGGESTIONS YOU MIGHT
HAVE

“ 2as IT’S ALL ABOUT THE PLUG-INS

DR RIS
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LOGICAL PIECES

* DISCOVERY ENGINE
* PLUG-IN ENGINE

* PLUG-INS

* PROFILES

*yIi(s)
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GENERAL ARCHITECTURE




(SOME OF THE) WICRAWL

COOLNESS

DISTRIBUTED ON
BACKTRACK’S LIVE CD DISTRO

* MULTIPLE CARD SUPPORT
* GUI/ PROFILE BASED

* BEING PORTED TO LINKSYS
WRTSE546G

| = B =VF.% ! .
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PROFILE EXAMPLES

9,
o

PEN-TESTING

“ ¢ALL' CARD SCHEDULING

* SCHEDULE ALL PLUGINS

* SHORT, MEDIUM AND LONG RUN LENGTHS

* WARDRIVING
* {FIRST CARD SCHEDULING
* SCHEDULE ONLY BASIC, SHORT OR EVEN NO PLUGINS
* SHORT RUN LENGTHS ONLY

* HOLDING INTERNET ACCESS

* {SIGNAL CARD SCHEDULING

* ONLY BASIC PLUGINS, PLUS HOLD INTERNET PLUGIN

* PROBABLY SHORT RUN LENGTHS ONLY

| = B =VF.% ! .
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* THERE ARE TwWO TYPES OF PLUG-INS:

* SCHEDULED

* HANDLES THE TOOLS AND ARE SCHEDULED
ACCORDING TO A PROFILE

¥ SYNCHRONOUS

* EXAMPLES: ASSOCIATION, MAPPING, ANYTHING
ASSOCIATED WITH AN ACCESS POINT

Y HOOKS

o

" MORE TIMING SENSITIVE

*

o

" SYNCHRONOUS OR ASYNCHRONOUS
* EXAMPLES: GPSD, ANTENNA MOVEMENT, TTS

*

-
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PLUG-IN TEMPLATE

# THE NAME OF THE PLUGIN

$SNAME="ExAMPLE PERL PLUGIN":

# THE BINARY FILE TO RUN
’:’ $BIN="MY_PLUGIN.PL";

# VERSION NUMBER OF THE FLUGIN
s $versioNn="0.1";

* # CARD REGQUIRES TO BE IN MONITOR MODE OR NOT...
#MoONITOR=YES [NO
¢ $moNITor="NO":

# LENGTH THE PLUGIN WILL TAKE TGO RUN

# EXAMPLES DHCPD WOULD BE SHORT, AIRCRACK WOULD BE LONG
#RUNLENGTH=SHORT[MEDIUM [LONG

SRUNLENGTH="S5HORT":

g # WHETHER THIS PLUGIN IS OFFLINE

#OFFLINE=YES [NO
$SoFFLINE="NO":

# PLUGIN SUGGESTED "RUNLEVEL"
# O0-99
* $SRUNLEVEL=11;

s # EVENT TO REGISTER FOR
$EVENT="ASSOCIATED";

# TIMEOUT VALUE

$STIMEODUT=30;

| = N |
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w wicrawl

SENE

File Edit Wiew Wicrawl Tabs

& & ; % y % ; l SsID Filter ]

Start  Plugins Interfaces Prafiles

AP Information X |Plugin Information X ‘

Minirmize

Help

'ssip | BSsID | Time | Packets Plugin | Event

i Timestamp

| Encryption Power Channel

wi-foo  00:12:17:28:15:5b 0 0
Frog  00:0f:66:95:a0:bd © ] iwconfig association  new-ap

linksys 00:06:25:54:a6:icl 0 0 DHCP associated

Internet Speed Check have-internet 3-7-2006 13:8:7 WEP

3-7-2006 13:8:12 Mone

3-7-2006 13:8:

0

10
01

Output

[-]1 Found no new APs in discovery, 'l wait a bit more. ..
(last count [3] new count [3])
[-]1 Found no new APs in discovery, I'll wait a bit more...
(last count [3] new count [3])
[-]1 Found no new APs in discovery, 'l wait a bit more. ..
(last count [3] new count [3])
Stop was pressed
Killing child [24879]
Child [24879] dead

Discovery and plugin-engine finished

[*)

(4]
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SCREENSHOTS

crawl

File Edit \iew Wicrawl Tabs

& & 3 % . % SSID Filter

w
Start  Plugins Interfaces Profiles [ ]

AP Information X | Plugin Infarmation X

@
Minirmize

(Son

[+]

= Frog (00:0f:66:95:a0:bd)
~ Run 1l

~ iwconfig_associate

[*] Trying again ;
[*] Attempting association
infiwconfig etho e
n ai > of

Output
| [-] Found no new APs in discovery, I'll wait a bit more...
(last count [3] new count [3])
[-] Found no new APs in discovery, I'll wait a bit more...
{last count [3] new count [3])
[-] Found no new APs in discovery, I'll wait a bit more...
{last count [3] new count [3])
Stop was pressed
Killing child [24879]
Child [24879] dead

Discovery and plugin-engine finished

[+]

(4]
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File Edit View Wicrawl Tabs

SSID Filter
2 o 3
aft P w }(. }(. o JJ-o

Start  Plugins Interfaces Profiles Minimize

AP Information Plugin Information

SSID BSSID Time Packets Plugin Event

Timestamp Encryption Power Channel
linksys 00:06:25:54:a6:c1 0 ] DHCP associated  3-7-2006 13:17:8

Mone 0 0o

Output

[-]1 Found no new APs in discovery, 'l wait a bit more...
{last count [4] new count [4])
[-1 Found no new APs in discovery, 'l wait a bit more...
{last count [4] new count [4])
[-]1 Found no new APs in discovery, 'l wait a bit more...
{last count [4] new count [4])
Stop was pressed
Killing child [25481]
Child [25481] dead
Discovery and plugin-engine finished




STATUS/ WARDRIVING BAR

wicrawl

BIEIEY

o

Start

Total APs: 3

1

Encrypted: 1 Ratio: 33%

1

Packets: O

1

3

Maxirmize
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MORE (AND MORE) PLUG-INS TO COME
BETTER ROGUE-AP DISCOVERY

CAPTIVE PORTAL BRUTE-FORCING/ DEFEATING

)
L X4

BSD/ MAC SUPPORT

*
°

MULTIPLEXING APS

* USE IT!

* IDEAS ARE WELCOME T0OO ;)

D DD S .
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* HTTP:!//MIDNIGHTRESEARCH.COM/PROJECTS/WICRAWL

* HTTP:I//MIDNIGHTRESEARCH.COM

HTTP:/WWW.REMOTE-EXPLOIT.ORG/INDEX.PHP/BACKTRACK

Ri=¥.9
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http://midnightresearch.com/projects/wicrawl
http://midnightresearch.com/
http://www.remote-exploit.org/index.php/BackTrack

ACKNOLEDGMENTS / MAJOR THANKS

TO

* AARON PETERSON
WICRAWL’S PROJECT MANAGER/
DEVELOPER

GTS 08 - DECEMBER 06 Gonfidential £2005 Al rights reserved



OBRIGADO

COMMENTS/ QUESTIONS/ FLAMES?

LUIZ (AT)
ARUBANETWORKS.COM
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