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Introdugédo

Introducao

@ Motivacao
e Prover sistema de monitoramento remoto de redes, que
permita a analistas detectar problemas de seguranca
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Processo de andlise

Processo de analise

@ Selecao de escopo

@ Visualizagao de relatorios estatisticos
@ Verificacdo de alertas de seguranca
@ Geracgao de relatorios
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Processo de andlise

Selecao de escopo

MENU Reports | NIDS | Session | Analized Report |
Options | Analyst: smrs_server
Admin | [@dssi TS pertme | Ports (Attacks info | Src hosts info_|
@ 9 vitor
51 Attacks :

Class Name :

Priority : sid:
Local Time 12:58:16
Reference
GMT Time 12:58:16
K —

Attacks Report Targeted Ports

number of aitacks number of destination ports

Attacker Hosts Targeted Hosts

number of source hosts number of destination hosts

| start anaiysis Logout |

Analyst: From:
Inst:  Site:  Sensor: To
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Processo de andlise

Selecao de escopo

Reports | NIDS | Session | Analized Report 1
Avtacks perume | Pores | (Attacks fa | Sre nosts info
Attacks
Ciess Neme?
Priority: sia:
Rererence:

a1
Targeted Ports
number of destination ports

L
Atacks Report
number of attacks

Targeted Hosts
number of destination hosts

Attacker Hosts
number of source hosts

Analyst: smrs_server

@ dssi

¢ @ vitor
sh

Local Time 11.25:21

GMT Time 1125:21

ocober |+| [2007

Sun | Mon | Tue | wed | Thu | Fri | sat
Start Analysis Logout

From:
sensor: To:

Analyst:
Inst:  Site:
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Processo de andlise

Selecao de escopo

Reports | NIDS | Session | Analized Report |

Analyst: smrs_server
@ dssi (Attacks per time | Pors | “Attacks info | Stc hosts info |
¢ B vitor B
21 Attacks :
Crass Name :
Priority ¢ sia:
Local Time 112633 Reference:
GMT Time 112633
[october 2007 |~
sun | Mon | Tue | wed | Thu | Fri | sat
< L
T T T T o || Avacks Repor Targeted Ports
number of attacks numBer of destination ports
e
Hours
o0 [ou o2 [ 03 [ o4 o5 [ os [or [ [oa [uo a1 |
|53 E51 3 £33 2 T EEN E BN E
Attacker Hosts Targeted Hosts
number of source hosts number of destination hosts
Start Anatysis Logout
: Analyst: From:
Inst:  Sie:  Sensor: To:
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Processo de andlise

Visualizacao de relatérios estatisticos

MENU || Reports | NIDS | Session | Analized Repart

g oy
Admin | | Attacks pertime | Pors | Attacks info | Src hosts info | Dt hosts info | Fortsinfo
ATTACKS PER TIME Avacks : [~
s -
0 Class Name
8
g Prioriy sia Gia
Sis
& Reterence :
£
2 s
2
° T ises 1sho 1sds 150 1525 1530 1535 1540 1545 1550 1555 =
< Dl
Atacks Report Targetea Fors
number of artacks - 43 number of destinaton ports 7
T T ot Seivce NGFBer oF SEe65.%
Snort Alert F 161 = 80 224
WEB-PHI 2 6 = 58457
WEB-CGl & 4 52437
EB- 2 4 58465 T
3 3 52401
SPC en 2 3 58375
2 3 - 52476
Z 2 =l
Attacker Hosts Targeted Hosts
e BT R e )

SOURCETP FapN Quanity~ DESTINATION P FoDN T
192.168.115.91 gustavo 224 192.168.115.87 vitor. 227 ‘
192.168.115.87 i 3 192.168.115.91 gustavo [ 3
64 1
64.233.185.19 1
64.233.169.104 1

Analyst: smrs_server
Inst:dssi Site:vior  Sensor: 1
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Processo de andlise

Grafico de alertas X tempo

MENU | Reports | NIDS | Session | Analized Repart

“options — ————
Admin | |( Atk perume | Pors AT Tnfo | Stc hosts info | Dsthosts info | Portsinfa
ATTACKS PER TIME — =
225 = i
200 Class Name :
g us
s Priority sia: Gid:
s
g Reference :
g s
2 50
2
K 1505 1510 1515 1520 1525 1530 1535 1540 1545 1550 1555 =
< ol
Attaeks Report Targeted Ports
number of attacks : 48 number of estination perts : 7
tack [ priarity Quaniiys I i Senvce Nimber of acees... -
77:0] Il 1 161 e | 224
WEB—FHP test.php access Il 2 (] =
WEB*CGI LWGate access i 2 a i
- CGl formmail access T 2 4 I
INFO web bug 1x1 gif attempt 3 3 i
- 3 — i
2 3 L
5 > =)
Targeted Hosts
number of source hosts : 5 number of destination hosts : 2
~somcEe___ | FoDN s DESTINATION 1P FoDN [ ouamiy= |
192.168.115.91 Il gustavo Z | | 192.168.115.87 | vitor ! 227 ‘
192.168.115.87 if ‘ 192.168.115.91 gustavo [ 3
_ -1 9.googlecom | 1
64.233.185.19 | -f19.google.com l
©4.233.169.104 | -f104.google.com 1
Analysts smrs_server From : 2007-10-22 15:00

Inst:dssi Site:vior  Sensor: 1 To:
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Processo de andlise

Informacoes extras

MENU [ Reports | NIDS | Session | Analized Repart
“options — ==
Admin | (Atats perume | Pors AT info | Stc hosts info | Dsthosts info | Portsinfo
ATTACKS PER TIME p— =
225 = i
200 Class Name :
g us
s Priority sia: Gid
s
g Reference :
g s
2 50
2
K 1505 1510 1515 1520 1525 1530 1535 1540 1545 1550 1555 =
< ol
Attacks Report Targeted Ports
number of attacks : 48 number of estination perts : 7
Anag [ priarity Quaniiys I i Senvce Nimber of acees... -
77:0] Il 1 161 e | 224
WEB—FHP test.php access Il 2 (] =
WEB*CGI LWGate access i 2 a i
- CGl formmail access T 2 4 I
INFO web bug 1x1 gif attempt 3 3 i
= 3 = i
2 3 L
5 > =)
Targeted Hosts
number of source hosts : 5 number of destination hosts : 2
~somcEe___ | FoDi s DESTINATION 1P FoDN [ ouamiy= |
192.168.115.91 Il gustavo Z | | 192.168.115.87 | vitor ! 227 ‘
192.168.115.87 itol ‘ 192.168.115.91 gustavo [ 3
_ -1 9.googlecom | 1
64.233.185.19 | -f19.google.com l
©4.233.169.104 | -f104.google.com 1

Analyst:
Inst: dssi

Site: vitor  Sensor: 1
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Processo de andlise

Tabela com alertas

MENU | Reports | NIDS | Session | Analized Repart

“options — -
Admin | (Atats perume | Pors AT Info | Svc hosts info | Dsthosts info | Portsinfa
ATTACKS PER TIME ks e
225 & -
ol
E 150 Priority : Sid: Gid:
2
2 s
£,
2 s0

1505 1510 1505 1520 1525 1530 1535 1540 1545 1550 1555

K]

<

Attacks Report

Targeted Ports

number of destination pors : 7

tack [ prigrity Qantys I i E NaFIBeF of cees
77:0] Il 1 161 £ | 224
WEB—FHP test.php access Il 2 (] =
WEB*CGI LWGate access i 2 a i
- CGl formmail access T 2 4 I
INFO web bug 1x1 gif attempt 3 3 i
e 3 i
2 3 L
3 > =]
Targeted Hosts
number of source hosts : 5 number of destination hosts : 2
_sowRcER | FoDN e DESTINATION IP FoN [ ouamiy= |
192.168.115.91 Il gustavo Z | | 192.168.115.87 | vitor ! 227 ‘
192.168.115.87 if ‘ 192.168.115.91 gustavo [ 3
= > 9.google.com | T
64.233.185.19 | -f19.google.com l
64.233.169.104 | yo-in-f104.google.com 1
Analyst: smrs_server From: 2007-10-22 15:00

Inst:dssi Site:vior  Sensor: 1 To:
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Processo de andlise

Tabela com portas de destino

MENU | Reports | NIDS | Session | Analized Repart

* Options — e = — -
Admin | [ Attacks per time | Poris Attacks info | Src hosts info | Dst hosts info | Portsinfo
ATTACKS PER TIME p— =
225 = i
200 Class Name:
g us
£ s priority : sia: Gia:
Sus
& Reference :
g5
2 50
s
K 1505 1510 1515 1520 1525 1530 1535 1540 1545 1550 1555 =
< Dl
Attacks Report Targeted Ports
number of attacks : 48
T [ priarity Quaniiys Number of acces... -
77:0] Il 1 161 £ 224
WEB—FHP test.php access Il 2 (] =
WEB*CGI LWGate access i 2 a
- CGl formmail access T 2 4
INFO web bug 1x1 gif attempt 3 3
= 3 —
2 3
> > =l
Targeted Hosts
nurber of source hosts + 5 nurtiber of destination hosts © 2
~somcEe___ | FoDN e DESTINATION 1P Fa0N [ quamiye |
192.168.115.91 Il gustavo Z 192.168.115.87 vitor ! 227
192.168.115.87 if

l
|
‘ 192.168.115.91 gustavo I 3

_ -1 9.googlecom | 1
64.233.185.19 | -f19.google.com l
©4.253.169.104 | yo-in-f104.google.com 1

Anatyst: smrs_server From: 2007-10-22 15:00

Inst:dssi Site:vior  Sensor: 1 To:
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Processo de andlise

Tabela com enderecos de origem

MENU | Reports | NIDS | Session | Analized Repart

“options —_— —— —
Admin | (Atats perume | Pors AT Info | Svc hosts info | Dsthosts info | Portsinfa
ATTACKS PER TIME — =
225 ——————
200 Class Name :
s Priority sia: Gid:
£ s
& Reference :
£ s
2 50
25
OISt 1510 505 120 125 1530 1535 1540 1545 1550 1555 <
< DMl
Attacks Report Targeted Ports
number of attacks : 45 number of destination ports : 7
Atk [~ Priority. Quatitys [ i Senice NaFIBeF of cees
St 02677:0] =" 161 - | 224
WEB-PHP test.ohp access i 6 =
WEB-CGI LWGate access 2 4 [
WEB-CGI formmail access — a I
INFO web bug 1x1 gif attempt 3 3 [
e 3 = [
2 3 I
> > =]
Targeted Hosts
number of source hosts 5 number of destination hosts : 2
—_SoRcER | FQDN — quaniys || [ DESTNATION® | FoN [ quantiye |
192.168.11591 | gustavo 224 192.168.115.87 vitor ¢ —
192.168.115.67 vitor 3 192.168.115.91 gustavo I 3
. D i 9.googlecom | 1
64.233.165.19 | -f19.google.com i
64.233.169.104 | ~f104.google.com 1
Analyst: smrs_server From: 2007-10-22 15:00

Inst:dssi Site:vior  Sensor: 1 To:
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Processo de andlise

Tabela com enderecos de destino

MENU | Reports | NIDS | Session | Analized Repart

* Options — e = — -
Admin | (Atats perume | Pors AT Info | Svc hosts info | Dsthosts info | Portsinfa
ATTACKS PER TIME — =
225 = i
200 Class Name :
g us
s Priority sia: Gid:
s
g Reference :
g s
2 50
2
K 1505 1510 1515 1520 1525 1530 1535 1540 1545 1550 1555 =
< ol
Attacks Report Targeted Ports
number of attacks : 48 number of estination perts : 7
tack [ priarity Quaniiys I i Senvce Nimber of acees... -
77:0] Il 1 161 e | 224
WEB—FHP test.php access Il 2 (] =
WEB*CGI LWGate access i 2 a i
- CGl formmail access T 2 4 I
INFO web bug 1x1 gif attempt 3 3 i
- 3 i
2 3 L
5 > =)
Targeted Hosts
number of source hosts : 5 number of destination hosts : 2
~somcEe___ | FoDN s DESTINATION P DN T Quamiys |
192.168.115.91 Il gustavo Z || 192.168.115.87 | vitor ! 227 ‘
192.168.115.87 if ‘ 192.168.115.91 gustavo [ 3
_ -1 9.googlecom | 1
64.233.185.19 | -f19.google.com l
©4.233.169.104 | -f104.google.com 1
Analysts smrs_server From : 2007-10-22 15:00

Inst:dssi Site:vior  Sensor: 1 To:
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Processo de andlise

Informacgoes sobre determinado alerta

¥

_MENU | Reports | NIDS | Session | Analized Report
Options| - I
Autacks per time | Ports Attacks Info | Src hosts info_| Dsthosts info | Portsinfo |
AT ACKSIRERTIME Attacks : [WEB-PHP testphp access
25
200 Class Name : web-applicatio
S
g
£ Priority : 2 Sid: 2152 Gid: 0
S E
& 10 Reference :
2 nessus 11617
ERY ———
» [ Load info about attack
O ishs 1510 1sis 1520 1525 1530 1535 1540 1545 1550 1555 [
Attacks Report Targeted Ports.
number of attacks : 48 number of destination ports : 7
Atack Priority Quantity Port Senice Number of acces. v
Snort Alert [1:2002677:0] 1 161 80 224
WEB-PHP test.php access - 6 58457
WEB-CGI LWGate access NIDS Alerts a 52437
formmail access info a 58465
INFO web bug 1x1 gif attempt 3 52401 [
ATTACK-RESPONSES 403 Forbidden 2 3 58375
WEB-MISC /etc/passwd 2 3 52476 I
MIER-CC1 finmar arcase > =]
Attacker Hosts Targeted Hosts
number of source hosts - 5 number of destination hosts : 2
RCE P FODN ity [ ESTINATION P | FODN iy
192.166.115.91 gustavo | 224 | 192.168.115.87 vitor 227
192.168.115.87 i [ 3 | 192716811591 gustavo 3
64.233.185.189 wr-in-f189.google.com | 1
64.233.165.19 wr-in-f19.google.com 1
33.169. 0-in-f10: gle.com 1
Analyst: srirs_server From: 2007-10-22 15:00
Inst: dssi - Site: vior a4 To: 2007-10-22 16:00
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Processo de andlise

Informacdes do snort.org sobre o alerta

MENU | Reports | NIDS | Session | Analized Report |

Options| -
Admin | [(Atadks pertime | Ports Attacks info | Sic hosts info | Dsthosts info | Portsinfo
ATTACKS PER TIME Attacks : |WEB-PHP testphp access
225
200
§us
£ s Information from snorcorg :
£
S
S 1o}
& Gensip 12152
x essage WEB-PHP test.php acces:
2 s Summany This vent 15 Genarstec when an attemat is made 1o access a sciptnot rormallyused n a proguction v
2
mpact information gathering
U 6 Detailed Inforrmation This event inicates that an attempt has been made to access a test script test, php) that woul
o not normally be used n a production emronment =

[The attacker may be trving o gain information on the php implementation on the host, this may be the prelucie to an
fattack against that hast using that informatian.

Attacks Report

number of aitacks : 48
[Ei | fn aplicarions such as Horde or INP the test php scipt may reveal vluabie server informaion o the atacker. TR
Affected Systems Any host using php applications such as Horde or IMP. 224

o 20026
WEB-PHP test.ohp ac
= (Other php applications may use a file named test php also
WEB-COI LWGate acc) | sack Scenarios An attacker can retrieve a sensiive ffe containing information on the php application on the host. T

WEB=CGIiform he attacker might then gain adminisiralor ccess 10 the sie or database

INFO web bug 1x1 ¢ g' Ease of Attack Simple.

|ATTACK-RESPONSES False Positives If the script test php exists and is nermally used, this rule will generate an event
|WEB-MISC /etc/pass

BMER_EE) Enciaraccad it you think this rule has a false positives, please help fll i out. False Negatives None Known.

Attacker Hosts

et If you think this rule has 2 false negatlves, please help fll it out. Corrective Action Check the php implementation an t
he host, Ensure all measures have been taken to dany access to sensitive files

[ Quamiyr |

(Check the host for signs of compromiss 227 ‘

Contrbutors Sourcefre Vulnarapiity Research Team £

Brian Caswell &It bme@sourcefire. comégt.

Nigel Houghton &It nigel.noughton@sourcefire. comagt;

ditional References ; Rule References Error. Unknown reference type: nessus, 11617

Analyst: smrs_server From: 2007-10-22 15:00
Inst: sl Site:vior  Sensor: 1 To: 2007-10-22 16:00
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Processo de andlise

Informacoes sobre determinado host

MENU | Reports | NIDS | Session | Analized Report

Options
Admin | [ Attacks pertime | Poris [ Attacks info_| Src hosts info | Dst hosts info_| Portsinfo
ATTACKS PER TIME ws: [pazsaiens o]
25
200 : wr-in-119.google.com
o FQDN: 119.g00gl
£ 150
E Get whois
S
£ 10 —————
g set description
B  descripu
2 s
2
2 1505 1510 1515 1520 1525 1530 1535 1540 1545 1550 1555
Attacks Report Targeted Ports
number of attacks : 48 number of destintion ports : 7
[ Attark [ rigrity. Quantiy+ Port Senice Number of acces..
[Snort Alert [1:2002677:0] 1 161 - §0 224
v HP test.php access — 6 =
[ | access J——=2 4
|WEB-CGI formmail access 2 a
[INFO web bug 1x1 gif attempt | -] 3 52401
|ATTACK-RESPONSES 403 Forbidden 2 3 58375
|WEB-MISC /et d 2 3 52476
ER- e & =
Attacker Hosts Targeted Hosts
number of source hosts : 5 number of destination hosts : 2
[ Quantity FQDN [ Quantity~ 1
L 224 vitor 1 227 |
[ 3 gustavo I 3
} 1
[ col NIDS Alens |
‘ Info |

Analyst: smrs_server

007-10-22 15:00

Inst:dssi  Site:vior  Sensor: 1 007-10-22 16:00
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Processo de andlise

Whois do endereco

MENU | Reports | NIDS | Session | Analized Report

Options
Maemin| (At perumer Pors | (Fitaccs ioto' |{SRESERINGNY D5t husis i | rorine
ATTACKS PER TIME 1ps: [64.233.185.19 ~
£
- Whois
Fien
3 =
g eekToals Whois Pronyv5.0.4 Ready
B Checking atcess for 200,144,115 87.. ok
= Final results obtained from whois.arin.net.
= Results:

| foraName: Google inc
1505 1510 1515 1520 1525 13 orgD GoGL

Dat| |address: 1600 Amphitheatre Parkway
City. Mountain View

Attacks Report ateprov. CA
number of attacks : 48 postalcoae ai0a3
Country. US
Atack [Nurmber of acces. +
Snort Alert [1:2002677:0] NetRange: 64.233.160.0 - 64.233.191.255 224
WEB-PHP test.php access [CIoR: 64.222.160.0/19
NetName: GO
NetHandile: NET-54-23;
INFO web bug 1x1 gif attempt Parent:  NET- -
ATTACK-RESPONSES 403 Forbidden piethipe: “DiccMlocalon, I
- 7 ameserver: NS:
G stc/pasewd NameServer: N52 GOOGLE COM
NameServer: N53 GOOGLE COM
Attacker Hosts NameServer. NS4 GOOGLE COM
number of source hosts : 5 Comment
SOURCE P [ [Reg Quantity= |
19216811591 | Updated rra—
Loz leellsel | o RTechHandle: 2G39-ARIN I 3
£4.233.185. i ectiName: Google Inc

RTechPhone: +1-650-3 18-

64.233.185. .go¢ 650-318-0200
64.233.169.104 | in-f104.90 frechEmail arin-contact@google.com

loraTechHandle: 2G39-ARIN

Analyst: smrs_server From:
Inst:dssi Site:vior  Sensor: 1 T

07-10-22 15:00
: 2007-10-22 16:00
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Processo de andlise

rificacao de alertas de seguranca

" MENU [ Reports | NIDS | Session | Analized Report |

“Admin || Bud e

| Fwrer

Sort by

[ SNORT ALERTS

< ID
Attacks info | Sichosts info | Dsthosts info | Portsinfo | [ Events | Data Packet |
ws: | IS
FaDN:

Gevwhois

set description |

Analyst: smrs_server
Inst: dssi

From : 2007-10-22 15:00
Site: vitor  Sensor: 1

To: 2007-10-22 16:00
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Processo de andlise

rificacdo de alertas de segu

MENU || Reports | NIDS | Session | Analized Report

Options =
Admin | Build tree. [ Prer B
s K O Host O Quantity
(a)
<«
Attacks info_| Src hosts info_| Dst hosts info | Portsinfo Events | Data Packet |
FQDN:
Get whois
set description
Analyst: smrs_senver From : 2007-10-22 15:00
Inst: dssi  Site:vior  Semsor: 1 To: 2007-10-22 16:00
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Processo de andlise

rificacdo de alertas de segu

MENU | Reports | NIDS | Session | Analized Report
Options

Admin | Build tee. FILTER =
Dst [~][src ~| [awaac -
Sart by Risk O Host O Quantity

[y sworT aLerTs

Attacks info | Src hosts info | Dst hosts info | Portsinfo Events | Data Packet |

ps: =

FQDN:

Get whois

set description

Analyst: smrs_server From : 2007-10-22 15:00
Inst:dssi Site:vior  Sensor:
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Processo de andlise

Verificacdo de alertas de seguranca

MENU_|[ Reports | NIDS | Session

Analized Report
“Options :
Admin |  Bulld tree ALTER | o moge: | Order[Scate Transate[orush 07230 [ Reset rush | Reseu Al
st | [Avack
= +
Sort by Quantity 22/10/07 16
[Dst 192.166.115.91 (3)

+
192.168.115.91

[1Dst 192.168.115.87 (227)

Time sre ost Port
vendering tquaitt [N 0 ¢ b Ptooltps ] line ] brsh uzeiness: | 20%
Attacks info | Src hosts info | Dsthosts info | Porsinfo | | Events | Data Packet |

‘ Timestamp
ws: 19216811501 |+

FQDN: gustavo

Get whois

set des

Analyst: smrs_server
Inst: dssi

From : 2007-10-22 15:00

Site: vitor  Sensor: 1
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Processo de andlise

Verificacdo de alertas de seguranca

(Reports | NIDS | Session | Analized Report

Adriinl] | Euild e _FILTER | edit Mode: | Onder | scae | Transtate [ Brush 04230 [ Reset brush | Reset Al

st src Atack

Sort by O Risk O Host O Quantity

[Dst 192.168.115.91 (3)
[1Dst 192.168.115.87 (227)

22/10/07 15:00:07 0.0.0 192.168.115.87 B
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Concluséo

Conclusao

@ O sistema atualmente esta em fase de testes e estao
sendo desenvolvidos programas para automatizar sua
instalacao.
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Trabalhos futuros

@ Incluir suporte a analise do trafego de rede e de registros
de aplicagbes
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