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Anélise Forense

“A aplicacao de principios das ciéncias fisicas ao direito na busca
da verdade em questoes civeis, criminais e de comportamento
social para que nao se cometam injusticas contra qualquer

membro da sociedade”
(Manual de Patologia Forense do Colégio de Patologistas Americanos, 1990).

— Levantar evidéncias que contam a historia do fato:

e Quando?

« Como?

Porque?
Onde?

— Normas e Procedimentos




Computacédo Forense

e Supre as necessidades das instituicoes legais

para manipulacao de evidéncias eletronicas;

« Estuda a aquisicao, preservacao, recuperacao €

analise de dados em formato eletrénico;

* Produz informacoes diretas e nao interpretativas.




Computacado Forense

* Principais Fases

ldentificacao

Preservacao

Analise

Apresentacao

F ta apresentacao:

Analise de Evidéncias em Web Browsers




Computagao Forense em Web Browsers |
Contextualizacao Rl

E

* Importancia das Evidéncias Eletrénicas

+* Evidéncias Convencionais @ Métodos Convencionais
*» Evidéncias Eletronicas @ Novos Métodos/Ferramentas

* Por exemplo (e neste caso especifico):

+ Historicos de navegadores web;
* E-mails recebidos/enviados via Webmail;

+ Consultas a sites de busca...

* Nem sempre as evidéncias estdao nos arquivos (presentes na
midia periciada ou recuperados pos-delecao)

+ Os web browsers podem ser fundamentais em uma investigacao




Computacado Forense em Web Browsers
Onde buscar evidéncias?

+ Lado do Cliente

+* Web Browsers

+ Lado do Servidor

+ Web Servers
* Servidores de Aplicacao

+ Servidores de Banco de Dados

+ Ou ainda...

* Trafego de Rede

* Caracteristicas de Sistemas Operacionais Utilizados




Computacgado Forense em Web Browsers
Quais 0s objetivos deste tipo de analise?

* Pornografia Infantil / Pedofilia

* Fraudes Eletronicas

* Roubo de Identidade

* Espionagem Industrial

* Incidentes de Seguranca “convencionais”
* Virus / Worms / Phishing

* Hacking (casual ou direcionado)

* LI

Um dos primeiros objetivos da analise é identificar se o(s)
usuario(s) do equipamento/midia periciado(a) é vitima ou
esta envolvido no incidente




Computacado Forense em Web Browsers
Browsers Utilizados (op¢des):

* Internet Explorer
* Firefox / Mozilla / Netscape

* Qutros:
+ Konqueror
* Opera
+ Safari
* Galeon
* Lynx / Links

* L

Em alguns casos pode-se nao dispor de uma ferramenta
adequada ao web browser utilizado/analisado




Computagéo Forense em Web Browsers
Internet Explorer (Windows)

* Registros de Evidéncias

+ Web Browser History: URLs de sites visitados

+ Cookies: Cookies que o usuario aceitou enquanto navegava

+* Temporary Internet Files (cache): Copias de arquivos que |
foram usados para construir as paginas web

+ Informacoes de Preenchimento de Formularios: Se o
recurso AutoComplete estiver habilitado

+ Favorite Folder: URLs de sites que o usuario marcou como
favoritos

+ C:\Documents and Settings\usuario\Favorites\

+ Arquivos com extensao .url



Computagéao Forense em Web Browsers
Internet Explorer (Windows)

* Encontrando Informacoes:

+ Armazena informacoes de acesso de cada usuario em seu profile
Windows:

+ Informacoes de Cache

C:\Documents and Settings\usudriol\Local Settings\

Temporary Internet Files\Content.IE5\
+ Histdrico

+ C:\Documents and Settings\usudrio\Local

Settings\History\

+ Cookies

+ C:\Documents and Settings\usudrio\Cookies\

+ Arquivos Temporarios

+ C:\Documents and Settings\usudrio\Local Settings\Temp\

Arquivo com Informacoes: index.dat




Computagéao Forense em Web Browsers
Internet Explorer (Windows)

+ Informacoes de Cache
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File Edit Yiew Favorites Tools  Help a’
@ Back - "\._,:I l_ﬁ; p Search r{_" Folders '
Address |3 C\Documents and SettingsiDefault UseriLocal Settings! Tempaorary Internet FilesiContent, IES b £l
Folders = ——— o
| ™ |
[ 4TEICA0E [ CRIFWOLS
1) Templates A l"_J l"_J
) all Users
= ) Defaulk User —~— ey
[) Application Data ’J SE0R4903 ’J SPOMWIERN
) Cookies { l
) Deskrop o
. indesx
Ia Favarites DAT File
= 1) Local Settings 32 KB

[ Application Data
= £ History
) History IES —

@ Temp

) 4TeIC90E
) oxIPwaU3
) s5QR49GE
) SPQyWIEN
el Diocmants

i<




Computagéao Forense em Web Browsers
Internet Explorer (Windows)

+ Histodrico

® History.IE5
File Edit ‘“iew Favorites Tools  Help

@Eack = '\_) l.ﬁ; pﬁearch

H’j‘ Folders

T

Address | ) C\Documents and Settings\Default UseriLocal SettingsiHistory\History, IES v B

Folders

x

indesx

I Templates
1) &l Users

= 13) Default User
| &pplication Data
1) Cookies
|5 Deskiop
@ Favarites
= ) Local Settings
[ Application Data
= £ History
& History, IES
@ Temp
I Temporary Internet Files
@ My Docurnents
I0) MetHood
| PrintHood
@ Recent
|5 5endTo
Sl oot oy

M

| &S

DAT File
=22 16kE




Computagéo Forense em Web Browsers
Internet Explorer (Windows)

* Informacodes de Cache:

+ Recomenda-se o uso de ferramentas para explorar o arquivo
index.dat com informacoes de cache (o arquivo tem formato
especifico) para a coleta de informacdes como:

+ URLs visitadas;
+ Nomes de arquivos armazenados localmente;

+ Permite visualizar a pagina acessada pelo usuario (que
pode ser diferente da pagina atualmente exibida na URL)

+ Cabecalhos (headers) HTTP

+ Timestamps de arquivos (Ultimo acesso, ultima
modificacao,...)




Computagéo Forense em Web Browsers
Internet Explorer (Windows)

+ Cookies:

+ O acesso a paginas web é feito de modo stateless (nenhuma
informacao sobre conexoes e estado de sessdes &
armazenada);

+ Cookies sao usados para armazenar informacoes de quem
acessa essas paginas (para aplicacoes que exigem informa-
coes persistentes)

+ Existem dois tipos de cookies: session e persistent
¥ session cookies sao armazenados na meméoria

+ persistent cookies sao armazenados em disco

Cada persistent cookie é armazenado como um pequeno arquivo
texto contendo_nomes e valores, tempo em que o cookie foi

baixado, tempo até que o cookie expire, informacdes de status
(historico dos cookies e nao das URLs)




Computacéo Forense em Web Browsers
Internet Explorer (Windows) B R

.

r.
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+ Favorites:

+ URLs de paginas visitadas e assinaladas como favoritas pelo
usuario (geralmente por interesse em retornar a pagina);

+ A pericia nestes sites deve ser realizada copiando a pasta
para uma estacao pericial e acessando as URLs para identicar
seus conteudos (sujeito a alteracao de conteudo);

» E importante comparar a informacdo de data de modificacéo
(Date Modified) com a data em que o link foi inserido na
pasta;

+ O nome do link (caso o usuario nao o tenha alterado ao
inserir na pasta) é o titulo da mesma;

Dica: Usar sites como o WayBackMachine (www.archive.org) para
visualizar o conteudo da pagina em uma data no passado

85 billion pages

http:/f

mau“ﬂ““mﬂ“““‘ﬂ [ Take Me Back ] Advanced Search




Computagéo Forense em Web Browsers
Internet Explorer (Windows)

» Historico (History Files):

+ Lista de sites recentemente visitados (mesmo que nao
tenham sido marcados como favoritos);

+ Esta lista é utilizada pelo recurso AutoComplete para sugerir
URLs durante a digitacao no browser;

* Reqistro do Windows:

+ Quando o usuario digita informacoes (nomes, enderecos e
senhas) em campos de formulario, o IE oferece a opcao para
relembrar estas informacoes...

+ ... Estas informacobes sao armazenadas encriptadas no
registro do Windows.




Computacao Forense emn Web Browsers
Firefox

» Historico (History Files):

+ C:\Documents and Settings\usuario\Application
Data\Mozilla\Firefox\Profiles\<profilename>\

history.dat

+ Cookies:

+ C:\Documents and Settings\usuario\Application
Data\Mozilla\Firefox\Profiles\<profilename>\

cookies.txt

O arquivo de cookies esta em formato legivel, enquanto o de
historico necessita de um “parser” para identificar informacdes

+ Caching:

* C:\Documents and Settings\usuario\Local

Settings\Temp
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Ferramentas S~
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* Vantagens no uso de ferramentas especificas:

+ |dentificacao automatica da localizacao de arquivos;

+ Resolucao de problemas como nomes diferentes de arquivos
(em funcao, por exemplo, de idioma ou versao do S.0.);

+ Parser automatico de arquivos codificados;
+ Uso em varios tipos de browsers;

+ Apresentacao mais “agradavel”;

+ Relatdrios mais detalhados;

+ Exportacao para formatos manipulaveis.




Computacgdo Forense em Web Browsers
Ferramentas

¥ Pasco + whf (Web Browser Forensics)

+ Galleta ¥ Cache Monitor

> Web Historian + [E Cache Auditor

+ NetAnalysis * Internet Cacne Explorer

+ Cache View ¥ STG Cache Audit

+ |E History Viewer + Web Cache llluminator

? [E HistoryView +» Index.dat Analyzer (anti-forense) |

* |E CookiesView » |E History Manager (anti-forense) |
|

* |[E CacheView . _ |
+ Forensic Tool Kit -

+* Mozilla HistoryView EncC
. , . + EnCase
¥ Mozilla CacheView Aut / Sleuthkit
. . . + AUTOPS eu I
* Mozilla CookiesView psy




Computacado Forense em Web Browsers
Ferramenta :: Pasco

*+ Autor: Keith Jones

+ Do latim “busca” (browse em inglés)

open source
+ Foco principal: Analise de arquivos de Cache

+ Versoes para Windows (Cygwin), MacOs X, Linux e BSDs
+ Interface em linha de comando

+ Reconstréi as estruturas internas do arquivo Index.dat do IE.

+ Recebe um arquivo Index.dat, reconstréi os registros, e retorna a

informacao em um arquivo formato texto.

+ Formato bastante pratico em caso de necessidade de exportacao
de dados para uma planilha (como o Microsoft Excel).




Computacao Forense emn Web Browsers
Ferramenta :: Pasco

¥ Uso: pasco [opcdes] <nome_do _arquivo>
-d Undelete Activity Records
-t Field Delimiter (TAB by default)

+ Exemplo de Uso:

% ./pasco index.dat > index.txt

+ Arquivo index.txt gerado com delimitador default TAB

padronizado para abertura em planilha (MS Excel p.ex.)

http://www.foundstone.com/us/resources/proddesc/pasco.htm
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Ferramenta :: Pasco

+ Campos exibidos (retirados do Index.dat):

The record type — Define se a atividade € uma URL, ou
uma URL que foi procurada e direcionada para outro site.

URL - O site atual que foi visitado pelo usuario.

Modified Time — A ultima alteracao sofrida pelo site.

Access Time — O momento que 0 usuario acessou o site.

Filename — O nome local do arquivo que contém uma
copia da URL listada.

Directory — Diretério local onde se pode achar o “Nome do
Arquivo” acima.

HTTP Headers — Os cabegalhos HTTP que o usuario

recebeu quando acessou a URL.
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Ferramenta :: Pasco
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Ferramenta :: Pasco
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1 |Histord File: index. dat

2

b ?T\"F'E URL MODIFIED TIME ACCESS TIME FILEMAME DIRECTORY HTTF HEADERS

4 URL http: e timesclassifieds.corr Tue Dec B 10:09:32 2005 Sat Dec 10 00:32:31 2005 brideD&dec(1]. gif ODUDEXD®  HTTRA.1 200 0K Content-Lengt

5 \URL http:/fin.indiatimes. com/photo. cms?msid=1165163 cat Dec 10 00:32:42 2005 |photal2].jpg GDE129H  HTTPM.1 200 Ok CacheContral:
__I_S_ |URL  httpiffwesw hdfcbank. comfcomn baon Oct 24 11:56:34 2005 Tue Jan 308:02:15 2006 bullet_8[1]. gif GDE1Z29KH  HTTPA.0 200 Ok Content-Lengt
7 |URL  http:ffweeew hdfchank. comfcomm Mon Oct 24 11:58:48 2005 Tue Jan 3 08:02:57 2006 th_access[1].oif GDE129H  HTTPA.0 200 Ok Content-Lengt
_E_i___iLJRL http: dweeew hdfcbank. comdmailer Tue Dec 24 02:47:45 2002 Mon Jan 9 13:18:18 2006 spacer[2]. gif GDE129H  HTTPM .1 200 Ok, Content-Lengt
8 |URL  http:ffad3. speedbit.com/cgi-binfadsS. dIIPHTML=1&DAU=NEN Sat Dec 10 03:15:52 2005 ads9[1] GDE128KH  HTTRM.1 200 0K ¥-Powered-By
10 |URL  http:#fg-images.amazon.comdim Tue Moy 15 19:01:47 2005 Mon Dec 12 14:585:58 2005 go-orange-trans[1].gif ODUDEXDX  HTTRA.1 200 Ok Content-Lengt
11 JURL  httpedfinindiatimes. com/photo. cms?msid=1261440 oat Dec 10 00:32:28 2005 |phota[1].jpg GDE129H  HTTPM .1 200 Ok CacheContral:
12 |REDRE http:#fdesktop. google.com/dlfen/GoogleDesktopSearchSetup_051305_140406 exe

13 |URL  http:ftweeew. hdfcbank. comfcommands/hdfc.js Tue Jan 3 058:02:04 2006 hdfc[1].]= GDE129H HTTPM.1 200 Ok Content-Type:
14 |URL  hitp:ffclient. speedbit. com/Client Thu Aug 11 10:46:59 2005 Mon Jan 9 13:33:49 2006 Flash_Features_03[1]. GDE129KH  HTTPA.1 200 Ok Content-Lengt
15 |URL  httpdbb 1027 147 fsearch?client=navclient-autofch=h34511E Sat Dec 10 0Z:44:50 2005  search[Z]. htm GOE129KH  HTTPA.1 200 Ok Content-Type:
_'I_[E_iLJRL hitp: i vrmwvare. comdnoupdaWed Jun 30 03:12:24 2004 | 5at Dec 10 03:25:05 2005 noupdate[1] txt GDE129KH HTTRA.1 200 Ok ETag: "3d425.
17 JURL  httpedfsecuntyresponse. symanteted Feb 26 21:32:02 2003 Mon Dec 12 10:530:45 2005 favicon[1].ico ODUDEXDR  HTTPM.1 200 Ok Content-Lengt
18 |[URL  http:#fimages. photogallery. indiatimes.com/photo.cms?photoll Zat Dec 10 00:532:35 2005 photo[2]. gif GDE129H  HTTPA .1 200 Ok CacheContral:
19 JUEL  httpefinfo.indiatimes.com/titrave Fri Moy 13 20:35:15 2005 oat Dec 10 00:32:47 2005 airindia_logo[1].aif ODUDEXDx  HTTPA.1 200 0K Content-Type:
20 |URL  hepifisystemfimages/background. gif Tue Jan 10 11:12:16 2006 background[1]. gif GDE129H  HTTPM.0 200 Ok, Content-Len
_EJ_ELJHL http: Ay hdfcbank. comfcommm Tue Mov 22 08:25:22 2005 Sat Dec 10 01:32:02 2005  ban_billpay[1].qif ODUDEXD®  HTTRA.1 200 0K Content-Lengt
22 |URL  httpedfclient. speedbit. comdClient Tue Aug 9 10:29:34 2005 Sat Jan 7 03:41:56 2006 welcome Ba 27[1] gif GDE129KH  HTTPA .1 200 OK Content-Lengt
23 |URL  http:#g-images.amazon.comdim Fri Oct 14 15:30:47 2005 MWon Dec 12 14:59:42 2005  endcap-a3-ga[1].gif  ODUDEXDX  HTTPA1.1 200 Ok Content-Lengt
24 |URL http:ffimages. amazon.comfimac Sun Dec 11 18:08:45 2005  Mon Dec 12 14:59:44 2005  BODDSMELUNG 01 47 TRODUDEXDX  HTTPS1.1 200 Ok Content-Lengt
25 |URL httpedfinfo. indiatimes. com/it/trave Fri Moy 18 20:35:15 2005 oat Dec 10 00:32:42 2005 logo_indianairines[1]. gODUDERDX  HTTRA 1 200 Ok Content-Type:
26 |UREL  http:#fads.indiatimes.com/ads. dilfpopsen?slotid=bG&msid=13 Zat Dec 10 00:33:45 2005 popser(1].htm GDE129H  HTTPA.1 200 Ok Content-Type:
27 JUREL  httpedeclient. speedbit. comdClient Thu Moy 3 11:06:47 2005 Sat Dec 1001:30:26 2005 licons_09[1] aif ODUDEXD:  HTTPA.1 200 OK Content-Lengt
28 |[URL https:#netbanking.hdfchank. conThu Mov 27 10:03:34 2003 Wed Jan 4 11:29:47 2006 help[1].gif GDE129KH  HTTRA.1 200 0K ETag: "0-3b9-
_EE__ELJRL http:#g-images. amazon. comdim Yed Jul 27 20:00:37 2005 Mon Dec 12 14:83:28 2005 r2CoreC55-n2y1-4580 GODE1Z9KH  HTTPA.1 200 Ok Content-Lengt
30 |URL  httpiffect.images-amazon.com/ Tue Dec B 18:06:59 2005 Mon Dec 12 14:55:39 2005 linktext-faithhill[1].gif ODUDEXDx  HTTRA.1 200 Ok Content-Lengt
31 |[URL  http:#g-images.amazon. comdim Wed Jul 27 200:02:56 2005 Mon Dec 12 14:55:41 2005 logo-on[1]. gif ODUDEADR  HTTRM.1 200 Ok Content-Lengt
_32_iLJHL hitp:#info.indiatimes.comfimage Mon Jun 30 158:10:21 2003 |5at Dec 10 00:32:31 2005 spacer[Z].aif ODUDEXDR  HTTRA.1 200 0K Content-Type:
33 |URL  hitp:#fin.indiatimes. com/photo.cms?msid=1242343 oat Dec 10 00:32:35 2005 | phota[1]. swf GDE129H  HTTPA.1 200 Ok CacheContral:
35} UEL  httpcdelient. speedhlt cumeIlentﬂNelcume asp?V=7.681.38TF Sat Dec 10 071:32:11 2005 WWelcame[1].htm GDE129H  HTTPA.1 200 Ok, Content-Lengt
i \Ipslf B B R N s f]-a---r“ .. CCEASALA LTI M 4 A0n e P 00T
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Computacao Forense em Web Browsers
Ferramenta :: Galleta

+ Autor: Keith Jones

+ Do espanhol “cookie”

open source
+ Foco principal: Analise de arquivos de Cookie

+ Versoes para Windows (Cygwin), MacOs X, Linux e BSDs

+ |Interface em linha de comando

+ Recebe um arquivo de Cookie, reconstréi os registros, e retorna a

informacao em um arquivo formato texto.

+ Formato bastante pratico em caso de necessidade de exportacao
de dados para uma planilha (como o Microsoft Excel).




Computacado Forense em Web Browsers
Ferramenta :: Galleta

¥ Uso: galleta [opgdes] <nome_do arquivo>
-t Campo delimitador (TAB por default)
+ Exemplo de Uso:

(o)

% ./galleta arquivoexemplo.txt > cookies.txt

+ Arquivo cookies.txt gerado com delimitador default TAB

padronizado para abertura em planilha (MS Excel p.ex.)

http://www.foundstone.com/us/resources/proddesc/galleta.htm




Computacao Forense em Web Browsers
Ferramenta :: Web Historian

* Autor: Red Cliff's (Mandiant) (e’
¢ L
o - @ D
+ Foco principal: Histérico de URLs visitadas << C‘S'
+ S.0.: MS Windows CQ

http://www.mandiant.com/webhistorian.htm

+ Busca e identifica arquivos importantes dos seguintes

navegadores:
Internet Explorer
Mozilla / Firefox / Netscape
Safari (Apple OS X)
Opera

- Produz resultados nos formatos:
Excel Nativo
HTML

Arquivo Texto




Computacao Forense emn Web Browsers
Ferramenta :: Web Historian

i

File Help

% Specify a browser histony file;
IFirefu:u:-:'\P'ru:ufiles'\.Bn:biEhhn:.default'\histnr_l,l.dat

Froceszes the Internet histom file that haz been
gpecified.

™ Find browser histamy files:

Inu:l SettingzhdemouzerLocal SettingztHiztor

Searches the specified directory and all of itz
subdirectories to find any [nternet history files to
QIOCEEE.

Process

2]

GM',-' Dacuments

g MMy Camputer
‘QM\; Metwork Places
| Conkent, IES

File: narme; IInternetHistu:ury.HIs j
Save az hpe: IE:-:u:eI Spreadshest [*.xlz)

Ewcel Spreadshi ulg]

HTHL Page [*.htm)

Tab Deliminated [ txt)
All Filles [*.]

Save

Cancel

i

i




Microsoft Excel - InternetHistory.xls

@J File Edit ‘iew Insert Format Tools Data  MWindow Help  Adobe PDF _e)!ﬁ:'
SHRSdRIVE $RA- T 2r-p il - @8

|

f Red Cliff Web Historian - 1- C:\Documents and Settingskjones\DesktopiCantent IEStndex. dat

s el

Ready

o

b
v

_____ | A B C e e E L i e e S
JRed Cliff: Web Historian - 1- C:\Documents and Settings'kjones\Desktop'Content.IE5index.dat
21 URL Address Modified Time | Accessed Time | Type |Deleted Cached Files
= _:hﬂp:IIB4.4.55.45nab.separator.off.gif 120292004 1357 | 3M0200515:09 | URL | FALSE [KYRPJUXGYab.separator off1].gif HTTPA 1 200 0K Contert-Length: 59 Contert-Type: imagefif ETag: "80162a30_
4 |t sy oogle com JN020051747 | URL | FALSE |BRAKCLAM00gE[1] Him HTTRA A 200 O Content-Length: 3163 Cortent-Type: texthiml
___5__§h’rtp:ﬁa1 (55 g.akamai net/fi 05511 401 SShimages barmezandnoble comigresourceshavharigzearchd_maresearchopt gif 104020051416 | 310/200517:50 | URL | FALSE |B3BOBSCG\gzearchd_maresearchopt[1].gif|[HTTRA 0 200 OK Cortert-Type: imagedgif ETag "0328ad291 f2c41:9d4" Contery
B 5hﬂp:mmages.barnesandnoble comipimagesfzaleannexheadersiSignup_button gif SIT200312:43 | 3020051750 | URL | FALSE |B3BOBSCESignup_hutton[1].qif HTTPA 1 200 0K Contert-Type: image/uif ETag "4490096124031:918" Contert-
_?.' [t 164 4 55450 p.cort roup oif TINS2004 1939 | 3020051509 | URL | FALSE |WYRPJURG pcont group(1] aif HTTRA A 200 O Content-Length: 236 Cortent-Type: image/oif ETag; "02eh3c1
i |ty Ahoewy. orbitz comiglobalfsiglobal j3 1024120051801 | 31020051749 | LEAK | TRUE |ICJNEDIZ\global1]js HTTRA A 200 Ok ETag, "48521d-4c0f-41137e5s" Contert-Type: applicationdx-ja
"9 | itp: S orbitz comimghuttonsisearch gif 1272002004 539 | 31020051749 | URL | FALSE |B3BOBSCGisearch(1]qif HTTPA A 200 OK ETag: "570112-220-41cBahff" Contert-Length: 555 Cortert-T
10 {Wtp:itat 055 1.akamainetif 1554 401 SShiimages harmesandnoble.comPimages/oresourcesnavpromosfopproma_fastnires GIF 10712004 14:25 | 310720051750 | URL | FALSE |BIBOBSCGYopproma_fastniresl1] g HTTRA .0 200 O Content-Type: imagesiif ETag: "oBd3a0ifaaccd!: 105" Conte
11 {ttp:itad 055 5 akamainet/fi 15541 401 SShimages harnesandnoble.comimages/7230000/7 231544 gif 1202902003 914 | 31020051749 | URL | FALSE |ICIJNEDIZT231544[1] mif HTTRA .0 200 Ok Content-Type: imagesif ETag: "1 2121 fcecit ea” Corte
12 |t finacelash.orgimagesislashiogo oif TRR002 526 | 3n0/200517:44 | URL | FALSE |B3BOBSCG :lashlogol]qif HTTPA A 200 0K X-Powered-By: Slash 2002008 ¥-Fry. | don't regret this, but |
i .1_3_ihﬂp:IJ'WWW.orb'rtz.comnmgiairisbs_arrow.gif 1202002004 3:39 | 310720031743 | URL | FALSE |BROKCLANshs arrow]!] it HTTPH A 200 Ok ETag "2dd185-34-41 chiabda” Cortert-Length: 132 Contert-Ts
__14 ih’rtp:IJ‘np.msn.com!scrmomemp94.js?v=1B 1025020051313 | 31020051743 | URL | FALSE |GROKCLANhp34[1]js HTTRA A 200 Ok Content-Length: 3166 Content-Type: applicationd-javascript E
1 5 | htpos: Ay etz comAmaricornersi 261 2_cef_f tr gif 1272002004 5:40 | 31020051743 | URL | FALSE |ICJNEDI2V 2x12_cet f t[1].qif HTTPA 1 200 OK ETag: "Sh0349-74-41c6ac04" Contert-Length: 116 Cortert-Ts
15 |ttp: v arbitz comiimgiglobalinaviab _fi_o.gif 12020/2004 5:40 | 31020051743 | URL | FALSE |BRIKCLANYah fl of1]gif HTTPA 1 200 OK ETay "72c116-34b-41cBac08" Contert-Length: 843 Contert-T
17 [ty vy btz comiimaair dip_integrationisort_dur gif 1202002004 539 | 310720051749 | URL | FALSE |KYRPJURG\zort_dur1]aif HTTR 1 200 O ETag, "5t 79-241-41chabfe” Content-Length: 577 Cantent-T
18 |ty fhaseewy orbitz comimaiglobalinawah_cr gif 1202002004 5:40 | 31020051748 | URL | FALSE |SRAKCLANTaE cr[1]sif HTTP# .1 200 OK ETag, "72c1 ff-2od-41cac06" Contert-Length: 733 Content-T
19 | Wttp: fhavwewe orbitz comimgiorbitz_footer oif 12020/2004 5:39 | 3M0/200517.49 | URL | FALSE |ICINEDI2orbitz_footer[1] qif HTTPA 1 200 OK ETay "26c232-181-41cBabds" Contert-Length: 393 Contert-T
20 | ity 1 (155,01 akamal et/ 05597 3/5himanes barnesandnoble comilimagesiresaurces oatewayinarketing2004/0081 704_member 13 it B1302004 350 | 310720051745 | URL | FALSE |KYRPJURGIE1704_member f3[1].aif HTTR .0 200 O Cantert-Type: imagesif ETag: "2eefldid3cdl ol cd2" Corte
21 |t daseese orbitz comimetsidin_integrationdin_dd_metrix_gradient_bottom_tat if 1272002004 533 | 3n0/200517:49 | URL | FALSE |B3BOBSCGHYp dd_mattix_gracient_bottom [HTTPA 1 200 OK ETag "3c299-257-41cBabfe” Content-Lenth: 679 Cortent-Ty
22 | Wttps: theewewe otz comimlglobalingAab_os oif 1202002004 540 | 310520051743 | LURL | FALSE |BROKCLANTab_gs[2] if HTTRM A 200 Ok ETag "4a03cdd-32e-4108ac06" Cortert-Length: 514 Contert-"
_23 | tp: figlobal meads netiads/S0645/0000050645_0000000000000001 0601 & gif 9021J2004 20:42 | 3020051753 | URL | FALSE |GRIKCLANN0O00S0645_00000000000000 {HTTRA .1 200 OK Cortert-Lencth: 1147 Content-Type: imagejyif ETag. "a0d2hft
24 Ehﬂp:ﬁm 055 9 akamal netii 05587 9i8himages barmesandnoble comigresourcesnavhar fadmind_account gif 17472005 19:20 | 3n0/200517:.48 | URL | FALSE |B3BOBSCGadming_accourd(1].qi HTTPA 0 200 OK Contert-Type: image/uif ETag "0718het%af2c41:1058" Corte
_25 |ty fizearch batmesandnoble combooksesr chiresutts asp AARD=code% 20hackinguserid=pvddUKSBU2Sods 2Pid=046 3N0200517:45 | URL | FALSE [BRSKCLANYesutts[1] htm HTTRH A 200 O P3P CP="CAD DSP COR ADM DEY TAIRSA VDo CONo HIS T
25 |t images slashdot orgloreendat gif 302005 2126 | 3M0/200517:46 | LRL | FALSE |B3BOBSCG\greendat]1].gif HTTR 1 200 O Keep-Alive: timeaut=10, max=992 Cantent-Length: 53 Cantent
_2"'{'_!hﬂp:II64.4.55.45n.p.greetcard it 11152004 1939 | 3M0200518:09 | URL | FALSE (ICNEDI2Y pareetcard]].qif HTTPA 1 200 OK Contert-Length: 232 Contert-Type: imagedif ETag, "80c451c:
28 |Mttp: /54 4 55 45kah slide hm | oif 11152004 19:40 | 310/200518:09 [ LRL | FALSE |B3BOBSCGab. slide himi[1].gif HTTPA 1 200 OK Corterd-Lengthc 2961 Content-Type: imagedgif ETag: "0c1 Sad:
XA :hﬂp:ﬂm (155 4.akamai netfi 05511401 Bhimages harmesandnoble comigresourcesnavhar isubnavd _calon gif 10302005 16:30 | 310720051750 | URL | FALSE |GROKCLAMNsubnayd colon]2].gif HTTR .0 200 Ok Cantent-Type: imagesif ETag: "04493def1c41:1055" Cantent
30 |t favee orbitz combtml ngidomain=orbitzéchannelshomedSection=maindadsize=hometex 28 OrbitzCookisName=05CAnrkitzD=Crv O RERNGI 30720051747 | URL | FALSE |B3BOBSCE domain=orbitzéchannel=homes (HTTPA .1 200 OK Cortent-Lencth: 3428 Content-Type: textitml
31 [t Moo fircdcracks coml 3N0200517:50 | URL | FALSE |BABOBSCGYindcracks(1] htm HTTRH A 200 Ok Transfer-Encoding: chunked Content-Type: texthitml ~Ljschr
32 |ty 1 055 .. akamal et/ 055,97 9/5himanes barnesandnoble comiresourcesinavhar fadmind _wishlist it 10420051520 | 310720051745 | URL | FALSE |GROKCLANwadmind wishiist1].qif HTTR .0 200 Ok Cantent-Type: imagesif ETag: "807 2487951 2041:904" Cantery
33 | http: Mogin pazsport nethilogin arf fid=2afa15441 020051753 | URL | FALSE |8RSKCLANWiloGN ] htm HTTP# .1 200 OK PPServer: PPY: 25 H BAYPPLOGUZADT ¥: 1152 Content-Tyr
34 |kt dhorvew arbitz comAmeisiichanye_search oif 1202002004 5:39 | 310720051743 | LURL | FALSE |BROKCLAN:hange_search1] if HTTRM A 200 Ok ETag "3 5283-21e-41 cfiabda” Cortert-Length 542 Contert-"
3020051745 | URL | FALSE |B3BOBSCGInews[3]jpgy HTTRH 1 200 Ok Cantent-Type: imagedpeq Content-Length: 1627 ~jschma
30720051749 | LEAK | TRUE |ICJNEDIZ\domain=otbitz&channel=air&secti (HTTPA 1 200 OK Transfer-Encoding: chunked Cortert-Type: texthtml Cortert-
_317 |ty i1 055 0 akamai net1 0351 401 iShimages harnesandnoble comigresourcesinavharadmind_accaurt oif 1420051520 | 310720051750 | LURL | FALSE |KYRPJURG admind _account]].cf HTTRH 0 200 O Content-Type: imagesif ETag: "071 8hef3af2041:1055" Corte
_§_§_!hﬂp:ﬂa.tribalfusion.comJ].ad?s'rte=MacSIash&adSpace=ROS&size=1 G0xB00&type=vardnodd=1 SrequestiD=245635157 0 26457 4755166151 30020051744 | URL | FALSE [BRIKCLAN].5d HTTR .0 200 Ok P3P CP="N0I DEYa TAla OUR BUS" Pragma: no-cache Cantel
39 |t sy btz comiimafairdogosiCo_small gif 1272002004 539 | 3N0/200517:45 | URL | FALSE |ICJNEDI2VCO_small[1].gif HTTPA 1 200 OK ETag: "298ee6-135-41cBabed” Contert-Length: 303 Contert-
A | bt dhorvew technewesworld comimaeshworkheader-middle-top-tab-278x28 oif 10502004 1307 | 310720051745 | LURL | FALSE |KYRPJURGheader-midde-top-tab- HTTRH A 200 0K P3P CP="ALL D3P COR DEYa TAla OUR IND DEM" ETag: "Get
41 |ty 644,55 450 p delete gif 110152004 13:39 | 310/200515:09 | URL | FALSE |KYRPJUXGY p.deletel1] gif HTTPAH .1 200 OK Cartert-Length: 306 Cartert-Type: image/oif ETag, "02eh3c1"
42 bty fimacslash orgimaestskashslogan of TH0R200213:02 | 310720051744 | URL | FALSE |BRIKCLANslashalogan[1].qif HTTPA 1 200 OK K-Powered-By: Slash 2002008 ¥-Fry. They're areat! They're
"113 |ty ifsanpaulo orand hyatt comiow sharedslibraryivbFlash js BI26/2004 725 | 3M0/20051747 | URL | FALSE |ICJNEDIZwhFlash(]js HTTRM A 200 Ok ETag "6f008d-2a0-412dc833" Content-Length: 672 Keep-Aliv
44 [ty fharwwr orbitz comimafairAip_intearationdzor_by gif 12020/2004 5:39 | 3020051749 | URL | FALSE |B3BOBSCGsart byl1].gif HTTPH .1 200 OK ETag, 48 303-208-41cEabfe" Contert-Length: 520 Contert-T
.45 ity e itz comimeygiobalingvAah_fl git 1202042004 5:40 | 310720051747 | URL | FALSE [ICJNEDI2tah f[1].aif HTTP# .1 200 OK ETag, "6402eh-2c9-41c6ac08" Cantert-Length: 713 Cartent-"
{16 | tp: e oubleclick netiadiEt 5. ecommercetimes comiBi 55551 2.4 57=7 208590, 0rd=11104347 2757757 3M0/200517.45 | URL | FALSE |BRSKCLANBISS5812[1] him HTTPH 0200 OK Caorterd-Type: texthtm Cordert-Length 4460 P3P CP="CURa
A7 |ty 1 055 0. akamai et/ 05597 9/Shimaces barmesandnoble comiimagesioresourcesiGateyvay,y i Find binoif 1172472004 11:29 | 310020051745 | URL ]Fﬁ‘iLSE BIBO0BSCEYIeFin binf1].0if HTTRA.0 200 Ok, Cantent-Tye: imadesiif ETag, "e0decthvd 2d2041:904" Corte ™|
4 4 » M[\1Internet Explorer ] e A e e




Computacgdo Forense em Web Browsers

Ferramenta :: Web Historian

J_,,-f‘_" - — . . . _ . - ™ b 4
!',EE%. H iy mandiant_webhistorian_output.xls - Microsoft Excel

- Haome Insert Page Layout Farmulas Data Review Wiew Acrobat 'QJ - B X
| B17 - 5 | http://www.mandiant.com/webhistorian.htm ¥
[ A | B | C | D E F &

1 Mandiant: Web Historian -1 - C\Documents and Settings\demouserApplication Data\Mozilla\Firefox\Profiles\Gchj§hhc.defaultthistory.dat

2 Hame URL Address First Visit Last Visit Deleted]| Vists |

3 |MANDIANT: Inteligent Information Security | hitp:/fwww.mandiant. com/ 20070506 19:25 | 2007/05/06 19:25 | FALSE 2

4 |zoftware hitp:/fwww . mandiant. com/zoftware. htm 2007705006 19:26 | 2007/05/06 1925 | FALSE 1

5 [web Historian - Free Software Downloads |hitp:/fwww . download. com/2001-2653_4-1056251%.html | 2007/0%/05 19:27 | 2007/08/06 19:27 | FALSE 1

6 |Search results for web historian - Free hitp:/fwww download. com/3120-20_4- 2007705006 19:26 | 2007/05/06 1925 | FALSE 1

¥ |Sponzored Links hitp:/ibw p.download.comizearch?g=web%20historian&n | 2007/0%/06 1926 | 2007/09/06 19:26 | FALSE 1 i

8 |Sponsored Links hitp://bw p.download.com/zearch?ordinal=2&g=web%20 | 2007/0%/06 1925 | 2007/09/08 1926 | FALSE 1 T

9 hitp:/i.d.com. com/html'dVpromosivt_promo. html 2007/059/06 1927 | 2007/09/06 19:27 | FALSE 1

10 |Web Historian - Reviews and free hitp:/hwowwe .download. comWeb-Higtorian/3000-2653_4- | 2007/05/06 19:27 | 2007/09/06 19:27 | FALSE 1

11 http:/lzoftware-filez.download. com'zdiv- 2007/09/06 19:27 | 2007/09/06 19:27 | FALSE 1

12 hitp:/fi.d.com. com/html'dlpromos/mec_promo. html 2007/09006 1927 | 2007/09/06 19:27 | FALSE 1

13 [Sponsored Links hitp:/bwp.download.com/zearch?nodeid=2653&dw- 2007/09006 1927 | 2007/09/06 19:27 | FALSE 1

14 |Click here to find out more! hitp:/fad.doubleclick. net/adiiN2998. cnetnetw orks/B23774 | 2007/05/05 19:27 | 2007/05/06 1927 | FALSE 1

15 | Advertizement hitp:/ici . zedo. com/jzc/fm.himl?n=454&c=3291515&=8=51& | 2007/0%/08 1927 | 2007/09/06 19:27 | FALSE 1

16 hitp:/idw.com.com/redir 7edld=35ziteld=4&old=3000- 20070059006 19:27 | 2007/09/06 1927 | FALSE 1

AT |MANDIANT: Inteligent Information Security  [[http:/fwoww . mandiant. com/webhistorian.htm 1| 2007/05/06 19:26 | 2007/09/06 19:26 | FALSE 1

18 T -
4 4+ | 1 Mozilla Based ~ ¥ il |
Ready [0 T O——8—Gu




Computacao Forense em Web Browsers
Ferramenta :: Web Historian

L

I.f: = - 7 mandiant_webhistorian_output_iexls - Microsoft Excel =X
KL
Home Insert Page Layout Formulas Data Review View Acrobat L7 = 4
A1l - Je | Visited: demouser@http://www.mandiant.com/software.htm ¥

| A | B | C | D E 7

1 Mandiant: Web Historian -1 - C!\Documents and Settings\demouseriLocal Settings'History'History JESlindex.dat

P URL Address Modified Time | Accessed Time| Type |Deleted] Cached Files |

3 |Visited: demouser@http:ifwww . download. com/3120-20_4- 2007/09/06 15:39 | 2007/09/06 15:35 [ URL TRUE

4 |Visited: demouser@hitp: v w w download.com/3408-2001-0-10 xml?tag=Ir_rs= 2007/09/06 15:39 | 2007/09/06 15:39 | URL FALSE

5 |visited: demouser@http:www.mandiant. comiwebhistorian.htm 2007/0906 15:39 | 2007/0%06 15:35 | URL TRUE

6 |Visited: demouser@http:/fwww download.com/3120-20_4- 2007/09/06 15:39 | 2007/09/06 15:39 | URL FALSE

T |Visited: demouser@http:/iwoww download. comi3410-20-10 xml*ag=Ir_rss 2007/09/06 15:39 | 20070906 1535 | URL FALSE A
8 |Visited: demouser@http:ifwww . mandiant. com/feeds/news xml 2007/09/06 15:38 | 2007/09/06 15:38 | URL FALSE 3
9 |visited: demouser@nhttp./iwww download. com/3408-2001-0-10.xmiMag=Ir_rzs 2007/09/06 15:39 | 2007/09/06 15:39 | URL TRUE

10 | visited: demouseri@http.www download. com/3408-20-10.xml*tag=Ir_rzs 2007/0906 15:39 | 2007/0%06 15:35 | URL FALSE

11 [visited: demouser@http:/iwww.mandiant. com/zoftware.htm || 2007/09/06 15:358 | 2007/09/06 15:35 | URL FALSE

12 |Visited: demouser@http: /v ww download. com/3001-2853_4-10562518. hitmi?idl=n T 2007/09/06 15:38 | 2007/0908 15:39 | URL TRUE

13 | Visited: demouser@http:/fww w download. comWeb-Historian/3000-2653_4- 2007/05/06 15:35 | 20070506 15:35 | URL FALSE

14 |Visited: demouser@http: /e ww download. com/3001-2853_4-10562518. hitmi?idl=n 2007/09/06 15:39 | 2007/09/06 15:39 | URL TRUE

15 | visited: demouser@http:/fww w.mandiant.com 2007/0906 15:38 | 20070906 15:36 | URL FALSE

16 |Visited: demouser@http:iwww download. com/3412-20-10 xmi?tag=Ir_rzs 2007/09/06 15:39 | 2007/09/06 15:39 | URL FALSE

17 | Visited: demouser@http: /e ww download. com'3001-2853_4-10562515. hitmi?idl=n 2007/09/06 15:39 | 20070906 15:35 | URL FALSE

18 | Visited: demouser@http:/fww w download. com/3001-2852_4-10552519. htmlZidl=n 2007/05/06 15:35 | 2007/0%/06 15:35 | URL TRUE hd
l4 4 » ¥ | 1Internet Explorer 2 Internet Explorer .~ ¥ il

Ready }EIEI 100% = {7} o




Computacao Forense emn Web Browsers
Ferramenta :: Net Analysis

* Paraben (www.paraben-forensics.com)

+ Funcionalidades:
+ Andlise de Histérico (Internet History) .o
+ Andlise de Cache (Viewing Cache Data) -

+ “Auto Investigacao” (Auto Investigate Feature)
+ Filtros configuraveis para busca por:
+ Sites de pedofilia
+ usuarios, senhas e padrdes especificos
+ Busca de historicos deletados em:
+ Espacos nao alocados
+ Arquivos swap
+ Arquivos binarios

+ Armazena buscas em bancos SQL




Computacado Forense em Web Browsers
Ferramenta :: Net Analysis

&3l NetAnalysis - Forensic Internet History Analysis -0l =]

File Filker Exclude Inwestigate Search Tools Repaorts  Wiew  Column Help

O - SR H-|8| LB w-|#a%iiwEBEE o0 Record URN: 486

file: /44T /D ocumentz % 20and %205 ettingzs A dministrator/Localz 205 ettingz /T emporanZ 20l nternet % 20F lez/Content. IESAK) TRAAM T #2581 %50 htm

""" @ newsmvpsong ;I Type Last Visited [GMT] & | Secondary Date | User | Internet History ;I
""" @ nonags.com & Secure 0R/26/2002 23:12:19 Sun 0R/27/2002 0R:58:19 kon Admikiztrator https: //secure. nes.org uk/3933 o
""" @ pZp.wrow.com & Secue 09/26/2002 23:12:13 Sun 08/27/2002 0E:58:19 Mon Admirnistrator https:.f'f‘secwe.nss.org.uk#SSSSr’ceJ
""" ® people frzenst de @ Secure  |05/26/2002 23:71:41 Sun 05/27/2002 05:58:19 Mon Administrator  hitps: //secure nes. org uk/3333/pe
""" : Seam:”"“_‘-i”-“'; t @ Secure | DB/26/2002 23:10:40 Sun OR/27/2002 065819 Mon Admiistrator | https Asecure nes. org uk 43933
_____ . 8 Secue  |05/26/200223.09.32 Sun  05/27/2002065818 Mon  Administrator  hitps://secure.nss. org, uk /39334l
_____ . $ecure.nle:u;rg.uk ' & Secure (0552672002 23:09:11 Sun 0652772002 06:58:18 Mon Administrator  https://secure_nzs org. uk F 3¢
_____ 3 sevillac.nnlin;a cc.nm & Secure 05/26/2002 23:08:51 Sun 05/27 /2002 06:58:19 Mon Administrator hitps:/¢secure. nsz.org.uk,

_____ & support microsoft com B Host 05/26/2002 23:08:51 Sun 05/27/2002 06:58:19 Mon Adminiztrator Host: secure.nzs arg.uk

_____ @ us.al.yimg.com = Host 05/26/2002 23:08:23 Sun 05/27 /2002 0B:58:19 Mon Administrator Host: www.ngz.org.uk

..... & webbiack ca.com » URAL 05/26/2002 23:08:23 Sun 05/27/2002 06:58:19 Mon Administrator hitp: 4 A nzs.org.uk

..... @  windowsupdate. microsoft.com B File 0572642002 23:06:59 Sun (05/27/2002 06:58:19 Mon file:H.t’E:.."DucumentsZZl]an
----- @ vaw rnicrosoft. com » URL 05/26/2002 23:08:11 Sun 05/27/2002 06:58:18 Maon Adrninizstrator hittp: / Avaa. digital-detective. co.uk
----- @ v alvboode.com v URL 05/26/2002 23:06:02 Sun 05/27/2002 06:58:19 Mon Adminiztrator hittp: Ay, digital-detective. co.uk,
----- @ v advancediorensics. com » URL 0542672002 23:05:45 Sun 05/2772002 06:58:18 Mon Administrator |http: /fwww_digital-detective.
""" @ v aivosto.com —A1|» URL 05/26/2002 23:05:42 Sun (0572772002 06:58:19 Mon Admimistrator | http: //www_digital-detechive.
""" @ v amkingdam.cam v URL 05/26/2002 23:05:04 Sun 05/27/2002 06:58:18 Mon Adminiztrator hitkpe Ay, digital-detective. co.uk,
""" @ www.andreayhﬂs.com File 05/26/2002 23:03:11 Sun 05/27/2002 0B:58:19 Mon Administrator file: #4400 ACCUD at3/CC1U % 205 etuy
""" @ www.astalawsta.u?cfm _ File 05/26/2002 23:02:46 Sun 05/27/2002 06:58:19 Mon Administrator file: #4700 ACCUD &t 3 cou exe

""" @ WWW-Cf’ehe"“ma'c'”d'a-mm File: 05/26/2002 23:00:41 Sun 05/27/2002 05:53:19 Mon Administrator file:/4/D:/CCUD at3/couvbp

""" : WWW'CE'E’I‘ a*'?'cfm File 05/26/2002 22:56:19 Sun 05/27/2002 06:58:19 Mon Administiator  file:///D:/CCUDat3/Resourc
_____ o o e File 05/26/2002 22:4556 Sun  05/27/200206:58:19 Mon  Administrator  file:///D:/CCUDat3/Resources/ve
_____ . www.cumputinﬁ et File: 05/26/2002 22:33:03 Sun 05/27/2002 06:58:19 Man Adrninizstrator file: £44C: /D ocuments 20and 205
_____ 3 wwwldatae:-tp nIl File 0572642002 22:32:28 Sun 0572772002 06:58:18 Mon Administrator  file:///C:/Documents % 20and
_____ & v desertware, com File 05726752002 22:30:27 Sun (0572772002 06:58:19 Mon Administrator file:///D:/HetAnalysis/MetAr
..... & i desvoity met File 05/26/2002 22:22:18 Sun 05/27 /2002 06:58:19 Mon Administrator file: #4/C: /D ocuments X 20and% 202
..... & v devs com File 05/26/2002 22:21:33 Sun 05/27/2002 06:58:19 Mon & dmiriztrator file: /47T /D ocuments % 20and* 202
..... @ vy digitak-detective. co.uk File 05/26/2002 22:15:57 Sun 054272002 06:58:18 Man Administrator file: #4/0: AYB 2 20Projectz/Build=2!
----- @ www electiczcotland com B} Host 05/26/2002 22:15:52 Sun 05/27 /2002 0B:58:18 Mon Adrninistrator Hoszt: v advancediorensics. cor -
----- @ WAL ENCaTE COMm ;I 4 | | 4

i, digital-detective, oo, uk M| Twpe: ‘Weekly History Source: index10.dat Cffset: 60672 URL Records: 328
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Ferramenta :: Net Analysis

[ MetAnalysis - Forensic Internet History Analysis [;j@
Ble Fker Eschde |[wvcftpate Searching 500 Tools Beports Wew  Coumn Help
| = H =~ l:;lentif:,' Szarch Engine Criteriz gaf Izl BE® B &l | =l  RecoedURMN: 1092
Secondary Date | Jdentify Google Szareh Criteria I Host =
[GA1/200 2200.00 Tdentify Passiale Chid Parnography Stes ang/hemplates/DezetStomdmagesfalder_lock_nesw of lomam.ni:
21042003 21:23:46 | Tdentify Posshle Passwords & Usemames arg/viewhanmphp =2 rmum.?r?:
2400852001 21:00:00 : ; arg/tenplates/Dec=iStormdmagesfalder_hot gf Tannuam.iti:
0T a0 et | MMentify Possiole Online Storage Stes g/ tamplatis/ DesenStoim/images/leng_russizn/post gl Fattim i
del:lﬂl'zm 21 'II DD ]dE‘ﬂtif}' 1PES Fictures Ulgﬂtﬂ"lﬁ@lﬁﬁﬂ'f_lemltﬁbumf'ﬂmslﬁf *' i lic Qi‘ - fﬂlu_rl'l |||.:
mﬁmm | 21.1I|.|:!|:| | i urg.i’hcwluhcsa'ﬂca:rtsmr'lmgcs.-'imn_mnpnat of Iz g
/0220030103 (CEnHly ART Riclres st gt s chatizi
140252003 021210 Tdentify PN Fictures wodpic headerd.jpo chual iriz
140252003 05 21:41 Tdentify Mavie Files m_':y’pn.l'v Ina‘iu:-g chal.iliz
T4/ 2003 091270 | - chal iz
210272003 102512 Tdentify Compressed Archives (zip, rer ebc) [ehalie
14/0272003 0345:58 Fr | h&pc."."thd |||mn-:||au'g.-'kl:e,ﬁ."lmum gi’ chal iz
140272002 034356 Fr Ei:tp:.l'.fma:.ulmadlaugﬂkﬂ,ﬁ.fluhs.gi‘ chal.iniz
14/0272003 04352 Fii | hittpe /fchatilismediaorg/keys/ chpwd.of chal.iizi
14/0252003 094358 Fi | |Ritp e at iemedia ook eyS/Tolo.of ‘chal.iizi
12008 Fi g i s i nain gt i
1470272003 024357 Fo Ehipedichatinsmedinongdk ey g of chal.iliz
£l == _*I_I
vivay clgkakdetedove.oo.uk | Type: Conkant IC:T,E'».'iDENEH,LmE‘;...mde.dazl Offsat: 530944 LAL Records: 2125




Computacao Forense em Web Browsers
Ferramenta :: Cache View

* Autor: Tim Johnson (e’

» Foco principal: Cache (IE, Netscape, Firefox e Opera) <<"K oS

9,
+ S.0.: MS Windows CQ

http://www.progsoc.uts.edu.au/~timj/cv/

* Extrai informacoes dos arquivos de Cache:

+ URL, nome do arquivo em cache, tamanho (em bytes), MIME Type,
data da ultima modificacao, data do download, data de expiracao
e cabecalho HTTP




Computacao Forense emn Web Browsers
Ferramenta :: Cache View

* Versao nao-registrada

¥ Cache View - Untitled
FI|E Edit View Help
._E’ 2 w) | B i@ X | L
URL Mame Size (bytes
L"_E] http: /fi.dell.com/fimages fglobal fbuttons fhomepage /desktops_96x120.png 71V STPLA\desktops_96x120[1].... 12,37

L_"ﬂ http: /fi.dell.com/fimages/global fbuttons fhomepage fenterprise_96x120.png REM77 14 enterprise_Sex120[1]... 8,20,
'L':] http: /fi.dell,. comfimages/global buttons fhomepage fmask_96x120.png REMTFT114\mask_S6x120[2Z].png 44

i http:/fi.dell. comfimages/global fbuttons fhomepage fnotebooks_96x120.png GOKGET 7T \notebooks_96x120[2]...
Ljh‘ru:u /fi.dell.com/fimages /global fbuttons homepage /printers_96x120.png GOKGST 7T \printers_26x120[1].png 13,62

L_]htu:u /i dell.com/images/global fbuttons homepage /support_96x120.png 7T 5TPLAsupport_S6x 120[1].png 5,83
d http: /fi.dell, comjfimages/global faeneral foo. gif ZQ0BBUHD o[ 2] gif a4
LJ http: /fi.dell.com/fimages global fgeneral fspacer . gif ReM77114\spacer[3].aif 4
http: /fi.dell. com/fimagesfglobal fjs home50_b_sp.js ZQQBEUHDYhome50_b_sp[i].js 22,18!
http: /fi.dell.com/fimagesfglobal fjs lexicons0.js REM77 1J4 ) exicon50[1].js 10,54
htu:u:,ﬁ"l.dell.|:DmﬁmagEsfglnbalfjsfmuntage43.js GOKGET 7T \montage43[1] js 4,32
htn:u /i dell.comfimages/global fis/productmenus. js GOKGET 7T \productmenus[1].js 3,74
h‘rn:u /. dell.comfimages/alobalfis/staticheta.js ZQOBBUHD \staticheta[1] .js 4,31
L_j http: /fi.dell, com/images/global fmasthead/secondary_sep.gif REM77114\secondary_sep[2].aif 7i
L_] http: /fi.dell. comfimages/global fmasthead/secondarybg. jpg 7IY STPLA\secondarybg[2].jpa 36t

™1 htto: /i, dell, com images/alobal imasthead fsmiflaos fca. aif ZOOBBUHO \al 11, aif 15
< | >

1 object(s) selected 13 kb




Computacao Forense emn Web Browsers
Ferramenta :: Cache View

* Versao nao-registrada

1. Cache View - www.bonjourquebec.com

EOIC  view

423 www.bonjourquebec.cor 4| | File Path Cache Name

(3 www.canadapost.ca %) /fleadmin/Image/commun bouton_reserver_ligne_en.gif <Internal to CACHE 003 =
& wln-w.dﬁeatret.v:c.um ™) /fleadmin/Image/commun;hiver/C_menu_1_off_r.qif «Internal to _CACHE_003_ =
Bw =akize.i <Internal to _CACHE 003_>
"EI - en.gi <Internal to _CACHE 003 _>
- <Internal to _CACHE 003_>
Ok | <Internal to _CACHE_003_>
<Internal to _CACHE 003_>
Lancel <Internal to _CACHE 003>
<Internal to _CACHE 003>

Destination File Hames

vy bionjourguebec. comfavicon.ico

E] ey bionjourguebec. comfileadminmageho
iﬂ gy bionjourguebec. comfileadminmageho
[lﬂ . bonjourguebec. comfileadminmageho
@ ey bonjourquebec. comfileadrminsmageho
vy bonjourquebec. combscnptshtaille_police

< | 3

D estination Faolder:

| o \kempl w | Browse

O peration: {#) Copy ) Move




Computacdo Forense em Web Browsers

Ferramenta

Cache View

* Versao registrada

5%, Cache View - www.bonjourquebec.com

Help

B X B -

File Edit View

L

: 423 www.bonjourguebec. cor
(3 www.canadapost.ca
(I3 www.dtheatre.com
{23 www.erinandtim.info
{23 www. formmail.com
(23 www. freedback.com
(23 www. freeflash.nu
~-{Z3 www.gentlesource.com
~-{Z3 www.google.ca
--{Z3 www.google.com
: {23 www.google-analytics. o
: I:l www, hamptoninnmontre
: I:l www, hotscripts, com
{23 www. himlcodetutorial.cc =
{23 www.ianrunl.edu =
{2 www.ibdhost.com
: {3 www.inetinteractive.con
i I:l w'.f-.".f-.'.ja'-.fasaipt-ccuder.u:t_*i
< ! b

File Path
l:'] fileadmin/Image fcommun bouton_reserver_ligne_en.gif
L'ﬂ fileadmin/Image fcommunhiver/C_menu_1_off_r.gif
fsn:rimsftaiIIEJ:u::Iicesfsu:riptsfmangETextSize.js
l:':] [ffleadmin/Image fcommunbouton_attraits_en.qgif
l}ﬂ ffileadmin/Image fcommun hiver fmenu_1.jpg
ffavicon.ico
L_jfﬁleadmlnﬂmagefcn:nmmunﬂngas has.jpa

I.'ﬁlvaadn'un,."In‘l.:u::p.-_-,."u::u::nmmun,|"||::u:1r;| _quebec.jpg
scripts jgeneral jgeneric.js

Cache MName

<Internal to _CACHE_003_>
<Internal to _CACHE_003_=
<Internal to _CACHE_003_=
<Internal to _CACHE_003_=
<Internal to _CACHE_003_=
<Internal to _CACHE_003_=
<Internal to _CACHE_003_=
<Internal to _CACHE_003_=
<Internal to _CACHE_003_>

Québec an

1 object(s) selected 4kb




Computacédo Forense em Web Browsers
Ferramenta :: |E History Viewer

¥ Autor: Jonas Butt

+ S.0.: MS Windows open source

http://www.codeplex.com/IEHistoryViewer

litem




Computacao Forense em Web Browsers
Ferramenta :: |E HistoryView

*+ Autor: Nirsoft Q¢

+ S.0.: MS Windows <<

=10l x|
File Edit Wew Help
COREX A nE @R
URL | Title | Hits | Modfiedpate = [ =
O htkp: [ wahoo, com Yahoo! 30/10/2003 19:
O hitkp: f i bechiby, comtechty findes, btml TechTW | new things, kurnus an., z 30/10f2003 19:14:09
O htkp: finirsoft, mirrorz, com MlirSoft 1 30/10/2003 19:13:44
O Rkkp: v webatkack, com)freewarefreeware html - Freeware downloads at ‘Webakk,,, 2 30/10/2003 19:12:40
http: f fravaw webattack, comftopdownloads Top 100 shareware and freewar... 2 30/10/2003 19:12:13
http: f funaa webattack. com Webatkack.com - download free... 7 30/10/2003 19:12:08
O http: /fvvwa, accuweather . comfadehbin/publicfinde. .. Accuweather .com - The world's ... 10 3001002003 19:11:50
O htkp: ffwwaw . google, com)'search?hl=enfie=UTF-5... Google Search: nirsoft z 30f10f2003 19:11:23
htkp: [, google, com Google 13 30/10f2003 19:11:18
O hikkpe: [ weakher, com weather.com 1 30f10f2003 19:11:13
O hikkp: [ cnin, comn 1S CMM, oo - LS, Mews Z 30/10/2003 19:10:59
1 | o]
3777 item(s), 3 Selected 4




Computacao Forense emn Web Browsers
Ferramenta :: |[E CookiesView

*+ Autor: Nirsoft

+ S.0.: MS Windows

http://www.nirsoft.net/utils/iecookies.html

< wIECookiesWiew: F\Doouments and Settings’ Administrator’ Cookies =0 x|
Ele Edt Yiew Help

AR OR LA

[ wieb ska [Hts [ hwcessed Date [Cresedpae = [See [ user -
O @ ccbeorp.rprs.net 2 14/01/2003 15:45:32  14/01/2003 15:45:32 180 administratoe

O @ couttadicnat 103 14/0Lf2003 15:45:25  14/01/2003 15:45:25 192 admintstrator

= ﬂ mediapde:, com M3 14/01/2003 15:44:55 14012003 1544055 371 admintstrator

Dﬁ N, cam 26 140172003 15:44:47  14/0112003 15:44:47 248 administrator

@ support micrescie, com 285 14/01/2003 15:44:27  14/01/2003 1544120 173 administrater

B @ directioads.com 2 14/01/2003 15:32:13  14J0L[2003 15:32:13 229 administrator

O & 2ds. spechicdich.com 1 14f01/2003 153096 14J01/2003 15:3146 79 administrator

Dﬁ ads15, bpath, com 4 14012003 15:32:02 140172003 153147 650 administrator

LI @ Fasteick net 404 14/01/2003 15:31:50  14/01/2003 153145 372 sdmiistrater

O & vahoo.com 306 14/01/2003 15:2221  14/01J2003 15:29:21 453 adminkstrator -

e . P = - o = - f

A | LIJ
= [ vaho | Eromain | secure | Expiration Date rodfied Dave Created In =
W'l Ir=gliin=T7c4befbed, ., yahoo.com Na 02022003 20:19:29 12002003 20:19:50  Server

WU mk=yrtapehs 197, yahoo.oom [T 15M04/2010 22:00:00  26/1072002 15:49:59  Server

JQ ql=A4CAMGARAS . vahoo.com Ta 13112012 20:49:59 13112002 20:50:00  Clent |
W L t=1 wahoa.com Ma 14/01/2003 19:20:21  14/00/2003 15:29:21  Client -
1| | *
[748 Cockie Fies, 2 Selected |5 Coale(s) &




Computacgdo Forense em Web Browsers

Ferramenta :: |IE CacheView

*+ Autor: Nirsoft

+ S.0.: MS Windows

http://www.nirsoft.net/utils/ie cache viewer.html

#. IECache¥iew: F!\Documents and Settings'Administrator,Local Set
Flle Edit

Wiew Options Help

8 [m]

el PR aE A

| Last fccessed &

Filename | Conkent Type | UL ¢

Ej mozila_cache_wvie... textfhtml htkp: [ fimen, nirsoft, net futilsfmozilla_cache_viewer bkl
@ mozilla_history .., textfhkml htkp: [ finen, nirsoft, net futils frmozilla_histary_wvigws btml
@ mogzillacacheview(... image/gif hitkp: [ femanes, nirsoft, net futils 'mozillacacheview , gif

@ mogzillacacheview. .,  image/gif hitkp: [ femene, nirsoft, net futilsfmozillacacheview _icon.gif
@'mnzillahistnrwiew. .. image/gif hitkp: [ femenen, nirsoft, net futils 'mozillahistorywview, gif
@'mnzillahistnrwiew. .. image/gif hitkp: [ fenens, nirsoft, net futils fmozillahistorywiew_icon,gif
@ mspass[1].gif image/qif hitkp: / femens, nirsoft, netfutils fmspass. gif

@ mspass[1].htm ket fhikml hitkp: [ fenane, nirsoft, net futils /mspass, html

@ mspass_jcon[1].gif  image/'gif hitkp: [ fenane, nirsoft, netfutils/mspass_icon, gif

@ myuninsk[ 1].hkm ket fhikml hitkp: [ P, nirsoft, net futilsmyaninst, hkml

@ registered_dll_wvie... textfhtml hitkp: [ fenane, nirsoft, net futils/registered_dll_wiew, html
@ shexview] 1], gif image;qif hitkpe [ e, nirsoft, net futils fshiesoview  gif

?? P TR OT Bk B I Y Y [ 2 | kb .'.'.......I. mivemFE mek kil b RERaAD

06,/10/2007 09
06,/10/2007 09
06,/10/2007 09
06,/10/2007 09
06,/ 10/2007 0%
06,/ 10/2007 0%
05/10/2007 1%
05/10/2007 19; |
05/10/2007 1%
14092007 13:
0441042007 11

061042007 06:
e onbennT f
2

2254 tem(s), 1 Selected

| HirSoft Freeware. http:iwww.nirsoft.net

Vi




Computacao Forense em Web Browsers
Ferramenta :: Mozilla HistoryView

*+ Autor: Nirsoft

+ S.0.: MS Windows

http://www.nirsoft.net/utils/mozilla history view.html

B1 MozillaHistoryYiew - F:\Documents and Settings' AdministratorApplical 10| x|
File Edit Mew Options Help

ECEE-EE

URL | First wisit Date | Last visit ate  © | wisit ... | Referrer =
2 htkp:ffsourceforge. net findex. php 10/09/2007 19:33:03  10/09)2007 19:33:08 0

(2 htkpe ) e, mozilla.comjen-UIS{support) 10/09/2007 19:32:03 10/09)2007 19:32:03 0 RikEp:  fuaane
20 http:)/blog.mozilla.com) 10/09/2007 19:32:03 10/09)2007 19:32:03 0 RikEp s
2 hkkpeffrds yahoo,comy'_vlt=A0geu9Cdf WGEF.,, 100902007 19:31:56  10/09/2007 19:31:56 0 http: ) fsear:
2 htkpef e, mozilla,comyFirefoog 10/09/2007 19:31:56  10/09)2007 19:31:56 O http:fsear:
20 htkp: ) the s, mozilla, comyhe ) firefox) 10/09/2007 19:31:56  10/09)2007 19:31:56 0 hktp: ) fsear:
(20 htkp:f e mozilla comen-US Firef o) 10/09/2007 19:31:56  10/09/2007 19:31:56 0 http:fisear:
2 htkpe e wahoo,comjrfsx*-htkpe ffsearch, ... 10092007 19:31:563  10/09/2007 19:31:53 O

2 htkp:ffsearch yahoo.conmysearch?p=Ffirefox®f, .. 10J09/2007 19:31:53  10/09/2007 19:31:53 0

20 htkpef s, yahoo,com) 10/09/2007 19:31:35  10/0902007 19:31:35 2

i hkkp: v, mirsoft . netfcode samples, Heml 100092007 19:31:30  10/09/2007 1::31:30 0 http:Hleﬂ
4 2

|‘38 itemn(=), 1 Selected

| HirSoft Freeware. http:/www.nirsoft.net

A




Computacao Forense em Web Browsers
Ferramenta :: Mozilla CacheView

*+ Autor: Nirsoft Q¢

+ S.0.: MS Windows <<

http://www.nirsoft.net/utils/mozilla cache viewer.html

él MozillaCache¥iew: F:\Documents and EEI:I:ings"-.,Adminisl:ral:ur"-.,LucaI: ;|g|5|
Eile Edit Vew Options Help

e HHaE YA

Filenarme | Content Tvpe | URL ¢ | File Size | Fetch Cour =
@mailpv.gif imageqif hiktp: e, mirsoft, ek futils froailpe:, gif 6,593 1
:Ejmailpv.html kext/html hiktp: e, mirsoft, nekfukils frnailpee . bitml 14,772 1
@mailpv_icnn.gif image'qif hiktp: e, mirsoft, nekfutils frmailpy _icon... 314 1
:Ejmuzilla_histnrv_view. v bEck Rkl hiktp: e mirsoft, nekfutilsfrozilla_hist,.. 9,216 1
@muzillahistnrwiew.gif image'qif hiktp: e, mirsoft, nekfutils frnozillabisto, .. 19,233 1
@muzillahistnrwiew_ic. .. imagejqif hiktp: e, mirsoft, nekfutils frnozillabisto,,.. 319 1
@mspass.gif image'qif hiktp: e, mirsoft, nekjutils frspass. gif 10,595 z
:Elmspass.html ket hkml hiktp: e, mirsoft, nekfutils frspass.btml - 14,023 z
@'mspass_icnn.gif image'qif hiktp: e, mirsoft, nekfutils frspass_ico,.. 1,051 z
@passwnrd_snilzfer.html ket html hiktp: f v, mirsoft, netfutils fpassword_,,, 12,060 1 L,
@'smsniﬂ:.giF image|'gif hiktp: f e mirsoft, netkfukils fsmsnifF . gif 19,652 1 =
* | o
|2324 itemis], 1 Selected | HirSoft Freeware. hittp:www.nirsoft.net v




Computacao Forense em Web Browsers
Ferramenta :: Mozilla CookiesView

*+ Autor: Nirsoft Q¢

+ S.0.: MS Windows <<

http://www.nirsoft.net/utils/mzcv.html

% MozillaCookies¥iew: F:,Documents and Settings' Administrator’, Application Data -0l x|
Bie Edt View Help [MazilaCaokiesview: F:\Documents and Settings)Administratorl Application DataiMa:
EEHOEE XEA

Ciomain | Path | Mame | Yalue | Expiration Date | SeCure | Damairn ... | Lne =
O & .207.net | s_vi_atamox7E... [CSw3|3EC3...  15/04/201022:52:57 Mo Yes 32
O & .207.net | s_sv_atamox7E... [CSWE|3EC3... 15/04/201022:59:57 Mo Yes 33

O & .atdmt.com | AAN0Z O010506895.,,  16/04/2005 02:59:41  No Vs 19

O & .atwala.com | badsrfi Woceab3Tadf... 3100102005 15:112:26  No Yes 47

O & .crn.com | ChMid GaSdd42eb-2,.,  13/08/201004:12:26 Mo Yes 49

O & .crnaudience.com | ALIDid cf1947e6-64.,, 30/12/2037 15:59:141  No Yes 13

O& doublecick.net | id BO00002349..,  15/04/2006 16:13:10  No Vs T -
4« | »
|44 Cookies A




Computagado Forense em Web Browsers
Ferramenta :: whf (Web Browser Forensics)

+ Autor: Manuel Santander

+ Foco principal: Analise de arquivos de Histérico

open source

+ Versoes para Windows (Cygwin) e Linux

http://manuel.santander.name/wbf.html

| Wah firomesr Fareneice Baaodts Fils - Moilla Firatar

Eite Edit ‘vsew History Bookrmarks Tools Help

file- oot firefoe_histong htm

PeGetting Started 1 Latest Headlines
weh Browser Forensics

Web Browser Forensic Results for Firefox
Generated by root@ YWebBrowserForensics on Sat Feb 23 11:58:00 2008

Last Vit Daie LRI Number of
Visits

Snf Feb 230520014
201

Sal Feb 23 0201902
2008

e Browser Forenzics

Web Browser Forensic Results for Opera
Generated by rost @ WebBrowserForensics on Sat Feb 23 02:05:43 2008

Last ¥isit URL Fage Tile
Dhate

Sat Feb 23 | Click 511 = Sisteoan de Inbernet
WE0TEE | hen clo | InalA mbrico - E1A —
ZiHH nlkim Sede Fregrado

Sat Feb 23 | Ulick
;0853




Computacao Forense em Web Browsers
Ferramenta :: STG Cache Audit

* Autor: Starglider Systems o

+ S.0.: MS Windows <<

+ http://www.stgsys.com/audit.asp

51G Cache Audit
File Edit Wiew Mode Options Reports Help

EECEYERAE RN N

5300 (185 sites)| 26,29 MB (27 564.203 beytes) |

|
Cookies il 0.15 MB (160.090 bytes

)
Histary 3916 0.00 ME (0 bytes)
Totals: 10081 | 26,44 ME (27.724.293 bytes)

Filtered 207 0.45 MB (465.707 bytes)

[tem Fath

LRL Path ;G:\D::u:uments and Setings\STGYLocal Settings\Temparary Internet Files
Cookies Path GiDocurments and Settingsi\STG\Cookies

Histary Path GiDocurments and SetingsiSTGLocal Settings\Histary

Maotes

Filter WWords STGEYS




Computacado Forense em Web Browsers
Outras Ferramentas

+ Cache Monitor

+ http://www.enigmaticsoftware.com/cachemonitor/index.html

* |E Cache Auditor

+ http://www.softempire.com/cache-auditor-simple-ie-cache-viewer.html I'.

* Internet Cache Explorer

+ http://www.risingresearch.com/ru/icache/

w5 IE Cache Auditor =1{E3

Files Hosts Grab Help

Host/Path Filber
i
5 fosma @ SnapFii=c
o freewale ) BE Internet Cache Explorer HEEE
7] images dafin Opaeka Bva  Cnpaeka
sharewware
g styles J Kew IL:'l,Temp'l,Temporary Internet Files\Content, IES j =
abaut. htrml I dakne! | OTHET | 16235/16188 dafinos, IE 5.2 | Mpocvatp %1 Hactpofikn OfiHoemTe  [H3armcate =
Favi . B (2] v list . = Aopec & Mrre OBbIMHEIE danns Shift+F1 =
asan. o8 - (20 e listhok com AsfiniraTel URL (337) Shifb-+FZ
5 Pid= =, -
goto php?id=1057294=23536385¢ [3'2 iy, loadty, cam AyBNHIKTE! 00 MMEHH B Kewe (4 shift+F3
Eel (8] v lovvehate. ra i ;
(@2 v lucasarts com ibraryhor OTEWCTBWNHE tharne Shfft+F4
II i II J library/imat arnel, He OTHOCAWMECA K Kewy (1275} Shift+FS
D' e O ibrarptoohbardtonl . J5 21.0K6 1511.2000 1. applications as
L g narod. O ibraryftoclbarfen-...  JS 32Ké 1811.2000 1..  application/sjan
D' W Maga3.r |:I| ibrarptoclbardima..  GIF 18x20 0.1 IKﬁ 18.11.2000 1...  imagedqi _|_'|
[ (7] v narkets, bu 1 3
B (7] v bt fi =
[ (] v, riEs-2ng, com
=)&) v microsoft, com
b B library 1
http: /A, shapfiles. com homepage Home | Ewents/Training | Subscrbe | About Microsoft | US/Wo
& [+ images Voo e
B3 toolbar Search i - -
AONonHMTENEHER aHAaNKE hainoe - 47%
e 107 TOro, 4TOGEI NPEPESTE 3TOT NPOLECT,

a4 | WENKHHTE ABaH Akl MbIWEAA B 3TOM MECTE
OGuwmad  HTML O [ hitptbwwwemicros =[ 4 b | 2w | [5[a[E] FW
|Brern: 9 dhafinos (50,1 K6) 17,1 KA, 26,10.2000 01:00 [EEDtextfhtml SZ36W3PCms[1]. html AHENMSE - 467%

[ (] v moms . ru ;1 I GDl

Mawck: Im




Computacao Forense em Web Browsers
Ferramenta :: Web Cache llluminator

* Autor: NorthStar Solutions /~/$;0\

+ Foco principal: Analise de arquivos de Cache
+ S.0.: MS Windows (todos os browsers)
+ Realiza buscas por arquivos ocultos

+ Funcionalidade “anti-forense” (apagar pastas do cache e/ou
arquivos selecionados)

http://www.nstarsolutions.com/wci/




Computacao Forense em Web Browsers
Ferramenta :: Web Cache llluminator

% Web Cache Illuminator Z”E”E|

File Help

Drives : W |
Files [30]

| = j ~

Folders

(= o)
S Documents and Seftings
—icaming
Local Settings
£ Application Data

EYMozilla
EFirefox

a Profiles nl_Setrgsiceninoloca_SeingsApgication_Delaiorile'Freios Protlesiyurto] deiautiCackhe

liiyuzton default Reading File: 185 of 30

Poainia BT dSeal a0

Last Tithe Founa: Uinboied {binand
Images Filtered from List O |
E Binary Files Fdtered from List 8

Options:
[ EXCLUDE image files
[ IMCLUDE Only images

W EXCLUDE non-image hinary files Cieatellndegi bl

[v Launch Browser after indexing
[ Launch Yiew/Delete \Wizard after indexing

Suggest only cache folders
with a minirmurm file count of




Computacédo Forense em Web Browsers
Ferramenta :: Index.dat Analyzer

* Ferramenta “Anti-Forense” Web

+ Tem como opcoes deletar: <<"K
¥+ History — Current User
+ Cookies — Current User

¥ Cache - Current User

http://www.systenance.com/indexdat.php




Computacdo Forense em Web Browsers

Ferramenta :: Index.dat Analyzer R

5 Internet Explorer Index. dat Analyzer
e Edt  Yiew Help

| H x B = H CACHE e ”'-_' v_| T Flter | | wwwe.systenance.com

HISTORY
Mams COOKIES FleType  Type Cresbed focessed
[ ] = Hetps fumesrskandsd . REDR.

r_]aﬂtp:ﬁmw.snupfihﬁ.nut,l'rctutinru'-ubm.aﬁp?z—ﬁ Jkm LRL 01011601 000000 18072006 D1:17:0
D}Ht|:r:,|'i'.-.ww.snupfihﬁtu.mrrdm-st}lln.css (055 LEAE 2if12j2001 214558 OF07/2006 12:51:2
M| E!‘ktp:.l'j'.-mw.snupfik:s.cun‘u.l'i'nul;l:s,l'EI]sl:a'.gif aaf LRL 0Bf03j2006 224700 13/07/2005 01:17:0
[] %) tttp:ffe. 10,179, 164 screenfiles/thumibsft_iColarFolder . gif Jgf LRL 3LJ03j2006 05,5551 18072006 01:17:0
[ ] ®]titp:/19.10.179. 164 smallshots{stopalla-pd. g i LRL 15/06/2006 14:17:36 1Bf07/2006 01:17:0
[ ] Elittp:/fa.10,175, 164 smallshots{roboform-pd. oF g LRL 16/05/2006 05:56:19 1B/07/2006 01:17:0
] ﬂﬂtu;.l'.imw.sn-:l:lﬁl::s.l:l:ln'u'i'nul;ll:s.l'ncl.-.tpud"m:hr.[ug i LRL 18/02/2006 040954 1307020056 0L:17:0
[ [&E]tttp:fipageadz, googlesyndication, comipageadishow_ads.js B LRL D&J07je006 225311 18072006 01:17:0
[ ] 2 Hetpstdwvser snapfiles, comireviewersimbe_review.phprabeid=10,.., REDR,

| Y TN N AUy [ SR I arifd 8 M A ThTInne

£ ] |

View Entry

New & Popular

Found Entries: 3509 C\Docunsents and Sattnos\WAIOYLocal Settingsi Temporary Internat FleshZonkent, [ESYindex. dat




Computacgdo Forense em Web Browsers
Ferramenta :: |E History Manager

* Ferramenta “Anti-Forense” Web (e’
Z

* 5.0.: Windows 9x/Me/NT/2000/XP/2003 <A 6{&,

* Lista informacées do Histérico... “

+ ... habilita a delecao dos “rastros”:

#+ cache, cookies, history, autocomplete memory e arquivos index.dat

http://www.cleanersoft.com/iehistory/iehistory.htm




Computacgdo Forense em Web Browsers
Ferramenta :: |E History Manager

# IE History Manager 1.0

File Edit ¥iew Help

Addresz Bar Cookies i IR L= Higtary _ Index. dat _ AutoCarmplete

Lazt Modified

Befrezh

Run Cleaner

| M ame

| C:hDocuments and S ettingz \AdministratorCookies  adminiztrator@amy, google[1]...
C:ADocuments and Setiings'AdministratorCookiesh administrator@vamaa 127 comf...
C:ADocumentz and SettingshAdminiztratorsCookiesadministrator@sss paypall1]...
C:ADocuments and SettingztAdminiztratorCookies\ administratort@as falkaag[1] kst
C:ADocuments and SettingssAdministratorsCookieshadministrator@ymas, sisfiles[1]...
C:ADocuments and Settings'AdministratorsCookiez\ administrator@adzenze[1].txt
C:ADocumentz and SettingstAdminiztratorCookies\administratori@bbs[1 ] bt
C:ADocuments and SettingzhAdminiztratorCookiesadministratori@begun1] bt
C:hDocuments and SettingssAdministratorsCookieshadministrator@smae, seen[ 2], txt
C:ADocuments and Setiings'AdministratorCookiesh administrator@vmag, downloa. ..
C:ADocumentz and SettingstAdminiztratorCookies\administrator@freefilezzone(2]...
C:ADocuments and SettingzshAdminiztratarCookies . administratori@tastclick[1] bt
C:ADocuments and SettingstAdministratorhCookieshadministrator@softbn1]. txt
C:ADocuments and SettingstAdministratoryCookiez\ administrator@bestzoftorder| 1.
C:ADocumentz and SettingshAdminiztratorsCookiesadministrator@toplizt1]. bt
C:ADocuments and SettingzhAdminiztratorCookies\administrator@egi-bin[ 1] bt
C:hDocuments and SettiingssAdministratorsCookies\ adminiztrator@see. filesclubl..
C:ADocuments and Settings'AdministratorsCookies  administrator(@fileterral 2], tat
C:ADocumentz and SettingshAdminiztratorsCookiestadministrator@bkonteral 2], bt
C:ADocuments and SettingzhAdminiztratoryCookiesadministrator@rambler(1 ] bt
C:4Documents and SettingssAdministratorsCookies\administrator@yadro[ 2], tat
C:ADocuments and Setiings'AdministratorCookiesh administrator@messenger. mes. .
C:ADocumentz and SettingstAdminiztratorCookieshadministrator@k akstorm[ 2], bt
C:ADocuments and SettingzhAdminiztratorCookies\administratori@allyes[1 ] txt
C:hDocuments and SettingssAdministratorsCookieshadministrator@login ve[ 2] bt
C:ADocuments and Settiings'AdministratorCookieshadministrator(@irad, men2] bt
C:ADocumentz and SettingstAdminiztratorCookies\administrator@thinkmedia[1]. bt
C:ADocuments and SettingzhAdminiztratorCookies\administratori@msn, com(2] bt
C:4Documents and SettingssAdministratorsCookiez\administrator@zh-cnl1]: tat
C:ADocuments and Setiings'AdministratorsCookies adrminiztrator(@baidul 1], bt
CARNnruments and Sethinaz\AdministratoryConkiezh administrator@imsa allvezl11 bt

2006-11-26 20:00: 43
2006-11-26 20:01:46
2006-11-27 21:24:08
2008-11-28 15:02:30
2005-2-3 20:35:18
2006-11-28 13:15:00
2008-11-28 16:00:00
2005-2-8 22:00:36
2006-11-27 21:48:10
2005-2-8 21:00:52
2005-2-8 21:54:36
2005-2-8 21:13:26
2005-2-3 21:34:02
2005-2-83 21:38:48
2005-2-8 22:00:00
2005-2-8 21:46:30
2005-2-3 21:47:52
2005-2-3 21:54:34
2005-2-8 22:08:18
2005-2-8 22:00:34
2005-2-3 22:00: 36
2006-11-27 2:26:26
2005-2-8 22:20:26
2008-11-27 3:26:40
2006-11-27 9:26: 32
2006-11-27 3:26:40
2006-11-27 3:26:44
2008-11-27 :27:56
2006-11-27 13:13:02
2006-11-28 19:18:04
2NNR-11-23 1R 1RM7

Whant ta clear mare history? Get 'Privacy and Heqgistr Cleaner] Dawnload ‘Privacy and Beaistr Cleaner’ Maow

Total Rerord: 247
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Computacdo Forense em Web Browsers
Ferramentas Genéricas (nao especificas p/web)

il

* FTK (Forensic Tool Kit)

+ Encase
+ Autopsy / Sleuthkit (sucessor do TCT)

* Kits
+ Helix (recomendado)
¥ http://www.e-fense.com/helix/

+ Professional Hackers Linux Assault Kit (PHLAK)
+ http://www.phlak.org

+ Knoppix security tools distribution (Knoppix-std)
¥ http://www.knoppix-std.org
+ Penguin Sleuth Kit Bootable CD

® http://www.linux-forensics.com

+ Forensic and Incident Response Environment Bootable CD (FIRE)
¥ http://fire.dmzs.com/




Computacao Forense em Web Browsers
Dica para Praticar o0 Uso de Ferrramentas

+ Caso hipotético disponivel em artigo da Securityfocus
+ Web Browser Forensi Parts 1 and 2
+ Descricao:
+ http://www.securityfocus.com/infocus/1827

+ Material para pratica:

+ http://downloads.securityfocus.com/downloads/JSchmo-InternetActivity.zip
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