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Objetivo

O objetivo deste trabalho € apresentar algumas vulnerabilidades
de seguranca observadas durante a implementacao de IPv6 nativo na
CTBC Multimidia (AS27664) e alguns exemplos de solugdes de

Firewalls para IPv6 baseados em Sistemas Linux e FreeBSD.
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Introducao - CTBC (Companhia de Telecomunicag¢oes do Brasil Central)

Areas de Concessio Areas de Expansio

GTS-11 -Estudos de Casos de Seguranca na CTBC: Firewalls em IPv6 — 2008-06-01 — Claudio / Eduardo / Pablo 3



Introducao - CTBC - Servigos Internet

A CTBC é uma companhia de Telecomunicagdes que atua como provedor de
Backbone (NSP) e de servigos Internet (ISP).

CTBC Telecom (AS16735)
Areas Cobertas: Brasil — diferentes estados (MG, SP, RJ, etc)
Clientes: Corporativos (links dedicados) e Residencias (ADSL, etc)

CTBC Multimidia Data Net (AS27664)
Areas Cobertas: cidade de Sao Paulo e vizinhanca
Clientes: Corporativos (links dedicados)

Servico Internet sobre Rede Metro Ethernet baseada em malhas de fibras épticas enterradas

cobrindo as regides relevantes de concentracdo de empresas na cidade de Sao Paulo.

A implementacao de IPv6 nativo iniciou em Janeiro de 2008 pelo AS27664 devido
sua menor complexidade de rede e servicgos.

Estudo de Caso de Implementacao de IPv6 em Sao Paulo / Brasil
http://lacnic.net/pt/eventos/lacnicxi/flip6.html
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CTBC AS27664 IPv6 — Atual Conectividade Externa

( Internet IPv6
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CTBC AS27664 IPv6 — Acesso Internet Redundante para Clientes

Modo Dual Stack

Padrao de Blocos Alocados para Cliente:

Fé @ . IPv4 /28
= = . IPv6 /64

/ IP 1 — GW Virtual
! HSRP

VLAN

5 é HSRPv2: Hot Standby Router Protocol Version 2

» Tamanho do campo de instancia: de 8 para 12 bits

» Autenticacao MD5
» Suporte para IPv4 e IPv6
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CTBC AS27664 IPv6 — Primeiro Acesso Internet Dual Stack

Internet <Gnternet
¢ IPv6 IPv4

Estacao de Trabalho com Sistema Linux
Suporte Nativo IPv6

ND: Neighbor Discovery Protocol
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CTBC AS27664 IPv6 — IPv4 Protegido e IPv6 Aberto

Internet (rlnternet
IPv4

IPv6

=

| 3

Por padrao esta
aberto para a
Internet !!!

Estacao de Trabalho com Sistema Linux
Suporte Nativo IPv6

Necessidade de estudo de Firewalls IPv6 antes de abrir rede de clientes com ND
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CTBC AS27664 IPv6 — Inicialmente Desabilitado ND — Teste Configuragao Manual

o

(flnternet ( Internet
T IPv6 IPv4

Inicialmente Desabilitado ,,
ND para proteger maquinas
com suporte nativo IPv6

Testes iniciais com IPv6 sem rota

default e utilizando configuragao IPV6 IPv4
manual de IPv6 na interface e manual fixo
algumas rotas estaticas

Estacao de Trabalho com Sistema Linux
Suporte Nativo IPv6
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CTBC AS27664 IPv6 — Roteadores sao Dual Stack — Também Aberto !!!

Controle por Enderecos IPv4 de Origem para Permitir Acesso Remoto aos Roteadores

Internet <f/1nternet
IPv6 IPv4
KJ\‘T\ K“\%r \\

Acesso Remoto
Aberto para IPv6 !!!

Févf‘é

line vty 0 n
access—-class X 1in
|
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CTBC AS27664 IPv6 — Parcerias da CTBC para Apoio na Validacao IPv6

CTBC 4

Lasablanca Uit ‘3"" Lintronix

tecn nlugla de longo alcance

Cliente Empresa
Projeto Piloto Terceira
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CTBC AS27664 IPv6 — Caso CTBC - Diagrama Légico de Rede

( Internet
©
bl Gl
CTBC v,
Rede Metro Ethernet > 2001:1290:CAFE::/64
/

Servidor Ubuntu / Linux
medusa - eth1
2001:1290:cafe::1001
2001:1290:cafe::2002
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CTBC AS27664 IPv6 — Caso CTBC - Diagrama Légico — Firewall IPv6 - 1/2

Regras de Saida
Output Policy

Internet IPv6 ",

(::/0)
Permite '

* icmpv6 Bloqueia
* origem tcp udp /53 : —

* origem tcp/80 » Tudo

« origem tcp/22 (destino CIDR local)

« origem de trafego novo (Statefull)

named
tcp udp /53

httpd
tcp/80
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CTBC AS27664 IPv6 — Caso CTBC - Diagrama Légico — Firewall IPv6 - 2/2

Regras de Entrada
Input Policy

Permite
* icmpv6 Bloqueia
* destino tcp udp /53

* destino tcp/80

» destino tcp/22 (origem CIDR local)
* retorno de trafego (Statefull)

* Tudo

named
tcp udp /53

httpd
tcp/80

GTS-11 -Estudos de Casos de Seguranca na CTBC: Firewalls em IPv6 — 2008-06-01 — Claudio / Eduardo / Pablo 14



CTBC AS27664 IPv6 — Caso CTBC - Regras de Firewall Linux (ip6tables) 1/3

ip6tables
ipo6tables
ip6tables
ip6tables

# Trafego
ip6tables
ip6tables

# ICMPv6
ipbtables
ipbtables

# Politica default eh negar tudo

-F

—-P INPUT DROP
-P OUTPUT DROP
—-P FORWARD DROP

para a interface de loopback
-A INPUT -1 1lo -3j ACCEPT
-A OUTPUT -o lo -j ACCEPT

-A INPUT -p icmpv6 —-3j ACCEPT
—-A OUTPUT -p icmpv6 -] ACCEPT
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CTBC AS27664 IPv6 — Caso CTBC - Regras de Firewall Linux (ip6tables) 2/3

# Servidor DNS

ip6tables -A INPUT -p udp -s ::/0 —--dport 53 -j ACCEPT

ip6tables -A OUTPUT -p udp --sport 53 -d ::/0 -j ACCEPT
ip6tables -A INPUT -p tcp -s ::/0 --dport 53 -j ACCEPT

ip6tables -A OUTPUT -p tcp --sport 53 -d ::/0 -j ACCEPT

# Servidor SSH (22)
ip6tables -A INPUT -p tcp -s 2001:1290::/32 —--dport 22 -3 ACCEPT
ip6tables -A OUTPUT -p tcp --sport 22 -d 2001:1290::/32 -7 ACCEPT

# Servidor HTTP (80)
ip6tables -A INPUT -p tcp -s ::/0 —--dport 80 -j ACCEPT
ip6tables -A OUTPUT -p tcp —--sport 80 -d ::/0 -j ACCEPT
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CTBC AS27664 IPv6 — Caso CTBC - Regras de Firewall Linux (ip6tables) 3/3

# StateFull Firewall

ip6tables -A INPUT -m state --state RELATED,ESTABLISHED -3 ACCEPT
ip6tables -A OUTPUT -m state --state NEW,ESTABLISHED -j ACCEPT

GTS-11 -Estudos de Casos de Seguranca na CTBC: Firewalls em IPv6 — 2008-06-01 — Claudio / Eduardo / Pablo 17



CTBC AS27664 IPv6 — Caso CTBC - NTP - Sincronizagcao de Reloégio em IPv6

# host -t AAAA a.ntp.br
a.ntp.br has IPv6 address 2001:12ff::8
#

# ntpg
ntpg> peers
remote delay offset Jjitter

200.160.7.192 2 u 9.525 0.983

ntpg> quit

# grep "“server" /etc/ntp.conf
server 2001:12ff::8 iburst
#

# tcpdump -i ethl -n -v port 123

tcpdump: listening on ethl, link-type EN1OMB (Ethernet), capture size 96 bytes

01:15:09.341332 IP6 (hlim 64, next-header: UDP (17), length: 56) 2001:1290:cafe::2002.123 >
2001:12ff::8.123: NTPv4, length 48
Client, Leap indicator: clock unsynchronized (192), Stratum 0, poll 6s, precision -20
Root Delay: 0.000000, Root dispersion: 0.000000, Reference-ID: (unspec)

Reference Timestamp:
Originator Timestamp

01:15:09.342071 IP6 (hlim 60,
2001:1290:cafe::2002.123:
Server, Leap indicator

Root Delay: 0.000396,
Reference Timestamp:
Originator Timestamp

NTPv4,

0.000000000

: 0.000000000 [|ntp]

next-header: UDP (17), length: 56) 2001:12ff::8.123 >
length 48

: (0), Stratum 2, poll 6s, precision -18

Root dispersion: 0.006576, Reference-ID: 200.160.7.192

3421109631.577830530
: 3421109709.341292907

(2008/05/30 01:13:51)

(2008/05/30 01:15:09) [Intp]
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CTBC AS27664 IPv6 — Caso CTBC - Teste Servidor Apache 80 e 8080 /tcp - 1/3

# cat /etc/apache2/ports.conf
Listen 80
Listen 8080

<IfModule mod ssl.c>
Listen 443

</IfModule>

i

# netstat -antp | grep apache

tcpb 0 0 :::8080 Ti* LISTEN 10991 /apache?
tcpb 0 0 :::80 T LISTEN 10991 /apache?
#

GTS-11 -Estudos de Casos de Seguranca na CTBC: Firewalls em IPv6 — 2008-06-01 — Claudio / Eduardo / Pablo 19



CTBC AS27664 IPv6 — Caso CTBC — Teste Servidor Apache 80 e 8080 /tcp - 2/3

# ipo6tables
Chain INPUT

pkts bytes

0 0

11 752

14 1145

0 0

21 2225

0 0

0 0
Chain FORWARD

pkts bytes

Chain OUTPUT

pkts bytes
0 0

11 744
14 2567

0 0

21 4304

0 0

0 0

-v —-n -L

(policy DROP 7 packets,
target prot opt in
ACCEPT 0 1o
ACCEPT icmpv6 *
ACCEPT udp *
ACCEPT tcp *
ACCEPT tcp *
ACCEPT tcp *
ACCEPT 0 *

target prot opt in

(policy DROP 0 packets,

target prot opt in
ACCEPT 0 *
ACCEPT icmpvoe *
ACCEPT udp *
ACCEPT tcp *
ACCEPT tcp *
ACCEPT tcp *
ACCEPT 0 *

(policy DROP 0 packets,

560 bytes)
out

*
*

ok ok ok o

0 bytes)
out

lo

*

b I

0 bytes)
out

source
::/0
::/0
::/0
::/0
::/0
::/0
::/0

source

source
::/0
::/0
::/0
::/0
::/0
::/0
::/0

::/0
::/0
::/0
::/0
::/0
::/0
::/0

destination

udp dpt:53
tcp dpt:53
tcp dpt:80
tcp dpt:80

state RELATED,ESTABLISHED

destination

destination
::/0
::/0
::/0
::/0
::/0
::/0
::/0

udp spt:53
tcp spt:53
tcp spt:80
tcp spt:80
state NEW, ESTABLISHED
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CTBC AS27664 IPv6 — Caso CTBC — Teste Servidor Apache 80 e 8080 /tcp - 3/3

From: inet6 addr: 2001:1290:cafe::20

S telnet ctbcv6e.com.br 80
Trying 2001:1290:cafe::1001...
Connected to ctbcv6.com.br.
Escape character is '"7]'.

GET /

<html>

<body>

<h1>CTBCv6.com.br</hl>

</body>
</html>
Connection closed by foreign host.

S

S telnet ctbcv6o.com.br 8080
Trying 2001:1290:cafe::1001...
S
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Caso Lintronix - IPv6 — Laboratodrio e testes.

manitte () =
Linux

Tunel Ipv6 com http://tunnelbroker.net
sit0 — fe80::c8ab:93ac/64
hostname: bonobo

WAN
2001:1290:CAFE::/64

eth0 — 2001:1290:cafe::22
hostname: polipo

eth1 - 2001:1290:cafe:2002::1

LAN
> 2001:1290:CAFE:2002::/64

i

ipv6lab.lintronix.com.br

g/

Server Debian / Linux Desktop Ubuntu / Linux
ethO — 2001:1290:cafe:2002::40 eth0 — 2001:1290:cafe:2002::35
hostname: casulo hostname: holoturia
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Caso Lintronix - IPv6 — Linha de comando

Host: polipo

ifconfig

r oot @ol i po: ~# ifconfig ethO

et hO

Li nk encap: Et hernet Hwaddr 00: 15: C5: EB: D4: 49

I net addr: 189. 39.63. 22 Bcast:189.39.63.31 Mask: 255. 255. 255. 240
i net 6 addr: 2001:1290: cafe:: 22/ 64 Scope: d obal

UP BROADCAST RUNNI NG MULTI CAST MIU: 1500 Metric:1

RX packets: 425778 errors: 0 dropped: O overruns: 0 franme: 0

TX packets: 299787 errors: 0 dropped: 0 overruns: 0 carrier:0
collisions: 0 txqueuel en: 1000

RX bytes: 371148285 (353.9 MB) TX bytes: 38274700 (36.5 MB)
Interrupt: 16 Menory: f8000000-f8012100

** Em vermelho, destaca-se o endereco IPv6 desta interface

GTS-11 -Estudos de Casos de Seguranca na CTBC: Firewalls em IPv6 — 2008-06-01 — Claudio / Eduardo / Pablo 23




Caso Lintronix - IPv6 — Linha de comando

Host: polipo

ifconfig

et hl

r oot @ol i po: ~# ifconfig ethl

Li nk encap: Et hernet Hwaddr 00: 15: C5: EB: D4: 4B

I net addr: 189. 39.63. 33 Bcast:189.39.63.47 Mask: 255. 255. 255. 240
| net 6 addr: 2001:1290: caf e: 2002: : 1/ 64 Scope: @ obal

UP BROADCAST RUNNI NG MULTI CAST MIU: 1500 Metric:1

RX packets: 254148 errors: 0 dropped: O overruns: 0 franme: 0

TX packets: 384914 errors: 0 dropped: 0 overruns:0 carrier:0
collisions: 0 txqueuel en: 1000

RX byt es: 30087689 (28.6 MB) TX bytes: 387193430 (369.2 MB)
Interrupt: 16 Menory: f4000000-f4012100

** Em vermelho, destaca-se o endereco IPv6 desta interface
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Caso Lintronix - IPv6 — Linha de comando

Host: polipo — interface loopback - ::1/128

ifconfig

r oot @ol i po: ~# ifconfig |l o
|l o Li nk encap: Local Loopback
I net addr:127.0.0.1 Mask:255.0.0.0
| net6 addr: ::1/128 Scope: Host
UP LOOPBACK RUNNI NG MIU: 16436 Metric:1
RX packets: 90 errors: 0 dropped: 0 overruns: 0 franme: 0
TX packets: 90 errors: 0 dropped: 0 overruns: 0 carrier:0
collisions: 0 txqueuel en: 0
RX bytes: 12720 (12.4 KB) TX bytes: 12720 (12.4 KB)

** Em vermelho, destaca-se o endereco IPv6 desta interface
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Caso Lintronix - IPv6 — Linha de comando

Host: bonobo — Tunel criado com http://tunnelbroker.net

ifconfig

r oot @onobo: ~# ifconfig sitl
sitl Encapsul anento do Link: |Pv6 sobre |pv4 <---- Tlnel
endereco i net6: 2001:470: 1f 06: 5d9: : 2/ 64 Escopo: A obal
UP PO NTOPO NT RUNNI NG NOARP MruU: 1480 Metrica: 1l
RX packets: 14870 errors: 0 dropped: O overruns:0 frane: 0
TX packets: 23540 errors: 0 dropped: O overruns: 0 carrier:0
col i sbes: 0 txqueuel en: 0
RX bytes: 1923335 (1.8 M B) TX bytes: 25521844 (24.3 M B)

** Em vermelho destaca-se o endereco IPv6 desta interface.
** Ao iniciar o tunel, cria-se uma interface sitl (IPv6 sobre IPv4)
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Caso Lintronix - IPv6 — Linha de comando

Host: polipo

ip

root @ol ipo:~# ip -6 route show

2001: 1290: cafe::/64 dev ethO netric 256 expires -593067sec ntu 1500 advnss
1440 hoplimt 4294967295

2001: 1290: caf e: 2002: : /64 dev ethl netric 256 expires -593067sec ntu 1500
advnss 1440 hoplimt 4294967295

fe80::/64 dev ethO netric 256 expires -593066sec nu 1500 advnss 1440
hoplimt 4294967295

fe80::/64 dev ethl netric 256 expires -593066sec ntu 1500 advnss 1440
hoplimt 4294967295

default via 2001:1290:cafe::1 dev ethO netric 1 expires -593066sec ntu 1500
advies 1440 hoplimt 4294967295

** Em vermelho destaca-se a rota default
Ver: http://tldp.org/HOWTO/Linux+IPv6-HOWTO/x1070.html
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Caso Lintronix - IPv6 — Linha de comando

Host: polipo

ping6

r oot @ol i po: ~# ping6 -c 5 2001: 1290: caf e: 2002: : 40

Pl NG 2001: 1290: caf e: 2002: : 40(2001: 1290: caf e: 2002: : 40) 56 data bytes
64 bytes from 2001: 1290:cafe 2002::40: icnp_seg=1 ttl=64 tinme=3.97 ns
64 bytes from 2001: 1290: caf e: 2002::40: icnp_seq=2 ttl =64 tinme=0.343
64 bytes from 2001: 1290: caf e: 2002: : 40: icnp_seq=3 ttl =64 tinme=0.494
64 bytes from 2001: 1290: caf e: 2002: : 40: icnp_seq=4 ttl =64 tinme=0.417
64 bytes from 2001: 1290: caf e: 2002: : 40: icnp_seqg=5 ttl =64 ti me=0.625

CEEE

--- 2001:1290: cafe: 2002: : 40 ping statistics ---
5 packets transmtted, 5 received, 0% packet |oss, tinme 4003ns
rtt mn/avg/ max/ ndev = 0.343/1.170/3.972/1. 404 ns
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Caso Lintronix - IPv6 — Linha de comando

Host: bonobo

ping6

r oot @onobo: ~# ping6 -c 5 2001: 1290: caf e: 2002: : 40

Pl NG 2001: 1290: caf e: 2002: : 40( 2001: 1290: caf e: 2002: : 40) 56
64 bytes from 2001: 1290: cafe 2002::40: icnp_seqg=1 ttl =57
64 bytes from 2001: 1290: caf e: 2002: : 40: icnp_seq=2 ttl =57
64 bytes from 2001: 1290: caf e: 2002: : 40: icnp_seq=3 ttl =57
64 bytes from 2001: 1290: caf e: 2002: : 40: icnp_seq=4 ttl =57
64 bytes from 2001: 1290: caf e: 2002: : 40: icnp_seq=5 ttl =57

--- 2001:1290: caf e: 2002: : 40 ping statistics ---

data bytes

ti me=382
t1 me=375
ti ne=374
ti ne=378
ti mne=375

5 packets transmtted, 5 received, 0% packet |oss, tine 4001ns

rtt mn/avg/ max/ ndev = 374.474/377. 232/ 382. 060/ 2. 753 ns

CEEEE

** Observa-se alta latencia devido ao tunel.
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Caso Lintronix - IPv6 — Linha de comando

Host: bonobo

ping6 — Captura de pacotes com tcpdump

r oot @onobo: ~#
tcpdunp -n -sO -i sitl -w tcpdunp-ping6-cafe22.tcp host 2001: 1290: cafe:: 22

O comando acima escuta na interface sit0, e escreve o conteido em um arquivo
chamado tcpdump-ping6-cafe2?2.tcp, filtrando apenas os pacotes com destino ao host
polipo (2001:1290:cafe::22). O conteudo pode ser visualizado com o aplicativo
grafico Wireshark.
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Caso Lintronix - IPv6 — Linha de comando

tcpdump-ping6-cafe22.tcp - Wireshark

HOSt: b()n()b() Eile Edit Wiew Go Qapture. gnalg.fze-gtatistics Help | .I | |
B W e mHAO00~ X0O© %00 EE

[ Filter: I - | 4 Expression... Ilﬂglearlv’gpplyl
ing6
Mg— Mo. . |Time | Source | Destination |Protocol | Info

1 0.000000 470:1706:5d9; : 2 :1200: cafe::22  ICMPYG
2 0.378267  2001:1290:cafe::22  2001:470:1706:5d9::2 ICMPv6 Echo reply
. 31.000905  2001:470:1f06:5d9::2 2001:1290:cafe::22  ICMPv6 Echo request
ereshark: 41,383302  2001:1290:cafe::22  2001:470:1f06:5d9::2 ICMPY6 Echo reply
5 2.000885 ~ 2001:470:1f06:5d9::2 2001:1290:cafe::22  ICMPv6 Echo request
6 2.376180  2001:1290:cafe::22  2001:470:1f06:5d9::2 ICMPv6 Echo reply
7 2.999885  2001:470:1f06:5d9::2 2001:1290:cafe::22  ICMPv6 Echo request
8 3.375207  2001:1290:cafe::22  2001:470:1f06:5d9::2 ICMPv6 Echo reply

» Frame 1 (104 bytes on wire, 96 bytes captured)
» Raw packet data

Internet Protocol Version 6
G110 .... = Version: B
. 0000 oooe ... o e
e . 0000 0000 0000 0000 QOGO
Payload length: &4
Mext header: ICMPvE (Ox3a)
Hop limit: &4
Source: 2001:470:1T06:5d9::2 (2001:470:1f06:5d9::2)
Destination: 2001:1290:cafe::22 (2001:1290:cafe::22)
» Internet Control Message Protocol vB
Type: 128 (Echo request)
Code: O
Checksum: 0x7b57
ID: Ox47sf
Sequence: Ox0001
Data (48 bytes)

Traffic class: Ox0O00R000
Flowlabel: Gx00000000

GTS-11 -Estudos de Casos de Seguranca na CTBC: Firewalls em IPv6 — 2008-06-01 — Claudio / Eduardo / Pablo 31



Caso Lintronix - IPv6 — Linha de comando

Host: polipo

ssh

r oot @ol i po: ~# ssh 2001: 1290: caf e: 2002::40 -1 wuserlab -p 22
user | ab@001: 1290: caf e: 2002: : 40' s passwor d:
Li nux casulo 2.6.18-6-686 #1 SMP Sun Feb 10 22:11:31 UTC 2008 i 686

The prograns included with the Debian GNU Li nux system are free software;
t he exact distribution terns for each program are described in the
i ndi vidual files in /usr/share/doc/*/copyright.

Debi an GNU/ Li nux cones with ABSOLUTELY NO WARRANTY, to the extent
permtted by applicable |aw.

Last login: Sat May 24 11:05:33 2008 fromcoral.lintronix.com br
user| ab@asul o: ~$
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mailto:userlab@casulo

Caso Lintronix - IPv6 — Linha de comando

Host: polipo

tcpdump-ssh-cate22.tcp - Wireshark

File Edit View Go Capture Analyze Statistics Help

ssh DO MM P00~ 00500 FHE AAAE §HO X
(] Filter: I ILl < Expression... lDQIearlv’gpplyl

Mo, . | Time | Source | Destination |Protocol | Info

Wireshark

3 0.375487 P :470:1706:5d9: :2 2 :1280; cafe:: 22 4348 > 22333 [ACK] Seg=1 Ack=l Win=5880 Len=0 TSV=69307442 TSER=34513
4 0,755280 2001:1290:cafe: : 22 2001:470:1f06:5d9::2 TCP 22333 > 4348 [PSH, ACK] Seg=l Ack=l Win=5760 Len=37 TSV=34619887 TSER
5 0.755443 2001:470:1F06:5d9: :2 2001:1290:cafe::22 TEP 4348 = 22333 [ACK] Seg=1 Ack=38 Win=5680 Len=0 TSV=59307537 TSER=34651
6 0.755780 2001:470:1f06:5d9: :2 2001:1290:cafe::22 TCP 4348 = 22333 [PSH, ACK] Seq=l Ack=38 Win=5680 Len=31 TSV=69307537 TSE
7 1.133480 2001:1290:cafe: : 22 2001:470:1f06:5d9::2 TCP 22333 > 4348 [ACK] Seq=38 Ack=32 WLn=5780 Len=0 TSV=34519925 TSER=G93
8 1.133585 2001:470:1F06:5d9: :2 2001:1290:cafe::22 TCP 4348 = 22333 [PSH, ACK] Seq=32 Ack=38 Win=5680 Len=712 TSV=59307632 T
9 1.558599 2001:1290: cafe: : 22 2001:470:1f06:5d9: :2 TCP 22333 > 4348 [PSH, ACK] Seq=38 Ack=32 Win=5760 Len=744 TSV=34619925 T
10 1.558640 2001:1290: cafe: :22 2001:470:1f06:5d9::2 TCP 22333 = 4348 [ACK] Seq=782 Ack=744 Win=7168 Len=0 TSV=34519968 TSER=5
11 1.559024 2001:470:1f06:5d9: :2 2001:1290:cafe::22 TCP 4348 = 22333 [PSH, ACK] Seq=744 Ack=782 Win=7168 Len=24 TSV=59307738
12 1.936378 2001:1290: cafe: : 22 2001:470:1f06:5d9: :2 TCP 22333 = 4348 [ACK] Seq=782 Ack=768 Win=7168 Len=0 TSW=34620005 TSER=5
13 1.939277 2001:1290: cafe: : 22 2001:470:1f06:5d9: :2 TCP 22333 > 4348 [PSH, ACK] Seq=782 Ack=768 Win=7168 Len=152 TSV=34620005
14 1.945498 2001:470:1f06:5d9: :2 2001:1290:cafe::22 TCP 4348 = 22333 [PSH, ACK] Seq=768 Ack=8934 Win=8556 Len=144 TSV=569307835
15 2,341485 2001:1290:cafe;: : 22 2001:470:1f06:5d9::2 TCP 22333 = 4348 [PSH, ACK] Seq=934 Ack=812 Win=8576 Len=720 TSV=34620045
470 R 4 R (cate;:: = 48 > F ACK a=9 Ack=1654 Win=10144 | en=16 =0930/79

» Frame 3 (72 bytes on wire, 72 bytes captured)
» Raw packet data
= Internet Protocol Version 6
01108 .... = Version: 6
. 0000 Qoea . ... s e . = Traffic class: 0x00000000
e , 000G 0EOR BEEE EOG0 EE00 = Flowlabel: OxGEEEEEC0
Payload length: 32
Next header: TCP (0x06)
Hop limit: &4
Source: 2001:470:1f06:5d9::2 (2001:470:1f06:5d9::2)
Destination: 2001:1290:cafe::22 (2001:1290:cafe::22)
» Transmission Control Protocol, Src Port: 4348 (4348), Dst Port: 22333 (22333), Seq: 1, Ack: 1, Len: O
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Caso Lintronix - IPv6 — Linha de comando

Host: polipo

ssh

Wireshark

Follow TCP Stream -
Stream Content (incomplete)
S5H-2.0-0pensSsH_4.6pl DeSSH 2.0-OpenSSH_4.3p2 De........... K}... .. ud. ...
B T e T g.ho. =000 oo EC.o.. .. J....
Lo ssh-rsa.......
........... (.....=.0.s.)-....7.%.C.....N.Up.....*<M%.D.....3..e...!..5..q.2. ((j,...G..a..;.U..6 Foo~"~.....i>.5.{....3.r
com. L LC L eBRLNLLAKRL L LGRYL .. L8 5.0
.x@%...S.. a,,..%:
}n... P.0, pe-Ios k.. z..* 00j..T=..71...d...... ~ o A0
mf 'N 5 &, 0L xGSER.0d L =0y T L T N M,...9..1
[%{Eind"[—] Save gs".';."iﬁrint" Entire conversation (544 bytes) EBCDIC () Hex Dump ) C Arrays (O Raw
| [ (] Filter Out This Stream

" €3 Close

34
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Caso Lintronix - IPv6 — Linha de comando

Host:bonobo

scp

r oot @onobo: ~# scp -P 22 arquivo.tar.gz userl ab@
[ 2001: 1290: caf e: 2002: : 40\ ] : / hone/ user | ab
user| ab@001: 1290: caf e: 2002: : 40' s passwor d:

r oot @onobo: ~#
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Caso Lintronix - IPv6 — Linha de comando
e N~ N S

Host:casulo

netstat

casul o: ~# netstat -ant

Active Internet connections (servers and establi shed)

Proto Local Address For ei gn Address State Pl D/ Program
nanme

tcp 0.0.0.0: 37634 0.0.0.0:* LI STEN 2127/rpc.statd
tcp 0.0.0.0:111 0.0.0.0:* LI STEN 1640/ port map
tcp 189. 39. 63. 40: 80 0.0.0.0:* LI STEN 2254/ apache?2
tcp 0.0.0.0: 113 0.0.0.0:* LI STEN 2098/inetd
tcp 127.0.0.1: 25 0.0.0.0:* LI STEN 2086/ exi n¥
tcp 189. 39. 63. 40: 443 0.0.0.0:* LI STEN 2254/ apache?2
tcp6 2001: 1290: caf e: 2002: : 80 L LI STEN 2254/ apache?2
tcp6 2001: 1290: caf e: 2002: 443 L LI STEN 2254/ apache?2
tcp6 i1 22 L LI STEN 2108/sshd
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Caso Lintronix - IPv6 — Linha de comando

Host:casulo

nma

casulo: ~# nmap -6 -sT 2001: 1290: caf e: 2002: : 40

Starting Nmap 4.11 ( http://ww. insecure.org/ nmap/ ) at 2008-05-24 11:44 BRT
| nteresting ports on ipv6lab.lintronix.combr (2001:1290: caf e: 2002: : 40):

Not shown: 1678 cl osed ports

PORT STATE SERVI CE

80/tcp open http

443/ tcp open https

Nmap finished: 1 IP address (1 host up) scanned in 0.174 seconds
casul o: ~#
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Caso Lintronix - IPv6 — Linha de comando

Host:casulo

nma

casul o: ~# nmap -6 -sT 2001: 1290: cafe:: 22

Starting Nmap 4.11 ( http://ww.insecure.org/nmap/ ) at 2008-05-24 11:46 BRT
Al l 1680 scanned ports on polipo.lintronix.combr (2001:1290:cafe::22) are
cl osed

Nmap finished: 1 IP address (1 host up) scanned in 1.403 seconds
casul o: ~#
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Caso Lintronix - IPv6 — Linha de comando

Host:casulo

lynx

Testamos o aplicativo lynx para navegacdo em modo texto € acesso ao sitio
ipvo6lab.lintronix.com.br hospedado na maquina casulo, a partir da maquina bonobo.

O aplicativo navega sem problemas, ou necessidade de configuracdes adicionais.
Para Navegar digitando o IP:

http://[ 2001:1290:cafe:2002::40]/

root@irewal |l :~# lynx http://[2001: 1290: caf e: 2002: : 40] /
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Caso Lintronix - IPv6 - Firewall

Host: polipo

ip6tables

Para criagdo das regras de firewall em IPv6, utilizamos no LINUX o ip6tables, o qual
ja acompanha o iptables — v1.3.6

De modo geral, a grafia das regras ip6tables ¢ idéntica a do iptables.

root@irewal |l :~# lynx http://[2001: 1290: caf e: 2002: : 40] /
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Caso Lintronix - IPv6 - Firewall

ethO — 2001:1290:cafe:2002::40

Internet

Firewall

Linux oth1

ethO
2001:1290:cafe:2002::1

2001:1290:cafe::22

ipv6lab.lintronix.com.br

Regras ip6tables Regras ip6tables

Por tratar-se de um laboratério, simplificamos a0 maximo as regras.
Avaliamos algumas regras bem simplificadas apenas para fins didatios.

Os scripts em bash funcionaram normalmente, podendo designar variaveis.
Ndo recomendamos rodar um firewall apenas com estas regras.
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Caso Lintronix - IPv6 — Firewall — Diagrama Légico

Regras de Entrada
Input Policy

Permite

* icmpv6
» destino tcp/22 (destino CIDR local)
» origem de trafego novo (Statefull)

Regras de Forward
Forward Policy

Permite

* icmpv6b

* destino tcp/22 Web Server
* destino tcp/80 Web Server
* destino udp — tcp 53 DNS

Regras de Saida

Internet IPv6

(::/0) Output Policy
/
Bloqueia
~ * Tudo
*Exceto udp -tcp/53
N

Regras de Forward

Forward Policy
Fir'ewall —
Linux
Kernel
Default

* Bloqueia Tudo

S~
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Caso Lintronix - IPv6 — Firewall — Regras

# Loopback
ip6tables -A INPUT -i lo -j ACCEPT
ipbtables -A OUTPUT -o lo -3 ACCEPT

# Statefull Firewall
ip6tables -A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT
ip6tables -A OUTPUT -m state —--state NEW,ESTABLISHED -3j ACCEPT
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Caso Lintronix - IPv6 — Firewall — Regras

ip6tables
ip6tables
ip6tables
ip6tables

# Trafego
ip6tables
ip6tables

# ICMPv6
ip6tables
ipbtables

# Politica default

-F

—-P INPUT DROP
-P OUTPUT DROP
—-P FORWARD DROP

para a interface de loopback
-A INPUT -1 1lo -7 ACCEPT
-A OUTPUT -o lo -J ACCEPT

-A INPUT -p icmpv6 -m limit --1imit 1/second -j ACCEPT
-A OUTPUT -p icmpv6 -m limit --limit 1/second -j ACCEPT
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Caso Lintronix - IPv6 — Firewall — Regras

# Ping da Internet para o servidor WEB
ipotables —-A FORWARD -d 2001:1290:cafe:2002::40 -p icmpv6 \
-m limit --1imit 1/second -3 ACCEPT

# Ping do Servidor WEB para Internet
ip6tables —-A FORWARD -s 2001:1290:cafe:2002::40 -p icmpv6o \
-m limit --1limit 1/second -j ACCEPT
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Caso Lintronix - IPv6 — Firewall — Regras

# Acesso da Internet ao
ip6tables -A FORWARD -s
ipbotables -A FORWARD -d

# Acesso ao servico SSH
ip6tables -A FORWARD -s
ip6tables -A FORWARD -d

servidor WEB (porta

2001:1290:cafe:2002:
2001:1290:cafe:2002:

(porta 22)

2001:1290:cafe:2002:
2001:1290:cafe:2002:

80)
:40
: 40

:40
: 40

P
P

P
-P

tcp —-—-sport
tcp —--dport

tcp —-—-sport
tcp —--dport

80
80

22
22

E
~J

3
=]

ACCEPT
ACCEPT

ACCEPT
ACCEPT
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Caso Lintronix - IPv6 — Firewall — Diagrama Légico

Regras de Entrada
Input Policy

Permite

* icmpv6b
* destino tcp/22 (destino CIDR local)
» origem de trafego novo (Statefull)

Internet IPv6
(::/0)

Web Server
LINUX +
Apache

Regras de Saida

Output Policy

Bloqueia

* Tudo

» Exceto origem tcp/80
» Exceto origem tcp/22
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Caso Lintronix - IPv6 — Web Server — Regras

# Loopback
ip6tables -A INPUT -i lo -j ACCEPT
ipbtables -A OUTPUT -o lo -3 ACCEPT

# Statefull Firewall
ip6tables -A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT
ip6tables -A OUTPUT -m state —--state NEW,ESTABLISHED -3j ACCEPT
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Caso Lintronix - IPv6 — Web Server — Regras

ip6tables
ip6tables
ip6tables
ip6tables

# Trafego
ip6tables
ip6tables

# ICMPv6
ip6tables
ipbtables

# Politica default

-F

—-P INPUT DROP
-P OUTPUT DROP
—-P FORWARD DROP

para a interface de loopback
-A INPUT -1 1lo -7 ACCEPT
-A OUTPUT -o lo -J ACCEPT

-A INPUT -p icmpv6 -m limit --1imit 1/second -j ACCEPT
-A OUTPUT -p icmpv6 -m limit --limit 1/second -j ACCEPT
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Caso Lintronix - IPv6 — Web Server — Regras

# Input

# SSH

ip6tables -A INPUT -p tcp -m tcp -d 2001:1290:cafe:2002::40 \
-—-dport 22 -3 ACCEPT

# HTTP

ip6tables -A INPUT -p tcp -m tcp -d 2001:1290:cafe:2002::40 \
-—dport 80 -3 ACCEPT

#Output

# SSH

ip6tables -A OUTPUT -p tcp -m tcp -s 2001:1290:cafe:2002::40 \
--sport 22 -3 ACCEPT

# HTTP

ip6tables -A OUTPUT -p tcp -m tcp -s 2001:1290:cafe:2002::40 \
--sport 80 -3 ACCEPT
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Casablanca Online (dualstacked firewall) — Diagrama Légico de Rede

Internet

CTBC WAN
. Rede Metro Ethernet 2001:1290:4001::/64
200.160.124.64/27

WAN S

2001:1290:4001::80 Firewall

200.160.124.80 FreeBSD 7.0

LAN A7 N
2001:1290:4001:1::1

192.168.0. Casablanca (i

LAN
> 2001:1290:4001:1::/64
192.168.0.0/24

M I Y,
www6.casablancaonline.com.br g
www6.cbsp.com.br

Servidor Ubuntu / Linux Desktop Ubuntu / Linux
IPv6: 2001:1290:4001:1::cb IPv6: 2001:1290:4001:1::50
IPv4: 192.168.0.10 Ipv4: 192.168.0.50
webserver Demais Desktops SysAdmin
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Casablanca Online — Diagrama Loégico — Firewall lpv6, IPv4
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Input Policy
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Regras de Forward
Forward Policy

Permite
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* Destino tcp/80

 Destino tcp/443

* Destino tcp/110

 Destino tcp/143

 Destino tcp/993

* Destino tcp/25
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Internet Ipv6/ IPv4 Ou tout Po Iicy

Permite
« SMTP
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Casablanca Online — Regras de Firewall FreeBSD (Packet filter) 1/6

# Dualstacked firewall baseado em https://solarflux.org/pf/pf+IPv6.php

# * = Consultar topico no documento acima
extif = "x10" # Interface externa (WAN)
intif = "x11" # Interface intena (LAN)

# * Vide 3.3.1l.a Macros
# IPV6 macros

extiphb = "2001:1290:4001::80" # IPv6o externo (WAN)

intip6 = "2001:1290:4001:1::1" # IPv6 interno (LAN)

intneto6 = "2001:1290:4001:1::/064" # IPV6 Endereco de rede (LAN)
1spdnso6 = "2001:1290:4001: :cb" # IPv6 Servidor de dns

intwwwb = "2001:1290:4001:1::cb" # IPv6 servidor web (LAN)
intadminé = "2001:1290:4001:1::50" # IPv6 Computador SysAdmin (LAN)
extadminGt = "XXX:XXX:xXXX::1xxX" # IPvo Computador SysAdmin (LAN)
# IPV4 macros

extipd4="200.160.124.80" # IPv4d externo (WAN)
intip4="192.168.0.1" # Ipv4 interno (LAN)
intnet4="192.168.0.0/24" # IPv4 Endereco de rede (LAN)
ispdns4="200.160.124.69" # IPv6 Servidor de dns
intwww4="192.168.0.10" # IPv4 servidor web (LAN)
intadmin4="192.168.0.50" # IPv4 Computador SysAdmin (LAN)
extadmingd="xXxxXxX.xXXxX.xXxXX.XXX" # IPv4 Computador SysAdmin (WAN)

# Protocolos permitidos para acesso externo: WWW, SSL, POP3, IMAP, IMAPS, SMTP
# * Vide 3.3.2.b State Modulation
allowed ports = "{ 80, 443, 110, 143, 993, 25 }"
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Casablanca Online — Regras de Firewall FreeBSD (Packet filter) 2/6

# http://www.openbsd.org/faqg/pf/scrub.html
scrub in all

# Habilita nat IPv4
nat on $extif inet from $intnetd to any -> Sextipi

# Port Forward para www interno (IPv4)
rdr on Sextif inet proto tcp from any to $extip4 port 80 -> $intwwwd port 80

# * Vide: 3.3.2.c Antispoofing
antispoof for 100

antispoof for sk0 inet
antispoof for xl11 inet

# Nega tudo
block in log all

# Avisa daemons que tentam conectar no identd que o servico esta bloqueado e evita delay
# * Vide: 3.3.1.c Block return-rst

block return-rst in log on Sextif inet6 proto tcp from any to any port = 113

block return-rst in log on $extif inet proto tcp from any to any port 113
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Casablanca Online — Regras de Firewall FreeBSD (Packet filter) 3/6

# Permite passar/entrar consulta dns pela interface LAN
pass in on $intif inet6 proto udp from S$intnet6 to S$ispdns6 port = 53
pass in on $intif inet ©proto udp from $

# Permite passar/sair consulta dns pela
pass out on Sextif
pass out on $extif

# Permite firewall
pass out on Sextif
pass out on $extif

inet6 proto udp from
inet proto udp from

enviar emails
inet6 proto tcp from
inet proto tcp from

intnet4 to $ispdns4 port = 53

interface WAN
{ Sextip6, ::1, S$intnet6 } to Sispdns6 port = 53 keep state
{ Sextip4, 127.0.0.1, Sintnet4 } to $ispdnséd port 53 keep state

{ Sextip6, ::1 } to any port = 25 keep state
{ Sextip4, 127.0.0.1 } to any port 25 keep state

# Permite passar/entrar protocolo icmp pela interface LAN
pass in on $intif inet6 proto ipvo-icmp all icmp6-type { 128, 129, 135, 136 }
pass in on $intif inet ©proto icmp

# Permite passar entrada/saida protocolo

pass
pass
pass
pass

in
in

out
out

on
on
on
on

Sextif
Sextif
Sextif
Sextif

inet6 proto ipv6-icmp
inet proto icmp
inet6 proto ipv6-icmp
inet proto icmp

all icmp-type 8 code O

icmp pela interface WAN

all icmp6-type { 134, 135, 136 }

all

all icmp6-type { 128, 136 } keep state
all icmp-type 8 code 0 keep state
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Casablanca Online — Regras de Firewall FreeBSD (Packet filter) 4/6

# Permite computador do SysAdmin trafegar ssh (para ofirewall inclusive)

pass in log on $intif inet6 proto tcp from $Sintadmin6é to any port = 22 keep state
pass in log on $intif inet ©proto tcp from $Sintadmind to any port = 22 keep state

# Permite acesso remoto do SysAdmin via ssh no firewall a partir da WAN
pass in on $extif inet6 proto tcp from Sextadminé to $extip6 port = 22
pass in on S$extif inet proto tcp from Sextadmind to $extipd port = 22
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Casablanca Online — Regras de Firewall FreeBSD (Packet filter) 5/6

# Permite passagem

pass
pass
pass
pass

in on
in on
out on
out on

Sintif
Sintif
Sextif
Sextif

pelo firewall dos protocolos permitidos

inet6 proto tcp from
inet proto tcp from
inet6 proto tcp from
inet proto tcp from

Sintnet6
Sintnetd
Sintnet6
Sintnetd

to
to
to
to

any port
any port
any port
any port

$allowed ports
$allowed ports
$allowed ports keep state
$allowed ports keep state
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Casablanca Online — Regras de Firewall FreeBSD (Packet filter) 6/6

# Permite acesso ao servior web interno via IPv6
pass in on $intif inet6 proto tcp from $intwww6 port = 80 to any keep state
pass in on S$extif inet6 proto tcp from any to S$intwww6 port = 80 keep state
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Casablanca Online — Testes NMAP 1/2

Teste IPV6: A partir da rede Interna (Magquina do SysAdmin)

nmap -PO -sT -6 2001:1290:4001:1::1

Starting Nmap 4.53 ( http://insecure.org ) at 2008-05-31 18:55 BRT

Interesting ports on fw6lan.casablancaonline.com.br
Not shown: 1712 closed ports

PORT STATE SERVICE

22/tcp open ssh

53/tcp open domain

(2001:1290:4001:1::1) :
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Casablanca Online — Testes NMAP 2/2

Teste IPV6: A partir da rede externa

nmap -PO -sT -6 2001:1290:4001::80

Starting Nmap 4.53 ( http://insecure.org ) at 2008-05-31 19:03 BRT
Interesting ports on fw6.casablancaonline.com.br (2001:1290:4001::80) :
Not shown: 1713 filtered ports

PORT STATE SERVICE

113/tcp closed auth
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Casablanca Online — Instalacao de pacotes

Antes de configurar Ipv4 a configuracao estava assim:

#ifconfig x10

x10: flags=8843<UP,BROADCAST, RUNNING, SIMPLEX, MULTICAST> metric 0 mtu
options=b<RXCSUM, TXCSUM, VLAN MTU>
ether 00:60:08:cb:87:2f
inet6 feB80::213:d4ff:fe6c:dd21%sk0 prefixlen 64 scopeid 0x3
inet6 2001:1290:4001::80 prefixlen 64
media: Ethernet autoselect (100baseTX <full-duplex>)
status: active

# netstat -rn | grep default

Destination Gateway Flags
default 2001:1290:4001::1 UGS

# host www.freebsd.org
www.freebsd.org has address 69.147.83.33
www.freebsd.org has IPv6 address 2001:4f8:fff6::21

# host ftp.freebsd.org

ftp.freebsd.org has address 204.152.184.73
ftp.freebsd.org has address 62.243.72.50
ftp.freebsd.org has IPv6 address 2001:4f8:0:2::e
ftp.freebsd.org has IPv6 address 2001:6c8:6:4::7

Desta forma foi possivel instalar programas sem necessidade de Ipvi4,
do projeto FreeBSD possuem suporte a Ipvb

Ex:

# pkg add -r nmap

Fetching ftp://ftp.freebsd.org/pub/FreeBSD/ports/1386/packages-7-stab
Fetching ftp://ftp.freebsd.org/pub/FreeBSD/ports/1386/packages-7-stab
Fetching ftp://ftp.freebsd.org/pub/FreeBSD/ports/1386/packages-7-stab

1500

Netif Expire
x10

uma vez que os servidores de ftp

le/Latest/nmap.tbz... Done.
le/All/1libdnet-1.11 1.tbz... Done.
le/All/pcre-7.7.tbz... Done.
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CTBC AS27664 IPv6 — Sugestoes de URL & Agradecimentos

CTBC - Eduardo Ascenco Reis

CTBC A http://ctbcve.com.br/

EMPRESA ALGAR http://lg.ctbcv6.com.br/

Casablanca - Pablo Martins Figueiredo da Costa

. http:// 6.cbsp.com.br/
(asablanca{Umeiry P r

http://www6.casablancaonline.com.br/

http://ipv6.casablancaonline.com.br/

Lintronix - Claudio Corréa Porto
l(f':; LINTronix nip://ipvélab.lintronix.com.br/
http://www.ipveforum.com.br/
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