Nelson Murilo
-Lnelson@pangeia.com.br

Servicos de entrega de e-mails para dispositivos moveis
Seguranca e privacidade



« Motivacao

e Servicos disponiveis
« Caracteristicas

« Comparativos

« Conclusoes




* Pressao para ativacao dos servicos, por
parte dos executivos das empresas

« Auséncia de material comparativo

* Percepcao, durante os testes, de varias
possiveis fragilidades
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Fle Edit View History Bookmarks Tools Help 3
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+1 REQUEST TRIAL : FOR RESELLERS ! SUFFORT ! WORLDWIDE

-+ GET PUSH EMAIL
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[
Descrlptlon File Edit Wiew History Bookmarks Tools Help
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applicat

& My Push Account

r, Cone Jbomres | e L e L bt
PuShE‘ Mobile Email for Everyone.

We are conailient
and the

the usel Free Push Email on your mobile phone

on the i With Consilient Push, you den't need an expensive new device or phone for mobile email. All you

{Thu ndg need is your regular mobile phone and a data plan from your mobile operator.
aclded ¢
applicat
can now

MP3s and Personal Themes

Set your favorite MP3 for new email netification or choose your own personal picture as a backdrop
for your email accounts.

Comple
Mozilla

m Calend:
L Ten [iTe

All popular email accounts
Gmail, Yahoo!, Hotmail and any POP3 or IMAP account (Like your ISP email)

5 email accounts on One Phone

Now you can get email from as many as 5 of your favorite email accounts. All you need to do is
decide which ones! (Please note: Windows Mobile 8 BlackBerry devices do not support multiple
accounts at this time.)

Customize your email and Lock down your Phone if lost

Create your own email signature. Also if the unthinkable happens and you lose your phene, you can
lock it down and keen vour email from beina read. @
B Q [ 1982

Done Adblock @ ni o o




« E-mail instantaneo

« Navegacao web
e Sincronia de agenda/calendario/notas

e Extras (servicos de mensagens instantaneas)



*:BlackBerry

Services
+ E-mail Accounts
Seftings
Change Handhekd
Language
Passward
Service Books

E-mall Accounts

Manage the accounts you are using with your BlackBerry handheld.

Help | Logout

Valid E-mail Account
VS

Edit Filters Delete

N Y

i}

vV i ——

Existing E-mail Account
Setupan existing warkor personal e-mail account for use with your BlackBerry handheid.

Setup Account

BlackBerry Address
The e-mail address for your BlackBerry i rs———

NY

)

Copyright 2006 Ressarch In Motion Limited. All rights reszrved.



Configuracoes PORIMAP

Enderego de email:

Senha:

Nome de usuario:

Enderego do servidor de email:
Tipo de servidor:

Usar porta nao padrao:

Enderego de resposta:
Debxar mensagens no servidor:

Status:

Sincronizar email com Exchange /| Domino:

Configuragoes do Conexéo de email de Internet

|_—

thd b bbb ddd

relson

Im-

®Por IMAP

=

r
r

lcone a mostrar na Caixade entradado sitedaWeb: ¢ ® + B ( A
07-03-2007 16:24 0 mensagens descarregadas.

+

(') sdo necessarias

Testar configuragées...




File  Wiew Tools Help

Funambol Administration Tool w.6.0.6

@

' Funambaol Administration Tool
¢ ¥ localhost
o= n Lerver zettings
B Uzers
4K Devices
a? Principals
? Dj Modules
[ @ email
- % FunambalEm ailConnector
[ @ foundation
? %FunambolFoundaﬂon
PiM Calendar Syncd
E PIM Contact Syncs
FileSystem Syncio

o

SIF Synchource

Output - Messages

Jul 2007 112
Jul 2007 Hn e
Jul 2007 12
Jul 2007 112
Jul 2007 Hn e

[INFO]
[INFO]
[INFO]
[INFO]
[INFO]

Connect
Checki
IT a ng
connect
Found 4

email - FunambolEmailConnector =

Login
Pazzwnard
Canfirm pagword
E-mail addré
Liztener Id
Active

Puzh
Refrezh time {min}
Max email number

Max IMAP emailz

Public Mail Servers

Add

Server description  |Start with |V| | | | Reszet | | search |
Description Outgoing server port Incoming server port

Ghail smip.gmail.com 465 pop.gmail.com 995

ahoo smip.mailyahoo.c.. |587 pop.mail yahoo.com|110

oL smip.aol.com 25 imap.aol.com 143

1]

|nmuri|0 | ail zerver |cust0m |v|
|*‘f"f"“‘f"f"“‘f"r | bescription |cust0m |
|*“*“** | etver product |Other |v|
|nmuri|0@gmai|.c0m | Protocol |imap |v|
| Qutgoing senver | [Part lﬂi Auth ]

Incoming server | |P0r‘t ,Di

551 Qutgoing ]
|5 | S5l Incoming |
|2U |v| key store filename
|1D |v| key store passphrase

Soft-Delete an server ]

Inbax folder name

Quthox folder hame |Outbox |

Sent folder name ] |Sent |

Draft folder name | |Drafts |

Trazh folder name | |Trash |

Lave | | Cloze |

]|

[4]



LOomponentes

Emtail Sarvers

o
mtelllsync = I
Mobile Suite: : H

Firewall

« Usuario

« Operadora (celular/wi-fi)

* Prestador de servico
 Servicos de correio eletrénico
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e Usuario

« Operadora (celular/wi-fi)
* Prestador de servico

 Servicos de correio eletrénico



Proplemas de disponibilidade

RIM se desculpa com clientes e
justifica falha na rede do
BlackBerry

For Martyn Williams, para o IDGE Mol
Fublicada em 20 de abril de 2007 as 10h44

N

E-mail Imprima Comente Erros? delicio.us Digg aad

Téquio - Intreducao de uma rotina de software levou ao
problema, que foi agravado por mal desempenho do
sistema de back-up, diz empresa.

A implementagio de uma nova rotina cde software causou
uma falha de horas no sistema de mensagens do
BlackBerry ma Ameérica do Morte no inicio desta semarma,
digge a Regearch in Motion.

Esta e a primeira explicagio da empresa para o "apagao”
cha redeE, que comeagou no firal da terga-feira (17/04) e
continuou ra quarta-feira de manka. A empresa explicou
que a razdo para o problema foi a imntredugio de uma rotina
ce software que deveria otimizar o sistema de memadaria

cache levou aos problemas. il D|LBER'|'

Segundo a empresa, NAo eram previstos impactos a
infra-estrutura de operagio em tempo real do BlackBerry,
mas os testes préevios com a rotina do sistema se provaram
insuficierntes.

O problema foi agravado pelo fraco desempenho do sistema
ce back-up da companhia. "Embora o sistema ce bEack-up e
o processo cde reduncancia t2nham sido repsticamente
testados com sucessoanteriorments, a redundancia nao
atenckeuas expectativas da RIM resta situagao e portanto
causou maior atraso ma restauracao do servico e no
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oblemas disponibilidade (cont.

M
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‘% _"‘Lq http:/fwww.networkworld.com/community/node/2 4542

What, Again? Another BlackBerry Outage
Underway

Craig Mathias

e | N | - Our Disaster Recovery Plan
As I write this, the major new organizations are reporting yet another . Goes something I.ike This...

BlackBerry service outage. The last one, about a year ago, should
have served as a powerful warning that we can become too
dependent upon systems that have inherent single points of failure.
Such is not a good strategy, either for us users or our vendors. As
wireless systems of all forms become ever more mission-critical, a
fault-tolerant/redundant/etc. architecture and implementation
become ever more important - again, both for us and our suppliers.
You can see MNetwork World's article on the current BlackBerry
outage here.

One way to deal with this problem is to make sure we are not
dependent upon army single element in the wireless value chain. Sure,
we'd like to carry only one mobile subscriber unit, but why not make
it two, even if the second is a bit crippled? That's what I do - a
wireless PDA (a Motorola Q) and a simple flip phone with "Wweb"
access. Both of my devices are on a single carrier's networl;, but
that could be fixed. E-mail should be stored and managed on a
separate e-mail service, and forwarded, if necessary, to the wireless
e-mail service, like BlackBerry. I use 100% Web-based mail on all
devices, which means that [ can get to e-mail through any browser
(0K, most browsers), even a stationary PC. The e-mail service itself
is still a single point of failure, however; I'm working on that one, but
a fundamental re-architecting of the whole concept of e-mail may be
required to really solve this problem. But, in the interm, at least there




Usuario
autenticando e
adicionando suas
contas (http)

2 backup? Armazenamento?






« SMTP Relay aberto

« POP3/IMAP

 SMTP apds POP3

» Relay filtrado por IP

B Inseguro
|| seguro

* Protocolos com TLS




S de seguranca

e Operadoras distribuem chip com PIM padrao
 Senhas de acesso armazenadas no dispositivo




Conclusoes

-Nao existem recursos nativos de antivirus ou
antispam, nos servicos de e-mail ou navegacao

* Bluetooth é um recurso comum em aparelhos
tipo smarphone, ataques de acesso e envio de
informacoes nao autorizadas sao, teoricamente,
possiveis.

* A implementacao da criptografia €, em muitos
casos, proprietaria. Entdo nao se pode garantir
gque nao existem aberturas, intencionais ou nao,
que permitam entender as informacoes em
transito.
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 Protocolo padrao SyncML (nativo em
smartphones)

 Sincronia calendario, agenda e notas

« Recurso nativo de mailpush

« Manutencao remota de dispositivos
 Clientes em java: Maior niumero de
dispositivos suportados

Cadigo aberto

QUNAMBDI_

/




FUNammpol

Compressao de trafego capturada @%

T >$§

# tshark -V -r mail.dump
Hypertext Transfer Protocol
HTTP/1.1 200 OK\r\n
Request Version: HTTP/1.1
Response Code: 200
Set-Cookie: \r\n
Accept-Encoding: gzip,deflate\r\n
Uncompressed-Content-Length: 14494\r\n
Content-Encoding: gzip\r\n
Content-Type: application/vnd.syncml+xml\r\n
Content-Length: 4274
Date: Tue, 24 Jul 2007 21:56:49 GMT\r\n
\r\n
Content-encoded entity body (gzip): 4274 bytes -> 14494 bytes
Media Type



FUNnampol

# file 192.168.011.002.08080-192.168.011.050.60006
192.168.011.002.08080-192.168.011.050.60006: data

# hexdump 192.168.011.002.08080-192.168.011.050.60006 | grep
8b1f

00000f0 3a36 3934 4720 544d 0a0d 0a0d &b1f 0008

0001510 4720 544d 0a0d 0a0d 8b1f 0008 0000 0000
HPPL-AN NanA Nand Rh1£ NNNK] NNNN NNNN NNNN OO hR

ibase=16
FO+C

e

# dd if=192.168.011.002.08080-192.168.011.050.60006 of=data.gz
\

bs=c skip=252c

# file data.gz

data.gz: gzip compressed data, was "data", from Unix, last modified: Tue Jul 24
21:54:04 2007



Funambol | | |
P

<?xml version="1.0" encoding="UTF-8"7>
<SyncML>

<SyncHdr>

<VerDTD>1.2</NVerDTD>
<VerProto>SyncML/1.2</VerProto>
<SessionID>11
<MsgID>3</Ms
<Target>

<LocURI>fjm-1 0 . <F .
it Vse criptografial
by mx.google.q
3si8908571wrh
Tue, 24 Jul 200
Message-ID:
&lt;89¢3c95e-3509-4375-9207-590a74f80150@permission
rl.com.br>

Date: Tue, 24 Jul 2007 17:20:44 GMT

From: Valor OnLine &lt;newsletter@valoronline.com.br>
Reply-To: newsletter@valoronline.com.br

To: xxxxxx@gmail.com

Subject: Valor - Newsletter da Tarde

MIME-Version: 1.0

Content-Type: text/plain; charset=UTF-8




Blackberry e a Seguranca Nacional

http://www.naopod.com.br/files/blackberry_seguranca_nacional.pdf

http:// www.beholderwireless.org
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