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Motivacao

+ Falta de tempo (concentracao de solucoes)
+ Administracao centralizada e via Web
+ Modelo para “exportacao” (novas unidades)
+ Cenario de Aplicacao:

+ 130 Estacoes em laboratérios

+ 50 Estacoes na administracao

+ 30 Notebooks

+ 600 usuarios regulares

+ 3 Links (2Mbps + 300Kbps + 128Kbps)

¥+ 2 Redes Wi-fi (Aberta / Fechada)
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Contextualizagao

+ 0 que estamos apresentando/analisando?
+ Roteador/Firewall Opensource
+ Baseado no Sistema Operacional Linux
+ Mini-distribuicao (otimizacao para ocupar pouco espaco)
+ Execucao em hardware de baixo custo

+ Servicos de rede associados




O Projeto Coyote Linux

+ Criacao da Vortech (www.vortech.net)

+ Ainda disponivel em www.coyotelinux.com

+ Diferencial: Execucao a partir de um disquete (1.44Mb)

+ Hardware Necessario: 486DX/25 ¢/8Mb RAM intel®
B486" X"

¥ Forum em inglés (mantido por Joshua Jackson)
+ Grande numero de adeptos brasileiros ao projeto...

¥ ...criacao de um subforum em portugués




& wizard-2.24.0
Arguivo  Edkar  Exibir  Faworitos  Ferramentas  Ajuda

QO -© & LPi|MHE-

Tarelas de arquivo e pasta

) criar uma nova pasta
g Fublicar esta pasta na Web
l-; Compartihar esta pasta

Detalhes

wizard-2.24.0
Pasta de srouivos

Diaba de modficacdo: sexta-feira, & de mais
de 2005, 02:15




Copote Dizk Creator

Walcome to bhe Copote Linus disk. creation wizard, Thiz wizard wil
waalk o throwgh the creation af a Copate Linuy floppy disk.

For rore irfomation an Coyabe Line, please izt the project
homepage st hitp/ fesan coyobel s com

Copote is brought fo wois by Yortech Corsulting LLC, Coscte
pragrammng by Joshua Jackson <jjacksoni@votechnet:




Coyote Linux :: Wizard (Windows)

+ |dentificacao da Rede Interna (padrao 192.168.0.0/24)

P Coyote Disk Creator v2.24.0

hittp: /fwvew copotelinus, com

If wous would e bo change the default configuration for Coyobe
Local &res Netwoek connection, you mey do o here, I pou are
niot familiar with these setting, simply kave them as ey ae,

" iChange Coyofe LAN Config

IP Address |
Metmask: |

Bioadoast Address 1921680 255

Metwork, Addiess: 19216800

IF Hangec 192165001 - 132.168.0.254
Boeailable 1P 253

Copate Disk Creator

Step 1

¢« Back Mest =5




Coyote Linux :: Wizard (Windows)

+* Senha de 'root' (Administracao por SSH)

P Coyote Disk Creator v2.74.0

http: / fwvew, copotelinus. com

To remotely contol your Copobe Linus system vou have the oplion of
using a web ireface and/or secwe shell [S5H], In coder 1o wss these
featurasz, a spsham administabon password needs to be et Please
choose this passwand nove

Admmnistration Pazsword

|}\J’C{

Copote Digk Creator Fasswond:

Confim: l”'

When logging into youwn Copote Lines: system, you will use the
uzemame "toot” and the password that you chooze here.

When connecling b the web admmiztrator onk connechions from the

loeal siea nebaoik wil B accepted The S5H serdce iz svailsble
51EP 2 from both the L&H and Inkamet pterfaces

¢« Back Mest =




Coyote Linux :: Wizard (Windows)

* Logserver (se existir)

A Coyote Disk Creator v2.24.0

hittp: / fwww_ copotelinug, com

Covote Lir can send itz system logs o a remole compuler nning a
suslog server. | pow would ke Copote to send itz kog data to another
compuber foe storage, enter the address of wour loggng server here.

If yau are unzune what bo enter hene, it 2 gale o leave this option blank,

Remote Logging

Copote Disk Creator
Syzlog Server Address: l

Step 3

¢« Hack Mest >




Coyote Linux :: Wizard (Windows)

+* Tipo de Conexao Externa

' .
hittp: / fevew copotelinue, com

Please zelect your Intesnet connechon type. Flease refer b pour local
ISPz documentstion § unsures
v DHCP Azzinged Address " Uze a shatic I[P configuation
" PPPoE Configured Intermet © PPP Modem Diskg

Corfigurable Dptons

Coyole Disk Creator Some cable modem seryices suppls you with 2 ot name that pou
st wee az wour computes's hostname in ordes ko obtain [ntemet
aocesy, Many srear et sre connected to e Ehome retvork
requine £uch an aphan.

IF ous havve been suppled with a hostname for your computer, enter i
hew, IF you have not been suppled with & hosinams that you must
uge, simplp conbinue.

[T My area requies a DHCP hostrame
51[—'.1) 4 Hestname:

<« Back Mest




Coyote Linux :: Wizard (Windows)

+ Servidor DHCP (Rede Interna)

.r“ Coyote Disk Creator v2.74.0

http: / fwvew, copotelinus. com

Copota can alzo be uzed to automatically conhgure the retwark.
settings of the computers that you sre shanng wour Intemet connection
with, Thiz & accomplshed by enabling Copote's DHCP Server

[F i weiilel e Copote b peifedm this funclion. check the box Below
Copote Disk Creator | | ¥ Enabie the Coyote DHCP erver
Ey defauk, Copote wil rezerve approsamately 75% of powr vailable
lncal addiesses far the DHCP pool. 11 pou wedd like bo change

thiz walue, you can do 2o bere. [Funsure, leave it at the default
value.

Murrier of |Pz for DHCP |'|E|E| 252 MAx]

Coyate’s DHCP zerver vall provide automatic configurabon of
clierts on your nbesnal network, These clents will be azsigned
51EP [ addrezses in the ramge of:

192168.0.65 - 132 168.0.254

<< Back Mest 5




Coyote Linux :: Wizard (Windows)

+* Configuracao das Placas de Rede (Interna e Externa)

P Coyote Disk Creator v2.24.0

hithp: / fevvew copotelinus. com

Irv ceder for Copote ko wse pouw nebwork cands, you need to have the
proper divess lnaded. Plesse enter the sppropiste infarmstion for
your rnetwork, cands here,

Liozal Mebhaomk Cand

Card Type: 5135 Select
Copote Dizk Creator | - ﬂ #
|0 Address: | [0 plicnai]
IR0 | [0 pliona)
Internet Mebaorl: Card
Cand Type: (g139cp | _ Select |
Step 6
P |0 Address: | [0 plianal)
B0 | [0plionai]

<« Back MNest =




Coyote Linux :: Wizard (Windows)

+ Configuracao das Placas de Rede

Coyote Metwork Card Selection

By Direver Mame | By Card Mame |

Availlable Dhvers:  Supported Cands:

3501 A Alied Telesgn AT 2500

3ch03 Eingston EHET20T: 101007 PCI
Ach05 Featek ATLET29/81.39 Fast Ethemet
3ch07 D-Link DFE-G30T=

2ch09 [i-Link DFE-5E5TH

3ch2a
359

E135|-:E

22598
ac32010
A7

Eemnel Driver Mame: 813500
Card Descriplion: 13139 based cands
Require: Parameters: Mo

Depemnds on; i

& OK X Cancel |




Coyote Linux :: Wizard (Windows)

* Linguagem do Moédulo de Administracao Web

F Coyote Disk Creator v2.24.0

hittp: / fevew. copotelinug, com

The waab admriztiator has been translabed mho several difenant
languages bo make k easien for those ueess thal do nat zpeak Englizh
ag their pimany languags o manage the firswal, These ranslstions

orly apoly the to web adminisirator and vall not change the conzoke
mers of log messanes

Fleaze select the languags you wish oouse for the web admirestrato;

Languags: " -
Erlizh o~

Copote Disk Creator

Chinese
Eztonian
Fierich
Ferman
Hebinew

51EP 7 Hungarian G

< Back Mest =3




Coyote Linux :: Wizard (Windows)

* Criacao do Disquete de Boot com o Coyote Configurado

For the fnal step, pou will need to place a formatted foppy disk nthe
& dkive and press the "Create Disk” butfon. This will create the
Copote Linuy boat disk:

Creste Disk

Copote Dizk Cieatos

Step 8

<« Back Mest =




Coyote Linux :: Wizard (Windows)

* Criacao do Disquete de Boot (progresso)

For the final step, pou will need to place a formatted Foppy dsk mthe
& diive and press the "Create Dizk" button,  This will create the

Copote Linuy boat disk:

Copote Dizk Creatos

Buiding Copote Disk:
Wiiting Disk Image:

Creating Diiver rchive;
Copyang Packages:

"wiibng Conhgurabon:
Step 8




Coyote Linux :: Wizard (Windows)

+ Pronto !!!

A Coyote Disk Creator v2.24.0

Congratulstions! You have completed the Covate Disk Creation weard
and shoulkd ncw have a eady-o-use Linies book dizk,

&ddibonal rfomation and help wath Copole can alzo be oblained from
the Copate websils &l bt S Aavwey, copotelinug. com

Coypote Dizk Creator

Finished
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Coyote Linux :: Apresentacio Sl

""-r,,r,ET S |

+ Tela Inicial

WELLUCOME TO COYUOTE LINUOX
MMM
15 1
=MB7. . VERSION: £.2
MHSHHO MH LOCAL IT ADDRESS: 10.68.2.1
MM HHHHM?
MHMH a. HH: To remotely acce=ss this router use
MMMH., LaM gy an 33H client to comwnect to port 22.
MMMa MMMMS
MH 4y =0 M?. ficcess the Coyote Web fidmin by
:H. rHHHZ Ma H H? using the following URL:
aM M LML M WHMMS httpirsslb.B.2.11H1HE
H H ‘MM HiH
MH MMMMWMLE M M
M arm M HE M Coyote Linux offical webzite:
MH MM M .HH DxH hittp:/7www.coyotelinux.com
MH  HX MO?7,0HHX M, HHHMHZ
M 1 MMMMMMM 1 HMa MHEM.
MHX ivh,H
MMAMEZMe Ba .3MZ3H

coynte login: _




Coyote Linux :: Apresentacao

+ Acesso Remoto (via Web) :: Configurando Endereco Externo

Internet Address Configuration

) DHCP Configuration 0 Static IP Configuration

Some areas require that you supply a hostname m order to Primary IP Addvess
obtain an [P address. It you have been supplied with a and Netmask
hostname for your computer, enter it here:

Secondary IP Address
and Netmask

Tertiary IF Address
and Netmask

Default Gateway

1st DS Server
Ind DNS Server
3rd DINS Server

Domam Name

Fake MAC address to be used
Use this option only if your ISP requires you use a specific
MAC,




Coyote Linux :: Apresentacao

+ Acesso Remoto (via Web) :: Outras Configuracoes

DNS Cache - Configuration

Enable Coyote DNS Cache? o @Y
Cache DNS requests to speed up name resolution. (Recommended) o les

Enable Covete DHCP Server?
Have Coyote supply IP addresses and network configuration for your LAN computers, (Mo ) Yes
(Recommended)
Starting IP Address (Required)
First IP Address of DHCP range
Ending IP Address (Requred)
Last IP Address of DHCP range

Lease Tune m Seconds (Optional)
If left blank, it will be 7200 (2 Hours).

Settings To Be Given to LAN Computers

Router (Optional)
It left blank, Coyote wll be used as the default router. (Recommended)

Subnet (Optional)
If left blank, the Coyote Local Subnet wall be used. (Recommended)

Local Domain Name (Optional)
Ifleft blank, the Coyote Local Domam name will be used. (Recommended)

DNS Servers (Optional)

CEF

192.168.15.100

192.168.15.199



Coyote Linux :: Apresentacao

+ Acesso Remoto (via Web) :: QoS

QOS Imt Configuration

QOS mt type O QO3 Dizabled

O Coyote it scripts (manual class config)
O Wonder-shaper init scripts

Real Dovwnstream bandwidth 1724 lehitfs
Real Upstream bandwidth 255 kebitfs

[ Save ” Feset ]

QOS8 Configurations: [ QOS5 Filters | QOS5 Classes |
(Control Actions: [ Reload QO5 | Show QO Status ]




Coyote Linux :: Apresentacao

+ Acesso Remoto (via Web) :: Seguranca do Router

Internal Users Filtering

(=) Allow access to all mternal users ) Deny access to all mternal users
Black List 192.168.10.80 White List
List the IP numbers you want Lizt the IP numbers you want
to block Example: to allow. Example:
192.168.0.2 192.168.0.2
10.0.0.2 10,0.0.2
List the MAT addresses you  |00-00-00-£h-12-09 List the MAC addresses you
want to block. Example: want to allow. Example:
00:0a:02:00:03.0c 00:02:02:0b:03.0¢c
01:04:03:0e:00:0F 01:04:03:04:00:0f

External Services Filtering

(- Allow the use of all external services () Deny the use of all exteinal services
Black List White List
List the port numbers and List the port numbers and
protocol you want to block. protocol you want to allow.
Example: Example:
80 tcp 80 tep

53 udp 53 udp

TSN E L B [RTATRA T B




BrazilFW :: O sucessor

+ Descontinuacao do projeto Coyote (28/09/2005)...
+ ... Claudio Cussuol adotou, adaptou e criou o...
+ BrazilFW (“opcao para quem amava o Coyote Linux”)
* Suporte para instalacao em HD ou Compact Flash
+ Possibilidade de configuracao de outras redes
*+ DMZ e/ou outras duas mais
+ Suporte a placas Gigabit e Wi-fi (em desenvolvimento)
+ Suporte a modulos adicionais (Add-Ons)

+ Farta documentacao (www.brazilfw.com.br)




BrazilFW Firewall and Router * Index page - Mozilla Firefox

Arguive Editar Exibir Histérico Favoritos Ferramentas Ajuda

@ - Db - @ ﬂ_l‘ | http:ffwww.brazilfw.com.br |Y| [i-l ‘*

Google

EEHZ"— BrazilFW Firewall and Router -- -- --

i | .
F Qur mission: to be an option for those who loved Coyote Linux.

Ulryt Advanced search

i

¢ Board index s
(Z)FAQ yARegister (1) Login

It is currenthy Wed Nov 05, 2008 9:23 pm

View unanswered posts * View active topics

MNEWS TOFICS POSTS  LASTPOST
BrazilFW News (English) 10 186 by Claudio [
e News and Announcements. on Mon Jun 09, 2008 3:59 pm
BrazilFW Noticias (Portugués) 17 17 by reginaldo [
6 Moticias e Andncios on Wed Nowv 05, 2008 5:07 pm
BrazilFW Noticias (Espariol) 25 57 by fenixioss [
6 Noticias v Anuncios on Tue Oct 07, 2008 12:44 am

DOWHNLOADS TOPICS POSTS LAST POST

BrazilFw Distros - - by Claudio [
(=} Download your BrazilFW installer here on Fri Apr 11, 2008 5:34 pm

I Concluido




BrazilFW :: Versdes

+ Estavel: 2.30

+ 06 de Janeiro de 2008
+ Installation CD-ROM
+ Windows Floppy Creator

+ Linux Floppy Creator

+ Desenvolvimento: 2.31

+ 11 de Abril de 2008




BrazilFW :: Windows Floppy Creator .. -

+* Wizard para criacao de disquete a partir do Windows

& OrazilFW
Arquivo  Edbtar  Exibir

Q- © 0 /'ﬂl i | G-

Tarefas de arquivo e pasta

Favorkos  Ferramentas  Ajuda

) Criar uma nova pasta
&) Publcar ests pasta na Web
&) Compartihar esta pasta

Detalhes

BrazilFv
Pasta de argquivos

Daka de modificacdo: quinta-feira, 11 de
autubro de 2007, 11:04




BrazilFW :: Windows Floppy Creator

+* Wizard para criacao de disquete a partir do Windows

BrazilFW Windows Floppy Creator v2.30.1

Yelcome to BrazilFyyY Houter and
Firewall Floppy Dhisk Creator

= | o o e |

HREWALL & ROUTER

Thiz waizard will guide pou o creste the BrazilPa Linug foppy
dizk. For more indamiaton vt e project page at
http:# fvamwe brazilbe. com br

?1 BrazlP is & new project based on the fomer Covale
e | Linus by Yortech Corsulting

h et = Cancsd




BrazilFW :: Windows Floppy Creator

+* Wizard :: Tipo de Placa de Rede

BrazilFW Windows Floppy Creator v2.30.1

Step 1
Local Hetwaork Conbguration Fi
hitp: ! fwwew_brazilbw. com. br ’
[#] Uze the defaul sstings
Card Type | FOI v
i) ‘EIE.E'BIT \
; 15
10 Address [Dptional] w1 Fl
IR [Optional)

| % Previous ]I Mewt » | [ Cancel




BrazilFW :: Windows Floppy Creator

+* Wizard :: Selecao de Placa por Driver ou por Nome

Metwork Cards Driver Selection

B Dieives Mame | By Card Hame

ACam ACAS0 HemeCaonnes! 10100 PCI - PCI - 3e59y Y
Joom 3ch0T - 154 - 3ch0

ACom AcB01 - 154 - 3501

ACom 3503 - 154 - 3503

ACam 3605 - 154 - 3505

ACom 3ch07 - 154 - 30507

ACom 3ch09/3c579 - 154 - 3508

ACom 523 - 154 - 3523

Jeom 3556 [Laptop Tornado mii-poi] - PO - 3055

Jeam Jch32 - PCI - 3ch9w

Joom ACHI2.Comba - PO - 3c5%:

Jeom ACHI2-TPO - PO - 3c59

deom 3535 - PCI - 3c50

Joam dchS7 - PCI - 3ch5

ACom b9/ 3c90s Senes - PO - 3559

Jeom 3c300 - PCI - 3509

ACom 3CA008-Comba - PCI - 3ch9

Jeom ACH00B-FL[ST] - PCI - 3c59

Joom ACA00B-TRD - FCI - 359

ACam ICA0ES - PO - 3ef5x b,

W OE | X Eancal]
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BrazilFW :: Windows Floppy Creator ' ==

+* Wizard :: Tipo de Conexao Externa

BrazilFW Windows Floppy Creator v2.30.1

l""

Step 2
Irtemeet Connechon Type Fi
http: ! fwwrw_brazilbw.com.br :

(%) DHCP Aszigned Address
L ze thiz opton ko get the [P Addiess automaticaly from your ISP, & i3 commonk used with
cable modems, witeless radic-bidges and when vour DSL modem is s81 a5 5 rouber,

[ Static 1P Configuration
Ll g this aplion sehen poue ISP prosided o & fised [P Addess, netmaszk and gateway,

) PPPoE - DSL
Thiz opbiots & most uzed with D51 modems. You shoud uze i if pour D50 meodem iz 264 a5
a bridge. our [5P must have suppled vou with a uzemame and password.

) PPP - Modem Dialup
L se thiz opton with the: old dial-wp zenal modems.

| < Previous ]I Mext = | [ Cancsl




BrazilFW :: Windows Floppy Creator

* Wizard :: Configuracao DHCP (Conexao Externa)

BrazilFW Windows Floppy Creator v2.30.1

]

Step 3
Ikt Conhguraticn - DHCP i
hitp: / fwwrw_brazilbw. com.br ’

Same cable mode serices supsly vou with & hoslnsme sddrezs thal pou musl die & ol
koetname i onder to obtain Inteinet access,

[ My 5P requires 2 DHCP hostname

| % Previous ]I Mewt » | [ Cancel




BrazilFW :: Windows Floppy Creator

+ Wizard :: Configuracao da Placa de Rede Externa

BrazilFW Windows Floppy Creator v2.30.1

!

Step 4
Inkemat MIC Configuration Fi
hittp: £ fwwew_brazilbw.com_br !
Card Type | PCI | | Ligt |
Difver | v|

10 Addvess [Optional)
IR |Ophional)

| < Presious ]I et > | [ Cancel




BrazilFW :: Windows Floppy Creator ' =°

+* Wizard :: Habilitar/Configurar DMZ

BrazilFW Windows Floppy Creator v2.30.1

A=

Step 5
DbE Metwork Corfiguration Fi
hitp: ffwvew_brazilfv.com_br ’

[ ] Enable DMZ Mebwark

| £ Prewious |I Mext » | [ Cance




E

BrazilFW :: Windows Floppy Creator ' ==

+* Wizard :: Habilitar/Configurar DHCP para Rede Interna

BrazilFW Windows Floppy Creator v2.30.1

=

Step 6
DHCF Server Conhguration i
hitp: / fwwrw_brazilbw. com.br ’

E riabie BiraziFa Intemal DHCP Serves
BrazlPw can ako be used to automaticaly configuie the netwark, sethngs of the

computers that you are shanng youw inkemet connechon with, The iz accomplished by
efiablirg the DHCF Seiver

Staning IF Addiess 132168 065 |
Ending IP Address |132.165.0.254 |

| % Previous ]I Mewt » | [ Cancel
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BrazilFW :: Windows Floppy Creator " ,....w;.

+* Wizard :: Senha/Liberacao Externa para Acesso via SSH
Configuracao de Log Server

Linguagem para Administracao via Web

BrazilFW Windows Floppy Creator v2.30.1

]

Step 7
Adminiztrative Configurations Fi
http: ! /wwrw_brazilbw.com_br ’

Type our Pagewoed ™
Corfim Your Passwoed ™

Syzlog Server Address
(Optional)

[l Enable estesnal aceess 1o 55H Service

| < Previous ]I et > | [ Cancel




BrazilFW :: Windows Floppy Creator

+ Wizard :: Pacotes Adicionais (Recursos)

BrazilFW Windows Floppy Creator v2.30.1

Step B
Optional Packages

hittp: £ fwwew_braziliw. com_br

These are some ophonal packages. vou should not inztall all of them because they might not Gt
vour foppy, DO MOT IMSTALL WHAT YOU DO NOT MEED,

[“] LY Filter - 15 Kb
L7 Filtet is an effeclive way io Block Peerta-Pes programs ike kaezss, e-mue snd Bflorent, it
b= an extente lish of protocols that you cam uge bo match pour traffic,

[ Jwiwelezz Toolz - 41 Kb
These aie the wtiliies that yau peed 1o sdd & w55 HIC b yaur BisalPw. They aie pol the MIC
drivers which need to be imstaled accordiog to pour chipsst card

[ ] Advanced Router Optionz - 34 Kb
Thiz adds zome eula feabures like B02 10 Wan, CEO based Q05 and zome addkionsl

ratches o ptables 11 usualy used by professionsals,

[ ] Bridged Firewalling - 96 Kb
Thiz is ebtables It allows pou o add & bidoe to vour sestem I usualy uzed by pofessionsls,

| < Previous ]I et > | [ Cancsl




BrazilFW :: Windows Floppy Creator

+* Wizard :: Configuracao para outras redes (opcional)

BrazilFW Windows Floppy Creator v2.30.1

o}

Step 10
Adbional Interfacas Drnvers i
hittp: £ fwwew_brazilfw.com_br !
Card Typa  PLCI w |
Direver | | Clear |
|0 Address [Dphonall ) .
lz= thiz f you need bo add more ntefaces
IR [0 ptionall bo wowr zysbem.
Card Type | PLI w| [ List |
o .
|0 Address [Oph
es2 (Options) L Uze thiz f wouneed to add more rtefaces
IR (0 ptional) ho wour sysbem.

| < Previous |[ et > | [ Cancsl




BrazilFW :: Windows Floppy Creator

+ Wizard :: Gerar Disco de Boot

BrazilFW Windows Floppy Creator v2.30.1

o

Step 11 @
Floppe Creation f
hitp: / fwwrw_brazilbw_com._br b

Crmate The BraalFw Boot Disk |

Disk: Image Progress
| )

Overal Progress

| )

| % Previous ]I Mest = | [ Cancsl




BrazilFW :: Windows Floppy Creator "

+* Wizard :: Instalacao em HD ou Compact Flash

BrazilFW Windows Floppy Creator v2.30.1

=}

Step 12
HD Inztaler Craabon Fi
hittp: £ fwwew_brazilbw. com._br !

‘ Create The HD Instaler Disk ‘

Thiz 1z an ophonal step. IF you want b non vour BraziFw' system Fom an [DE heed disk or
Compact Flash module wou can now creste a second floppy with the installer. This installer
would be wsed onb once, k's ot needead to run the system

Disk Image Progress
| |

| < Previous ]I et = Cancel




BrazilFW :: Windows Floppy Creator

+* Wizard :: Instalacao Completa

BrazilcW Windews Floppy Creator w2.30.1

Dione
"f'ou can run the gestem now

http: £ M wwew_braziliv com_br

Congratulztions. Y'ou have completed the BraailP'Ww Floppy. How, you have a ready-to-usza
Linus boot disk.

Addiional mfamatan and help can alzo be obtained fom our webste at
bkt e, brazilive, coom b

|-:F're*-.li|:-u3 ]I Finizh | [ Cancel




BrazilFW :: Acessando o Firewall

+ Via Console (no préprio Firewall)

’y__ >
Ve Y
/RS SR
S SHBRERS e s
s 74 s 74
g 74 Sy > s 74
e . e v > o8

s sHEHRERD V2 TS S 2
S/ SHBRERS N Y S

-
Helcome to BrazilFH Firewall and Router

ERSION: 2.3@8
LOCAL IP ADDRESS: 192.168.8.1

o remotely access this router wsze an 55H client to connect on port 22
ccess the BrazilFW Web Admin by using the URL: http:~~192.168.8.1:81864

BrazilFW Official Hebsite: http:/“WWW.brazilfu. com. br

brazilfu login:




BrazilFW :: Acessando o Firewall

+ Via Console (no préprio Firewall)

BrazilFW Firewall and Router -- Configuration Menu

Edit main configuration file 2) Change system password
Edit rc.local =script file 4) Custom firewall rules file
Edit firewall configuration 6) Edit port forward configuration

Show runming configuration f) Reload firewall
Reboot system W) Urite configuration to disk

Exit Menu Logout

Selection:




BrazilFW :: Utilizando a Interface Web

+ Tela Inicial de Geréncia Remota via Web

2l BrazilFW Web Adminisirator - Microsolt Internet Explorer
Arquive  Editar  Exibir

-0 HRA®G LP¥%

Endarana -ﬁ_[-m-p:,r,nsz.m_u.m:umr" -

Favorkos  Ferramentss  Afuda

0 2% &8 -L)

Welcome to the Web A dministrabor

&] conthuida

E instadacho - Booode ..

2§ EraziFW Web Adwii...

& Internet




BrazilFW :: Utilizando a Interface Web

+ Autenticando

23 BrazilF W Wab Adminisirator - Microsoft Intocnst Explorer

O-© HNRAG LAHO 2% a-LUAIB

Endarecn | ] Rttp: 7152, 168.0.1:8080] w By s

Conectar-se a 192.168.0.1

2] hitpe {152, 168.0. 1581 80jcgibinfindes o W ] & Internet

.-J.‘- ,’n’f{:far B instalacho - Blocode ... 3 ErecilFd! Web Admini... i Imagem - Pairk




]

———

BrazilFW :: Utilizando a Interface Web e

+ Tela Principal

R BrazilEW - Administrador Web - Microsofl Internet Explorer

Arquivo  Edtar  Exibi  Favorkos  Ferramentas  Ajuda o
= [l Y el e = | &
O-© B L@ 2% a-LUE B
Erderaca ﬂj-hwp:,r,ngz.:e.n.m :ELBJI:CI;-hnllr-d:x.Dg: - ) 'v- ﬁ W Loks
BrazilFW Firewall and Router
hictg e Drazilfw . com by
Infarmagoes BrazilFW - Versdn 2.20.1
ConfiquraciEo ds Reda Mome do Host HOME
Configuragio da Inkernst Dominio localdomain
Configuragdoe do Load Endereces 1P Ok [ Testar ]
Balance
Configuragio dea DHCFP & Status da Rede - Internet
ERNE .
Canfiniraokas Estado LIF [[Comectar | Destonectar]
el Tipo de Internet PEPoE (D5L)
Rediraconaments de
Faortas Endereco IP Externo 201.41.168.5
Configurasio Simplificada
da Firewall Conectado Desde Tua Feb 5 01;07:1:2 EST 2002
Configuragio Avancada = =
de Firewall Porta de Ligacan {Gateway ) pppd [ Teste de Gateway ]
Configuragies GOS Status da Ride - Reds Local
Tarefas Agendadas Estada LIP
Zubfeades Endereco TR Local 192.168.0.1
7 Miscara de Rede 255.255.255.0
Senha do Sestermna
: e Informacio DNS
Easy Captive
Servidor DMNS Primdrio 201.10.120.2 [ Teste de DNE ]
Arquivos de Configuragdo
Servidor DNS Secunddrio 201.10.128.3
Farramentss de -

T -lﬁfCI-ar [ metalacho - Bocade ... T Eraz - ddministea., | =-:'1'-' Imargem - Faint




BrazilFW :: Utilizando a Interface Web

+ Configuracao das Redes

Ao nfipuracao Rede - Microsofl Internet Explorer
Arquivo  Edtar  Exiby  Favorkos  Ferrementas  Afuda &/

- MG PO 2% a-LE B

Erderacn | ] mbtpe LS. 166 0.1 BLENcoi-binglancond cgi w By ke ®
‘.
BrazilFW Firewall and Router
hittp :ffwewewe Brazilfw.com.br
Infarmaghes
Configuragio da Rade Configuracan Rede
Configuragdo da Inkernat Dispositivo da Rede Local |ethl
Configuragio do Load Endereco IP Primdrlo !1 82 168.0.0
Balance & Miscara de Rede aee ses 256 )
Caonfiguragio do DHCP & e
e (Dpcional) End IrsS dari [
Configuragies pcional} Enderepo ecundario |
Sprrr st & Mascara de RBda|
Rediraconarments de
Portas ) (Oprional) Endereco TP Tercidrlo |__
Configuragdo Simnpificada = Mdscara de R:Ede|
da Firewall L
Configuragio Avangada Configuracan da Segunda Rede Local (LANZ)
da Firewall
Conflquracies QoS Dispositive da Rede L.l.Nzl
Tarefas Apgendadas Endereco IP Priméario !_
= Mdscara de Rede |
SubRades: L
Configuracan da Rede Wirsless (W
Senhe do Sistema
Dispositive da Rede WLAN |
Easzy Caplive
Endereco IP Primario |
Arquivas de Configuracio e Mascara de RBEIE'
Farrarmentas de = 2l

&) & Dnternet
iy Iniciar [ imstalacio - Bacode .., X Corfiguracio Reds - ... i Forod - Bark




BrazilFW :: Utilizando a Interface Web

+ Configuracées Administrativas

3 Confipuracoes Administrativas - BrazilFW - Microseft Inlernel Explorer
Arquivo  Editar  Exibc  Favorlos  Feeramentas  Afuda

-0 RRG P¥e 2% u-Uks

Ervderecs |48] At/ 152, 168.0.1:8 180 cgi-binfadmincorf cgi

8

Lirks

e

Infarmagies
Conhiguragsn da Reds

ianfiguracso da Inkernst
Configuragdo do Load
Balanee

Configuragdo do DHCP e
DS

Configuragles

Adminsstr ativas

Rediraconameants de
Partas

Configuragie Simplificada
da Firewall

Configuragie Avangada
da Firewall

Configuragtes GO
Tarefas Agendadass
Zubfedes

&

Senha do Sistema

Easy Captive

Arquivos de Configuragio

Farramentas de
Dhagnastico

Perfis

Backup

Configuraca

Nome do Host [ HOME ONE

MNome de Dominio |

Fuso Hordrio “';S'TE-EPT'

Servidor Remoto de Hnrai ]
Host Remoto para Luuuinu!

Habilitar Resposta Para PING Externo (5 Mo
Habilitar Acesso 55H Externo O Mo

Patta S5H |22
Habllitar Administrador Webh N3

Porta do Administrador Weh IB]B[F
Desabilitar MAT (MNéo Recomendadol ) & n&o
Habilita as tarefas agendadas (Cron) CH&o
Log Tentativas Externas de Conexdo (& Mo
Log Conexdes Chegando & nio
Log Conexdes Saindo (=) nNSo
Mado de Depuracio (Log cada comando do firewall) &) HEo

Desabilita a Linguagem Natlva (Use Ingl&s) &I Nao

Tatmanho Maximo da Tabela de Conexdes (Nao |
Recomendado )

) 5im
=) 5im

=) 5im

Crgim
& gim
h5im
{}5im
LI 5im
) 5im
Crsim

| Erviar | | Pesatar

*4 Iniciar

E instdacho - Bocode ..

W imagem - Pans

& Internet

T Corfiguraphes ddwini...




BrazilFW :: Utilizando a Interface Web

+ Servicos para a Rede Interna

3 Configuracao do DHCP o NS - BrazilFW - Microsoft Internet Explorer
Arquivo  Edtar  Exibi  Favorkos  Ferramentas  Afuda a5

-0 At PO 2% - B

Erderncn | ] Bbtpe L2, 168,01 B LD ci-binjchepoanf. ool v BYv ks ®

BrazilFW Firewall and Router
it e Brazilbw com br

guragio
Habilitar o Cache DNS do BrazilFw?
Cache DMS requerido para acelerar a determinagdo de nome. (Recomendado)
Configuragde da Rads Sereidor DHCP - Configuracio

Informagias {IKSo 1 5im

configuracis da Inbarnat Habilita o Servidor BrazilFW DHCPT

Recabar palo BrazilFw enderecos I0 e corfiguracies para sua rede de computadores, O NS0 Gisim
Configuragio do Load {Recormendado)
Balance o . ;
- Enderece 1P Inicial { Requerido ) |
Ef{-}flﬂul'i:iﬂ da DHCF & Erimiira Endereco 1P da faixa DHCP sl A
i _Endereco Ip Final {Requerido) (o o0y co 00
confiquraghes Ultima Endereco 1P da faixa DHCR [152.168.0.100

Administrativas

Rediraconanenta de

Partas

caonfiguragio Simplificada Configuragdes para serem entregues & rede de compotadores

do Firewall

Configuragdo Avangada f : : Reteador [Opclonal )|

da Flogmall Se deixado em branco, BrazilPW sera usado como roteador original. (Recomendade) |
Subrede (Opcional ) |

Configuragies QOS S deixado em branco, a subrede local do BrazdPw serd usada, (Recomendade) —

MNome do Dominio Local { Opcional ) |

Tarsfas Agendadas Se deixado em branco, o nome de dominio local do BrazdFW sera usado, [Recnmendadu:l!

Tempo Lease em Segundos { Opcional ) |
Se deiado em branco, serd 7200 segundos(2 Horas), L

|
e Servidores DNS fﬁptfﬂl‘lﬂl}!

Se deikado em branco, BrazilFl fornecers o nome usade para servidor DNE |
BRI S oL 0 seu endereca, se o cache DNS estiver habilitado. (Dpcional) |
1

Essy Captive - a: I
~ Servidores WINS (Opcional) |
Cualguer servidor WINS gue existr na sua rede |

4rquivos de Configurach )
e Marmalmente Windows NT ou 2000 Server |

Farramentas da
Chegnastico

Enie 5

& Intarnet

7 Iniciar E' instalacio - Bocode ... T Cerfiguracsn doDHC... i Imagen - Fant BT ﬁj 82 0s 21116




BrazilFW :: Utilizando a Interface Web

+ Reservas DHCP

2 Leases atuais do DHEP @ Reservas - Microsoft Internet Explorer

frguivo  Edtar  Fxibe Favorkos  Ferremertass  Afuda a
= [ Y = =

@ > ﬂ & @ FE® B2 @ - o i S

Erderaca | 48] Rtp: /152, 18801 :BLE0 oG binfleases. cg PACTIONACALL_ADD ol - Ty

BrazilFW Firewall and Router
it ffwewewe Drazilfwe com.be

Infarmagies
Configuragss da Rada

configuragdo da Inkarnak

Configuragdo do Load
Balance

Configuragdo do DHCF &
DME
Configuragies
Adm rativas g
Redirecianarmants de Endereco MAC (Opcional) | |
Partas Formato em uso do MAC 3333 3a'aa:a3:3a . L

Configuragdo Simpiificads = : . Mome do Host {(Opcional} | |
di Firewall Yoo predsa definic um MAC ou noma de Host.,

Configuragio Avangada
dix Firewall

Mimero 1P| |
Tempo de Lease (Opcional} | |
Se deizado em branco o tempo de Lease usado serd o oniginal. ]

Taref - Comentarios (Opcionaly [~
arstasdpsannras Qualguer anotacio sobre este hnst.l

Configuragies QDS

SubRades
Senhe do Sistema
Eazy Caplive

Arguivas de Confu:u"al,'iu

Farrarmantas de i
2] conthuido £ temet
e = - .

iy Inicrar [ instalacho - Blocode ... L Lais do DHIC.. .




BrazilFW :: Utilizando a Interface Web

+ Filtragem de Pacotes para Usuarios Internos

Ao nfipuracao Simplificada do Firewall - BraxilFW - Microsoft infernet Explorer
Arquivg  Edtar  Exiby  Favorbos  Ferrementss  Ajuda

v 8

e

Infarmaghes

Configuragso da Rada

Configuragdo da Inkarnak
Configuragdo do Load
Balance

Configuragio do DHCP &
ONE

Configuragies
Adminestrativas
Rediraconarents de
Partas

Configuragde Sirnpificada
du Firessll

Configuragio Avancada
diy Firewall

Configuragies QOS

Tarefas Agendadaz

BrazilFW Firewall and Router
hittp :ffwewews Brazilfw.com by

{:Mega o acesso a todos o5 usuarios internos

Lista Branca |
Liste os ndmeros [P que
voré quer Permitr, Exemplo:

) Permite o acesso a todos os usudrios internos

Lista Negra
Liste os numeros 1P
Cue ¥OOE quar

blequear. Exemplo; 192,168.0.2
192.168.0,2 i0.00.2
10002

| Liska os andenacos MAC que
wiock quer pemniter, Exemalo:
00:0a:02:0b:03:0c
01:0d:03:0d: 00:0f

Lista as andaracos MAC
qui vocl quer
bloguear. Exempla:
00:0a:02:0b:03: 0c
01:0d:0:3:02:00: 0f

L o] 2l [

Amarracde entre Enderegos Ip e MAC

s 152.165.0.2 00:04:75:71:04:e7 o

Uste o= enderegos ip & mac gue yoos quBer casar, -
SubRedes Exemplo:

192.162.0.10 01:0d:02:0e: 00:0F
Senhea do Sistema 192.168.0.11 01:0d:02:0e: dd:ff
Esgy Caphive Es=as regras 30 validas apenas guando a diretiva

default & Nega o acesso a todos os usudrios -|
Arquives de Configuracho internos |l | JE
Farramenitas de L ltenaoseciocEdtemge | ¥

2] conthuida & nternet

7 Iniciar




BrazilFW :: Utilizando a Interface Web

Configuracao Avancada do Firewall

BrazilFW Firewall and Router
http://www.brazilfw.com.br

ao de regras do Firewall

Informagdes
Configuracdo da Rede

Configuracdo da Internet

Configuracédo do Load
Balance

Cenfiguracdo da DMZ
Configuracdo do DHCP &
DNS

Configuragdes
Administrativas
Redirecionamento de
Portas

Configuracdo Simplificada
do Firewall

Configuracao Avangada
do Firewall

Configuragdes QO35
Tarefas Agendadas
SubRedes

Senha do Sistema

Instalador Automatico de
Add-Ons

Ativo Modelo Regra Protocole  Origem
Admin Permit  TCP i
Interface
Admin Permit  TCP HIEEEE
Interface
Admin Permit  ICMP Hrernes
Interface
i IP or Host Name
m Access  Permit upp 197 158.0.50
n Access  Permit uce Any
: IP or Host Name
m Agcess  Permit TCP 152.160.0.50
] IP or Host Name
m Access  Permit TCP 192.168.0.50
IP or Host Name
m i ] i 192.168.0.50
IP or Host Name
m ficoesss) BRI 192.168.0.44
IF or Host Name
m fietes Beni [ AL 150 58 0.48/30
m Access Deny TCR Any
: . Imternet
Admin  Permit TCR e

Porta(s)
1024165535
1024:65535

ALL

ALL
ALL

ALL
ALL

ALL

1024165535

Destino
Any
Any
Any

Any

IP or Host
Mame
192.168.0.50

Any
Any
Any
Any
Any
Any

Any

Porta(s)
221

22

ECHO-
REQUEST

33
33

110
25
ALL
ALL
ALL
21

8185

Comentarios A
Example - Permit external 55H access [Edit]
Example - Permit external 55H access [Edit]
Example - Permit extarnal PING reply [Edit]

Example - Permit extarne| DNS request to this IP [Edit]

Example - Permit external DNS reply for this IP  [Edit]

Example - Permit external POP access to this [P [Edit]
Example - Permit external SMTP access to this [P [Edit]

Example - Deny all external access to this IP [Edit]
Example - Deny internet access to this IR [Edit]
Example - Deny internet access to these Sub-net [Edit]
[Edit]

Example - Deny access to FTF sites

SAPW [Edit]

Criar uma nova regra: [ Administracdo | Acesso ]

Acoes de Controle: [ Recarregar Firewall | Editar Arguive de Configuracdo || Editar Regras Personalizadas ]




BrazilFW :: Utilizando a Interface Web

L gnmerf
- -

]

———

+ Configuracao de QoS

A Configuracies G0S - BrarilFW - Microseft Internet Explorer

Arquivo  Editar  Exibi  Favorkes  Ferramentas  Afuda

' il > L

EHs

BrazilFW Firewall and Router
hitp: fhwewewe Brazilfwe.com b
Configuraches Inictais do QOS5
Infarmagies Tll}ﬂ inicial Q05 'D- Qo5 Deszbiitado
Configuragio da Reds 3, Et’a:z.HFW EQ-I'!PTE I:cnhf!gural;gs padrac)
(&) BrazilFwW scripts (configuracio de dasse manual)
Configuragio da Inbernat O Qo5 Baseado nas subredes
Configuragio do Load Crseript de QOS Personalizado
Balance [
Capacidade Real de Download | .
Configuragie do DHCP & EEE | kbitfs
OHs Capacidade Real de Upload | 4pp "
Confiquraghes | oo Ebitfs
Admenictralivas
E;;_:?I}anamehn ds Canflguracdin dos scripts de o BrazklFwW
jj"'l'_.fi'ri"::ﬁ” Sirnplificsds Roteador Direto -> Banda Reservada Classe lntamethﬂ " (5-80)
Confiquragda Avangada Banda Reservada Classe Internet Prioritdria
da Firewall A guantidade de banda disponivel para & classe 8 reservada para as priondades de subclasses diferentes, Para
E A & 005 fundanar direito, 2 soma de todas a5 dasses deve ser 1009,
Configuragies QO
Prioridade Alta |70 %
Tarefas Agendadas = 1
Prioridade Normal |25 W Somados devens dar 100%
SubRedes f
e Prioridade Baixa |5 o,
Easy Captive Regulagem Burst
Quantidade de dados a ser transfends antes de aplicada a limitagae de banda, deve ser mais alta que o MTU,
il R el Burst rapido | LB Burst rapida |15 LE
Farramantas da I i I
| PoTIRrP Dok narmal |4 i Ousrel nacmal |8 LA

'4 Iniciar

[ instadagso - Bocade ..

& internet

§ Corfigurag W imagem - Faik




BrazilFW :: Utilizando a Interface Web

+ Configuracao de Classes QoS

3 Confipuracoes de Classes QOS - BrazilEW - Microsoft Internet Explorer

frguivo  Edbar  Exibe Favorkos  Ferremertas  Afuda W
= i N o - E S

-0 HAG PO 2% -LIK B

Ervdereca | 48] htep: 152 16801 :BLENcgi-binfgosdasses, coACTIONACALL_ADD ) N v BYv ks ®

Informadgies
Configuragdo da Reda

Configuragdo da Inksrnat
Configuragdo do Load
Balance

Configuragdo do DHCFR ¢
OiE

Configuragies
Administrativas
Redirecionarnenta de
Paortas

Configuragdo Simpificada
da Firewsall

Configuragdo Avangada
dix Firewsall

Configuraghes QDS
Tarafas Agendadas
SubRadas

Senha do Sistema
Eady Caplive

arquives de Configuragio

Farrarnentas de
Cragndstico

Parfis

Backup

Tipo de Classe
Ercolha FILTRADD pars ciar uma clasze HTR cormn suporss total do QO%, cads ums com 3 : :
subdaszses para prioridade aha’Hormnal/Badxa ou escolfa SIMPLES para cidar urna classe @ Filtrzdo GEIITIWE'S
de parta SFO gem filtragem.
Classe 1D da Origem |y
Wacs praciis colocar uma idantificacio da daies pars por ligada & eits clazsa. |
Classe 1D |

Id-nlifirﬁ;;u de Clages pars erta clagzs.

Taxa de Dovenload | khitsfs Ou
inferma quants banda vecd dedeja resarvar para asta dasse am kbits's ou escalha ————————
INDIVICUAL TOTAL pars que o BrazdFe caleuls, | Dovnload Indradual |

Teto do Downlead ;

kbits/s
Infarma & maxima da banda voed ird libaras paras aita dagie visr am kbits's ou agealha ——————— ! ___|"5__|J ------ T
INDIVIGUALI TATAL pars que o BrazidPW caloule, | Download Tolal bl
Taxa de Upload | kbitsfs Ou

Inferma quanta banda vord dessja redarvar para e@ika daiie am kbitsfs ou eicalha — - Tt
INDLVIBUAL TOTAL para qua o Brazdf caloale. | Upload Indnadual |

Teto do Upload | ;
Infarme o rmaxima de banda voed ird liberar para aita dasce viar arm kbitifs ou eicalha | _kblts,l"S_DlJ 4
INDIWIDIUALI TOTAL pars qua o BrazilFa calouls, |E|_:I_|EB:L_‘J_T:I:I_|_t| ||
IP ou rede |

Infarrme 0 andersco [P pars usar ects clazzs. [

Comentdrios {Opcional} | ]
Qualguer snotaclo sohre srts casse de GO, | |

&] concluida

e

+4 Iniciar

& Intarnet

[ instadacio - Blaca d




BrazilFW :: Utilizando a Interface Web

+ Configuracao de Load Balance

Informagies
Configuragéo da Rede

Configuragio da Infmrnat

0 dov Load
&0 do DHCP &
anfiguragiss
adminstrativas

Redirecionamento de
Fortas

Configuracdo Samplificada
dio Firewal

ragdo Avancads
do Firgwal
Caonfiguragies QOS5
Tarefas Agendadas
SubRedes

Senha do Sstema

Arguivos de Configuragio

BrazilFW Firewall and Router

hitp:/ fwww . brazilfw.com.br

Conliguracdo do Load Balance

Habilitar Load Balance (5N30 (O Sim

As outras configuragies do primeiro link sao feitas na pagina Configuracio da Internet

|
&

Dispositivo de Rede
Endereco IP
Mascara de Rede

Porta de Ligacio ([ Galeway)

‘
£

Dispasitivo de Redea
Endereco TP

Mascara de Rede

Porta de Ligagho { Gateway)

‘
£

Dispositivo de Rede
Endereco IP

Mascara de Rede

Porta de Ligagio {Gateway)
Peso

Erwiar [iman )

_.

T

———

T

]




BrazilFW :: Add-On

+ Softwares adicionais (complemento ao BFW padrao)

* http://www.brazilfw.com.br/downloads/addons/
+ Arquivos .tgz

+ Baixar... Instalar... Reiniciar...




BrazilFW :: Add-Ons

+ Categoria :: Redes

+ bandwidthd :: Monitoramento de Largura de Banda
+ Load balancing check :: Balanceamento de Carga
+ iptraf / ettercap / nmap / tcpdump

+ wavemon

+ RRD2STATS :: Baseado no RRDTOOL (Monitoramento)

+ Categoria :: Internet
+ Proxy : squid / tinyproxy / dansguardian / sarg

*+ VPN: Openvpn / PoPToP (PPTP)
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BrazilFW :: Add-Ons

+ Categoria :: Bibliotecas

* libpcap / libncurses / libcripto / libxml2

+ Categoria :: Hardware

* hdparm: desliga o HD quando ele nao esta em uso.

(Nao deve ser instalado em caso de proxy-cache ser usado);
+ Hardwarelister : descricao detalhada do hardware

+ Addnic : auto-deteccao e instalacao de placas de rede




BrazilFW :: Add-Ons

+ Categorias :: Miscelanea / Manutencao do Sistema

* Samba

+ Clientes FTP e SSH

+ Usbserial (Drivers USB para Modems Vivo Zap e Tim)
+ msmtp : Envio de E-mails (suporte TLS e SSL)

* pure-ftpd : Servidor FTP

+ Perl

+ aai : Automatic Addons Installer

+ cative : Captive Portal




BrazilFW :: Easy Captive

+ Tela Inicial

Arquivo  Edtar  Evibe  Favorkos  Ferramentas  Afuda a
ﬂh "k - .\.-"l_ ... Y ': |I = I £

Q- -© HRAG P R 0-LUIE B

Ervderaca | 48] http: 192, 1680, 1:BLED jcg-binJeasycaptive.cgl - N —— By ks ™

b md
&
Infar magies
Canhguracsa da Rads
Configuragdo da Intarnsk Easy Captiv
g:llfl'iu.__ra‘:ﬂ do Load Modo de operacio: () GESATIVADG %) pROVEDSR L) Lan HOUSE
Configuragio do DHCP e Porta de Administrocho: '&232 1
CHE o
Configuragies Ternpo (Forgas Druta): I?"u termnpo maximo de 5% minutos
Admeneste stivas .
Rediracanarmento de Arguivos HTML Autentica da administracdo
Partaz
Configuragio Simphficada Pagina da Lagin: [Editar]
da Firewall : S " [Esliear]
Configuragio Avangada R L L B Ll
da Firewsall Mansagem pré paga: [Editar] I
|
Conhiguragies O Usudrior rocl
Mansagan da pra-blaguaia: [Editar] |
Sanhaz |
=E,
Ll bl L Mensagemn de bloguaio: {Editar] T
Confienmee: | |
Zubfiedes IF blogueada: [Editar]
Senhs do Sistemns Menzagem forga brutar [Editar]
Easy Captive Fensagern lan housa [Editar]
Arquivos de Configuragdo
Farramerntas da Resatar
Chagnashco
Parfis
Backup =

& & Internet
d -
’

P i
. Inicrar ' tuborial easy captive ... A i@ Imagem - Faint




BrazilFW :: Easy Captive

+ Menu Principal

3 Easy Captive 2,07 - Microsafl Internet Explorer

frquivo Edbar  Exibe Favorkos  Ferremertas  Afuda o
- 2| A oy :

Q- ﬂ & P 2 B Ll 3

Ererec | 4B) htep: 192 168.0.1-62 cpi-biny — : w Bv s ®

dodo de operagior PROVEDOR
Easy Captive 2,0.7

Autentcade £ Hie Autenticade

Depenuvelvide per @ [Werhman)

Prd-pago
Ligts Brancs
Forga Bruty

fienzagem Global

IP duplicads

& Internet

4  Foboek - Pant " _ 5 0149




BrazilFW :: Easy Captive R

+ Adicao de Usuario

X Easy Captive 2,0.7 - Microsafl Internet Explorer

frquivo  Edbar  Exibe Favorkos  Ferremertas  Afuda w
2 P e oy _

O0-©0 G PPr@2Lnm-LJd B

Ervierec | 4B] http 192 168 0.1 BoEz cp-binfFactonaauthacduser : I Bv e ®

dodo de operagior PROVEDOR
Easy Captive 2,0.7

Depenuelvide per @ [Werhman)

Autenticade S Mo Autenticade Tipa: |
Pri-pago Wsudra: |
Ligts Brancs 1w H !-! L
Forga Bruty
Mensagem Slobal Sobvar

IP duplicads

[\Woktar]

&] concluida & Internet

P -
4 IRVCIAr B! tutorind easy captiee ... T Essy Captiv e ih oo - Pant i 0i5]




BrazilFW :: Easy Captive

+ Blogueio/Desblogueio de IP

BrazilFW Firewall and Router

hittp:/fwww brazifw.com.br

Informactas

Canfiguragho da Rada
Configuracio da Intarnat

Configuracio do Load

Ealance

Configuragho do DHCP &

NS

Caonfiguragdias

R dcah el il da ==

Fortas Digite o [P para bloguear
Configuregio Simplificads —_—

do Firewall 000 000,000 000

Configuragio Svancads 100592

do Firewall 10,0302

10,0332

Configuragies Q05
Tarefas Agendadas

Selesone o IP para desbloguear
_

Sanha do Sistema

Bloguear [P

Drymamic 1# Lipdate

Servidores BFW

Configurar Arguivos: [ Begarregar Firewall | Editar P ! | Editar Paging de Continua ]

Remote Backup

Bandwidth Usage
Stabistics

Arguivos de Configuragio

Farramentas de
Cragnostoo

Parfis
Backup

Reirioar




BrazilFW :: Easy Captive

+ Edicao/Personalizacao de Pagina de Aviso

BrazilFW Firewall and Router
http:/www brazifw.com.br

Infoemacias

Canfiguragie da Bads

Configuracic da Internet

Configuragio do Load

Ealancs
Caonfiguragho da DHCP &
DG

[atcfcative flindeoc. htm
Rachires

<html> -
Fortas
Configuracio Simphficada
do Firewsall 1'.31:&-1:\“ = i £ paan:

P ] L LInd=h; 1 =] 10 e =iy

Configuragio Avangada CMATA RETp=equlw :l"'.--.EQT'-r- LATIGUAGE" COnTent F.[- BET > ssic
do Firewall <meta heep-equive®*Contenc-Type" content="rext/html: charsec=windows-1252">

; E <titlewPagina de mo</titley
Corfiguragdes GO5 <acript language="JavaScript™y
. <!
Tarefas Agendadas = = geas
A0 z function FP_swapImg(} {//v1.0

var doc=document, args=arguments,elm doc. fimgiwape=n=w Arrayv(); for(n=2; n<ar
o+=2) { elo~FP_getObjeccByID(args(n if(eim) { doo.§fimgSwaps[doo. fimgSwaps.le
elm. fsro=elm.arcy elm.sro=args[n+lj: ] }

SubRedes

Sanha do Sistema
]

Bleguaar [P
functicon FP prelosdImg={} {//vl.0

Crynamic 1P Update var dedooument,s=argumsnca; if(!d.FF imgs) d.FP imge=n=w Arrayi);

for(var i=0: i<a.length; i++) { O.FF imgs[i]=new Image: o.FF imgs[i].src=a[i]:
Servidores BFW ]
Remobs Backup i "
Bandwidth Usage
—
arguivos de Configuragdio —

Farramentas de
Deagnistioa

Parfis

Backup

Reirioar




BrazilFW :: Easy Captive

+ Edicao/Personalizacao de Pagina de Continua

BrazilFW Firewall and Router

httpe:ffwww brazilfw .com.br

[Rfermmacias
Configuracic da Rads

Configuragic da Internet

Configuragio do Load
Balance
Configuraglic do DHCP &

DNZ

Canfigurapbes

fetc/ cative fogi-bin/ continua.ogi

Sdrnirest as

"-_“:d recionamento de #1 /bins=h -
:‘;:t:;re_a: et N copSweb-functions

do Firesall . fetefcoyotescovoTe.oont

Carfiguracic Avancada - fropsfoetsubsys. STATE

da Firewall

ol nesder 'F?L‘:EIE_:.I‘LCR - SLOCAL IFRDDRM

Configuragdes GOS fusrssbinfunblockip SREMOTE_ADDR

Tarefas agendadas

echo "shepl>chead><meta hotp-agquiv=*Contenc-Type" content="cextS/html; charsscswi
SubRadas echo "<body>»<table border=*1" width=*100%" id="tablel®>"
echo " LTEMCTd Wwidth="152"><img horder="0% src="l v . brazilfw.com.br/forua

Sanha do Sistama acho " cantar"><font slzre="5S">Pigina de Avisc<sfonTagSpom
amehs " =lH2"»rimg Boarders®")" sros"REEp: /e, Brazil v, oom bES ferunS T
Bloguear [P echo * <p align="center®»<font size==5">Paras tuar o pagamenta, favor ligar pa
echo " <p align="center"»<font size="5">(<font coclor="§FFO0O00"> 21</font> )<font
Crynamic 17 Update gcho " <p align="center">cfont size="5"»{ <font color="§FFO000">21 </fonc>»)<font

achs " <p align="can »<font sizre="S"»<span style=bBackiround-salor: #FFFEOQ
Servidores BFW mcha " <p align="center»<font size=®"5"3Tnformamo= gue o novo telafone para supo
mgho " <p align="center"»<font size=*"5">Mos Hordrios de <foot color==§#FFQ
L] *

Remaote Sackup

Bandwidth LUsage

Statistics @‘_’r)

Arguivos da Configurasso

ramentas de
Duagridstiog

Perfis
Backup

Rginoar




BrazilFW :: Squid (Proxy)

+ Configuracao via Interface de Gerenciamento Web

BrazilFW Firewall and Router
http:/www . brazilfw.com.br

Informages Habilita 0 SQUID/Porta: { Sim © Nao Iaoso
Configuragéo da Rede " Manual Transparents

Proxy tipo:
" Autenticado Local ¢ Autenticado Dominio
Configuragdo da Internet

Informagaes do PDC: Nome | P

Configurago do Load Balance _ X
Ativar Qtd. maxima de conexio: [0 Citd. de conexbes por usudrio
Configuragao o DHCF & DNS | | e yes para o SQUID IPs ou URLs ndo cacheadas
Configuragdes Administrativas | ||192.168.254.0/24
Redirecionamento de Portas
Configuragdo Simplficada do
Firzwall P -
s = ’

Configuragao Avangaca do Redireciona todos Nao redireciona ninguém
S Excegdes: (Nio redireciona estes IPs) Excegdes: (Redireciona estes IPs)
Configuragoes Q0OS
Tarefas Agendachas
SubRedes

Senha do Sktema

Tamanhe do cache na Memoria: IS MB

s Habilita cache no HD: © sim { Nao

Arquives de Confguragao Tamanho do cache no HD: (100 ME (at& 6736 MEB)

IR 3 B 1o Tamanho Maximo/Minimo do objeto: |4000 KB |4 KB

Perlis Ativar log de Acesso: ¢ Sim  Nao

Backup Linguagem dos errros do Squid: ."usr.n’local.n’squid.n’shareferrorsa’I Portuguese j
Reinicir Trocar Lista Negra por Lista Branca: 1 Sim & MNao

Habilita Us uérios/IPs privilegiados: ¢ Sim * Nao

Desabilita criagao squid.conf:  sim * Nao

Enviar Resetar

Concluido




BrazilFW :: OpenVPN

+ Configuracao via Interface de Gerenciamento Web

BrazilFW Firewall and Router
bkt weww brazilfw eom br

Informacion
Configuracidn de Red
Configuracion de [nkernet

Configuracidn del DHCP
Configuracidn
Adrinistrativa

Resnvio de Puartos
Configuracidn
Simnplficada del Firewall

Configuracidén Avanzada
del Firawall

Active Mode Port Svr Public Svr Local Svr Mask Ser ¥PN 1P Cli ¥PN IP Compression Actions

Contiguracian da QO%

Scheduled Tasks

Subnetting Add

Bt ale el e Others [ More INFO ][ Edit configuration file ][ Start OpenyPi ][ Stop OpenyPH - ]

Archivos de Configuracitn

Harramiantas s




BrazilFW :: OpenVPN

+ Configuracao via Interface de Gerenciamento Web

BrazilFW Firewall and Router

hittp: ) ferarw braziifer .com.br

Infarrmacidn

Conhguracon de Red

e ]

Configuracion del DHC#? Active =
Enable this von ' NO  &Si

Mode f
This gida moda [savandiant]) IE) SErver C:'Ehant

Conhguratin
Administrativa

Reanvia de Puertos Port
Paort used for this vOH 1184
Server Public Host 500100 050,025

Tha sarvar sida public IPfHost
Server Local [P 19216801

Configuracin
Simplificada del Firewall
Configuracion Avanzada

BEERER The server side locsl 1P (ex, 192,168.0,1)
Configuracion de QOS5 Server Local MASE
Tha sarver sida local MASK {ax. 255255, 255.0) 255.255.255.0
Scheduled Tasks Server LAN
The server side LAK (&x, 192, 168.0.0) 192.168.0.0

Subnetiing Server VPN I[P 10.8.01

Tha sarver VPN [P {ax, 10.8.0.1) HFcta
Contrasefis del Sistams Client VPN IP 10807

The client VPN IP (2=, 10.8.0,2) .
CpenWPN Compression Cing G

Enabla compression

Arehivos de Configuracion
Herramientas de |.Send_vPN | | Reiniciar. |

Criagnistic

Prafiles




BrazilFW :: QoS com L7-Filter

+ Protocolos p2p: Bittorrent, eDonkey (eMule, Overnet, etc.),
Fasttrack (Kazaa, Morpheus, iMesh, Grokster, etc.), iMesh,
Gnutella, WinMX and a lot of others.

+ Protocolos de Jogos em Rede: Battlefield 1942, Battlefield
2, Call of Duty, Counter-Strike, Doom, Half-Life, Quake,
Subspace, Unreal, Wolfenstein, World of Warcraft

+ Protocolos VolP: Google Talk, H.323, Skype, Teamspeak, SIP

+ Outros protocolos padroes reconhecidos: HTTP, FTP,
BGP, DHCP, DNS, Finger, Telnet, Ident, IMAP, IPP, LPD, POP, IRC,
NNTP, NTP, Rlogin, RTSP, SIP, SMTP, SNMP, SOCKS, TFTP, TLS




BrazilFW :: QoS com L7-Filter

BrazilFW Firewall and Router
bt ffwewewe birazilfwe com . br

Information

Lam Configuration
Internet Configuration
DHCP Configuration

adrministrative Config

QOS Layer? filtering - basic configuration

Port Forwarding ~ -
Enable QOS Layer7 filtering? 4 .pc

Sirmplified Firewall You will have to reload QOS-7 subsystem (and better reboote covote bog) for change to take
Configuration effect. © NO

Advanced Firewall

Configuration
Submit | Reset |
Q0SS Configuration _l

Seheduled Tasks QOS5-17 Configurations: [ Q05-|7 Filters Configuration ]
Systern Password Control Actions: [ Reload QOS5-7 filters ]
QOs-7filter package QOS-17 Filters: [ Check for updates ]

RROStats package
Configuration Files
Diagnostic Tools
Profiles

Backup Mow

Reboot




BrazilFW :: QoS com L7-Filter

ERAZI
G

BrazilFW Firewall and Router
bt e brazilfwe com.br

FREVALL & ROUTI

Information

LAM Configuration
Internet Configuration
DHCP Configuration

Adrinistrative Config

Port Forwarding

QO0S-17 Filters Configuration

Simplified Firawall

Configuration Packet priority

advanced Firewall To what QOS priarity class should protocol packets belong. & glow © Fast

Configuration Layer? protocol Im
Layer? protocol filter definition as defined in fetc/| Ffilters/

Q0% Configuration

Comments (Optional)

Bittorent client protocol
Any notes about this QOS cass, I P

Scheduled Tasks

Systemn Password Submit | Reset |

Q0s-17filker package
RROCStats package
Configuration Files
Diagnostic Tools
Profiles

Backup Mow

Reboot




BrazilFW :: QoS com L7-Filter

== | { e P | WS
R BrazilFW Firewall and Router
= http: Afwewewe brazilfwe . com. br
Al & ROUTER

Information

LAMN Configuration
Internet Configuration

DHCP Configuration

Administrative Config

QD5 Layer7 Filtering Configuration

Port Forwarding Priority Layer7 Protocol Comments Actions

Simplified Firewall
Configuration

P'd\"a_nCEd Fif’ewa” fast skypa Skype WalP protocal [Edit] [Delste]
Configuration

slow bittarrent Bittorent client protocol [Edit] [Celete]

R05 Contigliration fast ha23 H323 WolP protocol [Edit] [Delete]
fast shoutcast Shoutcast protocal [Edit] [Delste]

Scheduled Tasks

Systern Password Create new Layer? filter [ 005-7 Filters ]

QOE-|Ffilter package Control [ Reload Q0sS-7 | Edit Classes File ]

RROStats package MNavigation: [ Back to Q0S-7 Main Configuration ]

Configuration Files
Diagnostic Tools
Profiles

Backup Mow

Reboot




BrazilFW :: SAPW

+ SAPW :: Sistema Administrativo para Provedores Wireless

+ Sistema Integrado ao BrazilFW

+ Modulos:
+ Cadastro de Clientes
+ Ficha Técnica
+ Cadastro de Subredes
+ Amarracao de MAC X IP
+ Cadastro Easy Captive
+ Ordem de Servico
+ Relatérios

+ Financeiro(em desenvolvimento)




BrazilFW :: SAPW

+ SAPW :: Sistema Administrativo para Provedores Wireless

DESENVOLVEDORES:

HLIﬂI:I Spares dos Santos
(hugoconnect)

Weslei Mendes
[weslei]

Rafel Soares
(spacelan)

:ane:|

rCadastre de Clientes

User logado:weslel
'i SAPW - Sist. de Adm. Provedor Wireless Cadastro Pessoals;
=Hd Cliente .

_____________________________________ ID Cllente: (189 |

U Cadastro de Cliente!

U] Alterar Cliente Nome:

U] Relatério Geral

U] Relatérios Por Cliente Em:ltftqu'.|
#_] Usudrios . e |
*_] Financeira ' :
=] Ordem de Servico cor: | | ou chp |

) cadastro de 05
) oS Abertas -
U Movimentacso 05

[, PR -

Celular: |

[Dara Masc: [




BrazilFW :: Consideracdes Finais

+ Sobre a Versao 2.31 (desenvolvimento)

+ Fim da opcao da utilizacao de disquetes (instalacao somente via CD ou
pendrive);

+ Fim do suporte a placas de rede ISA;

+ Fim do suporte a equipamentos 486 (otimizacao para funcionamento
em pentium ou superiores);

¥+ Instalacao automatica de drivers de placas de rede;
+ Suporte a discos SATA (em fase experimental);

+ Sistema configurado sempre depois da instalacao (fim das opcoes via
wizard);

+ Upgrade mais facil e rapido;

+ Depois de instalado o sistema pode ser transferido para um pendrive
com todas as configuracoes e add-ons.




Projetos Semelhantes o
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+ Ipcop (http://www.ipcop.org)

+ Linux LiveCD Router (http://www.wifi.com.ar/english/cdrouter)
+ Devil-Linux (http://www.devil-linux.org)

+ SmoothWall (http://www.skullbox.net/smoothwall.php)
+ Eisfar (http://www.eisfair.org)

+ Ebox (http://ebox-platform.com)

+ Endian Firewall (http://www.endian.com)

+ Engarde Secure Linux (http://www.engardelinux.org)
+ Flidl (http://www.fli4l.de)

+ Floppyfw (http://www.zelow.no/floppyfw)

+ Freesco (http://www.freesco.org)

+ Gibraltar (http://www.gibraltar.at)

+ Sentry Firewall (http://www.sentryfirewall.com)
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