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Keeping Your Head Above Water:
The Tulane Katrina Experience - Scott Kowen –
Univ Tulane
Katrina experience raised awareness of the 
importance of planning for disasters 
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� Overview of EDUCAUSE / Internet2 Effective IT 
Security Practices Guide -D�,�	A��������

� Identity Assurance in the Real World
� Concerns in the Use of Endpoint Agent Security 

Tools - Dikran Kassabian
� Landscape of IT Security  
� DNSSEC at Louisiana State University  
� Loss of Network Control Incidents � D�� ����� ��
� ARP Poison Routing (Spoofing and 

Impersonation) - David A. Greenberg
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• Internet2 and EDUCAUSE formed the Computer and 
Network Security Task Force – Jul/2000
� The task force works to improve cybersecurity across the higher 

education sector and actively promotes effective practices and 
solutions for the protection of information assets and critical 
infrastructures.

� Sub-groups:
• Awareness and Training
• Effective Practices and Solutions
• Policy and Legal Issues
• Risk Assessment
• Internet2 Security Initiative called SALSA (Security at Line 

Speed ) http://security.internet2.edu/salsa
• REN-ISAC (Research and Education Networking –

Information Sharing and Analysis Center (www.ren-isac.net)
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• The EP Guide
� http://wiki.internet2.edu/confluence/display/secguide
� Wiki linked from Internet2 and EDUCAUSE sites

• http://www.educause.edu/security
• http://security.internet2.edu

� The guide has several components
• IT Security Guide
• Effective practices
• Toolkits
• Other resources
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• Current List of Effective Practices
� Application Security for Database 

Administrators 
� Application Security for Developers and Quality 

Assurance Personnel 
� Application Security for Management, Project 

Managers, and Architects 
� Collaborative Information Security Project -

Vulnerability Assessments 
� Conducting a Preliminary Risk Analysis and 

Creating an IT Security Group and Policy 
� Developing a Certification Authority for PKI at 

Virginia Tech
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• Current List of EP’s cont.
� Edge Access Control Lists at 

Cornell University
� Firewall Strategy at Brown University
� Five-Year Rotating Audit Focus Based on Risk 

Assessment at Georgia Tech
� Georgia State University's IT Procurement 

Review Process--Practical Approach to 
Assessing Risks of IT Projects 

� Homegrown Wireless LAN Security 
� Implementing Information Security Governance 

Using ISO27000 at Georgia State University 
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� Incident Response at University of Madison-
Wisconsin

� Intrusion Detection at University of Notre Dame
� Lessons Learned from RIT's First Security 

Posture Assessment
� Monitoring and Network Forensics at the 

University of Chicago
� Network Registration System Scanner
� Purdue AirLink (PAL)
� Purdue Firewall Appliance
� Responding to Large Scale Incidents at UFL



14

<%�=3��<	!	
��������	�������'	
���7	�����	<((���� �	���������

� Responding to Major Incidents at Indiana 
University

� Security Log Analysis for Windows 
NT/2000/XP/2003

� Self-Service/Automated Security Vulnerability 
Assessment Program 

� The Vulnerability Scanning Cluster
� Use of LANDesk for Patch and Configuration 

Management
� Using NAT for Perimeter Protection
� Whole Disk Encryption Evaluation and 

Deployment at Baylor University 
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EDUCAUSE / Internet2 Effective IT 
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