INSTITUTO FEDERAL DE
EDUCACAO, CIENCIA ETECNOLOGIA
RIO GRANDE DO NORTE

ii.

Coleta, Identificacdo e Extracdo de Dados
(Data Carving) em Midias e em Redes

27/11/2010

Ricardo Kléber M. Galvdo
ricardo.galvao@ifrn.edu.br
www.ricardokleber.com

REDE FEDERAL
DE EDUCACAO
PROFISSIONAL
5 TECN%{)GKA

GTS'16 :: UNISINOS :: Sdo Leopoldo/RS



Contextualizando...
Objetivos 177

Qual o melhor pé-de-cabra?

Conhecer as ferramentas
para fazer a melhor escolha
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Contextualizando...
Objetivos 177

* A contestacdo de técnicas periciais
utilizadas (quando provada fecnica-
mente) pode inviabilizar todo o
esforco pericial...

 Na maioria das vezes &€ mais facil

provar que as técnicas utilizadas

foram inadequadas que provar que Boaz Guttman (www.4law.co.il)

O acusado é inocente...

Conhecer as ferramentas
para fazer a melhor escolha
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Contextualizando...
Andlise Forense

A aplicacdo de principios das ciéncias fisicas ao direito
na busca da verdade em questoes civeis, criminais

e de comportamento social

para que ndo se cometam injusficas

contra qualguer memibro da sociedade”
(Manual de Patologia Forense do Colégio de Patologistas Americanos, 1990).

- Levantar evidéncias que contam a histdria do fato:

e Quando?
« Como?

e Porque?
« ONnde?

- Normas e Procedimenios
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Contextualizando...
Andlise Forense Computacional

Conceitos Importantes

e Evidéncias
* Ndo-Voldateis x Volateis

Tipos de Andlise:
* In Loco
 Post mortem

Recuperacdo
Extracdo
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Contextualizando...
Andlise Forense Computacional

Principaqis Etapas

e AQuisicdo

e |dentificacdo

« Avdliacdo -, ]

e Apresentacdo 1

w I
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Contextualizando...
Definicdo do Objeto da Pericia

O que Coletar/Andlisar ?

« Midias
« Hds, pendrives, cds, dvds...
» Dispositivos ndo convencionais

« Cameras digitais, dculos/reldgios/pulseiras...
(com dispositivos de armazenamento).

 Dados trafegando na rede
« Em investigacdes de trafego de informacdes
* Também com equipamentos ligados

« Dados em memoéria
« Em andlises com equipamentos ligados
.
=l
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Antes do Processo de Extfracdo
Coleta em Midias

» Ferramenta dd (ou evolucdo dela)

e Linux (nafivo em todas as principais disfribuicoes)

e Windows (http://www.chrysocome.net/dd)

dd if=origem of=destino

 Ex.: Geracdo da lmagem (particdo hdal para arquivo imagem.dd):

# dd if=/dev/hdal of=imagem.dd

Importante: o dd (e ferramentas semelhantes) fazem a copia bloco a bloco (e
ndao bit-a-bit). O sistema operacionai disponibiliza os dados para as ferramentas
em forma de blocos (ou clusters, em sistemas de arquivos Microsoft). Os blocos
mais comuns tém 4KB. (Agradecimento a Eriberto Mota)
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Antes do Processo de Extfracdo
Coleta em Midias

* Apesar de ser a maneira mais simples e eficiente de readlizar a duplicacdo, o
utilitario dd ndo oferece algumas funcionalidades importantes;

* O dd_rescue serve para realizar aquisicdes de midias com problemas (em
algumas situacde o dd € interrompido ao encontrar erros na midiq);

*O sdd realiza aquisicdes mais rapido do que o dd, quando o famanho de
bloco dos dispositivos de origem e destino sdo diferentes;

* O rdd foi desenvolvido pelo Netherlands Forensic Institute (NFI) e sua
documentacdo indica que ele € bem mais robusto em relacdo a tfratamento
de erros, divisdo de arquivos (split) e hash.

*O decfldd possui um log de toda a operacado, faz divisdo da imagem (split) e
permite verificar diretamente a integridade da operacdo através de varios
algoritmos de hash.
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Antes do Processo de Extfracdo
Coleta em Midias

« Opc¢do sugerida para corrigir fragilidades do dd: dcfldd

Exemplo de Utilizacdo:
dcfldd if=/dev/sdal hash=md5,sha256 hashwindow=1G \
md5log=md5.txt sha256log=sha256.txt hashconv=after \

conv=noerror,sync split=1G splitformat=aa of=image.dd

e noerror = NA0 PAra caso encontre erros
« Sysc = se enconfrar erro preenche com 0 (zero)

* Tamanho mdaximo de cada arquivo = 1Gb

* Nomes: image.dd.aa / image.dd.bb / ...

:=l

O dc3dd é uma re-escrita do dcfldd
(ferramenta atualmente mais completa)
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Antes do Processo de Extracdo
Coleta em Midias

* Guymanager/Adepto/Air

Size 320,072,833 376 bytes (208GIB / 320GB)
Secior size 512

Image te /mAbexinsySAMSUNG_HD322HJ_S17AJIBOE07434_32008 Exx
Info fle /mAbexhstSAMSUNG_HD322HJ_S17AJ9B0607434_320G8.Into
Cumentspeed  87.37 MBis

Starled 17, August 10:08:02 (0007:49)

Hash calculation on

Source veriication off

[
Devices Misc Help
Réscan
Average FIFD cpuenses
Sarial Ll Bad Time
Madl Stala w Size Progress Spoed usage
nr. davice sactors ramaining
_ [MB/s] [*]
1ATA_Hitachi HDPT2S0S0GLAIG0_GEASIARFIZOOWA  idewsdd ATA Hitachi HDPT2505 i Acquisition running 500.1G8 a A% 673 1217 rbcOw
1ATA SANMSUNG HDIZZHJ S1TAJGBOSDT4IY ATA SAMSLING HD3ZZHJ _- Acquisition running J20.1GB 0352 pO:EE3T |r100h0c0w
Sony_Sho Media_BCO5061400492-010 ‘devisde Sony Sio Med Finighed 1068 0 a7z
ny_Storage_| | ny Storage ia i) Fin 100%
1ATA_MAXTOR_STMI250310A5_BAYTE1SP Mdewsda ATAMAXTOR STM325031  Local davice 250.1GB
1ATA_WDC_WOD10EACS-00DEB1_WD-WCAUMET TE369 devisdd ATAWDC WDI1DEACS-00D  Local device 1.0TB
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Antes do Processo de Extfracdo

Coleta em Midias

* Guymanager/Adepto/Air

* Interfaces Graficas para Duplicacdo Pericial

Acquire image of /dev/sda

B
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File format
(> Linux dd raw image (file extension .dd or .»o) Split image files

@ Expert Witness Format, sub-format EncaseS (file extension .Exx)
L . . split size (MIiB 2047
2 Adwvanced forensic image (file extension .aff) P : . -

Case number |

Evidence number |

Examiner |Vogu
Description | SRG79DWK
Motes |Acquired on 7 Sep 2010

Destination

Image directory | | |,.fmedia..f

Image filename (without extension) | SRG79DWEK_250GB

Info filename (without extension) | SRG79DWEK_230GE

Hash calculation f verification
Calculate MDS 1 Calculate SH&A-256
[] Re-read source after acquisition for wverification (takes twice as long)

“erify image after acqguisition (takes twice as long)

Ok | | Cancel
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Antes do Processo de Exfracdo
Coleta em Midias

* Guymanager/Adepto/Air

* Interfaces Graficas para Duplicacdo Pericial

AlIR 2.0.0 - Automated Image & Restore - 2010-02-17

File Help |
Source dewvicesfile: Destination device/ffile:
|fdenssda ﬁ-l [fmntrevidencessdadd |§-I
Source Block Size: 32F68 I Dest. Block Size: JIz2Fe8 |
_1 Custom Block Size: I _1 Custom Block Size: I
Options
Compression: Hash 1: Hash Z2: Yenry: o Use DCIDD
bzip2z | mas | shazse — | ves — | 1 Split image
DD Count: Skip (Input}): Seek (Output): I
| |0 jo 1 Cryptcat
Conv: iflag: |
|n|:|err|:|r,sync direct — I
Connected devices
[=lu]nla]ululn} =18
e S
SCDO ZERO HULL HET
I E=it I Show Status Windowr... “
r. Enter values and click 'Start’' to begin
. . . INSTITUTO FEDERAL DE
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Antes do Processo de Exfracdo
Coleta em Midias

* Guymanager/Adepto/Air
* Interfaces Graficas para Duplicacdo Pericial

] AIR Session Status — 0

Session Log

command line: dc3ddd hash=md5, shal56 hashlog=/tmp/hash. log status=noxfer 1f=/dev/
sda count=1000000 skip=0 conw=noerror, sync iflag=direct i1hs=327&H

compiled opticns: DEFAULT BLOCESIZE=32TRE

sector size: 512 (assumed)

warning: sector size not probed, assuming 512

dc3dd 6.12. 3 started at 2010-02-18 08:20:55 -0&00

conmand line: de3ddd status=noxfer of=/mnt/evidence/sda. dd seek=0 chs=327c8
compiled options: DEFAULT BLOCKSIZE=3276H

sector size: 512 (assumed)

Bitstream Data

|

Progress: 230.00ME (0. 22GE) &vg. Throughpuot: 16 43ME/ sec Ij;
Progress: 240.00ME (0. 23GE) bvg., Throughpot: 17 14ME /S sec
Progress: 250.00ME (0. 24GE) vy, Throughput: 16, 6THME/sec
Progress: Z260.00ME (0. 2Z5GE) &vg. Throwghpuot: 16. 2EME/sec =]
£
Add Comment to Log... | Clear... | Save... | Close |
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E a Plataforma Windows???
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Coleta em Midias :: Ferramentas Windows

* Encase

e www.guldancesoftware.com

* FTIK Imager

e WWW.accessdata.com

* Access Data: R.A.D.A.R. (Read, Acquire, Decrypt, Analyse and Report)

e WWwwW.accessdata.com
* ASR

* www.asrdata.com

:=l
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Data Carving (Viséo Geral)

"Data carving is the process of extracting
a collection of data from a larger data sef.

Data carving techniques frequently occur during a digital investigation
when the unallocated file system space is analyzed to extract files.

The files are "carved' from the unallocated space
using file type-specific header and footer values.

File system structures are not used during the process.”

Digital Forensic Research Workshop
(DFRWS) http://dfrws.org
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Data Carving :: Confextualizando...
Sistema de Arquivos

» “conjunto de estruturas l6gicas e de rotinas, que permitem ao
sistema operacional contfrolar o acesso ao disco rigido”

« Sistemas de Arquivos padroes Windows: FAT16, FAT32, NTFS

« Sistemnas de Arquivos padrdes Linux/Unix: EXT2, EXT3, EXT4,
ReiserkS, XFS, JFS, ...

Data Carving (ou File Carving)
independe de sistema de arquivos

:=l
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Data Carving :: Confextualizando...
Magic Numbers / File Signatures

e Funciona como uma "assinatura”
do fipo de arquivo.

« Método de identificacdo de
arquivos independente de sistema
operacional/sistema de arquivos.

« Baseia-se em informacdes
iInseridas/coletadas denfro de cada
arquivo  (cabecalhos, rodapés,

campos especificos)

B
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Magicrescue

« Concebido (inicialmente) para recuperacdo de imagens (fotos)
apagadas

e Recupera arquivos especificos (com padrdo definido em base
especifica) a partir de uma particdo, para um diretdrio especificado.

e avi canon-cr2 elf flac gmp-xcf gpl gzip jpeg-exif jpeg-fif mp3-
id3v]l mp3-id3v2 msoffice nikon-raw perl png ppm zip

« Debian-like (apt-get install magicrescue)

INSTITUTO FEDERAL DE
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Carving em Dispositivo (Midia)
Magicrescue

Funcionamento

» Executar aplicativo com pardmetros especificos

magicrescue -d diretorio destino -r base tipos /dev/device

* diretorio destino :: Diretdrio onde serd gravado o resultado
* base tipos :: Base com padrdo do tipo de arquivo buscado

(/usr/share/magicrescue/recipes)

e /dev/device :: caminho do dispositivo analisado

Exemplo:

magicrescue -d /home/forense/analisar
-r /usr/share/magicrescue/recipes/avi
/dev/sdal

:=l
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Carving em Imagem de Midia
Magicrescue

» Executar aplicativo com pardmetros especificos

magicrescue -d diretorio destino -r base tipos imagem
* diretorio destino :: Diretdrio onde serd gravado o resulfado
* base tipos :: Base com padrdo do tipo de arquivo buscado

(/usr/share/magicrescue/recipes)
* imagem :: Imagem do dispositivo analisado

Exemplo:

magicrescue -d /home/forense/analisar
-r /usr/share/magicrescue/recipes/avi
pendrive.dd

:=l
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Magicrescue / GRescue

* GRescue = Interface Grafica do Magicrescue (em desenvolvimento)

welemski

PR =]

M File Edit Help

M | GRescue Started 0.1.1

DEVICE SELECTED : /dew/sdbl

Device | sdbl

Block Size [512

Magic Recipe | jpeg-exif

Directory | | Browse

Mode | io

oOffset |

Cancel
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Carving em Dispositivo (Midia)
Foremost

* Rapido, facil e robusto: foremost

Debian-like (apt-get install foremost)

foremost -t <tipol,tipo2,...> -i <dispositivo> -o <destino>

Tipos de arquivos reconhecidos: jpg, gif, png, bmp, avi, exe, mpg,
wav, riff, wmyv, mov, pdf, ole, doc, zip, rar, htm, cpp, ...

Para todos os tipos de arquivos: -t all

Ex.: foremost -i /dev/sdal -o diretorio_destino

ﬁl
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Carving em Imagem de Midia
Foremost

 Rapido, facil e robusto: foremost

Debian-like (apt-get install foremost)

foremost -t <tipol,tipo2,...> -i <imagem> -0 <destino>

Tipos de arquivos reconhecidos: jpg, gif, png, bmp, avi, exe, mpg,
wav, riff, wmyv, mov, pdf, ole, doc, zip, rar, htm, cpp, ...

Para todos os tipos de arquivos: -t all

Ex.: foremost pendrive.dd -o diretorio destino

ﬁl
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Carving em Imagem de Midia
Foremost

* Arquivo de Configuracdo (/etc/foremost.conf)

» Extensdo, case sensitive (y/n), tamanho mdaximo, cabecalho, rodapé (opcional)

# PNG

png Yy 200000 \x50\x4e\x47? \xff\xfc\xfd\xfe

# Word documents
doc y 12500000 \xdO\xcf\xll\xeO\xal\xbl

B
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Carving em Imagem de Midia
Foremost

$ mkdir apagados
$ foremost -i pendrive.dd -o apagados/

Processing: pendrive.dd
*k*k*k*k |

$
$ cd apagados

$ 1ls
audit.txt exe htm Jjpg pdf png ppt wav xls =zip

$ cat audit. txt

Foremost started at Fri Nov 15 16:37:00 2010
Invocation: foremost -i pendrive.dd -o apagados/
Output directory: /home/notebook/apagados
Configuration file: /etc/foremost.conf

(...)

Finish: Fri Nov 15 16:39:08 2010

1498 FILES EXTRACTED

:=l
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Carving em Imagem de Midia
Scalpel

« Semelhante ao foremost: scalpel
« Debian-like (apt-get install scalpel)
scalpel <imagem> -0 <destino>

e Por padrdo, todos os fipos de arquivos No banco de dados
(/etc/scalpel/scalpel.conf) estGo comentados (ndo gera
resulfados se ndo for alterado)

o Para especificar quais tipos de arquivos se deseja extrair, é
preciso editar o arquivo e descomentar as linhas desejadas.

Ex.: scalpel pendrive.dd -o diretorio destino

ﬁl

INSTITUTO FEDERAL DE
EDUCAGAO, CIENCIA E TECNOLOGIA
RID GRANDE DO NORTE

Ricardo Kléber :: GTS'16 :: UNISINOS :: SGo Leopoldo/RS



E a Plataforma Windows???
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Recuva (Windows/Freeware)

* WWW.Piriformn.com/recuva

Recuva Wizard

File type
What sort of files are you trying to recover?

@ Pictures
Show only files of commaon image formats, such as digital camera photos.,
(71 Music
Show only files of common audio formats, like MP3 player files,
) Documents
Show only files of common office document formats, such as Word and Excel files.
71 Video
Show only video files, like digital camera recordings.
(") Other
Show all files.

< Back ][ Mext = ][ Cancel

:=l
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[ xp () v| [ sen ] |s ~| [ options...

Filename Path Info Header

Stage 1 of 2: Scanning drive for deleted files
Current progress: 99%:, 76255 files found
IIIIlIIIlIIIIlIIIlIIllllllllllllllllllllllq
te seeates
< | >
Searching. .. Recove
. . -
EillakHinmrmoa ~com
FFVOUV' |

& Piriform Recuva

q Recuva.com .
&=

%o Remavable Disk (X:) wi| Sen  ||§ My Optians...
[} Fiename path | | Preview |info | Header |
[] & _NDEXER.BX J:\opera®E3en|_AIL\_NDEXER

O @& exacon.ax J:\operaGIen) AL\ EXICON|

[ & _exconsx 3:\opera 3en|_AILY EXICON|

[[] @ christmas_tree_by_armens.jpg 1t\ew Folder!,

[] @ viadstudio_noel_1280x1024.jpg 3w Folder

[] @ Christmas_is_Sweet_by_allendoe...  1:\Mew Folder!

[[1 @ Merry_Christrias_by_MiePMitche,..  1:\New Folder)

[0 @ Christmas_0a_by_mikeemitchel.jpg  1:\Wew Folder) Ma file selected
[[] @ snow_Man_1600x1200.jpg 3:\ew Folder,

[] @ da3dc7417ab<ddb.jng 3:\New Folder!

[[] @ BLEACH_ Merry_Christmas_200... J:\New Folder\

[ 8 Merry_Christmas_by_legiostedio.jog  J:\New Folder),

1 @ merrry_chwistmas_by_toonfed.jpg  3:\ew Folder)

[ @ My_own_personal_Marilyn_by _al... 3:\New Folder), T




Outras Ferramentas de
Recuperacdo/Extracdo (Windows)

* File Scavenger « Adroid Photo Recovery
* Data Recovery Wizard » Datalifter

« GetDataBack e SimpleCarver

* Restoration * PhotoRec

* Undelete Plus * PhotoRescue

* R-Studio * Revit

« Stellar Data Recovery

* Active@ Uneraser

| INSTITUTO FEDERAL DE
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E se o alvo/objeto for
Trafego de Redes?

Captura de trafego e realizacdo do
Extracdo (com ferramentas apropriadas)
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Antes do Processo de Extracdo
Coleta em Redes

 Inferface em modo monitor ("promiscuo”) = Sniffer

LibPcap + TepDump
WinPcap + WinDump

. . . INSTITUTO FEDERAL DE
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Antes do Processo de Exfracdo
Coleta em Redes

Captura de Trafego Especifico :: Tcpdump

 tcpdump -i <interface> port <porta/servigo> -w <arquivo captura>

* Trafego de E-mails: port [porta]

« SMTP: (porta) = 25 src [origem]

dst [destino]
* POP3: (porta) =110

* Trafego Web: (porta) = 80

tcpdump -X -vvv -i ethO -s 1518 -n port 80 -w coleta.cap

:=l
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Antes do Processo de Exfracdo
Coleta em Redes (Modo Grdafico: Ethereal/Wireshark)

http://www.wireshark.org

About Wireshark

Network Protocol Analyzer
“ersion 0.99.2

Copyright 1998-2006 Gerald Combs =gerald@wireshark.org= and contributors,
This is free software; see the source for copying conditions. There is NO
warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

Compiled with GTK+ 2.8.18, with GLib 2.10.3, with libpcap 0.9.4,
with libz 1.2.3, with libpere 6.4, without UCD-SMNMP or Met-SMNMP, with ADMS,
without Lua.

Running with libpcap version 0.9.4 on Linux 2.6,15.

JU R RN RN RN RN RN RN RN RN R NN N NN NN RN RN N NN N NN NN NN NN RN NN RN NN RN R RN

; Wireshark is Open Source Software released under the GMU General Public License.

r

Check the man page and http/jwww.wireshark.org for more information.

Dok
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Antes do Processo de Extfracdo
Coleta em Redes (Modo Grafico: Ethereal/Wireshark)

:=l

INSTITUTO FEDERAL DE
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File Edit Wiew Go Telephony Tools Help
H @ @ﬂ' Ctr|+h.: .. L —_—
Start ctri+£ e
Device Stop Ctri+E = Packets Packets/s | Stop |

Bestart Ctri+R

¥ eth1 i 10.0.0.18 38 0 [gtart][gptions]
Capture Filters...

| any Pseudo-device that captures on all interfaces unknown 3 0 [Etart ] [gptinnﬁl

£+l usbmonl USB bus number 1 unknown 0 [Etart ] [thiunﬁl

£+l usbmon2 USB bus number 2 unknown 0 [Etart ] [gptiunsl

gl usbrmon3 USB bus number 3 unknown ?) [Etart ] [gptiunsl

gl usbrmon4 USB bus number 4 unknown ?) [Etart ] [gptiunsl

Erllo 127.0.0.1 O o [Etart”gpticmsl

b
Nmfaawfhttp cap (1625 KB

£+l USB bus number 3 "

L] USB bus number 4 fmpwwwitelnet.cap (10633 Bytes)

I~ Mrmpwwwipop3.cap (2723 Bytes) [~

L — . [>)
{_) Ready to load or capture © Profile: Default

Ricardo Kléber :: GTS'16 :: UNISINOS :: Séo Leopoldo/RS



Carving em Imagem de Trafego de Redes
Tcpxtract

 Extrai arquivos (file carving) de trdfego de redes baseado em
assinafuras/padroes de arquivos.

* Pode ser usado diretamente capturando/analisando o trafego
de uma rede ou analisando um arquivo .CAP (formato

fcpdump)

e tcpxtract -d /dev/device -o diretorio destino

e tcpxtract -f arquivo cap -o diretorio destino

# tcpdump -X -vvv -n -s 1518 -i ethO tcp port 80 -w http.cap

# tcpxtract -f http.cap -o examinar

# nautilus examinar

:=l
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Carving em Imagem de Trafego de Redes
Tcpxtract

$ mkdir examinar

$ tcpxtract -f http.cap -o examinar

Found file of type "gif" in session [72.14.204.103:20480 -> 192.168.
Found file of type "png" in session [72.14.204.103:20480 -> 192.168.
Found file of type "png" in session [72.14.204.103:20480 -> 192.168.
Found file of type "png" in session [72.14.204.103:20480 -> 192.168.
Found file of type "gif" in session [72.14.204.103:20480 -> 192.168.

.100:15495
.100:15751

, exporting to examinar/00000000.gif
, exporting to examinar/00000001.7jpg

.100:15495
.100:15751

, exporting to examinar/00000003.gif
, exporting to examinar/00000004.jpg

DN DN DN

]
]
.100:15495], exporting to examinar/00000002.gif
]
]

$ nautilus examinar . -
examinar - Navegador de Arquivos

Arquivo Editar Ver |Ir Marcadores Ajuda
;_f‘-:oltar v Avangar v f W ﬂ @ 100% @ it

Arvore v b4 Ir para: |fhnmemntebnnkfaxaminar B ‘

00000000.gif ip 00000002.gif

N )
. Nucleo de Informaca
...m:-‘.mum FEDERAL DE p Coordenacdo do
EDUCAGAOQ, CIENCIA E TECNOLOGIA i 2ila BR

RID GRANDE DO NORTE 00000003.qif DDDDDDD# Jpg




Carving em Imagem de Trafego de Redes
Chaosreader

* Semelhante ao fcpxtract

* Maior nivel de detalhes sobre trafegos (origem/destino)

» Gera relatdrio HTML (mais adequado para laudos)

* Relatdrio sumarizado por protocolos capturados/identificados
* Analisa arquivo .CAP (formato tcpdump)

e chaosreader arquivo cap -D diretorio destino

# tcpdump -X -vvv -n -s 1518 -i ethO tcp port 80 -w http.cap

# chaosreader http.cap -D examinar
# firefox index.html
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Carving em Imagem de Trafego de Redes
Chaosreader

Chaosreader Report, http.cap - Mozilla Firefox
Arquivo Editar Exibir Historico Favoritos Ferramentas Ajuda

» v = i [ file:///home/notebookjexaminar/index.html B v] [;’v|.;3r_:,¢:,;; - E'R]
[ Chaosreader Report, http.cap | qF -
Chaosreader Report i

File: http.cap, Type: tcpdump, Created at: Fri Nov 26 17:02:26 2010

Image Report - Click here for a report on captured images.
GET/POST Report - Click here for a report on HTTP GETs and POSTs.
HTTP Proxy Log - Click here for a generated proxy style HTTP log.

TCP/UDPY/... Sessions

e as hitml

= session 0001.part 0l.gz 4537 bytes
e session 0001.part 02.gif 8361 bytes
L 3
L 3

session 0001.part 03.data 5656 bytes
session 0001.part O4.data 30622
bytes
e session 0001.part 05.gz 3506 bytes
= session 0001.part 06.gz 3459 bytes
# session 0001.part 07.gz 4682 bytes

= as_hitml

 session 0002.part 01.data 387 bytes
Fri Nov 26 16:46:53 43 [192.168.2.100:34621 -= 210297 e session 0002.part 02.data 198057
2010 5 72.14.204.103:80 bytes bytes

» session 0002.part 03.gif 2525 bytes
* session 0002.part O4.gz 142 bytes

as_html

session 0003.part 0l.gz 10995 bytes
session 0003.part 02.data 1104 bytes
session 0003.part 03.gz 35968 bytes

Fri Nov 26 16:46:33 43 [192.168.2.100:34620 ->

2010 s |72.14.204.103:80 Www| 71783 bytes

Fri Nov 26 16:46:33 43 |192.168.2.100:34622 -=>

3 |2010 s |72.14.204.103:80 www | 73727 bytes | < o ssion_0003.part_04.gz 4767 bytes

Concluido @

. & & 8 @

(<]




Carving em Imagem de Trafego de Redes

Chaosreader

Chaosreader Report, http.cap - Mozilla Firefox

Arquivo Editar Exibir Historico Fawvoritos Ferramentas Ajuda

| file:/ffhome/notebook/examinarnfindex.html

| [@] Chaosreader Report, http.cap
IP Count

[192.168.2.100 [1746
[72.14.204.103 |[545
[200.160.4.20  [244
[72.14.204.104 [104
[72.14.204.99  |141
|200.160.7.130 [106
[200.160.4.6 o1
[72.14.204.147 |80
[72.14.204.100 |27
[200.160.4.14 |10
[128.242.245.212(8
[187.115.167.218(7
[209.107.220.82 |6
[70.84.190.18 |4

TCP Port Count
|www|32[)9

UDP Port Count

IP Protocol Count
[TcP[3218

Ethernet Type Count
|DBDD 3218

Concluido

| b




E a Plataforma Windows???
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E a Plataforma Windows???

 Existemn ferramentas comerciais (inclusive mais faceis de ufilizar)
baseadas no sistema operacional Windows, mas esse ndo foi o
foco desta apresentacado.

» Sugestdo = Netwitness r’“. NETWITNESS

: www.netwitness.com
* Investigator (freeware)

* Visualize (§55S59)
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Netwitness Investigator

Be Edt Wew Navigate Hep

v
"
0
V3
.
®
[l

0§
iie

—tl I — Less = More | |l4=First  |4= FPage = Prev Mext =% Fage =»| Last = | fdd 4 Esport @l

Displaying 1 - 2 of 2 sessions =

Time Service Size Ewvents

Address
Port
Alias
Size
Service
mt A  1/02/2004 11:53:03 HTTP 54,555 g 192.168.0.10 : 3497 = Bk 207.21.253.76: 80 Z2E%E =
Properties 1/02/2004 11:52:50 HTTP 26,627 2 192.168.0.10 : 3494 4= 55 216.239.39.99 : 80 ZE%E =
User
E Account
§ test
® rmad

0 & & E - E - EE

0 (0 g [ o K (8

M

Side 1 Side2 || Auto B | Detalls B Tew S Suings mx Hew Owe Packets® | Mol =3 [ vet @ Audo i | Save @

ID: 100-142-12202 Date: 1/02/2004 11:52:50 Size: 26627 bytes
/=2 192.168.0.10 : 3494 216.239.39.99 : 80

Jborder 1. him = GET /

fess/border.ces = 1 i jl ||
f(ssfchfa.it.tss = =_.ﬂ I.r f-\'. \ .

fessfmenus.css = 1 A%y Al

fmagesfeborderrev.gif = 1 . T

Images Groups Directory News
fogosfrewyearl4.gif = 1

frmain html = 1 = s Search
fmenu.asp =1 I
_current.gif = 1 Google Search I'm Feeling Lucky | Thlleel L
frav_first.gif = 1
fnav_next.gif = 1
frav_page.gif = 1
fsearch=2
frl=1 Advertise with Us - Business Solutions - Services & Tools - Jobs, Press. & Help
Jfwanipconnection = 1

| 5 2003 Coogle - Sesrching 3 307 #98, 701 web papes =
o - | T el _ | b

() o i o e i
®
-3
%
[}

[




Netwitness Investigator

L Metwitness Investigator 3

! Collection

All Data

uora|ied [

Pag Welcome 9 Threat Analysis 3

Edit Wiew Bookmarks History  Help

w Threat Analysis

e 0 ’

O eEEREEE

Time Graph of Session Traffic (Sessions Per Minute)

20

30

Z0

Sessions

10

< 2008-05-30 1354

e

&

o0

00

00

e}

i

Hostname Aliases (20 of 908 items
warw ittorrent.com (282) ~ workgroup (236) - cluster=2 freeproxy.ca (117) - xpinformer (102) - ad. doublecly
ad.vieldmanager.com (3 8) - www.google.com (58] - by106Ffd.bay] 06 hetmail.msn.com (5 3) - wwegoogle-ar
veww. streamingvideoprovider.co.uk (45) - us.yimg.com (£2) - mail.google.com (41) - static.rushmorecasino.

Theeal Analysis Content - Session 21624

Tieme & ) L4740 et SHIe 0554 by
Pratocal 2 F1122 A pled AppMetla NebwarkMeta Packel Couai

Reconstruction for 1

=

= |
Erian: How is the job goimg? r

Tosrm: ah it alright

-

Tom: kind af slow

5 . g,
32)- net (31 | i I
view.atdmi.com (32) - rad.msn.com.nsatc.net (31) [more] Tom: Il &=riall you some interssting infa about their S0k, its smazing
User Account (20 of 32 items iz abde apan his nenwsrk is
(20 2 item
demo@Enetwitness.com (29) - cloudsatsrv0E_jmarriott (12) - sa (3) - nick_lantuh {4) -vze33z3u (3)-abc (2) - ;
toddEforensicsexplorers.com (2) - admin (1) - 17036520907 Zatlas—eastvonage.net (1) - 17036520907 23! gy e e o e et ‘n“g
(1) - 6301 7&sip-hdap.vocalocity.com (1) - 63020&sip-hdap.vocalocity.com (1) - 63022 ZFsip-hdap. vocalocit e rde den Teck oM lkp
(13=-63027210.10.10.171 (1) - 63027 2sip.vocalocity.com (17 [morel I = |9 1 P ot o A (e | B ] B
o
E-mail Address (20 of 248 items)
michel.gearardTemiliose (194) - mycah gustafPicrossing.com (41) - demoEZnetwitness cam (1 2) - nwdemo
(Z)=arcandsugFacl.com (2) - asteriskE64.57.251.7 (2) - debkouryEfuse nat (2) - denise@marywilliamsfinan

dogrnub_2002Fvahoo.com (2] - fairlane@catskill.net (2) - harvee 22003 Fcharter.net (2) - herjoeybearFyaho
juliaEkingfishblues.com (2) - kbuonforteEhotmail.com (2) - ladybug322&yahoo.com (2) - lonelyexsurfer®a

Action Event (2 items)
iv 711 ~lggin (54) - attach (3) - logoff (2] - delete (1) - print

get(7.266) - put (301) - sendfrom (277) - sendto (27

Exrension (20 of 78 iterms

aspx (£,017) - <nonez> (1, 258)-gif (918) -jpg (398) -js (345) -png (233) - css (1953)-php (161) - swf (1 36)
(35)-ext(26)-Z2 (23 -hem (21)-bmp (13) [moaore]
Filename (20 items

productdetails.aspx (3, 928) - <none> (240) - srvsve (161) -image (122) - roundedcorners (EG) - adsadclien




Netwitness Analysis

Ele Edit Wiew Faworbes Tools Help

ok - > - D D | Do Calrevories Frioas 3| B G |
Address [£] hitp:{fecalhost frwas Frame. ssp ~| Peo ks ®

Nﬁﬁggg Network Forensics Report for Sys Admin print this pace & [

ladmin is logged into NW_35

Tius is @ forensics report. The repor? provides information rich statistics that enables target discovery and event analysis of
computer evidence, For analysis select the total number to wiew event, and select the entity to bund & report profiling that
= F' MNEtWitnass erdity. The data group detais are Nsted below.
B3 Analysis
#-_1 Bookmarked Groups

@3- All Data Tue Jan 7 07:18:00 EST 2003
-] Sales Unit Collection Duration: -TO -

I;:l-‘f_ﬂS = admin Fri Jan 10 11:11:00 EST 20032
| S Metwork Report Collection Session Yolume: 9179

Custom Report
Media Report

~§¥ plerts
i 4 sSearch
@ chronology Application Type
Keyword
i ? warld Identified applications present in the network traffic. Applications are identified by the content( not port ) of the traffic
B utilities present in the traffic. Select the Application Tepe to build & report or session total to Wew events,
~— &2 Preferences
& Change Password Application Session
= Help B Tyipe: Total B Web (HTTP] [(8330)
-® Logoff web (HTTP) 8330 B web [HTTPS) (745)
web (HTTPS) 749 U E-msil (POP-3) [38)
E-Mail (POP-3) 38 I ME nstant Meg [29)
MS Instant Msg 29 0 Fio (23
Ftp 29 0 E-si (SMTR) [8)
. y News (3]
E-Mail (SMTP) 6 B YahoolnstarMsg 01
Mews 3

Yahoo Instant Msg 1

Action Type ™
Network traffic actions identified in the networlk traffic. Selact the Action Type to build a raport or session total fo wiew
eens,
Action Type: oxsian
Total 1 Get Rescurce [4407)
Get Resource 4407 B Gt Fiesource Response [393)
Get Resource 3931 | Usei Login [B5)
Rasponse 0 Bend MEG [22)
User Login &5 B Uses Logoi [14]
send MSG 22 440l Flesd MSG Rezponss (1)
Usar Logoff 14 Fecsseve MEG [12)

Flesd MEG (6
Read MSG | %)

Responss

& M B avses

13




o] INFORMER VISUALIZE

Coefine Schedule & View

Department Monitoring
0O cid @ Timaline

TUITEEE

7 E“II.m-mwmq [ﬁm.
s L W]
l_mijcmog " 5=

oy “%3 RSB T (e ;,_Ill\wﬁy

MO -. &[* m-:wq W) S

h A% [~ Wb : .a||||||||li=|il

11111

ad.computer s
eywiord subpects

nime




Xplico Interface

0

+ Cases
+ Sessio
+ Sessio

= Dissector Status Note
Help Forum Wiki Logout
Ethernet 100% —
[ ) & ) PPP | Q0% —
Bl Case and Session name live sample -> sample
Ul start Time 0000-00-00 00:00:00 Interface: [Choose adaptor 1 0504 —
n End Time 0000-00-00 00:00:00
Status EMPTY
Hosts Start -
98%
(e ) (ms ) ((emalls ] (e | e wai ] a8%
Post 0 Number 0 Received 0 Connections 0-0 Total 0
Get 0 Contents 0 Sent 0 Downloaded 0-0 Received 0 95%
Video 0 Video 0 Unreaded 00 Uploaded 0-0 Sent 0
Images 0 Images 0 100%
80%
[ Facebook chat ) (e N ] (e (e ]
Users 0 Calls 0 Video 0 Groups 0 100%
Chats 0 Audio 0 Articles 0 a5%%
( Feed (RSS & Atom) ) ( Printed files j ( Dns ) ( Telnet ) a5%
Number 0 Pdf 0 Host res 0 Connections 0

User: xplico

N I e

Y INSTITUTO FEDERAL DE
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95%

RTCP
sDP
FB chat
FTP

0%
0%

UNISINOS :: Sdo Leopoldo/RS

Status
90%
90%
9504
10%
15%
0%
0%
0%
0%  with keys
0%  with keys

I ro encryp.
uc N -
MMSE 95% over HTTP
Linux cooked 95% SLL
TFTP 0% —
SNOOP 100% Format
PPFPoE 0% —
Telnet 90% —
WebMail 0% —

Dissector Mote
IPP
PJL

NNTP
MSN
IRC
YAHOO
GTALK
EMULE
SSLITLS
IPsec
802.11




Consideracoes Finais

» Diversidade (e robustez) de softwares livres para computacao
forense;

* A homologacdo de ferramentas para o uso pericial passa pela
abertura do cédigo (para validacdo);

* Ferramentas adequadas podem facilitar (e diminuir) o trabalho
do perito.
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Perguntas
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