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Introducao

I

Criptografar: modificar um texto para impedir sua
compreensao pelos que nao conhecem seus

caracteres ou convencgoes. (Houaiss)
Sinonimos: ofuscar*, encriptar
Reverso: descriptografar, desencriptar

Inglés: decrypt, de-obfuscation, decoding



Criptografia de Strings em Malwares

I
Objetivos: esconder no executavel informacgoes

relevantes, dificultar o rastreamento e a ER
Strings sao visiveis no disassembly

Ex.: URLs, e-mails, arquivos, banco de dados, etc
Func¢ao de descriptografia esta no proprio EXE

Descriptografia "on the fly”



Criptografia de Strings em Malwares
e

decrypt(string encrypted){
return decrypted;

}

envia_email(){
de = "vitima@mail.com";
para = "s7mZqeR1lp8n01ZxdTqaGb3zLqo4RsBzQ1l";
assunto = "Dados capturados Santander";
texto = “Agéncia 999 CC 999999 Senha 123456°;
mail(de, decrypt(para), assunto, texto);

}

main(){
if(dadoscapturados==true) envia email();

}

Pseudocodigo de envio de e-mail com string criptografada.



Criptografia de Strings em Malwares
-

| Text string

‘UNICODE "nubd5afdn+buS56q6n6KdJafEn6A6AaMbN+PdBafFLS5+H656CcD5+Fd5+q0n65dnaKuS5+v6AH"
‘UNICGDE "nubdS5afdn+bu56qén6KdJafEn6A6AaqOn+5dnaf6n65d5aPEn+bdn6qQnuPd5aK95+funDglL
'UNICODE "nPqd56M2nuAd5+M2na5dnalDn+Pd56q0nvqG56M2nuPunDq0™

UNICODE "n6KdnDM2naAdJafEnvgLnDgLn+A"

UNICODE "n+KunDMknPqd56M2nvPunDgQnuPunaqOn6K™

'UNICODE "nPqd56M2nuAd5+H2na5dnalDn+Pd56q0nuqG56M2nuPunDq0™

'UNICODE "n65dA6fGnD5dB+qgGn+udnéM2nDKd5akkn+5d6H"

‘UNICODE "n6AuJDFGNDbdn6qLNUPd56qQn+bGnDqLN65unDqQnuPdBH™

‘UNICODE "n6AuJDFGND5dB+Mkn6Ad5aAGN+PuS6FfGn+udBak2™

'UNICODE "né6AuJDfGnDAun+A6nuqdBafGn+bGnDqLN65unDqQnuPdBH™

UNICODE "n65dA6fGnaAdJafEnvqG56M2nuvPunDgOnDAdnafén6AdJalknug™

UNICODE "n65dA6fGnaAdJafEnugL5DgLn65u56M2n+b™

‘UNICODE "n6AuJDFGnbPdB+Mbn+PGNDqLN65unDqQnuPdS5afGn+buS5+qQnug"

'UNICODE "n6AuJDfGnD5u5DqdnD5dBafEnvbGnDgLN65unDqQnuPdBH™

‘UNICODE "n6AuJDfGnaqdSaMDnuqu5+082n6wdnafhn+bd56q0nuq™

‘UNICODE "n65dA6FGnD5dB+qGn+udn6MM2nDqdJalkn+bdA6qQn+Ad5aqGn+P"

'UNICODE "n6AuJDfGnDAdnafén+5u5+qQn+5d5aM2nbqu5DqLln6Kd5aq6n+bdBH™

UNICODE "n+KunDMknPqd56M2nuPdn+qQn6Kd6Dq0"

UNICODE "n+buSDMDNnPqd56M2n6KuSDHM2*

‘UNICODE "n+buS6f6n+vudBaqOn6Aunafhn+bh5DqLnuSdnafGnéc2nDMkn+ud56q05+wuSDq0On6Kd5aKE
'UNICODE "n+5d5aMbnéuwd@+P6n+PdBaq9n+b™

‘UNICODE “n+KunDMknPqd56M2nuPdn+qQn6KdBDqOn6K™

UNICODE "n+buSDHMDNPqd56M2n6KuSDM2™

HnuTerNnc ""Cant*




Criptografia de Strings em Malwares
-

LER ECX,DWORD PTR SS:[EBP-181]
MOV EDX, NetEmpre.B884030DCAH ASCII "GpfSGN2nTMbsRtCUWPEKWSTY2 Pt 9K
MOU ERX,ESI

CALL NetEmpre.8a4D32R8

MOU ERX, DWORD PTR SS:[EBP-181
CALL NetEmpre.B88489768

TEST AL,AL

JNZ NetEmpre.884039B2

LEA ECX,DWORD PTR SS:[EBP-1C]
MOU EDX, NetEmpre.B884D3C53 ASCII "GpfSLagbEH4zNKrnd4RtTkREzXPEL A
MOU ERX,ESI

CALL NetEmpre.B8340D32A6

MOV ERX, DWORD PTR SS: [EBP-1C]
CALL NetEmpre.B88489768

TEST AL,AL

JNZ NetEmpre.884039B2

LEA EC¥,DWORD PTR SS:[EBP-281]
MOV EDX, NetEmpre.B88403E84 ASCII "GpfSLgbEH4zNKrnd4RtTkREzXPEL A
MOY ERX,ESI

CALL NetEmpre.B884032R8

MOY ERX, DWORD PTR SS: [EBP-281]
CALL NetEmpre.B884897638

TEST AL,AL

JNZ NetEmpre.8840D39B2

LEA ECX,DWORD PTR SS:[EBP-241]
MOY EDX, NetEmpre.B8840D3ESH ASCII "GpfSLagbEH4zNKrnd4RtTkREzXPEL A
MOY ERX,ESI
EEELFﬂgtngre.004DSZRB

LI P Y LS o - Lol ol o N MNa M




Descriptografia de Strings através de

Dump de Memodria
1

Copia da memoria utilizada pelo malware em um
determinado momento

Permite visualizar as strings descriptografadas
que estao na memoria

Ferramentas:

Standalone: Userdump, LordPE

Forense de memoria: Volatility

Plug-in para debugger: OllyDump




Descriptografia de Strings através de

Dump de Memoria
-

systen.exe (Trojan.Win32.VB.ajfm)

Disassembly Text string

MOU EDX, systen.BB484703 UNICODE "81225846414244721969474647605255445C5CSSSC1FS
MOU EDX, systen.B8840485C UNICODE "@83268716AB568737EB17646302080301006A770701037
MOU EDX,systen.BB484910 UNICODE "81265846414244721969474647605255445CSCESSCIFS
MOU EDX, systen.B8484Q50 UNICODE "883925846414244721969474647605255445C5CSSSC1FS
MOU EDX, systen.BB484C34 UNICODE "815258464142006C193147461E2054445555555052504
MOU EDX, systen.B88484074 UNICODE "@8525846414244791969474647605255445C5CSSSC1IFS
MOYU EDX, systen.da404B24 UNICODE "8852584641420D6C193147461E214351545C43535E1FS
MOU EDX, systen.B8484E9C UNICODE "884458464142006C19244250542642535F17535FSC1FS
MOYU EDX,systen.d@404E14 UNICODE "8186584641424479196947464730421ES24B515454425
MOU EDX, systen.B8404EFS UNICODE "@128584641424473196947464730421E524B515454425
MOU EDX, systen.B8485003 UNICODE "889858464142006C193147461E308595F4B5F515358501
MOU EDX, systen.B884858CC UNICODE "8146584641424472196947464730421ES524B515454425
MOU EDX, systen.BB485200 UNICODE "826258464142006C19244250542642535FSA5E4454435
MOU EDX, systen.B848508CC UNICODE "8146584641424479196947464730421ES24B515454425
MOU EDX,systen.B8848541C UNICODE "@128584641424479196947464730421E524B515454425
MOU EDX, systen.BB84855FS UNICODE "8138584641424479196947464730421ES24B515454425
MOU EDX, systen.B@40578C UNICODE "8862584641420806C193147461E214351545C43535E414
MOU EDX, systen.B@48552C UNICODE "8854584641420D6C19244250542642535F4942595C54 1
MOU EDX,systen.B88485703 UNICODE "B26258464142006C19244250542642535FSA5SE4454435
MOU EDX, systen.B84858CC UNICODE "8146584641424479196947464730421ES24B515454425
MOU EDX, systen.B88403C00 UNICODE "824268485A445E2753340062618F7EVCYS70721EOBBAG
MOU EDX, systen.BB84859F4 UNICODE "884863575957543716125F411872111R185F425FSC11"
MOU EDX, systen.B8403E34 UNICODE "88226478796D732C402972555E"

MOU EDX, systen.BB8485A54 UNICODE "8842186570776506166E105D5F20505C594351545E431



Descriptografia de Strings através de

Prompt de comando

:\>systen.exe

:\>userdump -k systen.exe systen.exe_dump
ser Mode Process Dumper (Uersion 8.1.2929.5)
opyright {(c¢?> Microsoft Corp. All rights reserved.
Dumping process 1488 (systen.exe) to
:\systen.exe_dump. ..
The process was dumped successfully.

C:\>
:\>strings —q -0 —n 5 systen.exe_dump > strings_systen.txt

=\>
IGa\>_

Utilizacao do userdump para copiar a memoria utilizada pelo malware
systen.exe (Trojan.Win32.VB.ajfm)



Descriptografia de Strings através de
Dump de Memodria
N

Strings capturadas:

SOFTWARE\WMicrosofttMSSQLServer\Client\ConnectTo
Provider=SQLOLEDB.1;Password=h8090100;

User ID=salaodefes13;Initial Catalog=salaodefes13;

Data Source=dbsq0012.whservidor.com;

BradaFisicoTabela
117B01787A1F/808717E037D08047/A781A79740E1E60016E/CO

00226470796D792C402972555E



Descriptografia de Strings através de

Dump de Memodria
1

DBSQ0012.5al...0.TBL_NovoBdn | _'Sfu'mmary

| ' Registro localizador agencia conta senhanet
4 '71 - 2-3‘47201016816 2342 | 01d1081-6 | R
| 2 013300974331 0133 0097433-1

|3 00361080601 0036 108060-1

: 4 00 522422 aa 92242-2

5 407522422 407 92242-2

B 1286338753 1286 33875-3

| 7 3195543485 3195 5434-8

g 154500992437 1545 0099243-7

19 147552173857 1475 521785-7
| 10 28631209387 2863 12098-7
E V7Y, LA AL UL UL

Banco de dados utilizado pelo malware systen.exe (Trojan.Win32.VB.ajfm)



Descriptografia de Strings através de

Debugger e Breakpoint
e

Debuggers permitem acompanhar a execugao do

malware linha a linha

Assembler-Level Debuggers: OllyDbg, Immunity
Debugger, IDA Pro, WinDbg

Localizar a fungao de descriptografia, colocar um

breakpoint no retorno e verificar o resultado

Como???



Descriptografia de Strings através de

Debugger e Breakpoint

-
1- Localizar a fungao de descriptografia

LER ECX,DWORD PTR $S:[EBP-181

1y EGK, NetEnpre. 224D30C0 ASCII "GpfSGNon THbsRt CUPEKWSTS Pt oY
CALL NetEmpre.@B4032A0 ——ﬁ

MOU EAX, DWORD PTR S5: [EBP-181 004D32A0

CALL NetEmpre.00409763

TEST AL, AL

JNZ NetEmpre.884039B2
LEA ECX,DWORD PTR SS:[EBP-1C]

10U DX, NetEnpre. 0B4D3C5 ASCII "GpfSLabEH4zNKrn4dRt TKRE2XPELS
CALL NetEmpre.@o403208 §)

MOU EAX, DWORD PTR S5: [EBP-1C] 004D32A0

CALL NetEmpre.00403763

TEST AL, AL

JNZ NetEmpre.884039B2
LER ECX,DWORD PTR SS:[EBP-281]

Hoy Egﬁ' let Empre. 904D3E04 ASCII "GpfSLabEH4zNKrn4Rt TkRE2XPELE
CALL NetEmpre.B@4D32A0 —ﬁ

MOU ERYX, DWORD PTR SS5:[EEP-281 004D32A0

CALL NetEmpre.B88409763

TEST AL, AL

JNZ NetEmpre.884039B2
LEA ECX,DWORD PTR SS:[EBP-241]
MOU EDX,NetEmpre.B884D3ESH ASCII "GpfSLabEH4zNKrnd4RtTkREzXPELa

MOU EAX, ESI
CALL NetEnpre.@a403200 memmm— 004D 32A0

. e A, Ll N S R

OllyDbg - NetEmpresa.exe (Trojan-Banker.Win32.Banbra.vhu)



Descriptografia de Strings através de
Debugger e Breakpoint

2- Breakpoint na funcao para localizar o retorno

N

v
s
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HAa403 4E
HH4D

DB @4

DB @6

LER ERX,DWORD PTR DS:[ERX]
PUSH EBP

MoV EBP,ESP

ADD ESP,-18

FPUSH EBX

PUSH ESI

PUSH EDI

#OR EBX,EBX

MOV DWORD PTR SS:[EBP-121,EBX
MOLL OLORA BT _SC. CLEOD 147 COv

-~
!
prnd
gy

D OO WWDAOGC

oo

almise
m
1

4
1
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Y
-
A

cam
oy
m
o0
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Qadneent

EBFP=GG12 FDF4

Local calls from 8840328392, 884032852, GB4D32877, 88403896, GB4D38BS, BB40D3E

mﬂim 80406092 RETURN to NetEmpre.98406092 from NetEmpre.884032R6
19912F018] B8812FEG4| Pointer to next H record

Aa12FD14| 884D7221| SE handlex

Aa1zrFD1s| B8812FDF4

AA12FDIC B84352A8| NetEmpre. 884325208

i el

aa12FDz24

S fBomelt ol RETURN to NetEmpre.8840D6D92

Gl oEner !l ARRARARA

Breakpoint at NetEmpre. 004D 3240




Descriptografia de Strings através de

Debugger e Breakpoint
-
3- Breakpoint no retorno para verificar o resultado

3a406022|] . 8D4D EC LEA ECX,DWORD PTR SS:[EBP-141
Aa40e036(] « BA 28724064 MOU EDX,NetEmpre.8@407238 ASCII "P&GLRMglUNbVUG™
’“3:' . 8BC3 MOUV ERX,EBX
z . ES8 BECSFFFF CALL NetEmpre.B84D32R6
. 8B5S EC MOU EDX,DWORD PTR SS:[EBP-141 |
. A1 DCAD4D&A MOV ERX,DWORD PTR DS: [4DADDC]
. E8 YDD7F2FF CALL NetEmpre.8840451C

Stack SS5:[8812FDEB]=BBE12CCA, (ASCII "dd/mm- yyyy’)

Para descriptografar as outras strings manualmente e
sO alterar o Offset do parametro da fungao (endere¢o

da string criptografada)

No OllyDbg clique na linha desejada e <Space>



Descriptografia de Strings através de

Debugger e Breakpoint

-
Alterar a instrucao para descobrlr outros resultados

Ha406083
8406036
Aa40602B
Aa4pD&080

aa4pDs095%

L1H4[l 97
Ba4D609F
Ba40e0A2
Ba4De0DR7

aa406 FIHE
940608

LEA EC¥,DWORD PTR SS:[EBP-141]
MOU EDX, NetEmpre.B88407238
MOU ERX, EBX

CALL NetEnDre.00403290

MOy ERX,DMDRD PTR DS: [4DADDC]
CALL NetEmpre.B88408451C

LER ECX,DWORD PTR SS:[EBP-181
MOU EDX, NetEmpre.B88407250
MOU ERX, EBX

CALL NetEmpre.884D32R0

MOY EDX,DWORD PTR SS:[EBP-121]
MOV ERX, DWORD PTR DS: [4DEGZ2C]

ancu P66 LRMa LUNBUUG™
MOU EDX, DWORD PTR $5: [EEP-14]

Assemble at 004D6D86

[MOY EDX,4D7274

AA4060B6&
a84Ds0DEE
Ba4pD60BE
Ba4p060C3
Ba4De0CS
Baa4060DCA
aa4pD&s0DCch
Ba4060CF
aadnsD0g
aa4Ds0D7
Ba4pD&aD0Cc
Ba40s00DE

CALL NetEmpre.B8848451C

LEA ECX,DWORD PTR SS:[EBP-1C]
MOU EDX,NetEmpre.B88407268
MOU ERX, EBX

CALL MetEmpre.B8@4032R6

MOY EDX,DWORD PTR SS:[EBP-1C1]
MOU ERX,ESI

CALL NetEmpre.B8848451C
LEA ECX,DWORD PTR SS:[EBP
MOUY EDX,NetEmpre.B88407274
MOU EARX, EBX

CALL MetEmpre.B8840D32R8

v Fijfith NOP's

2 S |"‘|| IS

Assemble

ASCII "KsLdTMwaOI1l&ePMboOG™

LEA ECX,DWORD PTR SS:[EBP-14]
MOV EDX, NetEmpre.88407274

CALL NetEmpre.00403290
MOV EDX,DWORD PTR SS:[EBP-141
oo ol MO SOV DIORD DTE Do CADOOOC]

Stack SS:[0012FDEB]I=BBE12CCE, (ASCII "Segunda Feira™)

ASCII "KsLdTHvaOI1lePMboOG"™




Descriptografia de Strings através de

Engenharia Reversa
e

Engenharia Reversa para entender a fungao de
descriptografia

Apos entendé-la, reescrevé-la na linguagem
preferida

Debugger facilita o trabalho
Nao se perder nas instru¢oes Assembly

Focar em blocos de codigos, o que representam
em linguagem de Alto-Nivel

Processo demorado, com a pratica se torna mais
rapido



Descriptografia de Strings através de

Engenharia Reversa
-
pernet.exe (Trojan.Win32.VB.aoyw)

2.213 chamadas para a fungao de descriptografia

NDFfLO+AGNDKLO+PLna5LnaAOnakKGJa®2nPqG5aPdnDvL 5602

v
G_DB_USUARIO AVISO

Utilizava chave criptografica

Cript: nDfLO+AGNDKLO+PLna5LnaAOnakKGJa®2nPgG5aPd...

KEY: w/sDbk2VKcUy5nJTAGpaP8xXqMIifS1BH3Z+VvjYNRr. ..




Descriptografia de Strings através de

Engenharia Reversa
e

Posicao do caractere na KEY e utilizada para realizar
varios calculos com constantes

+400 linhas Assembly 45 linhas Python

Algumas strings encontradas:

https://www?2.bancobrasil.com.br/aapf/
C:\avenger.txt

\GDbPlugin\bb.gpc
http://vivaxmotos.com/data/c_c_s.gif
https://internetbanking.caixa.gov.br/
senhaConta

Cadastro_Computador Travou Browser

http://www.crimesciberneticos.com/2011/04/decodificando-strings-em-malwares.htm|
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Descriptografia de Strings através de

Script Python + Immunity Debugger
e

Immunity Debugger: OllyDbg + Python AP!
Executa PyCommands e Scripts Python

Automatizar a descriptografia sem precisar entender
toda a funcao

O malware nao precisa ser executado

Essencial: Localizar a fungao de descriptografia,
entender quais parametros sao passados e onde €
salvo o retorno (string em texto simples)



Descriptografia de Strings através de

Script Python + Immunity Debugger
e

Ba40608E | . 804D EC LER ECX,DWORD PTR SS:[EEP-14]
Ja40eD2s || « BR 28724088 | MOU EDX, NetEmpre.88407238 ASCII "PeGLRMglUNbWUG™
40 . SBC3 MOU ERX, EBX
4 . E8 BECSFFFF |CALL NetEmpre.B884D32R68
. 8BSS EC Moy EDX,DWORD PTR SS:[EEP-141]

. A1 DCAD4D@6 | MOV ERX, DWORD PTR DS: [4DADDC]I
. E8 7YDD7F2FF | CALL NetEmpre.8848451C

Stack SS:[B012FDEBI=BBE12CCHA, (ASCII "dd/mm yyyy™)

LEA ECX, [EBP-14] ; endereco da pilha é atribuido ao ECX
MOV EDX, NetEmpre.004D7238 ; string criptografada p/ EDX
CALL NetEmpre.004D32A0 ; chamada da funcao

MOV EDX, [EBP-14] ; retorno da fun¢ao vem na pilha

Localizar todas as chamadas da fungao (cross
references), encontrar os enderec¢os das strings
criptografadas e forcar a descriptografia pelo malware



import immlib

def main(args):

j=0
ret = Ox12FDEO
imm = immlib.Debugger()

table = imm.createTable('Strings Descriptografadas
NetEmpresa',[ 'Num', 'Endereco', 'Criptografada’,
'Descriptograda'])

refs = imm.getXrefFrom(0x4D32A0)
for ref in refs:
addr = 0

for i in range (1,5):
op = imm.disasmBackward(ref[0], i)
instr = op.getDisasm()
if instr.startswith( MOV EDX, "):
addr = op.getImmConst()
break

Continua...




if addr != 0@:
imm.setReg( 'ECX',ret)
imm.setReg('EDX"',addr)
imm.setReg( 'EIP',ref[0])
imm.stepOver()

enc = imm.readString(addr)
dec = imm.readString(imm.readLong(ret))
j = j+1

table.add("' ', ['%d" % j, '0x%X' % addr, '7%s' % enc,
‘%s" % dec])

return "OK"

Salvar em: C:\...\Immunity Debugger\PyCommands\decstring.py

Executar: !decstring -



Perguntas?

Obrigado!
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