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Hacktivismo

« 2010: Wikileaks e Anonymous
redefinem o Hacktivismo

« 90’s: Defacement
* Hoje:
 Roubo e vazamento de Dados

« DDoS como forma de protesto

« Botnets
* Low Orbit lon Cannon (LOIC)

* Principios
 Transparéncia

« Contra censura online
» Liberdade de expressao

* Movimentos sociais
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WE ARE ANONYMOUS.
WE ARE LEGION.
WE ARE NO ONE
AND EVERYONE..

AND WElARE. HERE

TO FIGHT FOR WIKILEAKS,
\

P
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Diversas operacoes ao redor do mundo

ear #OpSpainjﬂ_ 1

#Opvdevotaciones ,

#OpNewZealand
#operationpayback
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01/Abr./2010
Wikileaks publica o

video “Colateral Murder”

Picture source: collateralmurder.com
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28/Nov./2010
Cablegate
Wikileaks publica cartas

secretas do Dept. de
Estado dos EUA
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Login Join Twitter!

www.wikileaks.org - TANGO DOWN -

for attempting to endanger the lives of

our troops, 'other assets' & foreign

relations #wikileaks #fail 28/Nov./2010

Th3j3st3r DDoS

Retweeted by 3 people

-g- th3j3st3r
/ Jester

Wikileaks website
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_ A 01/Dez./2010
wEramazon Wikileaks move seu

|
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website para a Amazon
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01/Dez./2010
Amazon cancela o site
do WikiLeaks
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E 0 que isso significa para a Nuvem ?

1/

e Mesmo estando na
Nuvem, seu site pode
evaporar !

FRAGILE

Picture source: sxc.hu
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E o que isso significa ?

* Motivos inesperados
Pressao de terceiros
Faléncia do provedor
Falhas do provedor
Localizacao Geografica
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Apr. 29, 2011
Amazon cloud outage was
triggered by configuration

error

By Computerworid

Amazon has released a detailed
postmortem and mea culpa about the
partial outage of its cloud services
platform last week and identified the
culprit: A configuration error made
during a network upgrade.

During this configuration change, a
traffic shift "was executed
incorrectly," Amazon said (...).
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Mitigacao

« Revisar o historico e a

saude financeira do
provedor

« Garantias contratuais

« SLA

* Plano de Contingéncia

« Seu site
 Provedor secundario

 Portabilidade

« Politicas de Backup
» Off-the-cloud backup

[/

Picture source: sxc.hu
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Mitigacao
Dominio 2: Governanca e Gestio de
Risco Corporativo

Dominio 6: Portabilidade e
Interoperabilidade

Dominio 7: Seguranca Tradicional,
Continuidade de Negocios e
Recuperacao de Desastres

cloud
SOEVY AR ocyrity

Lo D0

alliance
(V)

VERISIGN~



01/Dez./2010
Visa, Mastercard,
Paypal cancelam o

recebimento de doacoes
para o WikiLeaks

Picture source: sxc.hu
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Login Join Twitter!

TARGET: WWW.VISA.COM: FIRE #OpPayback

FIRE FIRE!!! WEAPONS
http://bit.ly/e6iR3X ::: SET YOUR Anonymous faz DDoS

LOIC TO irc.anonops.net ::: #PAYBACK e”_] gmpresas contra o
#WIKILEAKS #anonops Wikileaks

» 04/Dez: Paypall
* 08/Dez: Visa,
AnonOps Mastercard

dnonops

Dez.
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09/Dez./2010

#OpPayback
Anonymous nao
consegue derrubar
Amazon

Abril Jun. | Jul. Nov. Jan. | Fev.
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E o que isso significa ?

1/

... E ESSA SOLUCAO ESTA TODA

ajudar na estrategia de
Seguranca

Picture source: vidadeprogramador.com.br
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E o que isso significa ?

Confiabilidade do
Provedor de Cloud
Computing
* Resisténcia a cyber
ataques
« Mao de obra especializada
« Suporte investigativo

Picture source: sxc.hu
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Conclusoes

 Computacdo em Nuvem
cria NovosS riscos €
novas oportunidades

« Analise de Riscos é
fundamental
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Seguranca na Computacao em Nuvem

Mapeando o Modelo de Nuvem para o Modelo de
Controles de Seguranca & Conformidade

Modelo de //}
Controles de Seguranga

: SOLC, Andlise de Binirios, Scanners, Web Modelo de
RopFireuall Seguransa Conformidade

DLPC, CMF, Monitor de Atividade em Banco
rm— C e )

GRC, 1AM, VA/VM, Gestio de Patches, gm’ R
Gestdo de Configuragdo, M & WAFP
& Encryption

NIDS/NIPS, Firewalls, DPI, Anti-DDoS, QoS,

DNSSEC, OAuth
: Hardware, Software RoT, APls

Firewall de Host, HIDS/HIPS, Integridade de
§ Arquivos e Gestdo de Logs, Criptografia,

Mascaramento
ﬁ Seguranga Fisica, CCTV, Guardas

Fonte: CSA
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Referéncias

[/

Security Guidance for Critical Areas of Focus in Cloud
Computing v. 2.1
* http://www.cloudsecurityalliance.org/quidance/csaguide.pdf
* http://br.cloudsecurityalliance.org

cloug

S OM DI\ security

Brazil Chapter Slliance™

Top Threats to Cloud Computing V1.0

» Sete principais riscos
http://www.cloudsecurityalliance.org/topthreats.html
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the Information Age

that the very L
technologies that ¢ _,
empower us to 3
create and to build 22
also empower those o
who would disrupt

“It's the great irony of ég
e oF

v “!"l!
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§

.-

and destroy”
(Barack Obama)
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