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Agenda

• About “Who” we will talk!!!

• The 1st and 2nd threats  - Tequila and Mariachi 

BotNets

• Acquiring Intelligence about the cyber criminal

• A Social Engineer over the cyber criminal• A Social Engineer over the cyber criminal

• The 3rd and 4th threats - Alebrije and Mehika BotNets

• Detecting new actions

– A owned server

– A dedicated server

– The 5th threat – Mazahua BotNet

• Questions



About “Who” we will talk!!!

Today we will NOT talk about one person, we 

will talk about a specific “Pokémon” character 

called “Duskrow”.called “Duskrow”.

http://bmgf.bulbagarden.net/members/33057/albums/1859/26971/



About “Who” we will talk!!!

• In spite of that we had PII about the author of 

the threats, isn´t  the paper of the TrendMicro 

say who have guilt or not, this paper is from LE say who have guilt or not, this paper is from LE 

Teams.

• The TrendMicro respect the defense rights of 

the persons.



• First know spam related to this threats is 

dated from May/20/2010;

• Complex social engineer attack:

– A spam was sent with a fake news;
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• First know spam related to this threats is 

dated from May/20/2010;

• Complex social engineer attack:

– A spam was sent with a fake news;

– The e-mail contains a link to a fake site;

Tequila and Mariachi BotNets

– The e-mail contains a link to a fake site;

– The site had a direct link to download the 

malware (TSPY_MEXBANK.A) and a script to install 

a fake flash player plugin;



Tequila and Mariachi BotNets



• Tracking the communications of the malware, 

we can discover the C&C.
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• Tracking the communications of the malware, 

we can discover the C&C.

• This application had some security issues that 

Tequila BotNet C&C

• This application had some security issues that 

can permit to us bypass the authentication.

• The C&C report 1.835 infected users.

• In Jun/07/2010 the C&C goes offline.



• Few days after that we locate the Tequila C&C, 

we locate other C&C related to the same 

Author of Tequila.

• This is the first C&C located in LAR based in 

Mariachi BotNet C&C

• This is the first C&C located in LAR based in 

the SpyEye C&C.
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• Few days after that we locate the Tequila C&C, 

we locate other C&C related to the same 

Author of Tequila.

• This is the first C&C located in LAR based in 

Mariachi BotNet C&C

• This is the first C&C located in LAR based in 

the SpyEye C&C.

• In Jun/07/2011 the C&C goes offline.



Acquiring Intelligence

What we learned with this threats:

• Several IP addresses used to illegal activity;

• Personal Identification Information (PII):

– Name;– Name;

– E-mail addresses;

– Mobile number;

– Personel/Professional site

• Some users and passwords related to the 

threat (C&C and server);



Expanding the Intelligence

Searching for more information about the 

Author, we located:

• Several profiles in Forums and Social 

Networking Sites;Networking Sites;

• More PII;

• New possible threats;

• IM accounts;



Advertisement of new threats

When looking for new information we locating 3 

advertisement about 3 new botnets:

• Alebrije (the second version based in SpyEye

C&C) – via Forum;C&C) – via Forum;

• Mehika (a botnet based in Twitter) – via 

Forum;
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Advertisement of new threats

When looking for new information we locating 3 

advertisement about 3 new botnets:

• Alebrije (the second version based in SpyEye 

C&C) – via Forum;C&C) – via Forum;

• Mehika (a botnet based in Twitter) – via 

Forum;

• Mazahua (a botnet that use the framework of 

CrimePack Exploit Pack) - via a popular videos 

Site



More research is needed

• We had the information about 3 news threats;

• But don´t have any evidence that say “This is 

real threats!!!”:real threats!!!”:

– No malware samples;

– No C&C links/references;

– No spammed messages related to any campaign.



Social Engineer Attack

• After tried several ways to get information 

about this threats, we can confirm that is real 

or no.

• I decided to use other approach: Social • I decided to use other approach: Social 

Engineer

– Talk directly with the coder, covering several 

channels:

• Forums;

• Instant Messengers (mainly MSN, if necessary Skype);

• E-mail.



The result

• Several weeks after the start of the attack, I 

had a demonstration of the alebrije and 

mehika scheduled with the “Pokémom mehika scheduled with the “Pokémom 

Duskrow”

• Video



Sales



What is Acquired with the Attack

• A sample of Mehika (submitted to VT);

• The URL of one live version of Alebrije;• The URL of one live version of Alebrije;

• The prices of the malwares;

• The prove that it´s a real threat!!!



After a long time without news

• We discover a new Alebrije live in the 

Internet, in a “owned” server!!!
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After a long time without news

• We discover a new Alebrije live in the 

Internet, in a “owned” server!!!

• Diging the pages available in the server we 

discover:discover:

– Two differents tools to send SPAM (in several 

places);

– Some files with a big list of e-mail addresses;

– And a new C&C of Mazahua (the botnet 

advertized in a famous video site)





Accessing the Alebrije C&C

• This Alebrije C&C use a know password!!!;

• We start to monitor the activities related to this C&C;

• The Botnet not used any file to infect users, only use • The Botnet not used any file to infect users, only use 

the malicious links to poison the hosts file from users 

that access the malicious link;

• Monitoring the changes in configuration we learned 

the credentials to access a dedicated server used by 

the person that control the C&C.



Accessing the dedicated server

• What we discover with this server:

– Some malicious files;

– A Mazahua C&C live / online– A Mazahua C&C live / online

– How we had access to FS of the server, we can 

learn more about Mazahua and how access the 

C&C.

• With this information we discover that the version 

installed in the “owned” server don´t work because was 

missing some packages in operatinal system.



Comparing the Mazahua versions

We had the information about two versions of 

the Mazahua Botnet:

• the first is the version that the “Pokémon • the first is the version that the “Pokémon 

Duskrow” showed in your account in a videos 

site ;





Comparing the Mazahua versions

We had the information about two versions of 

the Mazahua Botnet:

• the first is the version that the “Pokémon • the first is the version that the “Pokémon 

Duskrow” showed in your account in a videos 

site ;

• the version that we found and accessed.





2Wire Module



Pharming Module



How the Pharming work



Download Module



Questions



Thank you.

Danke.

Salamat.

Go raibh maith agat.

Dank u.

Gracias.Gracias.

Merci.

Спасибо

شكرا

謝謝

ありがとう

Obrigado.


