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COPEL — Companhia Paranaense de
Energia;
Maior empresa do estado;

Criada em 26 de outubro de 1954
(58 anos);

Presente em 396 municipios e 1.114
ocalidades (distritos, vilas e
povoados);

Atua nas areas de (geracao,
transmissao, distribuicao e
telecomunicacoes;

Producao de 7% da energia elétrica
consumida no Brasil;

Site: http://www.copel.com
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Criada em 1970 (42 anos) para atender a COPEL -
telefonia corporativa, sistemas VHF, UHF e Carrier;

1998 — licenca SLE — Servico Limitado Especializado;
1999 — primeiro cliente;
2001 — COPEL Telecomunicacoes (COPEL Telecom);

2002 — licenca SCM — Servigo de Comunicagao Multimidia
— Area ll;

Presente em todas as 399 cidades (PR) e 2 (SO);

Infovia do Parana — 8.397km de OPGW e 19.620km de
cabos autossustentados:

Clientes: COPEL (rede administrativa; automacao de SEs
e chaves; oscilopertubografia; medicoes de grandes
clientes e entre concessionarias); Parana Digital, Rede do
Governo, operadoras e outros clientes;

Site: http://www.copeltelecom.com



Produtos de Internet g
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e |P Direto:
— Pequenas, médias e grandes empresas;
— Banda simetrica (upload e download);

— 5 IPs fixos;
— Sem frangquia de consumo.

« BEL:

— BEL Profissional — Mercado residencial e profissionais
liberais;

— BEL Empresa — Pequenas empresas;
— Banda simétrica (upload e download);
— 1 IP dinamico;

— Sem franquia de consumo.
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e Listas de bloquelos:
— Listas negras (Blacklists);
— Linhas discadas;
— Relay e Proxies abertos.

» Listas de excecao (Whitelists);
* Filtros de conteudo:

— Anti-virus;

— Filtros Bayesianos;

— Bloqueio de anexos.

* Greylisting.

(Fonte: CERT.BR, 2006)



* Mensagens vindas de enderecos IPs contidos
nesta lista poderao ser:

— descartadas, notificando ou nao a origem que a
mensagem foi classificada como spam;

— marcadas essas mensagens como [spam] e enviadas
assim mesmo.

* Implementagao facil e praticamente todo MTA
(Mall Transfer Agent) possul suporte para este
recurso;

e Critérios de inclusao:
— Somente IPs;
— Blocos;
— AS (Autonomous System).

(Fontes: ANTISPAM.BR, 2012; CERT.BR, 2006)



Listas Negras ( Blacklists) N

» E possivel criar sua propria lista negra;

e Problemas encontrados:

— Enderecos IPs sao listados por pertencer a
blocos “sujos”;

— O |IP permanecer listado por muito tempo,
mesmo depois de sanado o problema;

— Problemas com a inexisténcia ou Inconsistén-
cla do DNS Reverso.

(Fontes: CERT.BR, 2006)



« UCEPROTECT — www.uceprotect.net

 Trabalha com 3 politicas de nivels:
— Nivel 1 (conservative) — lista IPs isolados;

— Nivel 2 (strict) — escalona para a alocacao do bloco
de IPs;

— Nivel 3 (draconic) — lista o espaco de IPs e tambéem
0S ASNSs.

* Nivel 1 — lista os IPs e as recorréncias (hits). O
IP permanece na lista por 7 dias, caso nao haja
nenhuma recorréncia. Enquanto  houver
recorréncias, o IP continua listado até passar o
prazo de 7 dias da ultima recorréncia.




Blacklist: UCEPROTECT-NETWORK

R/

* Nivel 2 — A alocacao de bloco segue o0s
seguintes critérios:

, uantidade
Mascara Q de IPs

/26 1

[25 2

[24 5

/23 10

[22 15

Mascara Quc?entllggde
[21 25
/20 40
/19 65
/18 105
[17 170
/16 275




e Nivel 2 (cont.): « = n° |Pslistados
Limite mascara

Critério (x) Status

X <0,25
0,25 <=x<0,50
0,50 <=x<0,75
0,75<=x<1,00 Alert
x >=1,00 Listed
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* Nivel 2 (cont.):

& 3 o—51.0122 | NOT LISTED 0 15
[ - .128.0/20 31 40
.. 132.0/24 7 5
—= [ G- 136.0/24 5 5
[ - 128.0/21 16 25
. 136.0/21 15 25
[ S 144.0/20 NOT LISTED 7 40
- m-.'ldd.ﬂf?_'l NMOT LISTED 4 25
- <] -_152_&;21 NOT LISTED 3 25
o ATTENTION

[ . 160.0/20 18 40

Increased Listingrisk




Blacklist: UCEPROTECT-NETWORK N

* Nivel 3 — Segue o critério da tabela abaixo, conforme a
equacao, sendo valor minimo de n = 100:

« = n° IPs listados nivel 1 N = n° total IPs AS
n 0,2%
Critério (x) Status
X < 0,25

0,25 <=x<0,50 Attention

050<=x<0,75
0,75<=x<1,00 Alert
x >=1,00 Listed
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« MXToolBox (www.mxtoolbox.com):
— Blacklist;
— Resolucédo do DNS reverso;
— Testar o servidor de e-maill;
— Testar portas abertas.

e |IPOK (www.ipok.com.br):
— Blacklist;
— Resolucéo do DNS reverso;
— Analise completa do dominio.

o |P-Lookup (http://ip-lookup.net/)

— Resolucédo do DNS reverso.
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Cenario - 2010 @

e Cenario até agosto de 2010:

— Aumento das ordens de servico (OS):
 |Ps listados em varias blacklists;

» Clientes ndo conseguiam mandar e-mail:
— IPs listados da sua propria sub-rede;
— IPs listados de sub-redes vizinhas (outros clientes).

— Solicitacao para retirada dos IPs listados:
» Alguns IPs retornavam para as blacklists;
« Algumas blacklists cobram para retirar os IPs;

* Troca de rede:
— Reconfiguracao do circuito;
— Designacao Registro.BR,;
— Bloco sujo.

— Comprometimento de varios blocos de IPs listados.



Cenario - 2010
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THIS INFO IS FOR PROVIDERS. IF YOU ARE ENDUSER PLEASE TEST IP INSTEAD

ions for AS14868 - C iz de Energia - COPEL

23 Networks are assigned to you.

UCEPROTECT-Level2

Netverks of your Allecation

‘Optional Expressdelisting
Networks Status Level 1 listed spammers Level 2 Escalation fimit WARNING!
within the last 7 days by Level 1 records PROBLEM MUST BE FIXED FIRST ‘ -
TO PREVENT NEW LISTINGS
¢ [E187.95.96.019 NOT LISTED. 0 65 Not available
0 40 Not available
-, []
1 187.95.112.020 0 40 Net available .
/1 187.95.126.024 0 5 Hot available I S a O S 0
0 167.95.127.0024 ED 0 5 Mot available ’ ’
o ATTENTION
 [83200.150.64.020 e Lk 17 40 Not available
> ¢ (=3 200.150.74.0/24 " 8
2 200.150.64.0121 3 2 Not available
¢ E200.150.72.021 14 2% Not available
EE3 200.150.80.0/21 0 25 Not available
¢ [E1200.150.80.022 0 15 Mot available
¢ 183200.150.84.022 0 18 Mot available
[ 200.195.128.0120 31 40 Not available n
> [ 200.195.132.024 7. 5 essdel 2 I -
> [ 200.195.136.0/24 & 5
/ [81200.195.128.021 16 2 Not available .
 [E3200.195.136.0/21 1% 2 Hot available I P S I I Stad O S — 9 8 O [ ]
— — ;
/ [51200.195.144.020 7 40 Not available y
 [E2200.195.144.0121 | 4 2 Not available
 [E1200.195.152.0121 NOT LIST 3 | 2 Not available
" TTENTIO!
 [59200.195.160.0/20 ered | ni K 18 40 Not available .
— —
> L 200.195.160.0/24 2 5 ]
ATTENTION
¢ [ 200.195.160.0/21 Increased Listingrisk " 2 Not available
ATTENTION
/ 1200.195.168.0/21 el e @ 2 Not available
— [}
© [E1 200.195.176.0120 25 40 Not available
— —
[E3200.195.176.0/21 13 2% Mot available 3 3
© [ 200195184021 T 12 2 Nt available

-
What means listed at UCEPROTECT Level 22 -
UCEPROTECT Network operates three levels of blacklisting. so our users can make the decision how strong they want to filter —
[While UCEPROTECT-Level 1 lists single IP's only, UCEPROTECT Level 2 is an escalation list — I S —
|According to the table above allocations get listed at Level 2 if there are too many Level 1 listings (spam sending IP's) in that ranges ]
P

Level 2 is basically nothing more than pure mathematics based on the number of Level 1 listed IP's.
To get escalated to Level 2 is almast always an indicater, that you don' act fast enough on spammers

From our point of view it looks like you did miss to install preventive-measures to keep abusers off your ranges.
[We recommend you should do 5o by now.

-
[The earler you start, the faster will your ranges expire from Level 2. —
How can our netranges be removed from UCEPROTECT Level 22 — O C O 3 I 5 a O 5 — O C O 5
[After you have fixed the problems which caused the escalation, the UCEPROTECT-Level 2 listing will be removed automatically and fiee of charge as saon as the causal Level 1 listings will expire

and decrease below Level 2 escalation limit. Every IP temporary listed at Level 1 expires 7 days after we have seen the last abusive action originating from it

e [24 (128 clientes);

Optional Expressdelisting
WARNING!

Provider has Level 1 listed spammers Level 3 Escalation limit
total IP's within the last 7 days by Level 1 records PROBLEM MUST BE FIXED FIRST
TO PREVENT NEW LISTINGS

= — Vérios outros blocos em
alerta.

Fonte: UCEPROTECT-NETWORK

AS Status.







Definida a aplicacao do filtro da porta 25:

— Somente para clientes que utillizam IPs da
COPEL;

Clientes (BGP) com CIDRs proprios nao

sao escopo desse controle;

Utilizar a blacklist UCEPROTECT;

Clientes novos — aplicacao do filtro na
configuracao;

Clientes ativos — aplicacao do filtro de

forma gradual, conforme os IPs entravam
na blacklist.



o A estrutura do filtro € muito simples;

 Consiste de 3 regras de ACLs (Access Control
Lists):
— Regra 1: Lista os IPs de origem (rede do cliente) que

estao autorizados a enviar pacotes com destino para
a porta 25 (TCP);

— Regra 2: Lista os IPs de destino (SMTP servers) de
alguns servidores externos que ainda nao se
adaptaram para receber e-maill pela porta 587 (TCP);

— Regra 3: Bloqueia todo o trafego com destino a porta
25 que nao tenha sido explicitamente liberado pelas 2
regras anteriores.

* Aplicado no roteador que atende o cliente;
 Filtro compartilhado por todos os clientes.



Inicio
Aplicar o filtro na
configuracao inicial
Enviar e-mail para
cliente

e E-maill:
— Informando sobre o
bloqueio;
— Solicitacao dos IPs —

servidor de e-mail e o
DNS Reverso:;

— Recomendacao para
utilizar a porta
587/TCP para submis-
sao de e-mails.
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Levantar os IPs Entrar em c.:ontato
listados com o cliente
*
Enviar e-mail para : 1
cliente Cadastrar servidor

de e-maill
v

Aplicar o filtro

Y
Configurar o DNS
Reverso

!
( Fim )
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Evolucao dos IPs listados

RNO DO ESTADOD

E

(7))
@)
©
©
—
2
(7))
2%
)
©
)
©
®
©
=
-
M
>
(@

¢10¢/¢T/60

¢T0¢/TT/60

¢10¢/0T/60

¢10¢/60/60

¢10¢/80/60

¢10¢/L0/60

¢10¢/90/60

¢10¢/S0/60

¢10¢/¥0/60

¢10¢/€0/60

¢10¢/20/60

¢10¢/10/60

T110¢/21/60

TTO0C/TT/60

TT0¢/0T/60

TT0¢/60/60

T110¢/80/60

T110¢/L0/60

TT0¢/90/60

TT0¢/S0/60

TT0¢/v0/60

T1T0¢/€0/60

TT0¢/20/60

TT0¢/T0/60

0T0¢/CT/60

0TOZC/TT/60

0T0¢/0T/60

0T0¢/60/60
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Evolucao dos IPs listados

RNO DO ESTADOD

E

09/09/2010

(7))
@)
©
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¢10¢/¢T/60

¢T0¢/TT/60

¢10¢/0T/60

¢10¢/60/60

¢10¢/80/60

¢10¢/L0/60

¢10¢/90/60

¢10¢/S0/60

¢10¢/¥0/60

¢10¢/€0/60

¢10¢/20/60

¢10¢/10/60

T110¢/21/60

TTO0C/TT/60

TT0¢/0T/60

TT0¢/60/60

T110¢/80/60

T110¢/L0/60

TT0¢/90/60

TT0¢/S0/60

TT0¢/v0/60

T1T0¢/€0/60

TT0¢/20/60

TT0¢/T0/60

0T0¢/CT/60

0TOZC/TT/60

0T0¢/0T/60

0T0¢/60/60




THIS INFO IS FOR PROVIDERS. IF YOU ARE ENDUSER PLEASE TEST IP INSTEAD

for AS14868 - i de Energia - COPEL

23 Networks are assigned to you.

UCEPROTECT-Level2

Natvorks of your Allscation

Optional Expressdelisting
Helwotks Hiatis Level 1 listed spammers Level 2 Escalation limit WARNING!
within the last 7 days by Level 1 records PROBLEM MUST BE FIXED FIRST
TO PREVENT NEW LISTINGS
87.95.96.019 0 65 Not available
187.95.96.0120 0 40 Not available
18795112020 0 40 Not available
*/ [81187.95.126.024 0 5 Not available
/ [83187.95.127.0124 0 5 Not available
ATTENTION
200.150.64.0/20 Iexesad [elingeien 7 40 Not available
200.150.74.0/24 n 5
 183200.150.64.0121 3 2 Not available
[E3200.150.72.0/21 1% 2 Not available
 [83200.150.80.0721 0 2 Not available
 183200.150.80.022 0 15 Not available
200.150.84.022 0 15 Not available
 [E3200.195.128.0120 3 40 Not available
>/ [ 200.195.132.0024 7 5
> 52 200.195.136.0/24 5 5
/ [53200.195.128.0121 16 25 Not available
7 [E1200.195.136.021 18 25 Not available
/ [E3200.195.144.0120 7 40 Not available
 [E200.195.144,0121 4 2 Not available
 E200.195152.021 3 2 Not available
@ ATTENTION
4 [83200.185.160.0120 Increased Listingrisk Rt 40 Not available
200.195.160.0/24 i 5
ATTENTION
200.195.160.0721 incroased Listingéisk 1 2 Not available
Y@ ATICHION. 7 2 Not available
200.195.168.0/21 ey oo Ilinggan
© I8 200.195.176.0/20 2 40 Not available
2001951760121 13 2 Not available
NTION
© [ 200.195.184.0/21 - Listingrisk ‘ 1 2 Not available

What means listed at UCEPROTECT Level 22
UCEPROTECT Network operates three levels of blacklisting, so our users can make the decision how strong they want to fiter.
[While UCEPROTECT-Level 1 lists single IP's only, UCEPROTECT Level 2 is an escalation list.

|According to the table above allocations get listed at Level 2 if there are too many Level 1 listings (spam sending IP's) in that ranges
Level 2 is basically nothing more than pure mathematics based on the number of Level 1 listed [P's.

[To get escalated to Level 2 is almost always an indicator, that you dont act fast enough on spammers

From our point of view it looks like you did miss to install preventive-measures to keep abusers off your ranges.

[We recommend you should do so by now.
[The earlier you start, the faster will your ranges expire from Level 2.

How can our netranges be removed from UCEPROTECT Level 22
|Afier you have fixed the problems which caused the escalation, the UCEPROTECT-Level 2 listing wil be removed automatically and free of charge as soon as the causal Level 1 listings will expire
and decrease below Level 2 escalation limit. Every IP temporary listed at Level 1 expires 7 days after we have seen the last abusive action originating from it

UCEPROTECT-Level3

Reputation of ASN 14368 | Companhia Paranaansa de Enargia - COPEL

Optional Expressdelisting
Provider has Level 1 listed spammers Level 3 Escalation limit WARNING!

total IP's within the last 7 days by Level 1 records PROBLEM MUST BE FIXED FIRST
TO PREVENT NEW LISTINGS

AS Status

12868 _ 30720 98 (0.319 %) n;" 100 Not available

Listings in AS14868 during the last 100 hours
s
105
HE
2
100
98
8 & S & & & s & = o

PARANA
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e Em 16/09/2010:
— |IPs listados = 98 (30);
— Total de IPs = 30720;
— Percentual= 0,319%;
— Hits = 1243 (59);

— Blocos listados = 04 blocos
/24 (128 clientes);

— Varios outros blocos em
alerta.

Fonte: UCEPROTECT-NETWORK
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Evolucao dos IPs listados

RNO DO ESTADOD

E
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¢10¢/¢T/60

¢T0¢/TT/60

¢10¢/0T/60

¢10¢/60/60

¢10¢/80/60

¢10¢/L0/60

¢10¢/90/60

¢10¢/S0/60

¢10¢/¥0/60

¢10¢/€0/60

¢10¢/20/60

¢10¢/10/60

T110¢/21/60

TTO0C/TT/60

TT0¢/0T/60

TT0¢/60/60

T110¢/80/60

T110¢/L0/60

TT0¢/90/60

TT0¢/S0/60

TT0¢/v0/60

T1T0¢/€0/60

TT0¢/20/60

TT0¢/T0/60

0T0¢/CT/60

0TOZC/TT/60

0T0¢/0T/60

0T0¢/60/60
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THIS INFO IS FOR PROVIDERS. IF YOU ARE ENDUSER PLEASE TEST IP INSTEAD

for AS14868 - C¢

de Energia - COPEL

23 Networks are assigned to you.

UCEPROTECT-Level2

Em 04/10/2010:
Optional Expressdelisting .
Networks Status Lev.el .1 listed spammers Level 2 Escalation limit WARNING! .
within the last 7 days by Level 1 records PROBLEM MUST BE FIXED FIRST
TO PREVENT NEW LISTINGS

*/ [1187.95.96.0119 NOT LISTED 0 65 Not available
* [8187.95.96.0120 NOT LISTED 0 40 Not available I P ] — .
 [E187.95.112.0120 NOT LISTED 0 a0 Not available — S I I Stad O S p— 5 1 9
@ =1 187.95.126.024 NOT LISTED 0 5 Not available ’
@ £ 187.95.127.024 NOT LISTED 0 5 Not available
7 [E2200.150.64.0120 ."c,;“,‘,‘;,i"gﬁ;‘g e " 40 Nat available _ .
mme T : eommmgn — Total de IPs = 30720
& (33200.150.64.0121 NOT LISTED 4 2% Not available b)
¢ [E2200.150.72.0121 Incre ﬁ"&g:ﬂlisk 10 25 Not available
& 13200.150.80.021 NOT LISTED 0 2 Nat available e 0 .
& @1200.150.80.0122 NOT LISTED 0 1 Not available — e rC e n u a — O
83 200450.84.0122 NOT LISTED ) 15 Not available 1 )
 [83200.195.128.0/20 . eﬁz&"&'ﬁgﬂwisk " 0 Not available .
© @ 200195120021 T & % Not vaatle _ It S —_— 3 9 9 6 5 .
 1200195.136.0121 NOT LISTED 6 2 Not available _— y
4 [E1200.195.144.0/20 NOT LISTED 8 40 Not available
¢ [E1200.195.144.0/21 NOT LISTED 6 25 Not available .
& = 200.195.152.0/21 NOT LISTED 2 25 Not available —
S — m — Blocos listados = 01 blocos
& 39 200.195.160.0021 NOT LISTED 1 2% Not available
O 53 200495.168.0/24 NOT LISTED 4 2% Not available . .
& 83200.195.176.0121 NOT LISTED 6 2 Nat available b}
& 33 200.195.184.0021 NOT LISTED 4 2% Not available

What means listed at UCEPROTECT Level 22
UCEPROTECT Network operates three levels of blacklisting, so our users can make the decision how strong they want to fiter. —
\While UCEPROTECT-Level 1 lists single IP's only, UCEPROTECT Level 2 is an escalation list. -

|According to the table above allocations get listed at Level 2 if there are too many Level 1 listings (spam sending IP's) in that ranges.
Level 2 is basically nothing more than pure mathematics based on the number of Level 1 listed [P's.

ITo get escalated to Level 2 is almost ahvays an indicator, that you don' act fast enough on spammers

From our point of view it loaks like you did miss to install preventive-measures to keep abusers off your ranges.

[We recommend you should do so by now.
[The earlier you start, the faster will your ranges expire from Level 2.

How can our netranges be removed from UCEPROTECT Level 27
|After you have fixed the problems which caused the escalation, the UCEPROTECT Level 2 listing will be removed automatically and free of charge as soon as the causal Level 1 listings will expire
and decrease below Level 2 escalation limit. Every IP temporary listed at Level 1 expires 7 days after we have seen the last abusive action originating from it.

UCEPROTECT-Level3

Reputation of ASN 14868 | Companhia Paranaense de Energia - COPEL

Optional Expressdelisting
AS Status Provider has Level 1 listed spammers Level 3 Escalation limit WARNING!
total IP's within the last 7 days by Level 1 records PROBLEM MUST BE FIXED FIRST
TO PREVENT NEW LISTINGS
14868 _ 30720 51(0.166 %) uém 100 Not available

Listings in AS14868 during the last 100 hours

. Fonte: UCEPROTECT-NETWORK

100




PARANA

GOV

Evolucao dos IPs listados

RNO DO ESTADOD

E
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¢10¢/¢T/60

¢T0¢/TT/60

¢10¢/0T/60

¢10¢/60/60

¢10¢/80/60

¢10¢/L0/60

¢10¢/90/60

¢10¢/S0/60

¢10¢/¥0/60

¢10¢/€0/60

¢10¢/20/60

¢10¢/10/60

T110¢/21/60

TTO0C/TT/60

TT0¢/0T/60

TT0¢/60/60

T110¢/80/60

T110¢/L0/60

TT0¢/90/60

TT0¢/S0/60

TT0¢/v0/60

T1T0¢/€0/60

TT0¢/20/60

TT0¢/T0/60

0T0¢/CT/60

0TOZC/TT/60

0T0¢/0T/60

0T0¢/60/60
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THIS INFO IS FOR PROVIDERS. IF YOU ARE ENDUSER PLEASE TEST IP INSTEAD
Informations for AS14868 - Companhia Paranaense de Energia - COPEL

25 Networks are assigned to you.

e « Em 12/08/2011:

Optional express delisting
Level 1 listed spammers Level 2 Escalation limit WARNING!
 —— s = within the last 7 days by Level 1 records PROBLEM MUST BE FIXED FIRST
TO PREVENT NEW LISTINGS .
. . — L]
B : hi e I P S I I Stad O S O
[0 187.95.96.0120 0 4 Not available 1 3
[ 187.95.112.020 0 40 Not available
I8 187.95.125.0124 0 5 Not availabls .
 I1187.95.126.024 0 5 Mot available — O a e S — y
[ 187.95.127.024 0 5 Not available
 [E1200.150.64.0/20 1 40 Not available
[ “ - — Percentual= 0,026%;
0
3 200.150.72.0121 1 25 Not availabls y y
4 £ 200.150.80.021 1 2% Not available
1 200.150.80.022 1 15 Not available .
— | |
¢ [E3 200.150.80.022 0 15 Not available — I S
 [83200.150.96.019 0 65 Mot available 1
4 [ 200.195.128.0120 3 40 Not available
 [E200.195.128.021 2 25 Not availabls
¥ 200.195.136.0121 1 2 Not available —_— O O :S O 3 O C O S
4 1¥3200.195.144.0120 2 40 Not availabls
L
¥ 200.195.144.0121 1 2% Not available
 [#1200.195.152.0121 1 2 Lo e S ava I I I I I I I O S "
4 [¥2200.195.160.0120 0 40 Not availabls
¥ 200.195.160.0121 0 25 Mot available
4 [ 200.195.168.0/21 0 25 Not availabls
# [E1200.195.176.0/20 3 40 Not availabls
& [E 200.195.176.0/21 2 25 Not availabls
[ 200.195.184.021 1 2% Not available
UCEPROTECT-Level3
Reputation of ASH 14858 | Companhia Paranaense de Energia - COPEL
Optional express delisting
AS Status Provider has Level 1 listed spammers Level 3 Escalation limit WARNING!
total IP’s within the last 7 days by Level 1 records PROBLEM MUST BE FIXED FIRST
| TO PREVENT NEW LISTINGS

14868 { 38912 10 (0.026 %) 100 Hat available

Fonte: UCEPROTECT-NETWORK
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Evolucao dos IPs listados

RNO DO ESTADOD

E

(7))
@)
©
©
—
2
(7))
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©
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©
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©
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M
>
(@

¢10¢/¢T/60

¢T0¢/TT/60

¢10¢/0T/60

¢10¢/60/60

¢10¢/80/60

¢10¢/L0/60

¢10¢/90/60

¢10¢/S0/60

¢10¢/¥0/60

¢10¢/€0/60

¢10¢/20/60

¢10¢/10/60

T110¢/21/60

TTO0C/TT/60

TT0¢/0T/60

TT0¢/60/60

T110¢/80/60

T110¢/L0/60

TT0¢/90/60

TT0¢/S0/60

TT0¢/v0/60

T1T0¢/€0/60

TT0¢/20/60

TT0¢/T0/60

0T0¢/CT/60

0TOZC/TT/60

0T0¢/0T/60

0T0¢/60/60
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THIS INFO IS FOR PROVIDERS. IF YOU ARE ENDUSER PLEASE TEST IP INSTEAD
Informations for AS14868 - Companhia Paranaense de Energia - COPEL

22 Networks are assigned to you.

e Em 01/10/2012:

Optional express delisting
Networks Status Level 1 listed spammers Level 2 Escalation limit WARNING!
within the last 7 days by Level 1 records PROBLEM MUST BE FIXED FIRST
TO PREVENT NEW LISTINGS L]
— [ ]

T — : — IPs listados = 2
4 [¥1187.95.96.0120 NOT LISTED 0 40 Mot available ,
¢ [E3187.95.112.0120 NOT LISTED 0 40 Not available
Commeen [ ‘ : [otal de IPs = 38912;

— —
4 EE3200.150.64.0021 NOT LISTED 1 25 Mot available ]
¢ E3200.150.72.0/21 NOT LISTED 0 25 Mot available
“ & 200.150.80.0/21 NOT LISTED 0 25 Mot available 0 .
*/ [E1200.150.80.0/22 NOT LISTED 0 15 Not available — e rC e n u a — , 0 ,
4 [E1200.150.84.0/22 NOT LISTED 0 15 Mot available
4 [E1200.150.96.0119 NOT LISTED 0 65 Mot available -

— [

/' [E1200.195.128.0/20 NOT LISTED 1 40 Mot available — I S
/ [E200.195.128.021 NOT LISTED 0 2 Not available ]
¢ [83200.195.136.021 NOT LISTED 1 25 Not available
Trvwe ot : : [odos 0S blocos

—
¢ [E3200.195.144.0/21 NOT LISTED o 25 Not available
¢ [E1200.195.152.021 NOT LISTED 0 25 Not available .
/ [¥1200.195.160.0/20 NOT LISTED 0 40 Not available e Stava m I I m O S "
* [E1200.195.160.0121 NOT LISTED 0 25 Mot available b)
-/ [200.195.168.0/21 | worusten | 0 | 2 | Not available

L] =

* [E3200.195.176.0720 NOT LISTED 0 40 Not available

— Clientes com servido-
 [E2200.195.176.0121 NOT LISTED 0 25 Not available
4 [E3200.195.184.0/21 | NOT LISTED | o | 25 | Not available .

res liberados.
UCEPROTECT-Level3
Reputation of ASN 14868 | Companhia Paranaense de Energia - COPEL
Optional express delisting
AS Status Provider has Level 1 listed spammers Level 3 Escalation limit WARNING!
total IP's within the last 7 days by Level 1 records PROBLEM MUST BE FIXED FIRST
TO PREVENT NEW LISTINGS

14868 NOT LISTED 38912 2(0.005 %) 100 Not available

Fonte: UCEPROTECT-NETWORK
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¢10¢/21/60

¢10¢/11/60

¢10¢/0T/60

¢10¢/60/60

¢10¢/80/60

¢10¢/,0/60

¢10¢/90/60

¢10¢/50/60

¢10¢/v0/60

¢10¢/€0/60

¢10¢/¢0/60

¢10¢/10/60

110¢/21/60

TT0¢/11/60

TT0¢/0T/60

T110¢/60/60

T10¢/80/60

110¢/L0/60

T110¢/¥0/60

T110¢/€0/60

T10¢/20/60

TT0¢/10/60

0T0¢/CT/60

0T0¢/TT/60

0T0¢/0T/60

0T0¢/60/60
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¢10¢/90/60

¢10¢/50/60
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TT0¢/0T/60

T110¢/60/60

T10¢/80/60

110¢/L0/60

T110¢/¥0/60

T110¢/€0/60

T10¢/20/60

TT0¢/10/60

0T0¢/CT/60

0T0¢/TT/60

0T0¢/0T/60

0T0¢/60/60
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Cenario - 2012 g

e Cenario até novembro de 2012:

— Ordens de servico (OS):
e Configurar ou alterar o IP de servidor de e-mail;
« Configurar ou alterar o DNS Reverso.

— Todos 0s nossos blocos de IPs estao limpos;

— Alguns IPs estao sendo listados porgue sao servidores de e-mail
e tem seus IPs liberados em nosso filtro.
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16/09/2010 | 07/12/2012 | Fercentual
(%)
Wvell 3150812 | 780.466 | 2477
(IPs)
Nivel 2
(Blocos) 27.919 10.793 38,66
Nivel 3 288 64 2350

(ASNS)

Fonte: UCEPROTECT-NETWORK




O filtro da porta 25 é simples. As dificuldades foram:
— Definicao dos procedimentos;

— A efetiva aplicacao;

— Manutencao.

Nossos clientes conseguem enviar e-mails e nao estao
sendo mais punidos pelas blacklists;

Incentivamos nossos clientes a utilizar a porta

587(TCP):

— Essa medida nao elimina totalmente o problema de envio de
spams;

— Exigéncia de autenticacdo, o spammer deixa de ser “andonimo”.

Protecao dos nossos blocos de enderecamento IP;
Contribuicao para a diminuicao de spams,

Varios outros provedores tem adotado medidas
semelhantes;

A aplicacao do filtro da porta 25 fol um sucesso.
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<http://antispam.br/prevencao/filtros/>. Acesso em: 12 nov. 2012

« CERT.BR. Spam e fraudes: Teécnicas de mitigacdo para
administradores de redes. CERT.BR. SSI. 2006. Disponivel em:

<http://www.cert.br/docs/palestras/certbr-ssi2006-2.pdf>. Acesso
em: 12 nov. 2012
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Saiba mais em www.antispam.br

Fonte: ANTISPAM.BR



CGl.br e NIC.br

I Semana da Infraestrutura da Internet no
Brasil:

— GTER 34/ GTS 20.

Centro de Operacoes de Telecomunicacoes
(COT) da COPEL:

— Divisao de Ativacao de Configuracao,

— Divisao de Monitoracao e Suporte;

— Divisao de Engenharia de Operacao e Manutencao.

Departamento de Engenharia de Redes e
Servicos IP:

— Divisao de Engenharia de Redes IP.
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Glovani Colombo
gcolombo@copel.com

Joelson Tadeu Vendramin
joelson.vendramin@copel.com

http://www.copeltelecom.com




;‘ COPEL )
A Energias PARANA

Obrigado!!!




