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Objetivos

e fntender o roteamento cebola (Tor);

o Exemplicificar a ocultagao de servigos na rede Tor.



Privacidade em redes publicas

Foram desenhadas para serem “claras’;
Informacoes de roteamento sao publicas;

Encriptacao nao esconde identidades.

Anonimato

Privacidade;
Comunicacoes secretas em uma rede publica;

Publicacoes resistentes a censura...



Redes anomimas

Garlic Routing;

Anonymizer;

Java Anon Proxy [ JAP ou JonDonym |;
FreeNet Project;

Onion Routing.



Onion Routing

Usa um proxy;

Um roteador conhece
apenas seu antecessor
e sucessor.

Roteia dados
aleatoriamente

Exclusivamente TCP

- DDOS
e 1/1byte

tor.eff.org




Cliente + Browser

;\:F Are you using Tor? - Tor Browser = D e Vidalia Control Panel 2
File Edit Wiew History Bookmarks Tools Help
B Status
| Are you using Tor? || 9 |
I;> St @ torpreject.org | https:jcheck torproject.org/?lang=en-Us&small=1&uptodat — » &2 ¢+ Google o) @ Connected to the Tor network!
[ Most Visited> 4 Learn more about Tor ¢ The Tor Bloeg [} TorStatus - Tor Netw... [ | Secure Messaging S... [ (Anonchan [ }TriChan

Widalia Shortcuts

®
Stop Tor

Click here to go to the download page

Setup Relaying

View the Network ' Use a New Identity

BE. Bandwidth Graph

Please refer to the Tor website for further information about using Tor safely. You are now free to browse the
Internet anonymously.

@) Help ahbout
2 settings  pug Bt

¥| Show this window on startup

=|Message Log

—

Your IP address appears to be: 128.117.43.92

This page is also available in the following languages:

ey e (Arabiya) Burmese fesky dansk Deutsch EhArviwkd (Ellinika) English espafiol Estonian ., s (Firsi) suomi francais Italisno H#5E (Hihongo} norsk (bokmSl)

Hederlands polski Portugués Portugués do Brasil romand Pyccewit (Russkij) Thai Tirkce ywpaincews (ukrajins'ka) Vietnarmese shar(i#)
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Descricao formal

D[C.PU] (E[C.PR] (data))= dados .. %
D[C.PR] (E[C.PU] (data))= dados




Descricao formal

3's IP Address

Onion Sent by Client to 4
Fouter 4 will decrypt the E[4u] layer
using its private key, to find the next
router's IP address, and encrypted data

5's IP Address
E[3u]

Onion Sent by 4 to 3
Eouter 3 will decrypt the E[3u] layer
using its private key_ to find the next
router's I[P address, and encrypted data.

Onion Sentbhyv 3 to 3
Router 5 will decrypt the E[5u]
layer using its private key, to find
just the unencrypted data packet.

Data Sent bv 5 to Target




~ Router A Key

Router B Key
Router C Key

Message

Router A
Router Bl
Router C

Source Destination




Servicos ocultos com o TOR

Questionamento:

— Se o Tor é uma rede esclusivamente TCP, o que acontece
quando eu preciso usar um servico UDP ( Exemplo:
resolucao de nomes DNS ) ?



Nomes para redes Tor

Exemplo: zrrbldvzlvopglri.onion

Versao codificada: Base32 — A-Z and 0-9

Quando vocé cria um servico oculto, vocé gera um par
de chaves.



Rendezvous points — Ponto de
encontro

Prové servico de localizacao oculta para a rede TOR.
Possibilitando um determinado usuario oferecer um
servico através desta rede.

Cada roteador TOR que tem a porta do servico de diretorios aberta,
pode decidir se quer armazenar e servir descritores.

Flag — hidden-service-dir — Estou participando

Flag — HSDir — Autoridade — 24 horas — OK



Descricao Formal

1 Torrc
2 Par de chaves
3 Relay commad establish intro

Vidalia Shortcuts Vidalia Shortcuts
@ (L1} @ L 11) <
jswper o Setup Relay ing stop Tor Setup Relaying
A ) —}
width () G avoue nduicth () (i
[Emessagerog  Asetings  Eesic [Emessgerg £ X]
indos tide | S J

zrrbldvzlvopglri.onion




Na pratica ...



torrc

HiddenServiceDir ./tmp/www

HiddenServicePort 80 127.0.0.1:80




Hosthame

bash-4.2# 1s
hosthame private key

bash-4.2# cat hostname
zrrbldvzlvopglri.onion
bash-4.2# |}




Virtual host

Virtual Host

<VirtualHost 127.0.0.1:80>

ServerName zrrbldvzlvopglri.onion

DocumentRoot /var/www/htdocs
<Directory />

AllowOverride none
Require all granted




Publicando endereco
Secure Messaging System for TOR

Autormated Anonymous Encypted Mes s That Self-destruct After Being Read

Number of Secure Messages Processed: 3633

v 1. Create a 2. Send the URL to a single 3. The note will
Ia‘ note, get an person who can use it to read ¥ ¥ self-destruct the first
encrytion key your note, = — time the key URL is
URL. accessed sucessfully.

Enter your note in the box, then press the button to generate
your key URL...

zithldvzlvopglri. onion



cessando servicos ocultos

& (] Connection Settings

Configure Proxies to Access the Internet
Disable Torbutton to change these settings.
More information
O Mo proxy
O Auto-detect proxy settings for this network
O Use system proxy settings

®iManual proxy configuration:

HTTP Proxy: I Port:

[ Use this proxy server for all protocols

SSL Proxy: I Port:

ETP Proxy: | Port:

SOCKS Host: | 127.0.0.1 Port:

(O soCKS w4 (% SOCKS w5

No Proxy for: | 127.0.0.1
Example: .mozilla.org, .net.nz, 192.168.1.0/24

O Autormatic proxy configuration URL:

I @ Reload

@Help | xCancel | @OK




Ssh cliente

HiddenServiceDir ./tmp/ssh
HiddenServicePort 22 127.0.0.1:80

— Connect.c «—

connect.c -- Make socket connection using
SOCKS4/5 and HTTP tunne



~/.ssh/config

HOST  26qfpx2ahq7trree.onion

ProxyCommand /tmp/connect -S localhost:49 864 %h %p

ncaio@notebook:~$ ssh 26qfpx2ahq7trree.onion



O lado fraco

gii

2

Save All | Save Selected

=

ﬁessage Log

= e & S 0 O

Copy Selectall Find Clear Settings Help Close

ST cell to $F42608F8CDIDBA92F1C03?BC3FA[3238012C41788=fortas at 193.219.33.14'
)ed]:9001; OR connection is now open, using protocol version 3. Its ID digest is F426D8F8CD1D8A92F...

Basic | Advanced |
Time e Type Message

May 23 21:40:45.1... Info connection_ap_handshake_sattach_circuit(): pending-join circ 53120 already here, with intro ack. Stalling. (stream 3 sec old)

May 23 21:40:45.1... Info connection_ap_handshake_attach_circuit(): pending-join circ 53120 already here, with intro ack. Stalling. (stream 3 sec old)

May 23 21:40:45.4... Info circuit_finish_handshake(): Finished building circuit hop:

May 23 21:40:45.4... Info internal (high-uptime) circ (length 3, last hop Wall): GerNOXTorO(open) WiliamNLZ(open) Wall(closed)

May 23 21:40:45.4... Info circuit_send_next_onion_skin(): Sending extend relay cell.

May 23 21:40:45.5... Info connection_tls_continue_handshake(): Client got a v3 cert! Moving on to v3 handshake.

May 23 21:40:45.8... Info circuit_finish_handshake(): Finished building circuit hop:

May 23 21:40:45.8... Info internal (high-uptime) circ (length 3, last hop Wall): GerMOXTorO(open) WilliamNL2{open) Wall(lopen)

May 23 21:40:45.8... Info circuit_build_times_get_xm(}): Xm mode #0: 1825 19

May 23 21:40:45.8... Info circuit_build_times_get_xm(): Xm mode #1: 172517

May 23 21:40:45.8... Info circuit_build_ times_get_xm(): Xm mode #2: 2825 15

May 23 21:40:45.8... Info circuit_build times_set_timeout(): Set circuit build timeout to 7s (6§806,596765ms, 50000.000000ms, Xm: 2085, a: 1.360330, r: 0.220000) based on 1000 circuit times

May 23 21:40:45.8... Info circuit_send_next_onion_skin(): circuit built!

May 23 21:40:45.8.., Info pathbias_count_success(): Got success count 102/125 for guard GerNCXTor0=DDFEF25B189B398BCEESF01817ABBB18C3B23CD7

May 23 21:40 45 8. Info connection_ap_handshake_attach_circuit(): pending-join circ 33120 already here, with intro ack. Stalling. (stream 3 sec old)

Mane 2 5 R rannerctinn an h ndchnlﬂ: attarh rircniitl ) nendinaZinin rire 53120 alreadyv here with intra ark Stallina (stream 3 cer ald)
ibbed[:8001: AUthenticated it

ilready here, with intro ack. Stalling. (stream 4 sec old)

Maly 23 21:
May 23 21:
May 23 21:
May 23 21:
May 23 21:
May 23 21:
May 23 21:
May 23 21:
May 23 21:
May 23 21:
May 23 21:
May 23 21:
May 23 21:
May 23 21:

Ry 22 21

40:46.5...
40:46.5...
40:46.5...
40:46.5...
40:46.5...
40:46.5...
40:46.5...
40:46.8...
40:46.8...
40:46.8...
40:46.8...
40:48.0...
40:48.0...

40:48.5...
AN.AS 5

Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info
Info

Infe

rend client_ “hote_connection attempt ended(): Connection attempt for [scrubbed] has ended: cleaning up temporary state.
connection_ap_handshake_send_begin(): Sending relay cell 0 to begin stream 53190.
connection_ap_handshake_send_beqin(): Address/port sent, ap socket 10, n_circ_id 53120
connection_ap_handshake_attach_circuit{): rend joined circ 53120 already here. attaching. (stream 4 sec old)
rend_client_note_connection_attempt_ended(): Connection attempt for [scrubbed] has ended; cleaning up temporary state.
connection_ap_handshake_send_begin(): Sending relay cell 0 to begin stream 53191.

connection_ap_ handshake_send_begin{): Address/port sent, ap socket 12, n_circ_id 53120
entry_guard_inc_first_hop_count(]: Got success count 78/95 for guard fortas=F426D8FECD1 DBAS2F1 CO37BC3FAD23B012C41 788
circuit_finish_handshake(): Finished building fast circuit hop:

internal (high- uptime) circ (length 3, last hop PPrivCom034): fortas(open) chaoscomputerclub20(closed) PPrivCom034(closed)
circuit_send_next_onion_skin(): Sending extend relay cell.

connection_edge_ process_relay_cell not_open(): 'connected' received after 2 seconds.

internal (high-uptime) circ {length 3J; GerNOXTorO(open) AccessNowKromyonO2({open) digineod{open)
connection_edge_process_relay_cell not_open(): 'connected’ received after 2 seconds.

intarnal (hinhoairtirmal cire Tlanath 30 carhl W Tarilanan) Acracchlrwdrarmunnn 2 anan) dininandlanand

Save all messages to a file




https://torstatus.info/

Router Information

Router Name:

Fingerprint:

Contact:

IP Address:

Hostname:

Onion Router Port:

Directory Server Port:

Country Code:

Platform / Version:

Last Descriptor Published (GMT):
Current Uptime:

Bandwidth (Max/Burst/Observed - In Bps):

Family:

fortas

F426 D8F8 CD1D 8A92 F1C0 37BC 3FAD 23B0 12C4 178B
None Given

193.219.33.14

fortas.if. ktu. It

9001

9030

LT

Tor 0.2.3.25 on Linux A

2013-05-23 14:53:19

84 Day(s), 9 Hour(s), 6 Minute(s), 8 Second(s)

6291456 / 10485760 / 67557 (In KBps: 6144 / 10240 / 65.97)

No Info Given




FIM

caiogore@gmail.com
http://ncaio.wordpress.com
http://br.linkedin.com/in/ncaio


mailto:caiogore@gmail.com
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