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A Nova “‘carad” do sisterma Desktop da Microsoft j][

Motivacdo:

- Além da “estetica” o que mudou
(estruturalmente)?
- Técnicas e ferramentas convencionais

sdo suficientes para uma pericia

TERERRR
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Por que isso & importante? J]I'

http://www.blogmicrosoftbrasil.com.br/windows-8-aos-seis-meses-uma-sessao-de-perguntas-e-respostas-com-tami-reller/

Avanco no Numero de Usudrios:

- Em seis meses...
- 100 milhdes de licencas vendidas em 6 meses

- 250 milhdes de apps baixados pela Windows Store

Fonte: Tami Reller [marketing e financas da Microsoft]
(07/05/2013)

BB Windows
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Por que isso & importante? j][

http://www.w3schools.com/browsers/browsers 0s.asp

Avanco no Numero de Usudrios:
OS Platform Statistics

April 7.3% 36.4% 2.2% 0.4% 16.4% 4.8% 9.7% 2.2%
March 6. 7% 35.9% 2.4% 0.4% 17.6% 4. 7% 9.5% 2.3%
February 3. 7% 35.3% 2.4% 0.4% 19.1% 4.8% 9.6% 2.2%
January 4.8% 359.3% 2.6% 0.5% 19.9% 4.8% 9.3% 2.2%

December 2.9% 29.6% 2.8% 1.8% 21.1% 4. 8. 7% 2.2%
Movember 36.59% 2.8% 3.0% 20.8% 4.8% 9.4% 2.0%
October 36.8% 3.0% 1.8% 22.1% 4.8% 9.2% 1.8%
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Andlise Forense Computacional

Analisando a Estrutura do Novo Sistema:

- Interface do Usudrio (User Interface)
- Artefatos (Artifacts)

- Reqistro (Registry)

- Logs de Eventos (Event Logs)

- Lixeira (Recycle Bin)
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AnNdlise Estrutural ;@ User Interface J][

- User Interface
* “Metro-Style” Interface (suporte a touchscreen) - artiracts

- Reqistry

- Event Logs

- Recycle Bin

rrelevante 'Y para Computagao Forense
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AnNdlise Estrutural @ User Interface

GTER
GTS

A tela azul da morte mudou !!!

Your PC ran into a problem that it couldn't
handle, and now it needs to restart

ah earc b b the et e HAL INITIALIZATION FAILEL

:=l Mas confinua AZUL :P
e
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- User Interface
- Artifacts

- Reqistry

- Event Logs

- Recycle Bin
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Microsoft windows 8 GTS
ANndlise Estrutural :; User Interface J]r

- User Interface

O Botdo Iniciar “sumiu! 11?7 - Arifacts
‘A ' - Registry

- Event Logs

- Recycle Bin

PERENNENENNENNEN N

Samstag

A

Windows 8 Enterprise N

.. Mas a sua volta esta quase certa
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AnNdlise Estrutural @ Artifacts j][

e Local Folder - Artifacts

- Reqistry

[ ) Meh“o Apps - Event Logs

- Recycle Bin

* Internet Explorer 10

 Communication App
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AnNdlise Estrutural @ Artifacts 1][

LOCOI FOIder - Artifacts
. - Reqistry
- Armazena dados de cadad usudrio em pasta especificd - Event Logs

- Recycle Bin

%Root%\Users\%sUser%s\AppData\Local\

& win8 Users RICARDO AppData  .--

Nome i
+ ﬁ Dados de Aplicativos

t ﬁ Historico

ﬁ Microsoft

[ Packages

ﬁ Temp

ﬁ Temporary Internet Files

ﬁ VirtualStore

| | lconCache.db

+

+

+

+

+

===FI
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AnNdlise Estrutural :; Artifacts tl][
e Local Folder :: O que hda de novo (e relevante) ? - Artifacts
- Reqistry
* Atividades Recentes do Usudrio - Event Logs
_ - Recycle Bin
%Root%s\Users\%Users\AppData\Roaming\

Microsoft\Windows\Recent\AutomaticDestinations

Microsoft\Windows\Recent\CustomDestinations

» Cookies (usados recentemente)
%Root%s\Users\%sUser%s\AppData\Roaming\

Microsoft\Windows\Cookies
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AnNdlise Estrutural @ Artifacts j][

Metro Apps: - Artifacts

» Aplicativos (Apps) instalados e exibidos no Desktop - Regisiny

- Event Logs

* Cada App no Desktop tem um arquivo (texto) de registro | - Recycle Bin

indicando o App gque o criou e a sud localizacdo

%Root%\Users\%sUser%s\AppData\Local\Microsoft\Windows\Application Shortcurts

#] win® Users RICARDO AppData Local Microsoft Windows l_'—__:_:_Z:-;-;Z,:_-_5.—.:.—;:_';:] * E}
ﬁmicrnguft.micrnsnftskydrive_awekyb3dSbbwe ﬁMicrnmft.BingSpnrtS_awekyhEdSbhwe
ﬁmiCFDSth.WiﬂdDWSCGmmUHiCEtiGHSEPPS_E-WEk‘:,Fhadabhwe ﬁMicrcnSth.BingTravEL_SwekybEdSbhwe
ﬁmicrusnft.windnwsphntus_ﬁwekybEdEbbwe ﬁMicrc:nmft.BingWeather-EwekybEcISI::I::we
ﬁMichSGft.Bing-&wekybEd&bbwe ﬁMicrnmft.[amera-&wekthd&bbwe
ﬁMichSGft.BingFinance_SwekybEdE-I::I::we ﬁMicrnmft.F&eader-SwekybEdSbbwe
ﬁMichSth.BingMaps-SwekybEdSbbwe ﬁMicrnmft.}{bnxLWEGamES_&wEkybEdSbbwe

ﬁ Microsoft.BingNews_&wekyb3d&bbwe ﬁ Microsoft. ZuneMusic_8wekyb3d&bbwe
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Andlise Estrutural :: Artifacts j][
Metro Apps: - Artifacts
- Reqistry
» Metro App Cache " Bvent Logs
- Recycle Bin
 Web cache especifico de cada Metro App

%Root%\Users\%sUser%s\AppData\Local\Packages\%MetroAppName%\AC\INetCache

 Metro App Cookies

» Arquivos (texto) de cookies especificos de cada Metro App
%Root%\Users\%sUser%s\AppData\Local\Packages\%MetroAppNames\AC\INetCookies

* Metro App History

* Arquivos de historicos de acesso a internet especificos de cada Metro App
%Root%s\Users\%sUser%s\AppData\Local\Packages\%MetroAppNames\AC\INetHistory
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Andlise Estrutural :: Artifacts j][
Internet Explorer 10: - Artifacts
 No Windows 8 o browser Internet Explorer € utilizado de :Eeg'sw
vent Logs
nas formas Imersiva (via App) e acesso direto via Desktop | - Recycle Bin

» Websites Visitados por Apps de forma “Imersiva” via |IE 10

%Root%s\Users\%sUsers\AppData\Local\Microsoft\InternetExplorer\
Recovery\Immersive\Active

 Websites Visitados via Internet Explorer (acessado no Desktop)
%Root%\Users\%User%s\AppData\Local\Microsoft\
InternetExplorer\Recovery\Active

» Cache de Pdginas Visitadas via Internet Explorer
%Root%s\Users\%User%s\AppData\Local\Microsoft\
:.. Windows\WebCache\WebcacheV0l.dat
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AnNdlise Estrutural :: Artifacts

Communication App:

« Concentra dados de acesso a servigos (Internet) como:

e Correio Eletrénico (E-mail)
* Redes Sociais (Twitter, Facebook, ...)
« Servicos de Bate Papo (Chats)

e Outros servicos de comunicacdo com pessoas via rede
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- Artifacts
- Reqistry
- Event Logs

- Recycle Bin
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Andlise Estrutural :: Artifacts j][
Communication App: - Artifacts
- Reqistry
« Communication App [Web Cache] 'FE?Z”L:’;SH
- Recycle Bi
%Ro0t%s\Users\%User%s\AppData\Local\Packages\

microsoft.windowscommunicationsapps 8wekyb3d8bbwe\AC\INetCache

 Communication App [Cookies]

%Root%\Users\%sUser%s\AppData\Local\Packages\
microsoft.windowscommunicationsapps 8wekyb3d8bbwe\AC\INetCookies

 Communication App [History]
%Root%\Users\%sUser%s\AppData\Local\Packages\
microsoft.windowscommunicationsapps 8wekyb3d8bbwe\AC\INetHistory
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Andlise Estrutural ;. Artfifacts tl][
Communication App (User Contacts): - Artifacts
. . . - Reqist
* Contatos de Usudrios de Communication Apps Ejz:?ogs
%Root%\Users\%sUser%s\AppData\Local\Packages\ - Recycle Bin

microsoft.windowscommunicationsapps 8wekyb3d8bbwe\
LocalState\LiveComm\%Rétulo do Endereco WindowsLive do Usuario%\
%Versao do Appn%s\DBStore\LogFiles\

edb. log

edb00002. log

edb###. Log

edbtmp. log
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AnNdlise Estrutural @ Registry j]r
« SAM
- Registry
e SYSTEM - Event Logs
. SOFTWARE - Recycle Bin
« SECURITY

* NTUSER.DAT (para cada usudrio)

e BBl (Browser-Based Interface)

« COMPONENTS
 DRIVERS
* ELAM (Early Launch Anti-Malware)

:=l
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Andlise Estrutural 1 Registry j][
SAM :: Informacdes Relevantes (pré-existentes)
- Registry
%System Root%s\Windows\System32\Conf1ig\SAM - Event Logs
. . . . -R le Bi
» Ultimo Login do Usudrio [LastLogon] e

« Ultima Mudanca de Senha [LastPasswordChange]

e Expiracdo de Conta [Account Expiration]

« ULtima vez que que o Login Falhou [LastFailedLogon]
* Primeiro Nome do Usudrio [GivenName]

« Sobrenome do Usudrio [Surname]
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Andlise Estrutural ;. Registry

SAM :: O que hd de novo (e relevante) ?

* Nome de Usudrio na Internet (Internet User Name)
%System Root%s\Windows\System32\Config\SAM
Domains\Account\Users\InternetUserName

 |[dentificador de UserTile
%System Root%s\Windows\System32\Config\SAM

Domains\Account\Users\UserTile
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- Registry
- Event Logs

- Recycle Bin
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Andlise Estrutural ;. Registry j][

SYSTEM :: Informacdes Relevantes (pre-existentes)
- Registry
%System Root%s\Windows\System32\Conf1g\SYSTEM | -Event Logs

- Recycle Bin

* Nome do Computador (ComputerName)

ControlSet001\Control\ComputerName\ComputerName

e Dispositivos de Armazenamento (STORAGE)
ControlSetOOI\Enum\STORAGE

* Dispositivos de Armazenamento USB (USBSTOR) [desde Win7]
ControlSetOOI\Enum\USBSTOR

« Vendor ID, Product ID, Revision Number, Serial Number

n * Nova Sub-Key: Dispositivos Montados (Mounted Devices)
‘l
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Andlise Estrutural ;. Registry j][

SYSTEM :: Informacdes Relevantes (pre-existentes)
- Registry
%System Root%s\Windows\System32\Conf1g\SYSTEM | -Event Logs

- Recycle Bin

 Lista e detalhes de Drivers Instalados (Driver Database)

 DriverFiles / DriverinfFiles / DriverPackages

* |[mpressoras
ControlSeted NEnum\SWD\PRINTENUM\%Id_Impressora%\FriendlyName

:=I
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Andlise Estrutural @ Registry j][
SOFTWARE :: InformacoOes Relevantes (pré-existentes)
- Regqist
%System Roots\Windows\System32\Config\SOFTWARE | _g o\,
Microsoft\WindowsNT\CurrentVersion\ - Recycle Bin

e CurrentBuild

e CurrentVersion
 EditionID

* InstallDate

* ProductName

* Registered (empresa)

* RegisteredOwner (usudrio)
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Andlise Estrutural @ Registry j][
SOFTWARE :: O que hd de novo (e relevante) ?
- Registry
. - Event Logs
 Metro Apps Instalados no Sistema - Recycle Bin
%System Root%s\Windows\System32\Config\SOFTWARE

Microsoft\Windows\CurrentVersion\Appx\AppxAllUserStore\Applications

 Metro Apps Instalados para um Usudrio do Sistema
%System Root%s\Windows\System32\Config\SOFTWARE
Microsoft\Windows\CurrentVersion\Appx\AppxAllUserStore\%SID%
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Andlise Estrutural @ Registry j][
NTUSER.DAT :: Informacdes Relevantes (pré-existentes)
- Reqistr
%System Root%\Users\%Users\NTUSER.DAT Event Logs
- Recycle Bin
 Documentos Acessados Recentemente

Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs

 Sites (URLs) Visitados

Software\Microsoft\Internet Explorer\TypedURLs

NTUSER.DAT :: O que hd de novo (e relevante) ?

» Data/Hora de Acesso a Sites (URLSs)
Software\Microsoft\Internet Explorer\TypedURLsTime
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Outras Estruturas (Registro/Hives) para Andlise j][

BBl (Browser-Based Interface)

» Dados de configuracdo do Windows Live - Regisfry

« Usado em conjunto com os Metro Apps - Bvent Logs

. . - Recycle Bin

« System Root%\Windows\System32\Config\BBI

 Events

« {07637049-713b-4114-8776-585cb1d48193}
» BrokerId, EventInformation, Flags, PackageFullName, UserSid, EventType

. (...)
» Workltems
« {ff5cb789-f2e6-414c-a221-ac63d644c596}

« ActivationType, Conditions, Flags, Name, TriggerEvent, TaskEntryPoint

:=.- (...)
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Outras Estruturas (Registro/Hives) para Andlise j][

COMPONENTS

%System Root%s\Windows\System32\Config\COMPONENTS :Smmf
« Canonical Data vent Logs
« Catalogs
* Deploy
« Configuration
» Derived Data
« Components
 VersionedIndex
* 6.2.9200.16384 (win8 rtm.120725-1247)
« Component Families
e Installers

e Shortcurt
.
=l

Servicing Stack Versions
. . . INSTITUTO FEDERAL DE

ccpinterface
. . EDUCAGAO, CIENCIA E TECNOLOGIA
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Outras Estruturas (Registro/Hives) para Andlise j][
DRIVERS
%System Root%s\Windows\System32\Config\DRIVERS :Sf:?;ﬁ
e Driver Database - Recycle Bin
 Device Ids

e Driver Files
e Driver Inf Files
« Driver Package

ELAM (Early Launch Anti-Malware)

* Dados de configuracdo do Windows Defender e aplicativos relacionados
%System Root%s\Windows\System32\Config\ELAM

e Windows Defender

:=. e Measured
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Andlise Estrutural @ BEvent Logs j][
* Logs de Eventos (Event Logs)
%System Root%s\Windows\System32\winevt\Logs - Event Logs
- Recycle Bin
e System.evix

o Setup.evix

e Security.evix  Mudou a localizacao
« Alterou a extensao (.evt p/ .evtx)

o * Diversificou
* Application.evtx (cada App tem seu log especifico)

* HardwareEvents.evtx

:=l

* Operational.evix
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Andlise Estrutural :: Lixeira (Recycle Bin) j][

e Lixeira : Pasta Unica + SID (por usudrio)
%System Root%s\$Recycle.Bin\%USER SID%

* Arquivos Apagados (e ndo excluidos da Lixeira)

- Recycle Bin

* Pasta pode ser referenciada para recuperacdo de arquivos

apagados utilizando ferramentas especificas
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AnNdlise Estrutural ;@ Outros Recursos

e Recovery Drive (PC Refresh / PC Reset)
e Bitlocker (Driver Encryption)
e Sky Drive (Free Cloud)

* Arquivos Adicionais (classificados) de caches Thumbs

* Novo formato [ ferramenta Vinetto fail :( ]
 [so Automount
« Suporte a USB3
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Andlise Forense Computacional j][

ESTUD0O DE €©ARSO

Colocsasrndo &
Mao MaS Massa...
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Andlise Forense Computacional j][

Roteiro do Estudo de Caso:

- Instalar o sistema operacional Windows 8
 Em uma madquina virtual (Virtualbox); e/ou

« Em uma madquina real

- Executar operacdes comuns de usudrio no sistema

» Acessar sites, conectar dispositivos externos, abrir arquivos e criar contas
- Fazer uma imagem (raw) da(s) particdo(des) do sistema
- Analisar arquivo de imagem da(s) particdo(des) do sistema
- Fazer um dump da memoria do sistema
- Andlisar arquivo de dump de memoria
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Andlise Forense Computacional

Instalar o sistema operacional Windows 8:

Atualizagao do Windows 8 Atualizacao do Windows 8 Pro

B Compr(]r umdad “CGﬂQG ”’?? R$ 359,00 (Preco estimado)* R$ 610,00 (Freco estimado)*
* R$ 359,00

* R$ 610,00 (versdo pro) AN\

« http://windows.microsoft.com/pt-BR/windows/buy

- Baixar versdo “Enterprise Evaluation”
« http://msdn.microsoft.com/windows/apps/br229516/

GTER
GTS

hr

* Versdo especial disponibilizada para desenvolvedores/testes (90 dias)

 Sem possibilidade de atualizacdo

» Registro obrigatério / logon conta Microsoft (ou nome/email/pais)

10 dias para ativacdo (on-line) apos instalacdo
:=. « N&o é necessdria chave de ativacdo do produto
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Andlise Forense Computacional 1][

Instalagcdo do Windows 8 em madquina virtual (Virtualbox):

- Sistema utilizado ndo suporta Virtualizacdo por Hardware

* Pré-requisito para instalacdo (do Windows 8) em ambiente virtualizado

Windows8 - Configuragdes

= Geral Sistema
. Placa-M3de | Processador| Aceleracao
Maonitor — — -erag
@ Armazenamento Membria Base; S (= ' |1024 | MB
# Audio 4 MB 2048 MB
&P Rede Ordem de Boot: Disquete T
i R
@ Portas Seriais v O SRR +
2 Disco Rigido
& uss O =P Rede

@ Pastas Compartilhadas
Chipset: | ICH9 <

Recursos Estendidos: Habilitar o |0 APIC
[[] Habilitar EFI (sistemas especiais apenas)
[] Relégio da maquina retorna hora UTC

Habilitar dispositivo de apontamento absoluto

Ma pagina Sistema, vocé configurou mais de S0% da memoria de seu computador (1,97 GB) para a

maquina virtual. E possivel que ndo havera memoria suficiente para o sistema operacional nativo.

- L<]

Continue por sua conta e risco.
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Andlise Forense Computacional

Instalacdo do Windows 8 em madquina real:

- Requisitos (minimos) recomendados:
* Processador: 1 GHz ou mais rdpido
« RAM: 1 GB (32 bits) ou 2 GB (64 bits)
* Espaco do disco rigido: 16 GB (32 bits) ou 20 GB (64 bits)
« http://msdn.microsoft.com/pt-br/evalcenter/jj554510.aspx
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Andlise Forense Computacional

Instalacdo do Windows 8 em madquina real:

- Equipamento Utilizado:
« Macbook Air (clone) = Xingling chinés © (thanks DealExtreme)
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Andlise Forense Computacional J][

* Processador:
 Intel Atom N450
« 1.66 GHz
 Memoria RAM: 1 GB
* Espaco em Disco: 10 GB

Instalacdo utilizou 2 particdes:
« 350MB
« 9,5GB

:=l
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Imagem (raw) da(s) particdo(des) do Sistema:

- Boot na estacdo com Live-USB:

* Distribuicdo Utilizada: Kali Linux 1.0

http://www.kali.org

Substituto da Distribuicdo BackTrack

Diversas ferramentas para Andlise Forense / Pentest
Ferramenta Utilizada para imagem = dcfldd

Instalacdo do Windows 8 utilizou 2 particoes

* Imagem das duas particdes do sistema:
# dcfldd if=/dev/sdbl of=/media/pendrive/win8 part0l.dd
# dcfldd if=/dev/sdb2 of=/media/pendrive/win8 part02.dd

ﬁl
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Coletando Informacdes do Sistema de Arquivos

 Montando a imagem do disco sem permissdo de escrita:

# mkdir /media/win8

# mount /imagens/win8 part02.dd /media/win8 -o ro, loop

* O acesso e andlise dos arquivos importantes do sistema de
arquivo podem ser feitos normalmente sem o risco de alteracdo
e Para o acesso foi utilizado o gerenciador de arquivos padrdo do

Debian Linux;: Nautilus

:.. # nautilus /media/win8
i
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Microsoft windows 8 GTS
Andlise Estrutural :: Artifacts nr

Local Folder :: (Usudrio RICARDO)

\media\win8\Users\RICARDO\AppData\Local\

Nome ™
[ E' Dados de Aplicativos
E Historico
W Microsoft
@l Packages
B Temp
EX EI Temporary Internet Files
W VirtualStore
|2| lconCache.db

. . INSTITUTO FEDERAL DE
EDUCAGAO, CIENCIA E TECNOLOGIA

. . RI0 GRANDE DO NORTE ) )
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Local Folder :: (Usudrio RICARDO) :: Atividades Recentes

\media\win8\Users\RICARDO\AppData\Roaming\
Microsoft\Windows\Recent\AutomaticDestinations

< RICARDC AppData Roaming Microsoft Windows Recent | AutomaticDestinations

E| 7eddcad0246863e3 automaticDestinations-ms
E| 26bfbdac&cb6cb7d. automaticDestinations-ms
E| fO1b4d95cf55d3 2a.automaticDestinations-ms
ii| f3c90decd 2360729 automaticDestinations-ms

:=l
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Local Folder :: (Usudrio RICARDO) :: Atividades Recentes

\media\win8\Users\RICARDO\AppData\Roaming\
Microsoft\Windows\Recent\AutomaticDestinations

» Acesso a arquivos com Editor Hexadecimal (Hexdump)

GTER
GTS

hr

%

00000d90
00000da0d
00000dbo
00000dco
00000ddo
00000de0d

*

00
5¢
5c¢
6b
be
00

00
19
00
00
00
00

0b
/cC
66
5f
67
00

00
55
00
00
00
00

00
ce
6f
30
fb
00

00
01
00
00
10
00

00 00
ff ff
74 00
30 00
cl 4a
00 00

00
ff
6f
31
8¢
00

00
ff
00
00
3e
00

00
14
73
31
1f
00

00
00
00
00
CC
00

80
44
5¢
2e
00
00

3f
00
00
00
00
00

13
3a
72
70
00
00

# hexdump -C 26bfbdac8cb66cb/d.automaticDestinations-ms

36
00
00 §|\.f.o.t.0.s.\.r.|
00 §|k. .0.0.1.1...p.|
G0 g |n.g....J.>......|
00 [T

d
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Local Folder :: (Usudrio RICARDO) :: Cookies Recentes

\media\win8\Users\RICARDO\AppData\Roaming\
Microsoft\Windows\Cookies

# win8 Users RICARDO AppData Roaming Microsoft Windows |:;,::.:._'f,:—5|

B Low | | HGIJAZNH. txt
| |4ZGYE1AN.txt | | JLWYLPPILtxt
I_'| container.dat |_| P11S5EJM. txt
| | DYH212YA.txt | | SBFOZOMNZ2.txt
| |F3YYOHQJ.txt | | Z7FPSOWW.txt
| | H14SYITltxt

INSTITUTO FEDERAL DE
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Local Folder :: (Usudrio RICARDO) :: Cookies Recentes

\media\win8\Users\RICARDO\AppData\Roaming\
Microsoft\Windows\Cookies

* Acesso a arquivos com Extrator de Cookies (Galleta)

# galleta F3YYOHQJ.txt

Cookie File: F3YYOHQJ.txt

SITE VARIABLE VALUE CREATION TIME EXPIRE TIME FLAGS

c.live.com/ MR 0 05/20/2013 14:33:32 06/19/2013 14:26:35 1024

c.live.com/ ANONCHK 1 05/20/2013 14:33:32 05/23/2013 14:26:35 1024

= .
. INSTITUTO FEDERAL DE
. . EDUCACAO, CIENCIA E TECNOLOGIA
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Andlise de Arguivo com Imagem do Disco

Col

etando Informacdes do Regqistro

GTER
GTS

hr

» Copiar registros/hives para manipular com ferramentas especificas

H H H O H OH O H K H

mkdir /root/forense/win8

cd /media/win8/Windows/System32/config
cp SAM /root/forense/win8

cp SYSTEM /root/forense/win8

cp SOFTWARE /root/forense/win8

cp SECURITY /root/forense/win8

cd /media/win8/Users/RICARDO

cp NTUSER.DAT /root/forense/win8

:=l
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Andlise de Arguivo com Imagem do Disco

Manipulando/Analisando Informacdes do Registro

O que usar?
 FRED (Forensic Reqistry EDitor) / FRED Reports

 Ferramenta grdfica que permite navegar em cada hive
e Exibe relatorios (reports) padrdes para alguns itens

 Chnfpw
 Ferramenta modo texto que pernite navegar em cada hive
 Comandos infterativos (disponibiliza “help”)

* RegRipper (Registry Ripper)
 Ferramenta modo texto que extrai (rip) informacdes de cada hive
e Resultado de cada extracdo € gerado em um arquivo texto

:.. * Plugins definidos para os principais registros/hives
o

EDUCACAO, CIENCIA E TECNOLOGIA
RI0 GRANDE DO NORTE
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Andlise do Regqistro :: Exemplo de Uso do FRED
Forensic Registry EDitor (fred) vO.1.0betad4d - SOFTWARE
File Edit EH;IIH;;] Help
b ATITechs NTUSER D0/ Toe Value
[ Classes SAM >
[+ Clients ~ Ao .
P Intel SYSTEM D
[* Macromeadra
» Microsoft
[ ODBC . . .
o Windows version info
[* Policies
RegisteredApplications Windows version: Windows 8 Enterterprise Evaluation build 9200
Build string: 9200.win8 rtm.120725-1247
Extended build string: 9200.16384.x86fre.win8 rtm.120725-1247
Install date: 2013/05/20 16:48:44
Registered owner: scardusklebs@gmail.com
. Registered organization:
. Product ID: 00178-40000-00001-AA094
INSTITUTO FEDERALDE Product Key: RR3DQ-7QJ9T-QHYYK-C6XTW-HMFDM
...Enucncﬁo,clﬁﬂcm eTecnologia | Lnstall path: C:\Windows
.. RI0 GRANDE DO NORTE Source path: n/a




Andlise de Arguivo com Imagem do Disco

Andlise do Regqistro :: Exemplo de Uso do FRED

Forensic Registry EDitor (fred) vO.1.0betad - SAM

File Edit Help
A NTUSER D Q_ Key
= Domai UserAccounts
¥ AcC SOFTWARE ) _
b Server DomainUpdates
SYSTEM >
b Groups
~ Users
000001F4
000001F5
O00003E9
O00003EB
000003EC
= Mames
Administrador e
Convidado Hex viewer
H €} Users
omerotptiser 0000 67 60 01 80
RICARDO G016 01 0@ 14 80
teste_000 GE20 44 GO0 Q0 QO
b Builtin I'-'.'Ir-"l':!r-'l Aa AR (A5 A1
LastSkul d .
aeRarate Byte offset: 00000 (0

User accounts

Administrador

RID: 500 (OxO000001F4)

Comment: Conta interna para a administracao do
computador/dominio

Last login time: 2012/07/26 06:05:02
Last pw change: 2012/07/26 06:08:18

Last failed login: n/a

Account expires: n/a

Total logins: 1

Failed logins: 0

Account flags: Disabled NoPwExpiry (529)

(...)

RICARDO

RID: 1001 (Ox000003E9)

Full name: RICARDO GALVAO

Last login time: n/a

Last pw change: 2013/05/20 17:34:27
Last failed login: n/a

Account expires: 1975/01/22 22:55:33
Total logins: O

Failed logins: 0

Account flags: NoPwExpiry (528)

~Iv




Andlise de Arguivo com Imagem do Disco

Andlise do Regqistro :: Exemplo de Uso do FRED

Forensic Registry EDitor (fred) vO.1.0beta4 - SAM

Forensic Registry EDitor (fred) vO.1.0betad4 - SAM

File Edit Reports Help

- SAM
= Domains
= Account
P Aliases
b Groups
= lsers
000001F4
O00001FS
O00003E9
O000D03EB
O00003EC
= Mames
Administrado

Convidado

INSTITUTO FEDERAL DE

RID GRANDE DO NORTE

Value

I (default) | OxOOO003E9

Hex viewer

EDUCACAO, CIENCIA E TECNOLOGIA

File Edit Reports Help
= SAM Key Type
~ Domains F REG_BINARY
= Account
) ForcePasswordReset REG_BIMARY
[ Aliases
b Groups GivenMName REG_BINARY
= Users InternetProviderGUID REG_BIMNARY
000001F4 InternetSID REG_BIMARY
000003ES InternetUID REG_BIMNARY
. /|
OODODO3EC Surname REG_BINARY
- Mames
Administrador L [
Convidado Hex viewer
HomeG User$
omeroupLser PEEE 73 00 63 60 61 00 72 GO0
RICARDO EAL1E 6c GO 65 B0 62 00 73 GO
teste_0Q00 BEZE 69 60 6c 00 Ze OO0 63 00
P Builtin [
LastSkuU d
astokipgrade Byte offset: 0x0000 (0)
RYWACT |

GTS'21 — Andllise Forense Computacional no Windows 8 :: Ricardo Kléber
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Andlise do Regqistro :: Exemplo de Uso do chntpw

# chntpw -1 SAM

chntpw version 0.99.6 080526 (sixtyfour), (c) Petter N Hagen

Hive <SAM> name (from header): <\SystemRoot\System32\Config\SAM>

ROOT KEY at offset: 0x001020 * Subkey indexing type is: 666c <lf>

(...)

| RID -|[---------- Username -------- tow - | Admin? |- Lock? --|

| 01f4 | Administrador | ADMIN | dis/lock |

| 01f5 | Convidado | | dis/lock |

| 03eb | HomeGroupUser$ | | |

| 03e9 | RICARDO | ADMIN | |

| 03ec | teste 000 | | |
:ll

o
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AnNdlise de Arguivo com Imagem do Disco

Andlise do Registro :: Exemplo de Uso do chntpw

hr

# chntpw -e SAM
> cd SAM\Domains\Account\Users\000003E9

\SAM\Domains\Account\Users\000003E9> cat InternetUserName
Value <InternetUserName> of type REG BINARY, data length 44 [0x2c]

;00000 73 00 63 00 61 00 72 00 64 00 75 00 73 00 6B 00 s.c.a.r.d.u.s.k.
;00010 6C 00 65 00 62 00 73 00 40 00 67 00 6D 00 61 00 l.e.b.s.@.g.m.a.

:00020 69 00 6C 00 2E 00 63 00 6F 00 6D 00 i.l...c.o.m.
tpw

Value <GivenName> of type REG BINARY, data length 14 [Oxe]
;00000 52 00 49 00 43 00 41 00 52 00 44 00 4F 00 R.I.C.A.R.D.O.

\SAM\Domains\Account\Users\000003E9> cat GivenName “g\\

\SAM\Domains\Account\Users\0000O03E9> cat Surname
Value <Surname> of type REG BINARY, data length 12 [0Oxc]
;00000 47 00 41 00 4C 00 56 00 41 00 4F 00 G.A.L.V.A.O.\
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Andlise do Registro :: Exemplo de Uso do RegRipper

|
RegRipper, v.2.5 | - (O [ X
File  Help Seleciona Arquivo HIVE
Hive: File: IZ:'l,winE'l,'-.-'-.-'iru:h:nws'l,S';.-'stemSE'l,n:DnFig'l,S.ﬁ.M gmwse
Report File: I2:'l,men:lia'l,winB'l,resulta-:ln_regripper_sam.I::-:I: Browse
Plugin File: ;I . i
cystem Arquivo onde sera gerado
usrelass-al (RIP) o relatério
secirity
nkuser-all ;I
|5|:|Ftware
Plugin Utilizado
hd|
Rip It | Close |
r . Plugin File =
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Andlise do Registro :: Exemplo de Uso do RegRipper

# cat resultado sam.txt

(...)
(NTUSER.DAT) Returns contents of user's TypedURLs key.

TypedURLS
Software\Microsoft\Internet Explorer\TypedURLs
LastWrite Time Mon May 20 17:41:58 2013 (UTC)
urll -> http://www.google.com.br/
url2 -> http://images.google.com/
url3 -> http://www.terra.com.br/
url4 -> http://gts.nic.br/
url5 -> http://www.ifrn.edu.br/
(...)

:=l
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AnNdlise de Arguivo com Imagem do Disco

GTER
GTS

hr

Andlise do Registro :: Exemplo de Uso do RegRipper

# cat resultado sam.txt

(...)
(NTUSER.DAT) Returns contents of user's TypedURLsTime key.

TypedURLsTime

Software\Microsoft\Internet Explorer\TypedURLsTime

LastWrite Time Mon May 20 17:41:58 2013 (UTC)
urll -> Mon May 20 17:36:37 2013 Z (http://www.google.com.br/)
url2 -> Mon May 20 17:15:09 2013 Z (http://images.google.com/)
url3 -> Mon May 20 17:14:07 2013 Z (http://www.terra.com.br/)
url4 -> Mon May 20 17:13:35 2013 Z (http://gts.nic.br/)
url5 -> Mon May 20 17:13:05 2013 Z (http://www.ifrn.edu.br/)

(...)

:=I
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Manipulando/Analisando Informacdes do Registro

* Conclusdes
* FRED (Forensic Registry EDitor) / FRED Reports

» Visuadlizar informacdes relevantes dos hives (novas e préexistentes)
 Visualizacdo parcial dos Valores (Value Name) das chaves (Keys)
 Chnipw
 Visuadliza todas as informacdes (novas e preexistentes) inclusive Value Names
« E uma ferramenta “modo-texto” (11??)
* RegRipper (Registry Ripper)
* Facilita andlise pos-extracdo
* Necessita de plugins para extracdo
 Ndo estdo disponiveis (ainda) plugins dos novos hives

:=l
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B
¢ o shadoW 2
Senhas de Usudrios por Forgca Bruta , .sm;g;u.g%%%»w"

(Nenhuma Alteragdo nesta nova versao)

- Ferramentas bkhive, samdump?2 e John The Ripper (john) %ﬁ
a

* Pre-instaladas no sistema Kali Linux

# mkdir /media/win8

# mount /imagens/win8 part02.dd /media/win8 -0 ro, loop

# bkhive /media/win8/Windows/System32/config/SYSTEM syskey.txt

# samdump2 /media/win8/Windows/System32/config/SAM syskey.txt > hashes.txt
# john hashes. txt

:=l
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AnNdlise Forense Computacional

GTE
GTS

Dump da Memoria do Sistema:

R

hr

- Ferramenta Utilizada: e
| logs
* MoonSols Windows Memory Toolkit e
* Freeware (Community Version) 53:2;:2:
500 Euros (Professional Version) B dumpleee

B hibr2dmp.exe

* http://www.moonsols.com/windows-memory-toolkit/ | @ i.ciumkdoe

. . . . .| README. bt
» Executavel baixado e executado direto de um pendrive 3 wini2dd,exe

|%| win32dd.sys
(3 winddd.exe

L

 Dump gerado direto no pendrive
« E:\DumpIt.exe

- rkwin8-20130420-175441. raw

:=l
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Andalisando o Arquivo de dump da Memoria do Sistema:

|
@WWLI y [ ower

https://code.google.com/p/volatility e Suporte a vdrios SO's

- Utilizando a versdo disponivel (Kali Linux) do Volatility

# vol imageinfo -f rkwin8-20130520-175441.raw

Volatile Systems Volatility Framework 2.1
Determining profile based on KDBG search...

Suggested Profile(s) : No suggestion (Instantiated with no profile)

:=l
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Suporte do Volatility para Windows8:
- Versdo 3.0 (em desenvolvimento
. (. ) . '-\Jﬁt:) Il_;]:*f
« Addition of Windows 8 / Server 2012 Support/Testing

Novos Profiles para Windows B =Win8SPOx86 | Win8SP0Ox64

- Tutorial da nova versdo:
https://volatility.googlecode.com/svn/branches/scudette/docs/index.html

- Versdo Atual (desenvolvimento) [24/02/2013] Preview Release 0.2:
https://volatility.googlecode.com/files/volatility-tp2.zip

- Instalacdo via SVN:

svn checkout http://volatility.googlecode.com/svn/branches/scudette/ volatility
- # ./vol.py --help
. The Volatility Memory Forensic Framework technology preview (3.0 tp2)
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Exemplo de Utilizacdo/Resultados:

Plugin: pslist Vol q Y
# ./vol.py -f rkwin8-20130420-175441.raw --profile=Win8SP0Ox86 pslist
The Volatility Memory Forensic Framework technology preview (3.0 tp2)

Offset(V) Name PID PPID Thds Hnds Time
0x8274aa00 System 4 0 80 ------ 2013-04-20 17:52:31
0x83967040 smss.exe 232 4 2 ------ 2013-04-20 17:52:31
0x836916c0 cmd.exe 1508 3488 8 ------ 2013-04-20 17:54:24
0x83704d00 DumpIlt.exe 3840 1508 2 ------ 2013-04-20 18:15:43

:=l
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Andlise de dump de Memodria com Volatility

Exemplo de Utilizacdo/Resultados:

Plugin: userassist

GTER
GTS

hr

—\/*oL;{[.L-‘I'Y

Last updated: 2013-04-20
0x00000000 00 00 00 OO 02
0x00000010 00 00 80 bf 00
0x00000020 00 00 80 bf 00
0x00000030 00 00 80 bf 00
0x00000040 cO 73 cc 01 00

00
00
00
00
00

54:

00
80
80
80
00

24
00
bf
bf
bf
00

05 00 00 0O 71 ed 06 00O
00 00 80 bf 00 00 80 bf
00 00 80 bf 00 00 80 bf
ff ff ff ff 50 0f 69 94

# ./vol.py -f rkwin8-20130420-175441.raw --profile=Win8SPOx86 userassist
The Volatility Memory Forensic Framework technology preview (3.0 tp2)

REG_BINARY Swindir%s\system32\cmd.exe :
Time Focused: 0:07:34.501000
17:

:=I
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| | | | | | | | | | | | | | | | | | | | | | | | | | | | | | | | | | | | | | III | | |
Exemplo de Utilizacdo/Resultados:
Plugin: userassist WL&FL'TY

# ./vol.py -f rkwin8-20130420-175441.raw --profile=Win8SPOx86 userassist
The Volatility Memory Forensic Framework technology preview (3.0 tp2)

REG BINARY E:\DumpIt\DumpIt.exe :

Time Focused: 0:01:27.500000

Last updated: 2013-04-20 18:15:43

Ox00000000 00 00 OO0 OO0 OO0 00 OO0 00 01 00 00 60 00 OO0 O OO  .......... ...,
0x00000010 00 00 80 bf 00 G0 80 bf 00 00 80 bf 60 00 80 bf ................
0x00000020 00 00 80 bf 00 00 80 bf 00 00 80 bf 00 00 80 bf ................
0x00000030 00 00 80 bf 00 00 80 bf ff ff ff ff 00 00 G0 GO  ................
0x00000040 00 00 00 0O GO 00 G6 GG .

:=I
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Andlise de dump de Memodria com Volatility

Plugins Disponiveis (versdo 3.0 _tp2):

kdbgscan

pslist
pstree
psscan
dlllist
dlldump
pedump
handles
getsids
cmdscan

consoles
procinfo

memmap

procexedump

:=l
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vadinfo
vadwalk
vadtree
vaddump
evtlogs
modules
modscan
moddump
driverscan
filescan
mutantscan

symlinkscan

thrdscan

connections

connscan
sockets

sockscan
netscan
hivescan
hivelist
printkey
hivedump
hashdump
Lsadump
userassist
shimcache

getservicesids

crashinfo
hibinfo
imagecopy
raw2dmp
malfind

GTS'21 — Andllise Forense Computacional no Windows 8 :: Ricardo Kléber

yarascan
svcscan
ldrmodules
impscan
apihooks
idt

gdt
threads
callbacks
driverirp
devicetree
psxview
timers
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Ultima Dica sobre o Volatility:

- Versdo 3.0 (em desenvolvimento) WWL
: > l-I-Y

* Traz, adicionalmente, ferramenta de Dump de Memoaria:

WIinPMEM

/usr/share/volatility-3.0-tp2/tools/windows/winpmem

Versdo 1.1

Copyright 2012 Michael Cohen <scudette@gmail.com>

Licenca: Apache 2.0

:=I
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O que interessa na andlise forense em sistemas Windows?
* Dados de usudrios e do sistema disponiveis...
* No disco (sistema de arquivos) / na memoria / no registro

O que hd de novidades relevantes no Windows 87?
« Aumento do registro das atividades dos usudrios
 Mudancas na localizacdo de arquivos de registro pré-existentes
» Conceito de App (Metro Interface) » mais dados relevantes

Ferramentas para versodes anteriores estdo adequadas/atualizadas?
* Parcialmente
* As que fazem uso de plugins e templates estdo em fase de atualizacdo
* A coleta de todas as informacdes disponiveis necessdrias ja € possivel

(com um pouco de esforgo)
.
=l

Esta apresentacdo ndo levou em consideracdo
solucdes/ferramentas comerciais e/ou baseadas
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