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Gestao de Conformidade

O que é?

v’ Conformidade é o ato de cumprir regras ou controles pré-
estabelecidos;

v' Gestdo de Conformidade envolve o controle do cumprimento de
boas praticas, leis ou padroes ou normas, sejam de mercado, de
governo, fornecedores, etc.

v" A conformidade em Tl ndo é uma novidade, ja s3o comuns padrdes

como o PCI-DSS, normas como a ISO 27002 e leis como a Sarbanes-
Oxley.
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Gestao de Conformidade

Ciclo de Vida
@ Tratar os erros e ’

excegoes Definir a politica @
a ser usada
como base
Ciclo de vida
da gestao de
conformidade
AWValisar os
resultados

Aplicar os controles

(Scan) no ambiente do
escopo @
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Gestao de Conformidade
Como implementar?

“Mas se eu nao sou obrigado

a seguir nenhuma politica em especifico,
como posso definir controles

de boas praticas para minha empresa?”

Utilizando um framework!
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CIS: Centro de Seguranca para Internet

Apresentacao

v" Organizacdo sem fins lucrativos voltada para melhorar a capacidade da
seguranca computacional, atua de forma colaborativa no
desenvolvimento de conhecimento em seguranca da informacao.

[ 1 1 . , —
CENTER FOR B ok g T &) o
INTERNET SECURITY in|_£181] ContactUs
ABOUT US | COMMUNITIES/MEMBERSHIP | RESOURCES & PUBLICATIONS | TRAINING & EVENTS
CHECK OUT THE CIS BLOG! Center for Internet Security

The Center for Internet Security (CIS) is a nonprofit organization focused on enhancing the cyber security
readiness and response of public and private sector entities, with a commitment to excellence through
collaboration. Through its four divisions--Security Benchmarks, Multi-State ISAC, Trusted Purchasing
Alliance, and the Integrated Intelligence Center--CIS serves as a central resource in the development and
delivery of high-quality, timely products and services to assist our partners in government, academia, the
private sector and the general public in improving their cyber security posture.

CENTER FOR
INTERNET SECURITY

oday's Cyber Security Tip: Protect Your Portable Devices: It is important to make sure you secure
your portable devices to ... Click here to read more

MS-ISAC TRUSTED PURCHASING ALLIANCE INTEGRATED INTELLIGENCE CENTER

Pis- 154 Trusted

Security MULTI-STATE 3&%} Purchasing @) Mearated
fi fon Shari D ntelligence

Benchmarks Wmam@ts'ﬁ"cen?e'i"g Y Alliance Conter

https://www.cisecurity.org
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CIS: Centro de Seguranca para Internet

Security Benchmarks

v Divisdo da CIS que elabora politicas com controles seguindo as melhores
praticas para configuracao e uso de equipamentos;

CENTER FOR

SBCUPIty A DIVISION OF INTERNET SECURITY
Benchmarks inl_fl&]

Home

Welcome to the CIS Security
Benchmarks Division
The CIS Security Benchmarks

conser d and internat
organi. mprove their ¢y

ffective,
ions that help

Have PCI Compliance Requirements? Let CIS Help! Our benchmarks are referenced
in the PCI Data Security Standard. Learn more.

BECOME A MEMBER JOIN CONSENSUS TEAM

Take advantage of Earn CPE credits and peer

affurdable, expert re. oining other .IT Free CIS Security Resources
guidance and resources sel in establishing
including automated best practices through the Leverage CIS resources to build a more secure and compliant environment.

http://benchmarks.cisecurity.org/
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CIS: Centro de Seguranca para Internet

Security Benchmarks

Atende diversas tecnologias:

Looking for XML or Oval Content? CIS has newly released Microsoft Windows
Server 2012, Microsoft Windows 8 and Microsoft SQL Server Database R2 content
NOW AVAILABLE. Learn More

Apache;

Take advantage of Earn CPE credits and peer
iOS . anlordable, expert recog!ﬂtmn b‘,«']lj.lmﬂg othver ,lT Free CIS Security Resources
) guidance and resources security experts in establishing
including automated best practices through the Leverage CIS resources to build a more secure and compliant environment.

Red H at Li n u X . security configuration collaborative development and Our benchmarks are referenced in the PCI Data Security Standard and included
’

assessment and maintenance of security in the NIST National Checklist Program repository. They are also widely used for
. remediation tools, along Benchmarks and other obtaining compliance with a number of recognized security standards.
An d ro I d ° with industry-leading resources.
’ benchmarks. Microsoft Windows NT Benchi B
. -
H P' U X, More More € Apache HTTP & Tomcat Benchmarks

Apache HTTP & Tomcat Benchmarks Archive E

K b o = Apache HTTP Server Assessment Tool
e r e rOS, Apple i0S Benchmarks '
Apple i0S Benchmarks Archive

AN N N NN N YR

O rac | e: Apple OSX Benchmarks
’ CIS Security Benchmarks Membe Apple OSX Benchmarks Archive
Apple Safari Benchmarks
Et Authentication Server Benchmarks
C . Benchmark Assessment Tools

UNiSYS \ ' CheckPoint Firewall Benchmarks
» Cisco Device Benchmarks

@ u n F H CI rOSGC ‘ Cisco Device Benchmarks Archive >
TOK Collaboration Server Benchmarks

Consensus Security Configuration Benchmarks

Consensus Security Metrics

Consensus Security Metrics Archive

Database Server Benchmarks

Center for Internet Security | 31 Tech Valley Drive | East Greenbush, NY 1 Debian Linux Benchmarks
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CIS: Centro de Seguranca para Internet

Security Benchmarks

1.1.23 Disable Mounting of squashfs Filesystems (Not Scored)
Profile Applicability:

o Levell
Description:
The sguasnrs filesystem type is a compressed read-only Linux filesystem embedded in
small footprint systems (similar to cranfs). A aquasnrs image can be used without having
to first decompress the image.

Rationale:

Removing support for unneeded filesystem types reduces the local attack surface of the
server, If this filesystem type is not needed, disable it.

Audit:

¢ /din/modprobe <o ~v sgquaahisx
inxtall /bBin/tzus

¢ /sbin/lanod | grep sguaxhfa
<No output>

Remediation:

Editor creats the file /.

e.d/crs and add the following line:

inxtall aguaxhfx /bin/true

References:

1. CCE-12118-4

1.1.24 Disable Mounting of udf Filesystems (Not Scored)

Profile Applicability:
» Level2

Description:

Trecho do CIS Benchmark para RedHat Enterprise Linux 5
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Analise — Estudo de Caso

Apresentando o Ambiente .

Servidores distribuidos em 8 paises;
Total de 254 ativos monitorados;
Um ano de coleta de dados.

- Canada
33 Ativos

ENEANERN

Caribe
México 26 Ativos
32 Ativos -
Venezuela

04 Ativos

20%
HP-UX I &G ET

Brasil
132 Ativos

29%

Oracle

rgentina
07 Ativos
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Analise — Estudo de Caso

Resultados "

TOP10CONTROLES Viimam Number of Day

#02 Set Password Minimum Length

Controles mais utilizados e nivel de compliance
#03 Remove Oracle ‘tkprof’ utility

#04 Set Password Expiring Warning
Days
#05 Service Status — DHCP

#06 Set Password Expiration
48,88 Number of Days

#07 Set Password Minimum
History

#08 Service Status — DNS
#09 Unix Service Status - 'rwhod'
#10 Unix Service Status - 'rstatd’

indice Compliace (%)

Controles mais utilizados
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Analise — Estudo de Caso

Resultados

TOP10CONTROLES

Maior indice de compliance

Unix Service Status - 'RARPD'
Unix Service Status - 'RSTATD'
Unix Service Status — finger
Unix Service Status -"RUSERSD'
' User accounts who have root privileges (UID=0)
> Accounts who have directly assigned privileges
Value set for Oracle 'user_dump_dest‘ parameter
Oracle accounts who have access to SYS.SOURCES table

Value set for Oracle init.ora 'remote_os_rules' parameter
Value set for Oracle init.ora 'os_roles' parameter
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Analise — Estudo de Caso

Resultados

ITOPIOCUNTROLES

Menor indice de compliance

Permissions set to ORACLE_ HOME/network/admin directory
Permissions set to ORACLE_ HOME directory

Value set for 'password_lock_time' parameter

Oracle accounts who have access to V_S views

Oracle accounts who have access to SYS.LINKS table

Oracle accounts who have access to DBA_SYS_PRIVS views

Oracle accounts who have access to _CATALOG _ roles

Oracle accounts who have access to DBA_ROLES views

Value set for Oracle init.ora 'LOG_ARCHIVE_DUPLEX_ DEST' parameter
Oracle accounts who have access to DBA_TAB_PRIVS views
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Consideracoes Finais

Dos controles mais utilizados

v' 50% estdo relacionados com senhas

v' 30% est3do relacionados com status de servicos
v' 20% estdo relacionados com configuracdo

Dos controles com maior indice de compliance

v' 40% est3o relacionados com status de servicos
v' 30% estdo relacionados com permissionamento
v" 30% estdo relacionados com configuracdo

Dos controles com menor indice de compliance

v' 70% estdo relacionados com permissionamento
v' 10% est3o relacionados com configuracdo

JEFENDA

GTS 222 - DEZ/2013

www.defenda.com.br




Consideracoes Finais %

v" Auxilia as organizacdes a terem um maior controle sobre seu
ambiente;

v' Homogeneizacdo da infraestrutura, tendo um melhor controle da
configuracao dos ativos;

v" Tratamento de vulnerabilidades e riscos da rede;

v' Melhora constante dos niveis de seguranca da informac3o.
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Consideracoes Finais %

Os desafios da Gestao de Conformidade sao:
v' 0 abandono do ciclo de verificacdes;

v' O engessamento dos processos de tratamento e correcdo dos itens
nao-conformes;

v" O escaneamento de ativos sem a analise dos resultados;

v Vender a importancia desse trabalho para as camadas superiores
do negdcio.
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Consideracoes Finais

Gestao de Conformidade
é para sua empresa também,
independente do tamanho!
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Perguntas?
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