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Leandro Bennaton

Executivo de Seguranca do Grupo Telefénica:

« Chief Security Officer responsavel Global por
Seguranca e Conformidade no TERRA

* Chief Security Ambassador na ELEVEN PATHS
o Security Mentor na WAYRA

* Professor Pds Graduacao na FIAP

Pds graduado, com MBA em Gerenciamento de Seguranca
da Informacéo e certificagdes internacionais. Participa do

Information Security Forum e ativamente no Comité Gestor
da Internet.

Premiado pelo 2° ano consecutivo como o0 melhor executivo
de Seguranca pela organizacdo Security Leaders.




Leandro Bennaton

W @cyber_manifesto

Alguns dos ultimos Projetos:

« SINFONIER, uma solucdo open source de Apache
Storm para cyber security http://sinfonier-project.net

« THE ANALOGIES PROJECT, disseminar o
conhecimento seguranga da informagéo através de
analogias https://theanalogiesproject.org/

« H2HC MAGAZINE, revista com conteudo técnico de
seguranca e hacking https://www.h2hc.com.br/revista/

« CYBER MANIFESTO, como proteger melhor o Brasil de
ataques cibernético http://www.cyber-manifesto.org
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loT no topo do HypeCycle

exmmtions Internet of Things
Natural-Language Question Answering
Speech-to-Speech Translation Wea'gggg;:‘;'gggﬁﬁ;
Autonomous Vehicles Camtacumencies 9
SDRRcUTances,
Smart Advisors Complex-Event Processing
Data Science Big Data
Prescriptive Analytics In-Memory Database Management Systems
Neurobusiness Content Analytics
iochips
Affective Computing Hybrid Cloud Computing

Gamification
Augmented Reality
Machine-to-Machine
Communication
Services

Mobile Health
Monitoring

Smart Robots

3D Bioprinting Systems

Volumetric and Holographic Displays
Software-Defined Anything

Quantum Computing

Human Augmentation
Brain-Computer Interface

Connected Home

Quantified Self

Cloud Computing
NFC

Virtual Personal Assistants
Digital Security
Bioacoustic Sensing

Smart Workspace

Speech Recognition
Consumer Telematics

3D Scanners

Enterprise 3D Printing
Activity Streams

In-Memory Analytics
Gesture Control

Virtual Reality

As of July 2014
Peak of
Innovation Trough of Plateau of
Trigger Ex:;‘::tt:tfons Disillusionment Slope of Enlightenment Productivity
time >
Plateau will be reached in: obsolete

Olessthan2years O 2toS5years @ 5to 10 years

A more than 10 years ® before plateau
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O que acontece em Um minuto na internet?

20

61.141

Novas vitimas
de fraude

204 [n_|[h'3?,‘?~

Emails
'711\‘11‘{“’

Infectados por virus

Novos verbetes publicados

E o crescimento no futuro...
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Hoje, o nimero
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conectados devices
conectados

Horas de mdscia

20 milhées u:'lg.;?!s
Photo views TpTi=E
320+ 100.000
Novas contas novos
tweets

277.000
logins

6 milhdes
Facebook views

IZ,: Kr::lh&os - §

uploa

de video | videos vistos

30 I}or:’s 1.3 milhdo /

para ver todo
Em ms,l video produzido
vocé levaria | ' no mundoem

1 segundo







Por que tudo é hackeado? ...

Youllllid ™" como hackear

como hackear una cuenta de facebook
. como hackear un facebook
como hackear wifi

g sy i

What to Watch

BEST OF YOUTUBE : lMO( glbiar la contraseina
E Popular on YouTube “ w 1 programas

Music d hb‘* hs

Fd sports ‘)m P k ” ‘
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Defacement de sites ...

) # [ Anti-Security Wh3r3 H3r3 ] Site is Not Available Now ... - Mozilla Firefox

le Edt \Vew Mstory Bookmarks Tools Help

’ = = A | http:f v, 4everly .comflibyal
2] Most Visited P Getting Started Latest Headlines

# [ Anti-Security Wh3r3 H3r3 ] Sitei...

Free Man Libyan Hacker
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Vazamento de informacoes ...

The Cybercrime Economy
Daily Report: Hackers' Attack on : P :
JPMorgan Affects 76 Million Households _RUSSIan crlmlpals Steal 12 Pll‘l
By THE NEW YORK TIMES e
The disclosure by the bank dwarfs earlier estimates
that attackers had gained access to roughly one
million customer accounts.

ion passwords

I

By James O'Toole and Jose Pagliery )

3 Recommend IE Q@S PG

3 hours ago | The Wall Street Journal
J.P. Morgan Data Breach Draws Scrutiny From States

Big data breach: 360 million newly
stolen credentials for sale

NBC News With Reuters ‘ Michaela Pereira
3 CNN NEW DAY ANCHOR

Wednesday, 26 Feb 2014 | 10:47 AM ET

“%2 NBC NEWS Russian hackers know your password

Target data hack affected 70 million people

Stock drops as retailer reveals more customers affected and names and addresses leaked

CBC News Posted: Jan 10, 2014 9:26 AMET | Last Updated: Jan 10, 2014 8:41 PM ET




Ataques DDoS — Timeline ...
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BILLIONS OF DEVICES

THE INTERNET OF THINGS i §)

AN EXPLOSION OF CONNECTED POSSIBILITY
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mart Weather Static

Simply slip on the cuff, tum on

the Wireless Blood Pressure
Monitor and the Health Mateapp
will automatically launch.

lative humidity
1gs tolivein a

Enjoy remote access to all your
ﬂow cooker’s functions, no matter®® |
Where you are

apsf e syvessyl.oom/




INTERNET OF THINGS LANDSCAPE

Platforms & Enablement (Horizontals)
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Smart Doorlock

The Genie Smart Lock - A door
lock that allows you to lock and

W

unlock your home using your

smart phone, bluetooth keyring or
computer.




Canaryis a complete security
system packed into a single,
device. It adapts to your home
over time and sends intelligent
notifications with HD video
directly to your smartphone. Al caim at home
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IoT € as pessoas mal mtenuonadas




Attack Sophistication vs. Intruder Technical Knowledge

malicious counterfeit
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Smart Grid ...

Distribuigao

>

Painel Solar

Distribuigéo

Rede elétrica inteligente, com amplo suporte de telecomunicacoes.

b &
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Stuxnet worm hits Iran nuclear plant staff
computers

A complex computer worm has infected
the personal computers of staff at Iran's
first nuclear power station, the official
IRNA news agency reported.

» 7/9/2009

e ——
_ las  Ultima
However, the Operatlng System at the

Bushehr plant - due to go online in a few
weeks - has not been harmed, project

manager Mahmoud Jafari said.

The Stuxnet worm is capable of seizing R ) iCtO rs
control of industrial plants. '

Some Western experts say its complexity
suggests it could only have been created by
a "nation state".

It is the first sign that Stuxnet, which targets ~ Sian John, Symantec: "It's very sophisticated”
systems made by the German company ———
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Hacking US (and UK, Australia, France, etc.) Traffic 5 1)(5) 4=
Control Systems A e

By Cesar Cerrudo Ocesarcer

Hacking like In the movies

Probably many of you have
watched scenes from "Live Free
or Die Hard" (Die Hard 4) where
"terrorist hackers" manipulate
traffic signals by just hitting
Enter or typing a few keys. I
wanted to do that! I started to
look around, and while I couldn't
exactly do the same thing (too

JACKPOTTING

Automated Teller Machines




theguardian

News | Sport  Comment | Culture | Business | Money | Life & style Travel Environment '

| News ) Technology ) Gadgets Z
Help! My fridge is full of spam and sois Eswe o

my router, set-top box and console W Tweet | 130
Security company says it discovered spam and phishing 3+ 13
campaign run over Christmas, which involved internet fridge ﬁ Share 16
Email
Charles Arthur E E‘]

W Follow @charlesarthur % Follow @guardiantech
theguardian.com, Tuesday 21 January 2014 11.40 GMT
& Jump to comments (19)

Technology
Gadgets - Spam - Internet

More news

In the 'internet of things cyberattack™, more than 100,000 everyday consumer gadgets
were attacked, including an internet fridge. Photograph: Martin Argles for the Guardian



Privacidade ?




Ex-Girlfriend Radar

Smartphone ...

SEE WHY FLEXISPY IS
p THE BEST SPYPHONE
YOU CAN BUY

This Could Be Youl

IKnewlt. ..

Thanks to FlexiSPY | finally
figured out my wife was cheating
on me with my brother. | had a bad
feeling about this for over a year.
After the divorce, my life is so
much better now.

Not Sure?

lﬁl " ez e,

Windows Mobik iPhone *#: BlackBerry

Speak to a live person now



SmartTV...




Wearable devices ...

GO( )gle "sexual activity” site:fitbit.com % n

Aot B resuts (004 seconds) Advanced search
Q, Everything * Fitbit Profile
www fitbit comVuser/22DPoH/activities - Cached
Images Calories. Automatically cakulate calones bumed. Sexual Activity. General, moderate efiort
B Ve started at 1:00 am. N/A 45 minutes 70 ...
B News Fitbit Profile
www fitbit com/user/222ZN6 - Cached
@ Shopping May 31, 2011 — Sexual Activity. General, moderate effort. started at 10:45 pm. N/A 20
minutes 36. Total NVA 20 minutes 36 ...
Overall - Fitbit Profile
Larkepur, CA www fitbit. com/user/22CI9F - Cached
" Aug 23, 2010 — Sexual Activity. General, moderate effort. started at 11:00 am. N/A 1 hour 72,
Change locatio Total N/A 1 hour 72. Activity Records Mon Aug 23 20:22.00 UTC ..
All results Overall - Fitbit Profile
Sites with images waww fitbit. com/user/227QSS
Relsted searches Feb 13, 2010 - Sexual Activity. Passive, ight effort, kissing, huggng. NVA 10 minutes 9 ...
Sexual Activity. Active, vigorous effort. N/A 15 minutes 21 ..
e b Overall - Fitbit Profile

waww fithit. com/user/22B6GD - Cached

Calories. Automatically calculate calories bumed. Sexual Activity. General, moderate effor
started at 12200 am. N/A 30 minutes 37 ...

Overall - Fitbit Profile

waww fithit com/user/228Q4L - Cached

May 12, 2010 ~ Sexual Activity. Active, vigorous effort. started at 10:30 pm. N/A 30 minute
50. Total N/A 30 minutes 50 ...







Desafios




loT — Principais desafios

Os principais desafios de loT sao:

* Segurancga

* Privacidade

* Fraudes

* Infraestruturas Criticas

e M2M, machine to machine
* Padronizacao

Seguranca é prevencao, nao o remédio!



loT - Desafios de Seguranca

E necessario pensar em Seguranca do ponto de vista:

* do Dispositivo
* da Arquitetura —

* daInformagao . L Ny G

« da Comunicac¢io v 5

« da Gestdo de Paths '- ,i) DRNET °"f

e etc. 4 ik
*THINGSE.

E necessdrio pensar na seguranca P

e protecao dos dispositivos de = j - [0 ”

Ponta a Ponta, ou como dizemos
em inglés end-to-end security.

—
— L1 4 -



loT - Desafios de Seguranca

Tenha em mente que os dispositivos podem:

N3ao estarem acessiveis
um dispositivo nao estara conectado na maioria das vezes

Serem perdidos ou roubados
garantir a seguranca é dificil quando nao ha conexao

Nao gerenciar criptografia
o processamento dos dispositivos € limitado

Ter um tempo de vida finito
gestao das credenciais, vinculadas ao tempo de vida

Ser portateis
desta forma podem cruzar fronteiras ...



Uma ferramenta ...

conditions
score extract
card interpretation

wdition engineering
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disease assembles

Homeland threat
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Credenciais de acesso ...










L

<3. verifica o status do Latch

4. Latch esta OFF

6. Alguém tentou
acessar sua conta

1. Login/password

2. Valida as
credenciais

5. Login Error



latch.elevenpaths.com

l ‘ P Eleven

Paths
A Jelefonica company
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open source

Plugins

% E Drupal™6 Drupal™/
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Versao gratuita

Caracteristicas do servico

N° maximo de contas pareadas *

N° maximo de Aplicativos ¢

Niveis de granularidade das Operacdes
Plugins Standard e SDKs

Dashboard de Aplicativos

Atuallzacoes do servigo gratuitas
Garantia de ‘service uptime’

Prioridade na participacao em Programas Beta

Community



d-) Latch

ale

Assuma o controle da
sua identidade digital

Desative suas contas digitais
quando nao estiverem sendo
utilizadas, para evitar o uso nao
autorizado.

O Latch

Consiga nivel adicional
de sequranca sobre suas
contas

Faca o pareamento de servigos

digitais habilitados pelo Latch
no site na Web.

A

Monitore tentativas de
acesso as suas contas

Vocé pode monitorar tentativas
de acesso as suas contas
quando elas estiverem
blogqueadas e enviar relatorios
ao seu provedor.



OTP — 2F Autenticacao




Alertas

eeeee\/|IVO 3G Q9 92% W) 4 eeeee VIVO 3G 10:56 0 93% W) 4

10:04

sexta-feira, 25 de julho

@ Tentativade acesso X

Se o 'Bloqueio Total' estiver ativado
para todos os servigos, este também
sera desativado.

& Latch
Operation blocked

Sinfonier community

Provavelmente, algUém tentou acessar um Deseja continuar?
sernvico bloqueado por vocé.

Aceitar Cancelar

info@sinfonier-project.net




Seja um usuario

Para usar Latch, vocé deve registrar sua
conta através do site:

latch.elevenpaths.com




Perguntas ???
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Kiitos g Taname teid 1554

Thank You:-
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