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A Inspiração...
NSA ANT (Spy Catalogue)

Um dos “vazamentos” de Snowden
● NSA ANT: Catálogo de “Ferramentas de Espionagem”

● 48 projetos

● Hardware e Software

● Controle e “hacking” de sistemas computacionais

● Disponibilizado aos agentes da NSA

● Disponível (hoje) em vários repositórios
● http://www.nsaplayset.org/nsa_ant_catalog.pdf

● https://www.aclu.org

● http://leaksource.info



  
GTS'24 :: NSA PlaySet – Transformando Espionagem em Pesquisa

Modalidades de Ferramentas
NSA ANT (Spy Catalogue)

Categorias Específicas

● Implantes e Backdoors
● “Implantes” em Hardwares

● “Implantes” em Softwares

● Backdoors Persistentes (em roteadores)

● Backdoors Persistentes (em firewalls)

● Grampos e Retrorefletores
● Grampos em Redes Wi-Fi

● Grampos em Redes Celulares (Base Stations / Interrogation)

● Retrorefletores RF (Radio-Frequência)
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Modalidades de Ferramentas
NSA ANT (Spy Catalogue)

Implantes em Hardwares
(Hardware Implants)
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Hardware Implants
NSA ANT (Spy Catalogue)

● GINSU: Technology that uses a PCI bus device in a computer, and can reinstall itself upon 

system boot-up.
● HOWLERMONKEY: A RF transceiver that makes it possible (in conjunction with digital 

processors and various implanting methods) to extract data from systems or allow them to 

be controlled remotely.
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Hardware Implants
NSA ANT (Spy Catalogue)

● IRONCHEF: Technology that can "infect" networks by installing itself in a computer I/O BIOS
● TRINITY: A more recent and more powerful multi-chip module using a 180 MHz ARM9 

processor, 4 MB of flash, 96 MB of SDRAM, and a FPGA with 1 million gates. Smaller than 

a penny. Estimated cost (2008) $625K for 100 units.c
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Hardware Implants
NSA ANT (Spy Catalogue)

● COTTONMOUTH: A family of modified USB and Ethernet connectors that can be used to 

install Trojan horse software and work as wireless bridges, providing covert remote access 

to the target machine.
● COTTONMOUTH-I is a USB plug that uses TRINITY as digital core and HOWLERMONKEY 

as RF transceiver. Cost in 2008 was slightly above $1M for 50 units.
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Hardware Implants
NSA ANT (Spy Catalogue)

● FIREWALK: A device that looks 

identical to a standard RJ45 

socket that allows data to be 

injected, or monitored and 

transmitted via radio technology. 

using the HOWLERMONKEY RF 

transceiver. It can for instance 

create a VPN to the target 

computer. Cost in 2008: $537K 

for 50 units.
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Modalidades de Ferramentas
NSA ANT (Spy Catalogue)

Implantes em Softwares
(Software Implants)
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Software Implants
NSA ANT (Spy Catalogue)

● DEITYBOUNCE: Technology that installs a backdoor software implant on Dell PowerEdge 

servers via the motherboard BIOS and RAID controller(s).
● SWAP: Technology that can reflash the BIOS of multiprocessor systems that run FreeBSD, 

Linux, Solaris, or Windows.
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Software Implants
NSA ANT (Spy Catalogue)

● IRATEMONK: Technology that can infiltrate the firmware of hard drives manufactured by 

Maxtor, Samsung, Seagate, and Western Digital.
● WISTFULTOLL: Plugin Win 2000, 2003 and XP (extract forensic information using WMI)
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Software Implants
NSA ANT (Spy Catalogue)

● SOMBERKNAVE: Software 

that can be implanted on a 

Windows XP system allowing 

it to be remotely controlled 

from NSA headquarters.
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Modalidades de Ferramentas
NSA ANT (Spy Catalogue)

Backdoors Persistentes
em Roteadores
 
(Persistent Backdoors - Routers)
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Persistent Backdoors (routers)
NSA ANT (Spy Catalogue)

● HEADWATER: 

Persistent backdoor 

technology that can 

install spyware using 

a "quantum insert" 

capable of infecting 

spyware at a packet 

level on Huawei 

routers.
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Persistent Backdoors (routers)
NSA ANT (Spy Catalogue)

● SCHOOLMONTANA: 

Software that makes 

DNT implants persistent 

on JUNOS-based (Free 

BSD-variant) J-series 

routers/firewalls.
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Modalidades de Ferramentas
NSA ANT (Spy Catalogue)

Backdoors Persistentes
em Firewalls
 
(Persistent Backdoors - Firewalls)
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Persistent Backdoors (firewalls)
NSA ANT (Spy Catalogue)

● JETPLOW: Firmware 

that can be implant to 

create a permanent 

backdoor in a Cisco PIX 

series and ASA 

firewalls.



  
GTS'24 :: NSA PlaySet – Transformando Espionagem em Pesquisa

Persistent Backdoors (firewalls)
NSA ANT (Spy Catalogue)

● HALLUXWATER: Back 

door exploit for Huawei 

Eudemon firewalls.
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Persistent Backdoors (firewalls)
NSA ANT (Spy Catalogue)

● FEEDTROUGH: Software that 

can penetrate Juniper 

Networks firewalls allowing 

other NSA-deployed software 

to be installed on mainframe 

computers.
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Persistent Backdoors (firewalls)
NSA ANT (Spy Catalogue)

● GOURMETTROUGH: User-

configurable persistence implant 

for certain Juniper Networks 

firewalls.
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Persistent Backdoors (firewalls)
NSA ANT (Spy Catalogue)

● SOUFFLETROUGH: BIOS 

injection software that can 

compromise Juniper Networks 

SSG300 and SSG500 series 

firewalls.
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Modalidades de Ferramentas
NSA ANT (Spy Catalogue)

Grampos e
Retrorefletores de RF

● Grampos em Redes Wi-Fi

● Grampos em Redes Celulares (Base Stations / Interrogation)

● Retrorefletores RF (Radio-Frequência)
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Grampos e Retrorefletores de RF
NSA ANT (Spy Catalogue)

● NIGHTSTAND: Portable system 

that wirelessly installs 

Microsoft Windows exploits 

from a distance of up to eight 

miles.
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Grampos e Retrorefletores de RF
NSA ANT (Spy Catalogue)

● SPARROW II: A small 

computer intended to be 

used for WLAN collection, 

including from UAVs. 

Hardware: IBM Power PC 

405GPR processor, 64 

MB SDRAM, 16 MB of 

built-inflash, 4 mini PCI 

slots, CompactFlash slot, 

and 802.11 B/G hardware. 

Running Linux 2.4 and the 

BLINDDATE software 

suite. Unit price (2008): 

$6K.
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Grampos e Retrorefletores de RF
NSA ANT (Spy Catalogue)

● RAGEMASTER: A concealed $30 

device that taps the video signal 

from a target's computer's VGA 

signal output so the NSA can see 

what is on a targeted desktop 

monitor. It is powered by a 

remote radar and responds by 

modulating the VGA red signal 

(which is also sent out most DVI 

ports) into the RF signal it re-

radiates; this method of 

transmission is codenamed 

VAGRANT.
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Espionagem que virou pesquisa...
NSA PlaySet

Dá pra implementar os projetos do Catálogo (e com baixo custo)?

● Sim !!! (pelo menos a maioria)

● Alguns inclusive nem são novidade :)

● O NSA PlaySet é uma tentativa de concentrá-los

Principais Objetivos:

● Estudar e recriar as ferramentas (“Provas de Conceito”)

● Com criatividade e baixo custo

● Colaboração com a pesquisa em segurança

● Uso prioritário de tecnologias abertas

● Documentação detalhada do desenvolvimento

● Possibilidade de implementação fácil pelos interessados

www.nsaplayset.org
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"agora você pode brincar junto com a NSA!"

● “Agências de Inteligência não são mágicas”

● “Se (tecnologias anti-privacidade) são capazes de existir... é preciso 

conhecê-las para se proteger”

www.nsaplayset.org
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"agora você pode brincar junto com a NSA!"
www.nsaplayset.org

Requisitos para Participação (iniciar um projeto)

● Um Nome “bobo” (Silly Name)

● Se o projeto é similar a um NSA ANT  usar nome parecido→
● Se não há equivalente no catálogo  crie o seu nome→
● Se faltar criatividade: www.nsanamegenerator.com

● Uma Categoria
● Passive Radio Interception
● Active Radio Injection
● Physical Domination
● Hardware Implants
● Software Implants
● Network Reconnaissance

● Escopo / Lista de Ingredientes / Instruções detalhadas para a 
reprodução de resultados
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Primeiro (grande) desafio: Um Radiorefletor RF
NSA PlaySet

HACKRF
● hardware/software para “grampo”

● conectado a computadores (ou 

smartphones) via USB permite o envio 

de dados capturados via rádio;

● transmissão ou recepção de sinais em 

faixas de frequência entre 10MHz e 

6GHz;

● requer pouca energia (alimentado pelo 

próprio equipamento grampeado);

● o dispositivo espionado não precisa 

estar conectado à internet.
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O HACKRF: Autor (e idealizador do NSA Playset)
NSA PlaySet

Michael Ossman

● HachRF “caseiro”

● Site greatscottgadgets.com

● Um dos criadores do NSA PlaySet

www.nsaplayset.org
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O HACKRF (de Ossman)
NSA PlaySet

● https://greatscottgadgets.com/hackrf

● Software (e projeto de hardware) disponível (GitHub)

● Preço médio de venda: $ 299.00
● HakShop (US)
● NooElec (US/CA)
● Hacker Warehouse (US)
● Ada's Technical Books (US)
● Wall of Sheep (US)
● Store4Geeks (SE)
● Passion Radio Shop (FR)
● Passion Radio Shop UK (UK)
● TAPR (US)
● iSource Asia (CN)
● WiMo (DE)
● Rysc Corp. (US)
● SparkFun Electronics (US)
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Projetos Atuais em andamento (disponíveis no site)
NSA PlaySet

Passive Radio Interception

● TWILIGHTVEGETABLE

● LEVITICUS

● DRIZZLECHAIR

● PORCUPINEMASQUERADE

Phisical Domination
● SLOTSCREAMER

● ADAPTERNOODLE

Hardware Implants

● BROKENGLASS

● CHUCKWAGON

● TURNIPSCHOOL

● CACTUSTUTU

● TINYALAMO

Retroreflectors

● CONGAFLOCK
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Nem tudo é (totalmente) novidade
NSA PlaySet

● Linux + Laptop + Aircrack-NG + Metasploit ≃ NIGHTSTAND
● BeagleBone Black + USBProxy ≃ COTTONMOUTH-II
● OpenWRT + AM335x Starter Kit ≃ FIREWALK
● Arduino + microcontrolador com I2C≃ WANGOBED 

Existem outras iniciativas (isoladas)

● Wifi Pineapple [www.wifipineapple.com]
● Carabola 2 [www.8devices.com/carambola-2] 
● Ubertooth [ubertooth.sourceforge.net]
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Detalhamento

● Apresentação do Michael Ossmann na Defcon'2014:
www.nsaplayset.org
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Participe :)
www.nsaplayset.org
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