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NSA ANT (Spy Catalogue) GTER

A'.n.SI?i.rqc.éi.O.---.............................'?.T.S.J]r

Um dos “vazamentos” de Snowden
« NSA ANT: Catdlogo de “Ferramentas de Espionagem” "y

* 48 projetos

 Hardware e Software

» Confrole e “hacking” de sistemas computacionais
 Disponibilizado aos agentes da NSA

 Disponivel (hoje) em vdrios repositorios
 http://www.nsaplayset.org/nsa ant catalog.pdf
e https://www.aclu.org

e http://leaksource.info
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NSA ANT (Spy Catalogue)

Modalidades de Ferramentas

Categorias Especificas

* Implantes e Backdoors
* “Implantes” em Hardwares

* “Implantes” em Softwares

e Backdoors Persistentes (em roteadores)
» Backdoors Persistentes (em firewalls)

« Grampos e Retrorefletores
e Grampos em Redes Wi-Fi

 Grampos em Redes Celulares (Base Stations / Interrogation)

» Retrorefletores RF (Radio-Frequéncia)

INSTITUTO FEDERAL DE
EDUCACAO, CIENCIA E TECNOLOGIA

IO GRANDE DO NORTE GTS'24 :: NSA PlaySet — Transformando Espionagem em Pesquisa
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NSA ANT (Spy Catalogue)

Modalidades de Ferramentas

Implantes em Hardwares =

(Hardware Implants)

INSTITUTO FEDERAL DE
EDUCACAO, CIENCIA E TECNOLOGIA
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NSA ANT (Spy Catalogue) GTER

.qudwar@!mpl.apta........................G..T.s.j][

GINSU

ANT Product Data

HOWLERMONKEY
7 + ANT Product Data

ey
LTSHSI.I’:'RE'ILE&Z?IENSU provides software application persistence for the CNE implant, o6l20/08
KONGUR, on target systems with the PCI bus hardware implant, BULLDOZER.

(TSISWREL) HOWLERMONKEY is a custom Short to Medium Range Implant RF
Transceiver. It is used in conjunction with a digital core to provide a compilete 0s/0SN8
implant.

’ HOWLERMONKEY -
e HOWLERMONKEY - YELLOWPIN
FOCING

SUTURESAILOR

a 1.23" (31.25 mm) 2" (50.8 mm) x 0.45" (11.5 mm)
Fosta . < ... x 048" (12.2 mm)
Metwor = MOMNGLUR Smplanted (Actual Size)
| Coonmputes on Fietwcrk &
& é - a . ' . ' HOWLERMONKEY - HOWLERMONKEY -
-~ Ty SUTURESAILOR FIREWALK ...
T rprarreties ¢

S St 00000 o 0000
(TSHSIWREL) GINSU Extended Concept of Operations Back m
..‘ . 1.20" (30.5 mm)

: 0.63" (16 mm) x .....
‘..' x 0.23" (6 mm) 0.63" (16 mm)

' ' ' (TSHSWREL) HOWLERMONKEY is a COTS-based transceiver designed to be . ...
compatible with CONJECTURE/SPECULATION networks and STRIKEZONE

devices running a HOWLERMONKEY personality. PCB layouts are tailored to

individual implant space requirements and can vary greatly in form factor. . ..

(TSHSWVREL) This technigue supports any desktop PC system that contains at least
one PCI connector (for BULLDOZER installation) and Microsoft Windows 9x, 2000, ' .
2003, XP, or Vista.

» GINSU: Technology that uses a PCI bus device in a computer, and can reinstall itself upon
system boot-up.

« HOWLERMONKEY: A RF transceiver that makes it possible (in conjunction with digital
processors and various implanting methods) to extract data from systems or allow them to

:.. be controlled remotely.
B

. . . INSTITUTO FEDERAL DE
EDUCAGAO, CIENCIA E TECNOLOGIA
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IRONCHEF
ANT Product Data TRINITY

ANT Product Data

(TSHSUMEL) IRONCHEF provides access persistence to target systems by af e — = N e .
exploiting the motherboard BIOS and utilizing System Management Mode (SMM) to 07114108 ! :' . - Qe cors pacieged i & Muli-Chis -

(AN PO e wied i amplants wilfy Sure ConSiramesg Comcealments o|/0s08
commumcate with a hardware implant that provides two-way RF communication.

R A T O A Taomes |
CEmTER

(TSFSATEL]) TRIMITY wuses Sw TAO sandard smplaot sscheecture . The  architecius - ' ' .
Proes @ rodeurst recortgr abde . stanckacd  cegetal  plafiorrmn resaltsng e @ oiraemastec
." PETIONTUENCE ST Oweer (he obsobete HC 12 mecrocontrolier  Dasesd  desgos A ' ' ' .
gt Prerted Cecust Bowmed (POB) wussng peckaged parts has beeen deveboped and o
rvaiknbie as e staredard plasforrn. The TRIWITY  Mull-Cheap-Modaabke (MOCM) contasms  mm
AFRAS e rOCoentrolier | FPGA . Flash snd SIS e rmon mes . . . . .
'.'. e ke o | it T Al [ A

- AT AT RA T A WO W 1 '..'
...." e 4 oo e ramyre 104 pates 0000

(TSNSUMEL) IRONCHEF Extended Concept of Operations

e >
(TSHSWREL) This technique supports the HP Proliant 3B0DL G5 server, onto which ..
a hardware implant has been installed that communicates over the I°C Interface o
(WAGOMNBED).

» IRONCHEF: Technology that can "infect" networks by installing itself in a computer I/O BIOS

 TRINITY: A more recent and more powerful multi-chip module using a 1890 MHz ARM9
processor, 4 MB of flash, 96 MB of SDRAM, and a FPGA with 1 million gates. Smaller than
a penny. Estimated cost (2008) $625K for 100 units.c

:=I

. . . INSTITUTO FEDERAL DE
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NSA ANT (Spy Catalogue) GTER

Hardware Implants

(TSHSWREL) COTTONMOUTH-I (CM-I) is a Universal Serial Bus (USB) hardware implant
which will provide a wireless bridge into a target network as well as the ability to load exploit
software onto largetl PCs.

COTTONMOUTH - 1
VO G

(TSISWREL) CM-I will provide air-gap bridging, software persistence capability, “in-field” re-
programmability, and covert communications with a host software implant over the USB. The
RF link will enable command and data infiltration and exfiltration. CM-1 will also communicate
with Data Network Technologies (DNT) software (STRAITBIZARRE) through a cowvert
channel implemented on the USB, using this communication channel to pass commands and
data between hardware and software implants. CM-1 will be a GENIE-compliant implant
based on CHIMNEYPOOL.

(TSIISUIREL) CM-I conceals digital components (TRINITY), USB 1.1 FS hub, switches, and
HOWLERMONKEY (HM) RF Transceiver within the USB Senes-A cable connector
MOCCASIN is the version permanently connected to a USB keyboard. Another version can
be made with an unmodified USB connector at the other end. CM-I has the ability to
communicate to other CM devices over the RF link using an owver-the-air protocol called
SPECULATION.

GTS

COTTONMOUTH-I ‘!][
ANT Product Data COTTONMOUTH“"

i ANT Product Data

{ (TSHSIWREL) COTTONMOUTH-II (CM-II) is a Universal Serial Bus (USB) hardware Host ——
Tap, which will provide a covert link over USB link into a targets network. CM-Il is intended
to be operate with a long haul relay subsystem, which is co-located within the target 08/05/08
equipment. Further integration is needed to turn this capability into a deployable system.

%1
" »

(TSHSWREL) CM-II will provide software persistence capability, “in-field" re-programmability,
.... and covert communications with a host software implant over the USB. CM-Il will also
communicate with Data Network Technologies (DNT) software (STRAITBIZARRE) through a
...'. covert channel implemented on the USB, using this communication channel to pass
commands and data between hardware and software implants. CM-ll will be a GENIE-
. . . . compliant implant based on CHIMNEYPOQOL. . . .
(TSHSUIREL) CM-1I consists of the CM-| digital hardware and the long haul relay concealed
somewhere within the target chassis. A USB 2.0 HS hub with switches is concealed in a
dual stacked USB connector, and the two parts are hard-wired, providing a intra-chassis link . . ..
The long haul relay provides the wireless bridge into the largel's network,

A A A A&

« COTTONMOUTH: A family of modified USB and Ethernet connectors that can be used to
install Trojan horse software and work as wireless bridges, providing covert remote access

to the target machine.

« COTTONMOUTH-I is a USB plug that uses TRINITY as digital core and HOWLERMONKEY
:=. as RF transceiver. Cost in 2008 was slightly above $1M for 50 units.

. . . INSTITUTO FEDERAL DE
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Hardware Implants

(TSISIIREL) FIREWALK is a bidirectional network implant, capable of passively collecting
Gigabit Ethernet network traffic, and actively injecting Ethernet packets onto the same
target network.

(TSIISUIREL) FIREWALK is a bi-directional 10/100/1000bT (Gigabit) Ethernet network
implant residing within a dual stacked RJ45 / USB connector. FIREWALK is capable of
filtering and egressing network traffic over a custom RF link and injecting traffic as
commanded:; this allows a ethernet tunnel (VFPN) to be created between target network and
the ROC (or an intermediate redirector node such as DNT's DANDERSPRITZ tool.)

FIREWALK allows active exploitation of a target network with a firewall or air gap protection.

(TSI/SU/IREL) FIREWALK uses the HOWLERMONKEY transceiver for back-end
communications. It can communicate with an LP or other compatible HOWLERMONKEY
based ANT products o increase RF range through multiple hops.

:=.

. . . INSTITUTO FEDERAL DE
EDUCAGAO, CIENCIA E TECNOLOGIA

08/05/08

GTER
GTS

FIREWALK ‘m
ANT Product Data

FIREWALK: A device that looks
identical to a standard RJ45
socket that allows data to be
injected, or monitored and
transmitted via radio technology.
using the HOWLERMONKEY RF
transceiver. It can for instance
create a VPN to the target
computer. Cost in 2008: $537K
for 50 units.

IO GRANDE DO NORTE GTS'24 :: NSA PlaySet — Transformando Espionagem em Pesquisa
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Modadlidades de Ferramentas ... ... . BTS hr

Implantes em Softwares

(Software Implants)

INSTITUTO FEDERAL DE
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DEITYBOUNCE SWAP

ANT Product Data

ANT Product Data

(TS//ISWIREL) DEITYBOUNCE provides software application persistence on Dell 1
PowerEdge servers by exploiting the motherboard BIOS and utilizing System

06/20/08 -1
Management Mode (SMM) to gain periodic execution while the Operating System (TSHSIWREL) SWAP provides software application persistence by exploiting the
loads. motherboard BIOS and the hard drive’s Host Protected Area to gain periodic 06/20/08
- execution before the Operating System loads.
@ RAT Anatyst II
. ARKSTREAM
. Aokh

RAT Anatys:
WTargets
e ARKSTREAM L

Survey

a "
SNEAKERNET / ..'.
: Target \ / N . ..
Systems . ' . ‘ . 7 OPS Projects

e / &@ % ... . _ | s-rdr..w.uER.rd:E.lI," . . ' ' '

- @
.=
Interactrve OPS Console

"o | 55" LD
(TSHSWREL) DEITYBOUNCE Extended Concept of Operations AAA A . @

o & o
m% L S8

(TSHSIWREL) SWAP Extended Concept of Operations . ' .

« DEITYBOUNCE.: Technology that installs a backdoor software implant on Dell PowerEdge
servers via the motherboard BIOS and RAID controller(s).
« SWAP: Technology that can reflash the BIOS of multiprocessor systems that run FreeBSD,
==. Linux, Solaris, or Windows.

. . . INSTITUTO FEDERAL DE
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IRATEMONK WISTFULTOLL

ANT Product Data
ANT Product Data

(TSHSI/REL) IRATEMONK provides software application persistence on desktop
SRR '“‘dﬂm‘ﬁ‘ﬁ NN R vtV e v 0 Qim0 L) 06120108 (TSIISH/REL) WISTFULTOLL is a UNITEDRAKE and STRAITBIZZARE plug-in
roug —— — e —— | used for harvesting and returning forensic information from a target using Windows 06/20/08

Management Instrumentation (WMI) calls and Registry extractions.
! i E - K
’ Q 3
" -
L TURICSENG '@ ,@ _G‘ ", WASTFLLTOLL
HI - - Q

[

Fogumata arst
em———

#
@‘ .
'.. AT Aruidyad @
— ROC Tickal System

" '
o e

000 B 00000

' "o . > ~ S el
i - @
(TSHSINREL) IRATEMONK Extended Concept of Operations ' . . e T —Q . . . .

(TSHSINREL) WISTFULTOLL Extended Concept of Operations . . '

UNITEDRAKE (08

 |IRATEMONK: Technology that can infilirate the firmware of hard drives manufactured by
Maxtor, Samsung, Seagate, and Western Digital.
 WISTFULTOLL: Plugin Win 2000, 2003 and XP (extract forensic information using WMI)

. . . INSTITUTO FEDERAL DE
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NSA ANT (Spy Cafalogue) CETER
Software Implants TS

BE E:
ANT Product Data SOM RKNAY Software
that can be implanted on a

Windows XP system allowing

(TSIISIIREL) SOMBERKNAVE is Windows XP wireless software implant | 08/05/08 it fo be remotely controlled
that prﬂ'\ﬂdES covert internet connectivity for isolated targets. I from NSA heGdQUGrfe rs.

(TSIISIH/IREL) SOMBERKNAVE is a software implant that surreptitiously routes
TCP traffic from a designated process to a secondary network via an unused
embedded 802.11 network device. If an Internet-connected wireless Access
Point is present, SOMBERKNAWVE can be used to allow OLYMPUS or
VALIDATOR to “call home” via 802.11 from an air-gapped target computer. If
the B02.11 interface is in use by the target, SOMBERKNAVE will not attempt

to transmit. . . .

(TSISWIREL) Operationally, VALIDATOR initiates a call home. ....
SOMBERKNAVE triggers from the named event and tries to associate with an
access point. If connection is successful, data is sent over 802.11 to the ROC. .. . . .
VALIDATOR receives instructions, downloads OLYMPUS, then disassociates
and gives up control of the 802.11 hardware. OLYMPUS will then be able to ....
communicate with the ROC via SOMBERKNAVE, as long as there is an

available access point. . '. .

. . . INSTITUTO FEDERAL DE
EDUCAGAO, CIENCIA E TECNOLOGIA
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NSA ANT (Spy Catalogue)

Modalidades de Ferramentas

Backdoors Persistentes

em Roteadores

(Persistent Backdoors - Routers)




NSA ANT (Spy Catalogue)

Persistent Backdoors (routers)

(TSINSI/REL) HEADWATER is a Persistent Backdoor (PBD) software implant for —

selected Huawei routers. The implant will enable covert functions to be remotely
executed within the router via an Internet connection.

Command, Control, and Data Exfiltration using
DNT implant Communications Protocol (typical)

HEADWATER

ANT Product Data

06/24/08

GTER
GTS

- HEADWATER:

Persistent backdoor
technology that can
install spyware using
a "quantum insert"
capable of infecting
spyware at a packet
level on  Huawel

]
(] PL
)
: Typical Target
: | 96 _Flll‘ﬂ'“ or Router 1_
il wru, cry roufers.
| Sperniing Hnlem
i ' ) FERSII TENCE
! [P g ( >
| [ S— 110
: rE
L Target Network .. . . .
e . T T T T T T T T OTIOTEROTrTIrhrrrrmayr
(TSISINREL) HEADWATER Persistence Implant Concept of Operations . . . .
...msmur_o FEDERAL DE
EDUCAGAO, CIENCIA E TECNOLOGIA
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NSA ANT (Spy

Catalogue) g i Z R

Persistent Backdoors (routers) . .. .. .. . 2% m

SCHOOLMONTANA

ANT Product Data * SCHOOLMONTANA:
Software that makes

(TSHSWREL) SCHOOLMONTANA provides persistence for DNT implants. The DNT T DNT implants persistent

implant will survive an upgrade or replacement of the operating system - including 06/24/08

physically replacing the router's compact flash card. on J U N O S'bG se d (Free
i BSD-variant)  J-series

Command, Control, and Data Exfiltration using
DNT implant Communications Protocol (typical)

routers/firewalls.

‘MPU/CPU
Operatinng System

' . FERLIETENCE
— IEPLANT
re

| DHT payiesd

]
]
]
]
i
]
]
]
]
- Ty | | = nos
]
]
]
]
]
]
]
]
]
i

S Target Network

------

(SIISWREL) SCHOOLMONTANA Concept of Operations . . . .

. . . INSTITUTO FEDERAL DE
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NSA ANT (Spy Catalogue)

Modalidades de Ferramentas

Backdoors Persistentes

em Firewalls

(Persistent Backdoors - Firewalls)




NSA ANT (Spy Catalogue)

Persistent Backdoors (f:rewalls)

GTER
GTE

ANT Product Datas JETPLOW: Firmware

that can be implant to

(TS/HSI//IREL) JETPLOW is a firmware persistence implant for Cisco PIX Series and |
ASA (Adaptive Security Appliance) firewalls. It persists DNT's BANANAGLEE 06/24/08 create C permcmen’r
software implant. JETPLOW also has a persistent back-door capability. backdoor in a Cisco PIX
......................... , | .
: ; series and ASA
Command, Control, and Data Exfiltration using ' NSA : .
DNT Implant Communications Protocol (typical) { Remote Operations Center ! firewalls.
L]
[ S X I S O S SO X H :
\ [ve ] '
Bl Typical Target |
I[P Firewall or Router -
b — MPU | CPU !
[ FL
L m’ph- =
v [ee] si0s J . . .
I — PERYISTERCE H
} [P — Qli=s=]
L]
[ i el
{ (e — :
o .....ToretNetwork LU
(TSISIIREL) JETPLOW Persistence Implant Concept of Operations . . . .
INSTITUTO FEDERAL DE
. . . EDUCAGAO, CIENCIA E TECNOLOGIA
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Persistent Backdoors (firewalls)

(TSHSIWREL) The HALLUXWATER Persistence Back Door implant is installed on a
target Huawei Eudemon firewall as a boot ROM upgrade. When the target reboots,
the PBD installer software will find the needed patch points and install the back door
in the inbound packet processing routine.

Command, Control, and Data Exfiltrabon using
DNT impiant Communications Protocol typical)

: PE

: ) Typical Target

i e FH'W“ or Router

. - MPU | CPU

: : | Opersting System
: [Ty — Spvtem 8103
=u /] | [
: rc |— { | l’l"l':lflill
! - \.‘\‘_“____f,/
LD

! ¥

: [ 19 |_

i

--------------------------------------

:=I

. . . INSTITUTO FEDERAL DE
EDUCAGAO, CIENCIA E TECNOLOGIA

(TSHSINREL) HALLUXWATER Persistence Implant Concept of Operations

GTER
GTS

ANT Product Data

« HALLUXWATER: Back
door exploit for Huawei

L Eudemon firewalls.

06/24/08
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Persistent Backdoors (firewalls)

FEEDTROUGH ‘!][

ANT Product Data®s FEEDTROUGH: Software that

GTER
GTS

can penetrate Juniper
(TS/HSIWIREL) FEEDTROUGH is a persistence technique for two software implants, DNT's  ~ [ H 1
BAMNANAGLEE and CES's ZESTYLEAK used against Juniper Netscreen firewalls. 06/24/08 Networks ﬂ reWO"S O"OWIng
| other NSA-deployed software
prTTTTTTT s e ? to be installed on mainframe
T Commoncstons e 0 —\ | memete Oparations Conter | computers.
; (<F Typica Target
| [ Firewall or Router
| = MPUICPU
sad  Opesating Iystem
: P vtem BI01
| [ — (== "
(P Target Network . . § . .
(SNISWREL) Persistence Operational Scenario . . . .
INSTITUTO FEDERAL DE
. . . EDUCACAO, CIENCIA E TECNOLOGIA
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Persistent Backdoors (firewalls)

(TSHSI//REL) GOURMETTROUGH is a user configurable persistence implant for .
certain Juniper firewalls. It persists DNT's BANANAGLEE implant across reboots

and OS upgrades. For some platforms, it supports a minimal implant with

beaconing for OS's unsupported by BANANAGLEE.

Command, Contrel, and Data Exfilration using
DNT Implant Communications Protocol (typical)

i [oe]

{ = Typical Target

: | pe [ _rm:ll or Router .
I MFU | CFU

= Operating Syviem
| [re— bptem w08
] ) ) FIRRATINCT
| [P e ( ..
]

(]

: = Target Network

......................................

(TS/ISU/REL) GOURMETTROUGH Persistence Implant Concept of Operations

:=I

. . . INSTITUTO FEDERAL DE
EDUCAGAO, CIENCIA E TECNOLOGIA

GTER
GTS

GOURMETrROljé'.-l.................j]r

ANT Product Data+ GOURMETTROUGH: User-

configurable persistence implant
06124108 for certain Juniper Networks
| firewalls.
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Persistent Backdoors (firewalls) . .  BTS hr

SOUFFLETROUGH

ANT Product Data® SOUFFLETROUGH: BIOS
injection software that can

(TS//SWIREL) SOUFFLETROUGH is a BIOS persistence implant for Juniper SSG =~ | compromise Juniper Networks
500 and SSG 300 series firewalls. It persists DNT's BANANAGLEE software 06124108

implant. SOUFFLETROUGH also has an advanced persistent back-door capability. SSG300 and SSGH500 series

|

firewalls.

Command, Control, and Data Exfiltration using
DNT implant Communications Protocel (typical)

Typical Target
1 Fllﬂw“ or Ihum

e — R
[ | o3

oy ME= "

S L

oo Target Network

(TSHSIIREL) SOUFFLETROUGH Persistence Implant Concept of Operations . . . .

. . . INSTITUTO FEDERAL DE
EDUCAGAO, CIENCIA E TECNOLOGIA
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NSA ANT (Spy Catalogue)

Modalidades de Ferramentas

Grampos e
Retrorefletores de RF

 Grampos em Redes Wi-Fi

 Grampos em Redes Celulares (Base Stations / Interrogation)

» Retrorefletores RF (Radio-Frequéncia)

. . . INSTITUTO FEDERAL DE
EDUCACAO, CIENCIA E TECNOLOGIA
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Grampos e Retrorefletores de RF
NIGHTSTAND

Wireless Exploitation / Injection Tool

(TSHSI/REL) An active 802.11 wireless exploitation and injection tool for —1—
payload/exploit delivery into otherwise denied target space. NIGHTSTAND is

typically used in operations where wired access (0 the target is not possible. 07i25/08

(TS/SI/REL) NIGHTSTAND - Close Access Operations »
Battlefield Tested « Windows Exploitation « Standalone System

System Details

» (UIIFOUO) Standalone tool currently
running on an x86 laptop loaded with
Linux Fedora Core 3.

» (TS/ISI/IREL) Exploitable Targets
include Win2k, WinXP, WinXPSP1,
WINXPSP2 running internet Explorer
versions 5.0-6.0.

» (TS/SI/REL) NS packet injection can
target one client or multiple targets on a
wireless network.

» (TS/ISI//REL) Attack is undetectable by
the user.

==.

INSTITUTO FEDERAL DE
EDUCACAO, CIENCIA E TECNOLOGIA

GTER
GTS

NIGHTSTAND: Portable system
that wirelessly installs
Microsoft Windows exploits
from a distance of up to eight
miles.
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Grampos e Retrorefletores de RF

(TS//SI//REL) An embedded computer system running BLINDDATE
tools. Sparrow Il is a fully functional WLAN collection system with
integrated Mini PCI slots for added functionality such as GPS and
multiple Wireless Network Interface Cards.

(UIIFOUO) System Specs

Processor: IBM Power PC 405GPR
Memory: 64MB (SDRAM)
16MB (FLASH)

Expansion: Mini PCI (Up to 4
devices) supports USB, Compact
Flash, and 802.11 B/G

OS: Linux (2.4 Kernel) SPARROW Il Hardware

Application SW: BLINDDATE

Battery Time: At least two hours

==l

. . . INSTITUTO FEDERAL DE
EDUCACAO, CIENCIA E TECNOLOGIA

GTER
GTS

SPARROW Il

Wireless Survey - Airborne Operations - UAV

07/25/08

« SPARROW II: A small

computer intended fto be
used for WLAN collection,
including from  UAVs.
Hardware: IBM Power PC
405GPR processor, 64
MB SDRAM, 16 MB of
built-inflash, 4 mini PCI
slots, CompactFlash slof,
and 802.11 B/G hardware.
Running Linux 2.4 and the
BLINDDATE software
suite. Unit price (2008):
$6K.

IO GRANDE DO NORTE GTS'24 :: NSA PlaySet — Transformando Espionagem em Pesquisa



NSA ANT (Spy Catalogue)

Grampos e Retrorefletores de RF

RAGEMASTER

ANT Product Data

(TSHSIIREL TO USA,FVEY) RF retro-reflector that provides an enhanced radar -1
cross-section for VAGRANT collection. It's concealed in a standard computer video
graphics array (VGA) cable between the video card and video monitor. It's typically
installed in the ferrite on the video cable.

(V) Capabilities
(TSHSIIREL TO USA,FVEY) RAGEMASTER provides a target for RF flooding
and allows for easier collection of the VAGRANT video signal. The current
RAGEMASTER unit taps the red video line on the VGA cable. It was found that,
empirically, this provides the best video return and cleanest readout of the
monitor contents.
e - MM v
1 32ND
) 24 28 4 8 12 16 1]

AAAA

24 Jul 2008

INSTITUTO FEDERAL DE
EDUCACAO, CIENCIA E TECNOLOGIA

GTER
GTS

« RAGEMASTER: A concealed $30
device that taps the video signal
from a target's computer's VGA
signal output so the NSA can see
what is on a targeted desktop
monitor. It is powered by a
remote radar and responds by
modulating the VGA red signal
(which is also sent out most DVI
ports) into the RF signal it re-
radiates; this method of
transmission IS codenamed
VAGRANT.

.. IO GRANDE DO NORTE GTS'24 :: NSA PlaySet — Transformando Espionagem em Pesquisa
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Espionagem que virou pesquisa... .. ... .. ... . . . =213 hr

Dd pra implementar os projetos do Catdlogo (e com bdixo custo)?

e Sim !ll (pelo menos a maioria)

* Alguns inclusive nem sdo novidade :)

. ) ) www.nsaplayset.org
O NSA PlaySet € uma tentativa de concentrda-los

Principais Objetivos: a R
h (&

. « P \e S o
e Estudar e recriar as ferramentas (“Provas de Conceito”) 3‘\#%:;‘;-"":_/]&"__}&

Com criatividade e baixo custo

Colaboracdo com a pesquisa em segurancad

Uso prioritdrio de tecnologias abertas

Documentacdo detalhada do desenvolvimento

:..- Possibilidade de implementacdo fdcil pelos interessados
O

. . . INSTITUTO FEDERAL DE
EDUCAGAO, CIENCIA E TECNOLOGIA
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SA Playset

“agora vocé pode brincar junto com a NSA

INSTITUTO FEDERAL DE
EDUCAGAO, CIENCIA E TECNOLOGIA
RIO GRANDE DO NORTE
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www.nsaplayset.org

* “Agéncias de Inteligéncia ndo sdo magicas”

» “Se (tecnologias anti-privacidade) sdo capazes de existir... € preciso
conhecé-las para se proteger”

[T] NSA Playset *®

=l

Confributions
Project Requirements
Open Problems

Passive Radio Interception

TWILIGHTVEGETABLE (GSM)
LEVITICUS

DRIZZLECHAIR
PORCUPINEMASQUERADE (WIFi)

Physical Domination
SLOTSCREAMER (FCI)
ADAPTERNOODLE (USB)

Hardware Implants
BROKENGLASS
CHUCKWAGOM
TURNIPSCHOOL

CACTUSTUTU
TINYALAMO (BT)

RETROREFLECTORS
CONGAFLOCK

= | [3 www.nsaplayset.org

NSA Playset

Welcome to the home of the NSA Playset.

In the coming months and beyond, we will release a
series of dead simple, easy to use tools to enable
the next generation of security researchers. We,
the security community have learned a lot in the
past couple decades, yet the general public is still
il equipped to deal with real threats that face them
every day, and ill informed as to what is possible.

Inspired by the NSA ANT catalog, we hope the NSA
Playset will make cutting edge security tools more

accessible, easier to understand, and harder to
forget. Now you can play along with the NSAI

https:/fen.wikipedia. org/wikifNSA_ANT catalog

If you feel like you can contribute, please join the
discussion here:

https:/fgroups. google. com/forum##forum/nsaplayset

Check out Mike's HITB2014 talk here:
http:/fwww.nsaplayset.org/ossmann_hitb2014. pdf

GTS'24 :: NSA PlaySet — Transformando Espionagem em Pesquisa

Fazer locin | Atividace recente no site | Denunciar abuso | Imprimir paging | Tecnologia

w| E

Search this site

Google Sites




NSA P WY&l GTER
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"agora vocé pode brincar junto com a NSAY” =~~~ =~ 70 =
www.nsaplayset.org h[

Requisitos para Participacdo (iniciar um projeto)

 Um Nome “bobo” (Silly Name)

« Se o projeto € similar a um NSA ANT — usar nome parecido
« Se ndo hd equivalente no catdlogo — crie o seu nome
« Se faltar criatividade: www.nsanamegenerator.com

« Uma Categoria
* Passive Radio Interception
» Active Radio Injection
* Physical Domination
 Hardware Implants
e Software Implants
* Network Reconnaissance

« Escopo / Lista de Ingredientes / Instrugdes detalhadas para a
:-. reproducdo de resultados
]

. . INSTITUTO FEDERAL DE
EDUCACAO, CIENCIA E TECNOLOGIA
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Primeiro (grande) desafio: Um Radiorefletor RF m

(UIFOUO) HACKRF is a Software Defined Radio peripheral capable of transmission or

HACKRF

reception of arbitrary radio signals from 10 MHz to 6 GHz.

Software Defined Radio Peripheral

12/31/13

(UIFOUO) HACKRF is an open source hardware platformm designed to enable education,

(WIFOUO) HackRF One with optional enclosure

experimentation, and deployment of Software Defined Radio (SDR) technology.

(UJ'IFOLIO] HackRF One Features: (UHFDUD] Applications:

10 MHz to 6 GHz operating frequency
= half-duplex transceiver
- portable
= Hi-Speed USBE 2.0, bus powered
= low cost
- open source
= works with GNU Radio
= 20 MHz bandwidth

= 8 bit resolution (UIFOUO0) HACKRF makes cutting edge
« external clock input and output SDR technology available to everyone. MNow

spectrum analysis

= wector signal analysis

= wector signal generation

= reverse engineering

* spectrum sensing

= wireless security testing

= radio research and development

you can build any radio you want.

Status: Available Q1 2014
hitp://greatscottgadgets. com/hackri/

poc: I . S3224>, I, N

DNSA.ic.Qov

1==I

. . . INSTITUTO FEDERAL DE
EDUCAGAO, CIENCIA E TECNOLOGIA

.. RIO GRANDE DO NORTE

Unit Cost: $300 estimated

HackRF is open source hardware and software.

Anyone may use it, build it, or modify it,

GTS'24 :: NSA PlaySet —

not just the NSA.

HACKRE

hardware/software para “grampo”

conectado a computadores (ou
smartphones) via USB permite o envio
de dados capturados via rdadio;

transmissdo ou recepcdo de sinais em
faixas de frequéncia entre 10MHz e
6GHz;

requer pouca energia (alimentado pelo
proprio equipamento grampeado),

o dispositivo espionado ndo precisa
estar conectado d internet.

Transformando Espionagem em Pesquisa
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O HACKRF: Autor (e idealizador do NSA Playset) TS,

Michael Ossman

* HachRF “caseiro”

e Site greatscottgadgets.com
 Um dos criadores do NSA PlaySet

!' < 5 / i\_.____ |_:____ u—\ Je ) BY

WWW . nsaplayset org

Great Scott Gadgets - x
Grea

iyl
==
« Vs
_.'ﬁ.:'-'
[ 1|
|52
= 4 4Ll
] 1T
l'i_ [
Current
- = Projects
e .
i SR il
Past

o 2 .-'-' =
A Pr
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NSA PlaySet
O HACKRF (de Ossman)

« https://greatscottgadgets.com/hackrf
« Software (e projeto de hardware) disponivel (GitHub)

. Pre(_;o meédio de venda: $ 299.00
 HakShop (US)
* NooElec (US/CA)
* Hacker Warehouse (US)
* Ada's Technical Books (US)
» Wall of Sheep (US)
» Store4Geeks (SE)
* Passion Radio Shop (FR)
* Passion Radio Shop UK (UK)
 TAPR (US)
* iSource Asia (CN)
« WiMo (DE)
* Rysc Corp. (US)
« SparkFun Electronics (US)

...msmuro FE
EDUCACAO, C

RIO GRANDE DO

() mossman n/hackrf - Gi x

2 (3 | GitHub, Inc. [US] https://github.com/mossmanr/hackrf

.
GltHub This repositary Explor Enterp Blog Sign i
mossmann / hackrf Kk Star 768 YFork 12
low cost software radio platform
<> Cod
1,459 commits 3 branches 7 releases 18 contributors
@ lIssu 2
? branch: master ~  hackrf / +
- - 1 Pull Requests 2
Merge pull request #150 from jboone/hotfix_compiler_warings_20141110 - Wik
=R Wiki
@ mossmann authored 16 days ago latest commit 7e81647fod E—
I doc committed missing gerber files 7 months ago 4~ Pulse
I firmware Re-scope buffer{] to solve unread array warning 16 days ago
F 11 Y g ys ag s Graphs
I hardware updated date on silk screen 6 months ago
I host Ierge pull request #140 from cottsay/lib-suffix-fix 22 days ago HTTPS clonz URL
https://github.cc | [R
B .gitignore lgnore firmware/™/build directories for CMake. 4 months ago &
U can clong with HTTPS or
B gitmodules Add libopenzm3 submodule a year ago Subversion. @
B corYING readme and license files i &> Download ZIP
B Readme.md new Jawbreaker phato from fd0 2 years ago
B TRADEMARK readme and license files ]
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Passive Radio Interception
 TWILIGHTVEGETABLE

« LEVITICUS

* DRIZZLECHAIR

« PORCUPINEMASQUERADE

Phisical Domination
 SLOTSCREAMER
 ADAPTERNOODLE

INSTITUTO FE|
EDUCACAO, C
RI0 GRANDE DO

iil

Hardware Implants
« BROKENGLASS

- CHUCKWAGON { %
+ TURNIPSCHOOL SA

';,I — Ifllll =
CACTUSTUTU = RE%\’
TINYALAMO '

Retroreflectors
« CONGAFLOCK
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Nem tudo é (totalmente) novidade GTS,

e Linux + Laptop + Aircrack-NG + Metasploit = NIGHTSTAND
» BeagleBone Black + USBProxy =~ COTTONMOUTH-II

e OpenWRT + AM335x Starter Kit =~ FIREWALK

e Arduino + microcontrolador com 12C~ WANGOBED

Existem outras iniciativas (isoladas)

« Wifi Pineapple [Www.wifipineapple.com]
e Carabola 2 [www.8devices.com/carambola-2]
* Ubertooth [ubertooth.sourceforge.net]

INSTITUTO FE|
EDUCACAO, C
RI0 GRANDE DO
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www.nsaplayset.org h[
* Apresentacdo do Michael Ossmann na Defcon'2014:

Com'lnj Soon !

NSA ?la/sd" RF fe“'mrc'pkc,‘\"on

NSA Nay ‘c‘|' GsM |

and morel

oo Moapybory
C

. . . INSTITUTO FEDERAL DE
EDUCAGAO, CIENCIA E TECNOLOGIA
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