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A Computagéo Forense
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A Computagéo Forense
Confaxdualizanel®...

Ciéncias Forenses

e Definicdo
* Aplicacdo das ciéncias fisicas ao direito na busca da verdade em

materias civeis, crimindis, socidis e comportamentdis a fim de que
ndo sejam cometidas injusticas a nenhum membro da sociedade

@

* Objetivo :

e Determinar o valor probatério da cena do crime e ds J
evidéncias relacionadas
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A Computagéo Forense
Definigdio (abrangenie)

Computacéio Forense

« E um conjunto de procedimentos que
envolve a preservacdo, identificacdo,
extracdo, inferpretacdo e documentacdo  EVpENcE
de evidéncias computaciondis, utilizando ﬁrﬁﬁ" |

metodologia adequada, obedecendo

requisitos legais, zelando pela integrida-
de, relatando com fidelidade as informa-
cOes extraidas dos dados a partir de
opinides de especialistas em um tribunal
e/ou em processos administrafivos, com

objetividade.
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A Computagéo Forense
Nomenclatura

Computacéio Forense

* Pericia Forense Computacional
* Forense Computacional
* Forense em Informatica
* Forense Digital
* Pericia Digital
 Pericia em Informatica
* Pericia em Sistemas Computacionais
* Pericia Cibernética
» PericiaMirtoal |?

T
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Objetivos da Computagéo Forense

SO, e e, i,
 Recuperar, analisar e preservar
computadores e materiais relaciona-
dos de tal forma que possam ser
apresentados como provas em um
fribunal de justica.

e |dentificar as evidéncias rapidamente,
estimar o impacto potencial da ativi-
dade maliciosa na vitima, e avaliar a
Infencdo e a identidade do agressor
(ou coletar evidéncias que aqjudem
nesse objetivo).

Ses S

Novos Desafios das Pericias em Sistemas Computacionais Ecar o klé\;er

Wwww . segurancaderedes.com.br



Questées Legais
A Base jpara o Inicio

e Artigo 170: "Nas pericias de laboratorio, os peritos guardardo
material suficiente para a eventudlidade de nova pericia.
Sempre que conveniente, os laudos serdo ilustrados com

provas fotogrdficas, ou microfotograficas, desenhos ou
esquemas”.

e Artigo 171. "Nos crimes cometfidos com destruicdo ou
rompimento de obstdculo a subtracdo da coisa, ou por meio
de escalada, os peritos, alem de descrever os vestigios,
indicardo com que instrumentos, por que meios € em que
epoca presumem ter sido o fato praticado”.

e A e Novos Desafios das Pericias em Sistemas Computacionais . =v0 ke er
Wwww . segurancaderedes.com.br




Computagdo Forense
Poniios Chave

* Aquisicdo

* Preservacdo
* |[dentificacdo

* Extracdo

* Recuperacdo

* Andlise
* Apresentacdo (documentacdo)
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Computacdo Forense
lermes Es o;*:mruJ Meis Relaveanias

» Cadeia de Custodia

* Ordem de Volatilidade

* Pericia “In Loco” x “Post Mortem”

» Midia de Origem x Midia de Destino
* Assinatura Hash

» Duplicacdo Pericial

* Tipificacdo Especifica ou por Analogia
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Cendrios Tradicionais
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Cendrios Tradicionais

A 1 ¥ S . Jre , :
rerrarmenias e idenicas sopzarccds _E)SJI'SJ (a(s] 2] (o

* Dados Ndo-Volateis
» Midias (discos rigidos, pendrives, cds/dvds, ...)
e Duplicacdo + Hash + Extracdo + Recuperacdo
* Dados Voldteis
* Memoria
 Dump de memoria + File Carving

* Trafego de Rede

« Grampo + Andlise de Cabecalhos + File Carving

& ecurancaperene & s : et E
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Cendrios Tradicionais
Mobile (um capitulo ¢ parie)

Mobile Forensics “Tradicional”

* Cabos adequados (conexdo para dcesso aos
dados)

« Conhecimentos sobre restricdes de acesso
(“rootear” / jailbreak / ...)

e Duplicacdo + Hash + Exiracdo + Recuperacdo

 Informacdes (tipo/localizacdo/restricdes) variam de acordo com aparelho/S.O.

* Onde est@io os dados “mais importantes” ?7?7?

* Vocé tem, realmente, tfempo para fazer dessa forma? Ou “é o jeito”?
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Cendrios Tradicionais e ==

Mobile (vm ecapitvlo ¢ parie)

Mobile Forensics

» Solugdes comerciais = pague e use :)

»-__ P -
H_ -:“--L__ | T

Ses S
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Mobile Forensics

Solugbes Cormerciais

https://www.msab.com/products/
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Mobile Forensics
Solugdes Comercials

cellebriie

http://www.cellebrite.com/mobile-forensics

Ses S
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Mobile Forensics
Solugbes Comercials

e Oxygen Forensic® Extractor v.6.1.1.117

Oxygen Forensic® Extractor
Oxygen Forensic Extractor helps to connect and extract data from device.

Connection Mode

manual device selection.

E Auto device connection

de connects the first device detected on PC

~g; Manual device selection

del rrom the NSt

Oxygen Forensic® Extractor
Choose device data extraction or backup import

Read device

L Connect new device and extrack data

. iTunes backup

_) iTunes backups made from any Apple devices

Android backup,/image
| ,l android backupfimage

BlackBerry 10 backup
@ BlackBerry 10 backup file

Manual selection mode allows te choose connection type and d

Please connect your device to PC and select one of the modes: auto connection or

Oxygen backup
=,
}.‘/ Oyygen Forensic® Suite backup Files

Apple backup/image
‘&mm  Apple backupfimage

~. BlackBerry backup
BlackBerry backup file

Oxygen Forensic® Extractor

Select sections to be extracted from the devi

Apple iPhone 5
Applications
Calendar
Dictionaries
Event Log
File structure

® selective reading
Images
Audio
Videos
Documents
Applications
Database files
Other files

O Ful reading

Locations
Messages
Passwords
Phonebook

www .oxygen-forensic.com/en/products/oxygen-forensic-extractor/for-mobile-devices

Smm
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Mobile Forensics
Solugdes Comerciais

mulall.edut&

samsung galax &

e % S
Samsureg Galear S 11 Mini

. Sarrundg Galkuey S Plos

http://www.mobiledit.com/forensic
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Anti Forense Computacional

Are you sure you want to delete this post?

* Adequacdo e cooperacdo de provedores de conteudo

» Ata Noftarial (“assunto do momento”)
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Anti Forense Computacional
Eenicas que dificuliam o rabalho

Criptografia
E _

"N |

P

arjejel

ppoATaDic MDS (AMD R9 290) |

0 seg
0 seg
0 seg
0 seg
0 seg
0 seg
0 seg
0 seg
0 seg
2 seg
21 seg
3 min
31 min

S horas

0 seg
0 seg
0 seg
0 seg
0 seg
0 seg
2 seg
39 seg
15 min
7 horas
7 dias
b meses
> 10 afios
> 10 anos

0 seg

0 seg

0 seg

0 seg

0 seg

3 seg

3 min
2 horas

5 dias
9 meses
> 10 anos
> 10 afios
> 10 aflos
> 10 anos

0 seg

0 seg

0 seg

0 seg

0 seg

10 seg

10 min
10 horas
27 dias

4 anos
> 10 anos
> 10 afios
> 10 anos
> 10 anos

0 seg

0 seg

D seg

0 seg

1 seg

2 min
3 horas
12 dias
3,3 anos
> 10 arios
> 10 anos
> 10 afios
> 10 anios
> 10 anos

SEGU
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Anti Forense Computacional

# wipe -g /dev/sdal

# wipe -Q 1000 /dev/sdal

# wipe -rf /home/conta criminosa/
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Anti Forense Computacional
[Eenicas que elifieulieirn © iraoelne _,oen’s]sfl

USB '(l." http://github.com/hephaest0s/usbkill \

",

¢ usbkill

C—

« « usbkill » is an antfi-forensic kill-switch that waits for a change on your USB
ports and then immediately shuts down your computer.

* To run:

e sudo python usbkill.py

« —-no-shut-down: Execute adll the (destructive) commands you defined in settings.ini,
but don’t turn off the computer.
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Novos Desafios
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Novos Desafios
DVRs (Sistemas ele CFTV)

“’Primeira” Geragéio

* Arquivos H.264/AVI
» Sist.Arquivos: FAT/NTFS/EXT3

e\
e, \\I\"‘q L
>
=7 - « Extracdo Simples
* Recuperacdo (Carving)
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Novos Desafios
DVRs (Sistemas ele CFTV)

“Nova” Geragédio

Sistema Operacional (Embutido): Linux (modificado)

« Formato dos Videos: H.264 —
e Sistemas de Arquivos: DAHUA / MEIHDFS / DHFS / WES
(Surveillance video encrypted)

* Procedimentos (Pericia Forense):
* Duplicacdo do Disco Rigido
. E 56-Sirmp!
. R Ao-{Carving

Ses S
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Novos Desafios
DVRs (Sistemas ele CFTV)

“Nova” Geragédio

 Necessdrio conhecer:

* Tipo de criptografia utilizada

* Chave (sim, o padrdo tem sido utilizar uma chave “mestra”)

» Métodos de identificacdo dos videos (formatos/cabecalhos)

Software Especifico

» Script 1? ;
« Framework !? Videos
Arquivo de Imagem - Ferramentas tradicionais Extraidos/Recuperados
(Disco do DVR) (atualizadas)!?

EGURANCADEREDE
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Novos Desafios
DVRs (Sisiemas de CFTV)

“Nova” Geragédio

e Suporte dos fabricantes ndo ajuda

» Oferece softwares para visualizar arquivos
exportados a partir do proprio equipamento

17:21:52

2015-05-26

CPU : 4%

Ses S
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Novos Desafios
DVRs (Sistemas ele CFTV)

“Nova” Geragédio

» Solucdes disponiveis para “fazer na unha”
* Pioneer DVR Harddrive Recovery Tools
« Mike Knoop
« http://mikeknoop.com/pioneer-dvr-harddrive-recovery-tools
» Scripts Python:
« Extract.py — Exirai sequéncias MPEG de uma imagem de disco de um

DVR Pioneer (modelos DVR-633H e DVR545H) /

e Combine.py — Concatena/combina multiplos arquivos MPEG
« Split.py — Divide (split) arquivos manualmente

https://code.google.com/p/pioneer-rec/

EGURANCADEREDE
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Novos Desafios
DVRs (Sistemas ele CFTV)

“Nova” Geragédio

» Solucdes disponiveis para “fazer na unha”
* Projeto “ampliado” para mais modelos de DVRs
« Stefan Haller

e https://github.com/haliner/dvr-recover

* Modelos PANASONIC
e DMR-EH55 / DMR-EH56 / DMR-EH57 / DMR-EX77 / DMR-EX85 / /

DMR-XW300 / DVM-E80H

« python dvr-recover.py [parametros]

https://code.google.com/p/panasonic-rec/

ecu
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Novos Desafios
DVRs (Sisternas de CFTVY)

“Nova” Geragédio

» Solugdes comerciais = pague e use :)

Lead

WUEY ARy UXINS
AVI

Ses S
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Novos Desafios
DVRs (Sistemas ele CFTV)

“Nova” Geragédio

» Solugdes comerciais = pague e use :)

 Huaxin Data Recovery (HX-Recovery for DVR)

Frombyte Recovery For DVR

www.hxsjhf.com | www.frombyte.com/Recovery

Windows XP, Windows 2000, Windows 2003, Windows 7, Windows 2008...

Opera diretamente sobre a imagem do disco do DVR

Suporte a: Dahua, DHFS v4.0 ou 4.1, WFS v 0.2, 8.3 ou 0.4

Extrai/Restaura e exporta em formatos H.264 ou AVI

U$ 680 (permanent version) | U$ 168 (one-time version)

Novos Desafios das Pericias em Sistemas Computacionais E¢ar o klé\aer
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Novos Desafios
DVRs (Sisiernas de CFIV)

“Nova” Geragédio
 HX-Recovery for DVR

% l—iX-Re@very for DVR(unregistered) V2.1

File About

000 ® ®

¥ A A 2| &

5 Stop Exit SaveTask  Load Task Rec hecked Chedk Al Rever Create Image
| New Task. ” Save&load the Tast ” Recovery ” Select ” Image
4 -3 Fi¥magem_hd_dvr.dd jis} Cam Start date End date File size(MB)
..:; Lﬁgf:fﬁ; b1 o 2015.02.03 05.36.00 2015.02.03 05.59.59 4
_____ = 15208 Fz o 2015,02.03 05.36.26 2015,02.03 05.59.59 80
_____ B o015.01.24 3 0 2015.02.03 05.45.,18 2015.02.03 05.59,59 50
..... & 20150125 04 o 2015.02.0305.36.24 2015.02,03 05,59,59 80
..... B 2015.01.06 Fs o 2015.02.03 05.35.24 2015.02.03 05.59.59 80
..... B 2015.01.27 s o 2015.02.03 05.36.24 2015.02.03 05.59.59 82
----- [ 2015.01.13 D 7 o] 2015.02.03 05.36.24 2015.02.03 05.59.59 80
----- & 2015.01.28 (] o] 2015.02.0305.36.24 2015.02.03 05.59.59 30
----- 7 2015.01.17 DQ o] 2015.02.03 05.36.24 2015.02.03 05.59.59 g2
----- & 2015.01.29 [T o 2015.02.03 05.46.30 2015.02.03 05.59,59 4
D 11 o] 2015.02.03 05.36.24 2015.02.03 05.59.59 g2
[ 12 o] 2015.02.0305.35.24 2015.02.03 05.59.59 32
D 13 o] 2015.02.03 05.36.24 2015.02.03 05.59.59 g2
[ 14 o] 2015.02.0305.35.24 2015.02.03 05.59.59 234
D 15 o] 2015.02.03 05.36.24 2015.02.03 06.00.00 230
[ 1s o] 2015.02.03 05.45.16 2015.02.03 05.59.59 52
D 17 o] 2015.02.03 06.00.00 2015.02.03 06.59.59 10
[ 18 o] 2015.02.03 06.00.00 2015.02.03 06.59.59 202
D 19 o] 2015.02.03 06.00.00 2015.02.03 06.59.59 204
|:| 20 o] 2015.02.03 06.00.00 2015.02.03 06.59.59 208
D 21 o] 2015.02.03 06.46.56 2015.02.03 06.59.59 45
|:| 22 o] 2015.02.03 06.00.00 2015.02.03 06.59.59 202
D 23 o] 2015.02.03 06.00.00 2015.02.03 06.59.59 606
D 24 o] 2015.02.03 06.00.00 2015.02.03 06.59.59 204
D 25 o] 2015.02.03 06.00.00 2015.02.03 06.59.59 208
D 26 o] 2015.02.03 06.00.00 2015.02.03 06.59.59 208
D 27 o] 2015.02.03 06.00.00 2015.02.03 06.59.59 208
D 28 o] 2015.02.03 06.29.21 2015.02.03 06.59.59 108
Date Information
20/03/2015 01:34:32 Scan type: Scan all space
20/03/2015 Scaning. ..

979842304,/1953525168-27

S esurancaperene &
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Novos Desadfios

j‘/Js'Js_/uinst Viriuelis

Servidor de Maquinas Virluais

O importante € ndo

 Ndo acessar diretamente a midia original !!!

e Acessar o (S.0O. do) Servidor ESXi ndo altera

dados das midias

rF‘ YMware Infrastructure Chent

VMware Infrastructure Client

esquecer das “regras”

originais (servidores virtuais)

To directly manage a single host, enter the IP address or host name., O U
i T e RIS nable ESXi Shell

TP address (Mame: [ s - Enable 35H

User name: |

Password: |

Login | Close | Help |
Sy S NN o W
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Novos Desdafios — =
Meiquinas Viriuens

A

@ ° [ ] @
Servidor de Maquinas Virtvais | :: | o0 | oo | o
Server MS SQL MySQL Exchange
N 1 s r1

VM 1 VM 2 VM 3 VM 4

« Copiar arquivos de cada diretorio (/vmfs/volumes/) I VMware ESXi I

» Calcular e reqgistrar hashes — Cadeia de Custodia

* Procedimentos para copia de evidéncias (Mvs)

* Analisar informagdes de arquivos complementares
e Manipular cépia do arquivo de imagem do disco (VMDK) normalmente

* A imagem pode ser “montada” e analisada como um disco
* Procedimentos de andlise e extracdo simples
* A imagem pode ser analisada diretamente (com ferramentas forenses)

* Procedimentos de recuperacdo / carving de arquivos

eeeeeemsmemn  [VOVOs Desafios das Pericias em Sistemas Computacionais ¢ Sra0 ‘ke\»ef
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Novos Desafios
Wleiquines Virfuens

P

-~

Servidor de Maquinas Virluais

O parating Systam Operating System
2

SN EEYY
L vweemsx

» Arquivo de configuragao principal da MV —

« Detalha componentes fisicos e l6gicos da MV % ‘@—‘

* Nome da MV.vmxf I Arquivo de configuracdo complementar

e Arquivos relevantes:

. Nome_da_MV . vmx

* Nome da MV.vmdk :: Conteudo (completo) dos discos da mdquina virtual
 Nome da MV.vmsd : Informagdes e metadados da MV
 Nome da MV.nvram : BIOS da MV

« vmware (-*) .log :: Logs das atividades da MV

EGURANCADEREDE
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Novos Desafios
Maguinas Yirtuais

 Exemplo de manipulacdo / andlise de arquivos .VMDK:

/vmfs/volumes/5305c92a-d3816e70-b5£7-001a3fbl453a/SRV_01
# du -khs /vmfs/volumes/5305c92a-d3816e70-b5£7-001a3fbl453a/SRV_01/*
50.0G /vmfs/volumes/5305c92a-d3816e70-b5£7-001a3fbl453a/SRV_01/SRV_01l-flat.vmdk

1.0M /vmfs/volumes/5305c92a-d3816e70-b5£7-001a3£fb1l453a/SRV_01/SRV_01l.nvram
0 /vmfs/volumes/5305c92a-d3816e70-b5£7-001a3fb1453a/SRV_01/SRV_01.vmdk
0 /vmfs/volumes/5305c92a-d3816e70-b5£7-001a3fbl453a/SRV_01/SRV_01.vmsd
8.0K /vmfs/volumes/5305c92a-d3816e70-b5£7-001a3fbl453a/SRV_01/SRV_01.vmx
0 /vmfs/volumes/5305c92a-d3816e70-b5£7-001a3fbl453a/SRV_01/SRV_01.vmxf
1.0M /vmfs/volumes/5305c92a-d3816e70-b5£7-001a3fbl453a/SRV_01/vmware-1.log
1.0M /vmfs/volumes/5305c92a-d3816e70-b5£7-001a3£fbl453a/SRV_01/vmware.log

# fdisk -1 SRV _0l-flat.vmdk

Disk SRV_0l-flat.vmdk: 53.7 GB, 53687091200 bytes

255 heads, 63 sectors/track, 6527 cylinders, total 104857600 sectors
Units = setores of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0x0001c5f4

Dispositivo Boot Start End Blocks Id System
SRV_01l-flat.vmdkl & 2048 100663295 50330624 83 Linux
SRV_01-flat.vmdk2 100665342 104855551 2095105 5 Estendida
SRV_01-flat.vmdk5 100665344 104855551 2095104 82 Linux swap / Solaris

& ecurAncaperepe ™ ; Ny E
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Novos Desafios
Maguinas Yirtuais

 Exemplo de manipulacdo / andlise de arquivos .VMDK:

/vmfs/volumes/5305c92a-d3816e70-b5£7-001a3£fbl453a/SRV_02
du -khs /vmfs/volumes/5305c92a-d3816e70-b5£7-001a3fbl453a/SRV_02/*

.8T /vmfs/volumes/5321alc4-d93116e0-a6bc-001a3fbl453a/SRV_02/SRV_02-flat.vmdk

.0M /vmfs/volumes/5321alc4-d93116e0-a6bc-001a3fbl453a/SRV_02/SRV_02.nvram
/vmfs/volumes/5321alc4-d93116e0-ab6bc-001a3fbl453a/SRV_02/SRV_02.vmdk
/vmfs/volumes/5321alc4-d93116e0-aébc-001la3fbl453a/SRV_02/SRV_02.vmsd

.0K /vmfs/volumes/5321alc4-d93116e0-ab6bc-001a3fbl453a/SRV_02/SRV_02.vmx
/vmfs/volumes/5321alc4-d93116e0-ab6bc-001a3fbl453a/SRV_02/SRV_02.vmxf

.0OM /vmfs/volumes/5321alc4-d93116e0-ab6bc-001a3fbl453a/SRV_02/vmware.log

ROOWMOORR

# fdisk -1 SRV_02-flat.vmdk

Disk SRV_02-flat.vmdk: 1979.1 GB, 1979120929792 bytes

255 heads, 63 sectors/track, 240614 cylinders, total 3865470566 sectors
Units = setores of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0x9a3f5eb9512 bytes / 512 bytes

Disk identifier: 0x0001c5f4

€

Dispositivo Boot Start End Blocks Id System

SRV_02-flat.vmdkl * 2048 206847 102400 7 HPFS/NTFS/exFAT
SRV_02-flat.vmdk2 206848 225279999 112536576 7 HPFS/NTFS/exFAT
SRV_02-flat.vmdk3 225280000 3865466879 1820093440 7 HPFS/NTFS/exFAT
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Novos Desafios
Midquinas Virtvais

Servidor de Maquinas Virtuais

» Solugdes comerciais = pague e use :)

L\ PhysicalDriven ST38081545 74.53 GB

[;_','l,'l,.'l,F‘hw;.-'sicalDrivel nll Z040.00 GEB
W\ PhysicalDrives ST31500341A5 1397.27 5B
LW\ PhysicalDrives PER.C HE00 1862.50 B
W \PhysicalDrivest PER.C HEOO 1862.50 GB
W \PhysicalDrives PER.C HE00 1862.50 3B

Frombyte Recovery For ESX
U$1050.00

www . frombyte.com/Recovery/2012/1108/5.html
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Cenas dos Préximos Capitulos
Ou néio?
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Cenas dos Préximos Capitulos
Ou néio?

Computagéo Forense nas Nuvens

« Solucdes comerciais = pague e use :)

Ses S
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Computagéo Forense nas Nuvens
Soluges comercials

i Validating data source credentials

E Dropbox vy
u Twitter CloudioBrite v
n Facebook ) v
q m KIK
@ Gmail

Google Drive

: ; y
b

Data sources Date range
E} Fircipe: I A0S | 12037043
B mwiter- coutionne Content categories

o | o .

ia Kik-shahafr

Small- Cloudio Bri n

Googlebrree - Coudia Brite 7

www.cellebrite.com/mobile-forensics/applications/UFED-Cloud-Analyzer
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Computagéo Forense nas Nuvens

Solugdescomerciais . .. ... . ... . . . 4

-

Oxygen Forensic® Extractor for Clouds - 1.0.0.210

Oxygen Forensic ®
Extractor for Clouds

Help
Settings...
About

E All services  #

Cloud services

Select from which service to extract data to PC.

Google services

@.Guugle Contacts E Google Calendars L Google Drive 289 Google Tasks

E! Google Location History

Apple services
u iCloud Contacts 3 iCloud Calendars

Microsoft services

mee Contacts Lwe Calendars EGHEDFNE

Other services

é\ﬁ Dropbox MED}{ uTwitter EE_J Instagrarm

Help us improve our product by giving your contact here: http://helpdesk.oxygen-forensic.com/

Cancel

www.oxygen-forensic.com/en/products/oxygen-forensic-extractor/for-clouds
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y2. ricardokleber(@ricardokleber.com

w) @ricardokleber | @segurancaderede

-
m{& www . seqgurancaderedes.com.br

www . youtube. com/segurancaderedes
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