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Motivacao

» Fev/2014

» Deteccao de Anomalias atravées de Netflow
» Murtos dados

» Correlacao entre eles

» Escalabilidade
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Motivacao

» Fev/2014

» Deteccao de Anomalias atravées de Netflow
» Murtos dados
» Correlacao entre eles

» Escalabilidade

» Padrao: Nao auxilia a tomada de decisao
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Solucoes Semelhantes

» Critical Stack (Feeds)
» Threatbxchange (Graph)
» CIF (Feeds)
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Argurtetura em Micro-servicos

» Monolitico vs. Micro-servico

» Monolitico: um sistema que faz tudo

» Se um componente falha, o funcionamento do
sistema € comprometido

» Malor complexidade para manutencao
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Argurtetura em Micro-servicos

» Mono
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» Micro-servico: um sistema especialista

» Os sistema completo € composto de varios
componentes

» Cac
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» Se um componente falha, s6 uma parte do sistema
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indisponivel
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» Monolitico vs. Micro-servico
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» Pontos Importantes:
» Varios outros sistemas consultando informacoes
» Diferentes tipos de dados sendo inseridos

» Necessidade de recuperar os eventos |a tratados e
evitar duplicacoes
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Argurtetura da aplicacao

» Pontos Importantes:
» Varios outros sistemas consultando informacoes
» Guardar dados na memoria
» Diferentes tipos de dados sendo inseridos
» Categorizacao

» Necessidade de recuperar os eventos |a tratados e
evitar duplicacoes

» Envio dos eventos, mas categorizarao externa



Argurtetura da aplicacao
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Problemas encontrados

» Reputacao incremental

» Eventos maliciosos, suspeitos e confiavels
» Reputacao eterna

» |dentificacao Unica dos eventos

» Alteracoes de reputacao
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IP: . 182.7

Timestamp

2015-05-22T
11:00:29.000Z

2015-05-23T
00:25:48.000Z

2015-05-22T7
11:20:20.000Z

2015-05-23T
08:10:48.000Z

2015-05-227
06:40:56.000Z

2015-05-23T
08:55:45.000Z

2015-05-227
12:05:20.000Z

Category

NETFLOW.UDP

NETFLOW.UDP

NETFLOW.SYN

NETFLOW.UDP

NETFLOW.UDP

NETFLOW.UDP

NETFLOW.SYN

Interface de administracao

Message

{"last_source_port":*1896", “probes*:8, “last_destination_port*:*1027", "destination_port":
[*1027*], “source_port*:[*1896"], “source_ip": IEGEG1862.7")

{"last_source_port":"17864", “probes":17, "last_destination_port":"8080°,
“destination_port*:[*8080"), “source_port":[*1932", "1935°", "17864"),
*source_ip":" TN 162.7")

{*last_source_port":"62568", “probes”:8, “last_destination_port":*1036",
“destination_port*:[*8080"), "“source_port“:[*61715", "61777", "61955", *62080", "62140",
"62185%, "62495°", "62568"), "source_ip*:"200.20.182.7")

{"last_source_port":“22616°, “probes”:33, “last_destination_port“:"1024"*,
“destination_port*:[* 1], "source_port":[*1941", "17864", "22616"),

*source_ip": THIIEIN182.7")

{"last_source_port":*1890°, "probes*:39, "last_destination_port“:"1*, “destination_port":
(*8080"], "source_port":["1883", *1890"), “source_ip": IEEGN182.7")
{"last_source_port":"22616", “probes”:36, “last_destination_port“:"1025*,
“destination_port*:[*50"], "source_port":["1941", "17864", "22616"),
*source_ip":"IIN182.7")

{"last_source_port":"56341", “probes”.5, "last_destination_port":"1041",
“destination_port*:[*57163"), "source_port™:[*55474", "56165", "56302", "56339",




Interface de administracao

2015-05-227
22:15:22.000Z2

2015-05-23T
05:10:26.000Z

2015-05-28T7
07:25:48.000Z

2015-05-28T
07:30:48.000Z

2015-05-28T
07:20:48.000Z

2015-05-28T7
07:33:04.000Z

NETFLOW.SYN

NETFLOW.SYN

NETFLOW.SYN

NETFLOW.SYN

NETFLOW.SYN

NETFLOW.NULL

R h A 1) wvolhprTTEovicoTTociry

{"last_source_port*:"64042", “probes”:16, “last_destination_port*:*23000",
“destination_port*:[*1024%), *source_port*:[*63224", "63275", "63301", "63389", "63394",
"63460", "63472", "63540", "63621", "63760", "63772", "63952", "63995", "64019",
"64020", "64042"), "source_ip": N 182.7")

{"last_source_port*:"54667", “probes“:34, “last_destination_port*:"8080°,
"destination_port":["10000°], "source_port":["38222", "53800", "53841", "53842", "53885",
"53892°, "53927", "53941", "53973", "53995", "54052", "54087", "54113", "54167",
"54243", "54254", "54262", "54272", "54294", "54303", "54318", "54329", "54405",
"54432", "54437", "54463", "54491", "54498", "54551", "54565", "54581", "54592",
*54649", "54667"), "source_ip":'IINEGN 1582.7")

{"last_source_port*:"59503", “probes":83, “last_destination_port*:"8888",
“destination_port*:[*8888"), *source_port*:[*59503"), “source_ip":"IIEG¥ 12.112")

{"last_source_port*:"59503", "probes":162, "last_destination_port*:*8888",
*destination_port*:["8888"], *source_port*:[*59503"], “source_ip":" G 12.112")
{"last_source_port®:"59503", "probes":190, "last_destination_port*:"8888",
“destination_port":["8888%), *source_port*:[*59503"), “source_ip*:"93.158.212.112)}

{"last_source_port*:"59503", "probes":7, "last_destination_port"."8888",
"destination_port":["8888"), "source_port*:["59503"), “source_ip":" IR 12.112")

(o [



NMAP API - Dados

status: "up”,
mac_addr: null,
- data: [
- {
proto: "tcp”,
rpe: null,
version: null,
fingerprint: null,
service: 'vnc",
port: “5900",
- additional_info: {
- banner: ({
output: "RFB 003.007"
}

}o
product: "VNC"

proto: "tcp",
rpe: null,
version: "5.5pl Debian 6+squeeze3",
fingerprint: null,
service: "ssh",
port: "6000",
- additional_info: {
- banner: ({
output: "SSH-2.0-OpenSSH_5.5pl Debian-6+squeeze3”
Yo
- ssh-hostkey: {
output: "1024 3£:90:08:c4:83:a7:5f:c0:ba:4d:6d:a2:d0:53:85:d2 (DSA) 2048
3f:a6:01:1e:48:13:ec:a9:d2:b0:cf:ec:ae:41:19:7d (RSA)"
}
}o
product: "OpenSSH"



APl de Reputacao - |.

{
- itens: |
- {

created: 1391732329,

detection: "darknet”,

ip: "N G:.67",

status: "malicious”,

report_time: 1393637234,

- _dd: {
$oid: "52£42669£ae4035574000054"

(counter: 2869524

created: 1391892327,
detection: "darknet”,
ip: "N :.51",
status: "malicious”,
report_time: 1393834176,
- _dd: {
$oid: "52£69767£faed403460e0000ch”

}.
counter: 2224569

created: 1397661633,
detection: “"darknet”,
ip: "N 173.11",
status: "malicious”,
report_time: 1399314902,
- _dd: {
$oid: "534e9£fcl0416084b2e000000"



APl de Reputacao - 2.0

- N reputation.cbpf.br:8080/api/ip/-19.104.138

{"reputation":9.59897322626105}




APl de Reputacao - 2.0

€ - C' [) reputation.cbpf.br:8080/api/events/ip/| I N104.138 (» d

[
- {

msg: “{"last_source_ port":"36877","probes”:7,"last_destination_port":"23","destination_port":["110%),"source_port":
("6861","26977","36877"], "source_ip": [ 104.138"}",
timestamp: "1432207216",
item: [ 041387,
category: “NETFLOW.SYN",
collection: "ip",
id: "3339",
‘log_id: "ip58bf28£e93b59609e48c00d05£50d3b4 "

msg: "{"last_source_ port":"40540","probes”:5,"last destination port":"3306","destination port":["110"], "source_port":
("6861°,"26977","40540" ), “source_ip": NN 104.138"}",

timestamp: "1432194016",

item: “[J104.138",

category: "NETFLOW.SYN",

collection:
id: "1410",
log_id: "ipa36e973e£f677a67b£f73b673dd71db23e"

msg: "{"last_source_port":"40540","probes”:7,"last_destination_port":"3306","destination_port":["110"], "source_port":
["6861","26977","37079","40540" ], "source_ip" :"-104. 138")",
timestamp: "1432194316",

item: [N 104.138",

category: "NETFLOW.SYN",
collection: "ip",
id: "1481",

log_id: "ip4bB8d9eaSeffd9323408a66c£9£9db5d0"

msg: "{"last_source_ port":"40540","probes”:15,"last destination_port":"3306", "destination_port":["143"),"source_port":
["26977","36877","37079","40540" ], "source_ip": "[J 104-138"}",
timestamp: "1432308022",

(3]



APl de Reputagao 2.0

¢ = '] reputation.cbpf.br:8080/api/ip (» 4

reputation: 98,

item: "N 138.89"

reputation: 98,

item: "[JE°0.146"

reputation: 98,

item: "[HNEEENR7.45"

reputation: 98,

item: "N G5-.66"

reputation: 98,

item: "7 -1

reputation: 98,

item: ' 7 .

reputation: 98,

item: . 144.64"

reputation: 98,

item: TN.213.32"




Onde encontrar?

» https://github.com/mdjunior/reputation-api

» https://github.com/mdjunior/reputation-monitor

» https://github.com/mdjunior/fail2ban

» https://github.com/mdjunior/anomalia-reputation-api

» https://github.com/mdjunior/nmap-apt

» https://github.com/mdjunior/flow-collector



https://github.com/mdjunior/reputation-api
https://github.com/mdjunior/reputation-monitor
https://github.com/mdjunior/fail2ban
https://github.com/mdjunior/anomalia-reputation-api
https://github.com/mdjunior/nmap-api
https://github.com/mdjunior/flow-collector

Perguntas?
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