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Quem € esse “cabra”?

» Gerente de Operacdes na
IBLISS Seguranca e
Inteligéncia

» Professor

» Co-fundador da Nullbyte
Security Conference




Ferramentas de protecao
estao preparadas para
acompanhar a evolucgao
das ameacas?




Ameacas

Malicious Gaming App Infects More than 1 Million

Android Users Apple Mac OS X Vulnerability Allows Attackers to Hack
Sunday, July 12, 2015 Swati Khandelwal

your Computer
600TB MongoDB Database 'accidentally’ exposed on the

lntelm?t e & S s Java Zero-day vulnerability exploited in the Wild

Tuesday, July 14, 2015 Mohit Kumar

Oops! Adult Dating Website Ashley Madison Hackedq; 3/

Million Accounts Affected Oh Goshl Four Zero Day Vulnerabilities Disclosed in
Tuesday, July 21, 2015 & Swati Khandelwal Internet Explorer
Friday, July 24, 2015 Swati Khandelwal

'Hacking Team' Gets Hacked! 500GB of Data Dumped
Over the Internet

Sunday, July 05, 2015 Swati Khandelwal




Ameacas Externas vs

Ameacas Internas

Cumrent employees

Former employees

Cument service providers/consullanis/contractors

Former service providers/consultants/contractors

Supplers/business pariners

Managing cyber risks in an interconnected world

http://www.dol.gov/ebsa/pdf/erisaadvisorycouncil201
Ssecurity3.pdf

Customers

Figure 6
Insiders vs. outsiders
Sources of security incdents, 20132014
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Ameacas




Como VOCés se
previnem hoje?
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Prevencao
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Como se previnir?




Usando processos €
procedimentos




O processo

v'Planejar
v Auditar

v Corrigir
v'"Monitorar




» Auditar
= Ativos
= Aplicacoes
= Sistemas
" Pessoas

» Gerencimento de ameacas tecnoldgicas
»TDI

»Monitoracdo continuada
I



Cenario

Foi possivel identificar que em certos horarios do
dia, ocorre um grande fluxo de pacotes saindo da
rede interna para Internet deixando a rede lenta.

ApoOs horas de analise Severino, o Sysadmin,
identificou o servidor comprometido e localizou
0S seguintes arquivos dentro do diretorio /tmp :

* Jonh the ripper
* Shadows e Passwd
* Um arquivo contendo senhas “crackeadas”



Monitoracao Continua
de Ameacas




Security Information and Event

Management (SIEM)

Coleta, normaliza e relaciona

informacoes enviada de diversas
origens:

v Firewalls

v'Servidores
v IDS/IPS
v'Aplicacoes



Security Information and Event

Management (SIEM)

A partir da correlacao desses eventos
é possivel gerar varias acoes:

v Alertas (email, SMS,etc)

v'Bloqueios

v'Abertura de tickets

v'Relatorios




Security Information and Event
Management (SIEM)

VT

ALIEN VAULT OSSIM




Security Information and Event

Management (SIEM)
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Alienvault OSSIM

Arquitetura




Alienvault OSSIM

v'PRADS - Identifica hosts e servicos
passivamente.

v'OpenVAS - Analise de vulnerabilidade e
correlacao cruzada com alertas de IDS

v'Snort - Deteccao de intrusdo também
usado para correlagao com Nessus.

v'Suricata - Sistema de deteccao de intrusao
padrao do OSSIM



Alienvault OSSIM

v Teptrack — Obtém informacdes sobre sessao
para correlagao de ataques.

v"Nagios - Monitoramento de ativos

v"OSSEC - Sistema de deteccao de intrusao
para hosts

v"Munin - Analise de trafego de rede .

v NFSen/NFDump - Coleta e analisa
iInformacoes de NetFlow.

v FProbe, gera o NetFlow de dados capturados.



Alienvault OSSIM

Embedded tools:

Asset discovery: Nmap, Prads
M orena lad
Behavioral monitoring: Netflow, Ntop, Nagios
Threat detection: Snort, Suricata, OSSEC
Vulnerability assessment: Openvas
External collectors:
Syslog, FTP, SCP, NFS
Samba, SNMP, WMI, LEA (enhguration &

Wara gemiend

SDEE, SQL, Unix Socket

https://www.alienvault.com/doc-repo/usm/security-intelligence/AlienVault_Correlation Reference Guide.pdf



Alienvault OSSIM

Correlacao de Eventos

USM Server

SQL Storage

Correlation

EVENTS

Risk Assessment

Policy

Collection

https://www.alienvault.com/doc-repo/usm/security-intelligence/AlienVault_Correlation_Reference_Guide.pdf




Alienvault OSSIM
Correlacao de Eventos

AlienVault Event Correlation

2 AlienVault USM correlates events from multiple sources, crossing HIDS alerts with
information collected from embedded detectors and external sources.
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Alienvault OSSIM

Brute force
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Alienvault OSSIM

Cross-correlacao

AlienVault Vulnerability
Scanner

Vulnerability: 1S remote

“~ command execution
« [l
uf
USM Sensor nerabﬂ’}J’S
l:an
Cross-correlated
event
rrack
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AlienVault IDS

https://www.alienvault.com/doc-repo/usm/security-intelligence/AlienVault_Correlation_Reference_Guide.pdf




Alienvault OSSIM

Casos




Alienvault OSSIM

Fraudes




Alienvault OSSIM

Infraestrutura




Alienvault OSSIM

Seguranca




Alienvault OSSIM

Hands On
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Ferramenta
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Gerenciamento de Ameacas Tecnoldgicas

Alexandro Silva

Rua Nestor Pestana, 30 cj 156
Sao Paulo-SP

+55 11 3255-3926 Tel
www.ibliss.com.br
alexos@ibliss.com.br
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