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loT. Internet of Things? ou... Internet of Threats?

The Jﬂr ot Tech.. by Mitrozac & Snoggy

The Internet of ransomware things... 30 BUCKS IN
g @ BITCOIN, OR NEXT
TIME L EMEGLII:{T
OM STRIKE SMOKE, T M
HUNGRY? UNTIL YOu JUST LET YOU
PAY UP AND SEND MONEY SLEEP.

20 BUCKS
IN MY PAYPAL
ACCOUNT
OR I‘LL ONLY
BREW
DECAF!

I“LL UNLOCK TO MY

THE MEXT TIME
¥OU LEAVE, IT'LL
COST YOuU 100
BUCKS TO GET
BACK INTO THE
HOUSE, UNLESS
YOU GIVE ME

MY ALARM
SYSTEM IS
GOING TO GO
OFF RANDOMLY
THROUGHOUT
THE NIGHT,
UNLESS YOU

' ILL BE

BURNING THE
TOAST IF YOU
DON'T GET
ME SOME
DOUGH!

EXCUSE US

DISHES CAN

; WHILE WE
WIRE MY WAIT, L'M PARTICIPATE I’M TURNING
HACKER $100 BUSY MINING IN A DDOS OFF THE
OR I’LL REVERSE BITCOINS. ATTACK. HEAT UNTIL
MY MOTCR AND YOU WARM UP
BLOW DIRT ALL MY BANK
OVER THIS ACCOUNT/

PLACE/

IlL START
YOUR CAR, ELIT
ONLY TO TAKE
YOU TO YOUR
BANK TO MAKE
A TRANSFER.

SEND ME #2535 OR

IF YOU DON‘T I‘LL TELL EVERYOMNE
SEND US CASH, ON YOUR SOCIAL
YOUR REPUTATION NETWORK THAT YoOU
WILL BE IN THE WERE STUPID ENOUGH

TRASH. TO BUY AN INTERMET-

CONNECTED BROOM/
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Atagues Cibernéticos

= BYOD, IoT e botnets trazem novos desafios

— O que fazer se o0 atague vem de dentro da sua rede?
* Bloquear milhares de assinantes infectados?
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Atagues Cibernéticos

= BYOD, loT e botnets trazem novos desafios
— O que fazer se o0 atague vem de dentro da sua rede?
« Bloquear milhares de assinantes infectados?

— Como mitigar o ataque sem prejudicar o assinante?
 E preciso bloguear o trafego malicioso e permitir o legitimo
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Atagues Cibernéticos

= BYOD, IoT e botnets trazem novos desafios

— O que fazer se o0 atague vem de dentro da sua rede?
* Bloquear milhares de assinantes infectados?

— Como mitigar o ataque sem prejudicar o assinante?
 E preciso bloguear o trafego malicioso e permitir o legitimo

= E possivel ser pré-ativo?
— Como identificar os assinantes infectados?

— E possivel impedir que assinantes infectados gerem
atagues?
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Atagues Cibernéticos

= BYOD, IoT e botnets trazem novos desafios

— O que fazer se o0 atague vem de dentro da sua rede?
* Bloquear milhares de assinantes infectados?

— Como mitigar o ataque sem prejudicar o assinante?
 E preciso bloguear o trafego malicioso e permitir o legitimo

= E possivel ser pré-ativo?
— Como identificar os assinantes infectados?
— E possivel impedir que assinantes infectados gerem

atagues?
= E preciso adicionar novos elementos na rede?
— Ou posso fazer melhor uso dos existentes?
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ENDPOINTS

DNS LAYER:

Protects threats from
within the network

INTERNET

\

REMOTE
LOCATIONS

DATA
CENTERS




Nominum Data Science Security Analysis

Dados DNS

Meétrica Valor

Periodo Analisado 01/mar/2016 — 31/ago/2016

Total de Consultas DNS 14.700.000.000.000

Numero Médio de Nomes 422 900.000

DNS Unicos por dia

Aprox 3% do trafego global total
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Panorama das Ameacas



Novos Nomes DNS — Periodo de 24 horas

23.00 1:.00

75% of domains had only 1 query*

*over 6-month period
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124.7 million

18:00 6:00
1 query
17:00 7:00 349.7 million
16:00 8:00
15:00
14:00 10:00
13:00 11:00
12:00
NEW DOMAINS PER DAY NEW DOMAINS PER MONTH NEW DOMAINS MARCH - AUG 2016

5 million 150 million 1 billion
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Threat Tracker 2016

Queries (in Millions) Domains (in Thousands)

INn queries

and domains \ domains added
| daily to block list

APRIL

malicious
queries daily
(by end of Aug)
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incipalis Ameacas ldentificadas
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Necurs: Numero de Consultas / Més

CHART 1. NECURS QUERIES BY MONTH
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Necurs: NUmero de Consultas / Quinzena

CHART 2. NUMBER OF QUERIES TO THE NECURS BOTNET BROKEN DOWN BI-WEEKLY
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Ghost Push: Malware para Android

CHART 4. GHOST PUSH QUERIES BROKEN DOWN BI-WEEKLY
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Locky: Ransomware

CHART 3. NUMBER OF LOCKY QUERIES BROKEN DOWN BY WEEK

225k
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8 Malicious email | File types that can be
J attachments delivered | encrypted by Locky
| by Locky in Q22016* B (e.g., .docx, .jpeg, .XIsx)

N O\

N

~ Average ransom Largest Locky payout to
¥ demand (BTC 0.5 to date?

!; 1.00)3

1 ¥tps://blog.barkly.com/ransomware-statistics-2
tps://blog.avast.com/a-closer-look-at-the-loc
'nttp://www.smartdatacollective.com/david-bala
‘Spread-volumes=and=much

90,000

Devices infected daily
around the world?®

$1.6M per day
Average daily payout by

~ Locky at the current
} bitcoin exchange rate?




Miral

50,000 bots
PRSD
3 Alvos
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Codigo
disponibilizado
30/Setembro

# Alvos:
Up 5-6X
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Localizacao de C&C — Mundo

Top 5 C&C countries:

1. United States

2. Canada

3. Germany

4. Brazil ‘,_,*‘. Query Density

5. China ’ ”
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Localizacao de C&C — EUA
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Hospedagem de Malware

EUA

Sharktech 1l
Vitalwerks Internet
Mundo Solutions, LLC -
Microsoft Azure |l
Casablanca INT
Atlantic.net 1N
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Hewlett-Packard Company I
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35%
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Mergulhando em
DDoS e Amplificacao DNS



Atagues PRSD nos ultimos 2 anos

6b
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3b
. |
ATTACKS STOPPED
ATTACKS STOPPED
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12 Minutos de um Ataque PRSD

180k
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90k

45k

11:38 am

September 24, 2016

11:40 am

11:42 am

11:44 am

11:46 am

11:48 am

11:50 am

NnomMiNuM



Amplificacao DNS

QPS, ampllification queries per second

250

200

150 1

100 -

50 M *

|
\ Response size typically increases
from 40 bytes to 4,000 bytes
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Conclusoes

= Aumento significativo dos ataques DDoS e botnets
= BYOD e loT introduzem novos desafios

= DNS é elemento chave para prevencao e mitigacao

NnoMiNuM



Consideracoes Finais

= Download do Nominum Data Science Security Report:

http://nominum.com/resource/security-report-nome
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Consideracoes Finais

= Download do Nominum Data Science Security Report:

http://nominum.com/resource/security-report-nome

Para Pensar:

= Seu servidor DNS sempre responde a resposta correta?

30 tr e Y
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Consideracoes Finais

Download do Nominum Data Science Security Report:

http://nominum.com/resource/security-report-nome

Para Pensar:

Seu servidor DNS sempre responde a resposta correta?

A resposta correta protege o Usuario?
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Muito Obrigado !




