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IEEE 802.1x

Primeiro padrao - 802.1X-2001, update 802.1X-2004

Fornece mecanismo de autentica¢ao para LAN

EAPoL (EAP over LAN)

3 entidades — Suplicante, Autenticador, Servidor de Autenticacao

Authentication - .
Supplicant Authenticator Server Porta ndao autorizada

; e
Identity Request
Identity Response Access Request
Challenge Request Access Challenge

Challenge Response Access Request
m Access Accept

B ear B rADIUS




IEEE 802.1x

* Endpoint Autenticado = mac-address autorizado
* Trafego permitido até queda do link ou re-autenticacao periddica
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IEEE 802.1x
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802.1x — Man-in-the-middle

 HUB conectado na porta do switch
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802.1x — Man-in-the-middle

HUB conectado na porta do switch

Cliente autenticado

Mac-address clonado pelo atacante

Acesso liberado até re-autenticacao ou queda do link
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802.1x — Man-in-the-middle

 HUB conectado na porta do switch

* Cliente autenticado

 Mac-address clonado pelo atacante

* Acesso liberado até re-autenticacao ou queda do link
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802.1x — Man-in-the-middle
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802.1x — Man-in-the-middle
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802.1x — Man-in-the-middle

 HUB conectado na porta do switch
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802.1x — Man-in-the-middle

Efetividade

* Desconectar endpoint autorizado - TCP race condition
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Efetividade
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802.1x — Man-in-the-middle

Efetividade

* Desconectar endpoint autorizado - TCP race condition
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802.1x — Man-in-the-middle

Efetividade

* Desconectar endpoint autorizado - TCP race condition
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802.1x — Man-in-the-middle
Mitigacao

e 802.1x + VPN
e ACL no switch
VPN only
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IEEE 802.1ae - MacSec

Publicado em 2006

Criptografia ponto-a-ponto do payload do frame

Usado tipicamente para criptografar links lan-to-lan entre Datacenters
Cifra padrao - GCM-AES-128

CAK - Connectivity Association Key — pre-shared

SAK - Secure Association Keys — derivada da CAK, trocada periodicamente
KEK — Key Encription Key — criptografa a SAK

Servidor de chaves é eleito para a gera¢ao da SAK

Switch 1 Switch 2
= s
Configuration of Configuration of
pre-shared key —— ~€— pre-shared key
/Hlﬂ\ capabilities exchange / key-server election
GCM-AES AN >

SAK installation
——— SaK installation success ——=
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802.1x + 802.1ae

802.1x-2010 - EAPoL packet type 5 (EAPoL-MKA)

MKA — MacSec Key Agreement

Depois de autenticado, inicia-se o processo MKA

MSK - Master Session Key — gerada na autentica¢ao EAP pelo servidor de
autenticacao (Radius)

Suplicante recebe a MSK no processo EAP

Switch recebe a MSK em um atributo radius

MSK usada para gerar a CAK

Switch sempre é o servidor de chaves (SAK)
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802.1x-2010

Trafego nao 802.1ae é descartado pelo switch
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802.1x-2010

Suporte
e Suplicante

Windows - Cisco anyconnect (NAM)
Linux — WPA supplicant

e Autenticador (Switch)
Cisco 3650, 3850
* Servidor de autenticag¢ao (Radius)

Cisco ISE
FreeRadius 2.x (a confirmar)
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