GDPR

O que é a nova lel europeia de
privacidade e como se preparar?
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EDP, NOS e PT apanhadas a partilhar dados de
clientes

000Q

Zendesk - Site
oficial

O Zendesk facilita e
otimiza a comunicacao

com os clientes.
Experimente ja.

ILUSTRAGAD CRISTINA SAMFAIO

Contactos de novos clientes da elétrica cedidos ilegalmente a operadoras de
comunicac¢oes. Empresas desmentem mas Comissao Nacional de Protecao de Dados
confirma casos e abertura de processos-crime

. http://expresso.sapo.pt/economia/2017-09-18-EDP-NOS-e-PT-apanhadas-a-partilhar-dados-de-clientes
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Agenda

D 7

" Privacidade de dados no Brasil

" Privacidade de dados na América Latina

" Privacidade de dados na Europa

® General Data Protection Regulation (GDPR)
" Desafios da GDPR

® Pontos-chave da GDPR

Privacy Impact Assessment (PIA)
Objetivos do PIA

Transferéncia internacional de dados

Como serei ?
Como devo ?
Por onde ?
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Privacidade de Dados: Brasil, América Latina e Europa
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Privacidade de Dados no Brasil

Marco Civil da Internet

No Brasil, ainda nao ha uma lei especifica sobre privacidade de dados que dite a forma
como lidar com os dados, porém o Marco Civil, sancionado em 2015, define os deveres para

operagoes que lidam com dados confidenciais.

Lei Carolina Dieckmann
Nome que ficou conhecida a lei 12.737/2012 que altera o cédigo penal brasileiro e tipifica
os delitos ou crimes informaticos.

PL 5276/2016 - PL 4060/2012
PL 6291/2016 - PLS 330/2013

Projetos de leis que visam criar uma lei geral de prote¢ao de dados brasileira.
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Privacidade de Dados no Brasil

Em 12 de Junho de 2017 o Direito ao esquecimento
comec¢ou a ser debatido pelo STF no Brasil, por meio de
uma audiéncia publica que reuniu representantes de
associacoes de jornalistas, empresas de tecnologia e
especialistas.
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Privacidade de Dados na Ameérica Latina

Ref: https://www.dlapiperdataprotection.com/
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Privacidade de Dados na Europa

@ eceuropa.s en.pdf & &)
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Official Journal of the European Communities No L 281/31

DIRECTIVE 95/46/EC OF THE EURQPEAN PARLIAMENT AND OF THE COUNCIL
of 24 QOctober 1995

on the protection of individuals with regard to the processing of personal data and on the free
movement of such data

THE EUROPEAN PARLIAMENT AND THE COUNCIL. OF Article 7a of the Tre ty, the free movement of
THE EUROPEAN UNION, goods, persons, services and capital is ensured
require not only that personal data should be able
to flow freely from one Member State to another,
but also that the fundamental rights of individuals

Having regard to the Treaty establishing the Furopean -
& s Y © b should be safeguarded;

Community, and in particular Article 100a thereof,
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General Data Protection Regulation (GDPR)

.

y | About this site | Contact | Cookies | Legal notice | English {en)
Last update

JUSTICE 24/11/16

Building a European Area of Justice

European Commission > Justice > Data protection

77
L

Reform of the data protection
legal framework

Data transfers outside the
EU

Article 29 working party
Opinions and recommendations
Entities collecting data

Protecting your personal
data

Data protection bodies

HOME  — ALL TOPICS

DATA PROTECTION

Protection of personal data

In January 2012, the European Commission proposed a comprehensive reform of data protection rules in the
EU.

On 4 May 2016, the official texts of the Regulation and the Directive have been published in the EU Official Journal
in all the official languag hile the Regulation will enter into force on 24 May 2016, it shall apply from 25 May
2018. The Directive enters into force on 5 May 2016 and EU Member States have to transpose it into their
national law by 6 May 2018.

the Commission has prioritised. The reform w
digital economy.

Take control of your personal data
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OF DATA PRIVACY
PROFESSIONALS

Location data
Identification numbers
IP addresses

Cookie data

RFID tags

OF DATA PRIVACY
PROFESSIONALS

MOST IMPORTANT
CHANGE ! 2474 PRVACY ReGULATION

Sensitive personal data

Health data

Genetic data
Biometric data
Racial or ethnic data
Political opinions
Sexual orientation

POSITIVE
I M P ACT ON CONSUMER
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Pll e SPI

Qualquer informacao sobre um individuo que
pode ser utilizada para identifica-lo, seja por
nome, RG ou até mesmo dados medicos e
biométricos devem estar garantidamente
protegidas.

Ref: https://digitalguardian.com/blog/what-does-gdpr-mean-global-data-protection-infographic @ IBLISS
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General Data Protection Regulation (GDPR)
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Pontos-chave:

" Data subject

“ Consenso

" Data controller & Data processor

" O que acontece com quem nao estiver em conformidade?
" Definicao de um Data Protection Officer (DPO)

" Negodcios com a Europa
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Desafios da GDPR

©: Http://slane.co.nz

S

Onde estao meus dados?

O que vocé faz com meus dados?
Quais sao meus direitos?

Quem sera o DPO?

Hackeado! E agora?!
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Desafios da GDPR

17
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Principios da GDPR
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Principios da GDPR

S)

Legalidade e transparéncia
Propdsito e meios de coleta
Limitacao de coleta (minimizagao)

Exatidao

Limitacao de armazenamento

Segurancga

IBLISS

Ref: GDPR — Artigo 5¢ @ DIGITAL SECURITY



Politica de Privacidade
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Google Privacy & Terms

Overview Privacy Policy Terms of Service Technologies and Principles  FAQ

| Privacy Policy Welcome to the Google Privacy Policy

Information that we collect

How we use information that we

collect

Transparency and choice And remember, you can find controls to manage your information and protect your

Information that vou share privacy and security at My Account.
0 ation that you share - ! b
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Como as empresas ficam em
conformidade com a GDPR?

IIIIIIIIIIIIIII



Privacy Impact Assessment (PIA)
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Privacy Impact Assessment (PIA)

S

Avaliacao geral para do tratamento de dados pessoas
na empresa

" |dentificar dados pessoais (SPI and PIl)
® Categorizar os dados
" Avaliar o proposito da coleta de dados

" Avaliar o ciclo de vida dos dados

23

IIIIIIIIIIIIIII



Objetivos do PIA
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Conformidade

HELP-
MY IDENTiTY

Mitigac3o de riscos NSSEEN

Avaliar medidas de protecao atuais

Deve ser conduzido periodicamente ou sempre
que um novo sistema é implantado

©: Http://slane.co.nz
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Transferéncia internacional de dados pessoais
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Transferéncia internacional de dados pessoais

" Como realizar?

" Propdsito

® Quais sao as vantagens?

" E na pratica?

Ref: http://ec.europa.eu/justice/data-protection/international-transfers/binding-corporate-rules/index_en.htm
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E minha empresa, como fica?
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Como serel afetado?

28

A nao-conformidade pode custar caro!
- Para meu bolso.
- Para minha imagem.




Como devo me preparar?

S)

Ref: https://www.microsoft.com/en-us/trustcenter/privacy/gdpr

Conheca e controle
seus dados!
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Por onde devo comecar?
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Defina um DPO (Data Protection Officer)
Identifique PIll e SPI nos sistemas
Identifique os donos dos sistemas

Implante medidas de seguran¢a em todo o ciclo de dados
(Coleta, armazenamento, processamento e destrui¢ao)

Planeje os requisitos de transparéncia

Treinamentos especificos

©: Http://Alphaia.co.uk '
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Preparing for the General Data Protection

Regulation (GDPR)

AWHDEIESS

You hould make sure that decigion makers and key
pesple in your organisation are aware that the law is
changing to the GDPR. They need to appreciate the

irmpact this is likely to have.

Intormation you hold
You should docurment what p-E‘SI!II'IEl data yau haalid,

where it came fram and wha you share it with. You
gy nesd bo organise an infarmation audit.

Communicating privacy information
You should review your current Flr|'|.'\il:'p' motices and

put & plan in place far MakINg &y NECBSSary
changes in tirme for GDPR implementation.

Individuals’ rights

You should check your pracedures to ensure they
cover all the rights individuals have, including haw
you would delets personal data or provide data
electranically and in & commaonly used format.

ico.

1C0.0rg.uk

12 steps to take now

Subject access requests
You should update your procedures and plan how you

will handle requests within the new timescales and
pravide any additional infarmation.

Lawiul basis for processing person:
You shauld identily the lawlul basis far your

pracessing activity in the GDPR, docurment it and
update your privacy motice to explain it

Q..

Lonsent
You should review how you seek, record and manage
consent and whether you need b make any changes.

Refrésh existing consents now il they don’l rmeat the
GD¥HA standard.

8

Children
Yau should start thinking now abaut whether you
rieed to put Systerms in place to verily individuals*

ages and to ablain parental or guardian consent for
any dala processing activity.

9] lata breaches

¥ou should make sure you have the fight procedures
in place to detect, report and investigate a personal
data breach.

sign and Data
Protection sments
Yau should familiarise yoursell now with the IC0s
ende of practice on Privacy Impact Assessments as
well a8 the latest guidance fram the Artice 29
Working Party, and work out how and when to
implerment thern in your organisation.

! Data Protection Officers

Yiu Should designate sormeone to take responsibility
for data protection compliance and assess where this
role will Sit within your organisation’s structure and
QOVErnance arrangements. You should consider
whether you are reguired ta farmally designate &
Data Protection Officer

E International

If your erganisation operates in more than one EU
roember state (i@ you Carry oul cross-border
processing), you should determing your lesd data
pratection supervisery authority. Article 23 Warking

Party guidelines will help you da this.
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Obrigado!

MATHEUS VANZELLA

Matheus.Vanzella@ibliss.com.br
www.ibliss.com.br
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