DEVSECOPS

INTEGRATRING SECURITY IN THE
DEVELOPMENT PROCESS

(WITH MEMES)




HELLO WORLD!

* SYSTEMS AND NETWORK SECURITY SPECIALIST(DEVELOPER BACKGROUND)

e WORKS DIRECTLY WITH APPLICATION SECURITY, PENETRATION TESTING,VULN MANAGEMENT,
WAF AND SOME CODE REVIEW

 STUDIED SECURITY AND COMPUTER FORENSICS IN THE US
e COMPTIA SECURITY+ AND EXIN SECURE PROGRAMMING CERTIFIED

 SPOKE AT MANY EVENTS SUCH AS OWASP APPSEC LATAM, BHACK, JUSTAMEETING, GTS,
JAMPASEC



SOFTWARE DEVELOPMENT IS LIKE A MMORPG...

IT NEVER ENDS!



SECURITY CAN'T KEEP BEING A BOTTLENECK!

OTHERWISE THEY DON'T MAKE MONEY!



FIRST THERE WAS WATERFALL...

The Waterfall Model

Choe-and-ix Final Deadline




ITREN ALL
BECAME
AGILE!







AGILE NEEDS CULTURE CHANGE

LOOK THIS NEW AGILE THING:
TO DEAL WITH
UNPREDICTABLE EVENTS AND
THINGS WE CANNOT CONTROL
IN QUR PROJECTS

Dilbert characters Scott Adams Inc,

WE CAN PRIORITIZE, REDUCE
THE SCOPE, CHANGE
REQUIREMENTS AT ANY TIME
AND INCREASE THE CHANCES
OF SUCCESS OF THE PROJECT

Punch your own at httpJ/dilbert.com

LOOK, THIS IS YOUR NEW
PROJECT, WITH FIXED
DEADLINE, FIXED SCOPE AND
FIXED QUALITY: YOU CAN BE
"AGILE" INSIDE THIS
TRIANGLE "




WHAT ABOUT SECURITY?
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DEVS NEED TRAINING. LISTEN TO THEM!

15% ¥ 4% 2

Agile methods i/ Artificial intelligence

16% 6%

DevSecOps Internet of Things

17% @ 6%
®/ DevOps practices Machine learning

Q) 24% 14%
K Continuous delivery Security analytics

https://www.ca.com/us/modern-software-factory/content/are-you-listening-to-your-software-developers.html









DEVOPS

e FOUNDATIONS e PRINCIPLES
» CULTURE/OBJECTIVES e LIMIT THE WORK IN PROGRESS
e AUTOMATION/INTEGRATION e INCREASE THE FEEDBRACK

e INDICATORS/KPIS e FLIMINATE RE-WORK



RUGGED DEVOPS2
DEVOPSSEC?2
SECDEVOPS?2
DEVSECOPS?2




DEVSECOPS = DEVOPS + SECURITY




DEVAEL OPS

“We test for vulns here”

Better yet, why no

here?

 DIVIDE AND CONQUER!

Why not plan security from
the beginning?!

e TEST EARLY, TEST OFTEN!

SSL Approach — Shifting Security Left



SHIFTING SECURITY LEFT

SCAN FREQUENCY

B 201 I 2017

1Y
o
®

)
Ln
=

L
o
2

15.2%

14.2%
10.6%11.1%
s 7o 7?/ i
°5 4% 4.3%, .
4.1% 3 3% % 2.2%
I . 1.6% =2 go,1.4%
= -
2 52 1

00 365+

W
o
-
i
-
(g ]
L
a
(=]
—_
<<
—
@
ol
(3]
a—
p
—
@
o
=
@
o

Number of Scans per Year

https://www.veracode.com/state-of-software-security-report



https://www.veracode.com/state-of-software-security-report
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KEEP
CALM

AND

AUTOMATE
ALL THE THINGS
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TESTING! TESTING! TESTING!
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DevOps Code - Creating Value & Availability
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DevSecOps Code - Creating Trust & Confidence
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AND PROFIT!

BEST PRACTICES OF THE MASTERS B Masters [ Mainstream
O/ (o)
96% 9 93%
. 93 /o 41 O/o
Continuous delivery Making security an DevOps widely and consistently
integral part of DevOps used across the organization
1% 0
91% 42% 90%
(o)
. =
Agile widely and consistently Continuous
used across the organization testing
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https://www.ca.com/us/modern-software-factory/content/are-you-listening-to-your-software-developers.html




| DON'T ALWAYS TEST MY CODE

#
BUTWHENIDO IDOITIN
PRODUCTION
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JENKINS

OPEN SOURCE CONTINUOUS INTEGRATION SERVER
EACH INTEGRATION IS VERIFIED AND TESTED OVER AUTOMATED BUILDS
DETECTS INTEGRATION ERRORS AS FAST AS POSSIBLE

HAS MANY SECURITY PLUGINS AVAILABLE!




Sarttrenc

Jenkins

Browse

Script Security

Allows Jenkins administrators
to control what in-process
scripts can be run by less-

Plugins

OWASP Markup
Formatter

Uses policy definitions to allow
imited HTML markup in user-
submitted text.

Job Restrictions

This plugin allows restricting
execution of jobs on nodes
depending on criterias like

name patern

X security

lto31aof31

Role-based Authorization
Strategy

Matrix Authorization
Strategy

Offers matrix-based security
authorization strategies
(global and per-project).

Official OWASP ZAP

The Official OWASP ZAP
Jenkins Plugin extends the
functionality of the ZAP

cp

Hide stack trace from ordinary
users for security-sensitive
deployments

| Download |

I > CIEICE

Permissive Script Security

Do not install unless you know
what you are doing. Turns on
permissive mode of Script

Security Plugir

Mock Security Realm

Defines an insecure “security
realm” only good for
testing/demoing other parts of




OWASP ZAP

e /ED ATTACK PROXY BY SIMON BENNETTS

* |DEAL FOR BEGINNERS BUT ALSO USED BY PROFESSIONALS

o (CAN FIND SECURITY VULNERABILITIES IN WEB APPLICATIONS AUTOMATICALLY

(GOOD FOR DEVS)
e ALSO ENABLES MANUAL SECURITY TESTING (PENTESTS)

 SOME FEATURES INCLUDE: PROXY, SCANNER, SPIDER, BRUTE FORCE AND

FUZZING



(\ Untitled Session - Softpedia - OWASP ZAP
Eile Edit View Analyse Report Tools Online Help

| Standard mode ‘FJ e e rEr e T =) Y & [+

| Sites i@ | J Qhuick Start - T Fequest= T Fesponse«= ] Break = ]
" @ fsies Welcome to the OWASP Zed Attack Proxy

B | FUhttpifwewew s oftpedia.

(ZAP)

ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web
applications.

Please be aware that you should only attack applications that you have been specifically
been given permission to test.

To quickly test an application, enter its URL below and press "Attack’.

LRL to attack: hitp:ifwww.softpedia.com

7 Aftack |

Progress: Attack complete - see the Alerts tab for details of any issues found

For a mare in depth test you should explore your application using your browser or automated regression tests
while proxying through ZAP.

See the help file far more details.

- vl

Forced Browse 4~ T Fuzzer i T Params [-—] T Hitp Sessions = T WletjuSﬂn::lv:ets,.’.f""'c T Mﬁ.}{Spider% TDutput
History = Search | Break Points 24 [ Alerts [FU ] Active Scan & | Spider
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OWASP DEPENDENCY CHECK

e |DENTIFIES PROJECT DEPENDENCIES AND CHECKS IF THERE ARE ANY KNOWN, PUBLICLY
DISCLOSED, VULNERABILITIES

e CURRENTLY JAVA AND .NET ARE SUPPORTED

e PROTECTS AGAINST OWASP Topr 10 2017 RC2 A9Q - USING COMPONENTS WITH KNOWN
VULNERABILITIES

* HAS PLUGINS FOR MAVEN, GRADLE, JENKINS AND SONARQUBE ,
e 95% OF APPLICATIONS INCLUDE OPEN SOURCE \

e 67% OF APPLICATIONS CONTAINED OPEN SOURCE VULNERABILITIES



\D OpenvAs *) Nessus @Inexpose retspa rker

anterpri

F‘ ‘R / \DAY e Waw gy JJ%LU'TE skipfish
o % B 4 g O

o (CREATED BY INFOBYTE (GO EKOPARTY!)

 WORKS AS PENETRATION TESTING COLLABORATION TOOL

e DESIGNED FOR DISTRIBUTION, INDEXATION AND ANALYSIS OF THE DATA GENERATED DURING A
SECURITY AUDIT

* RE-USE THE AVAILABLE TOOLS IN THE COMMUNITY TO TAKE ADVANTAGE OF THEM IN A MULTIUSER
WAY

e DESIGNED FOR SIMPLICITY, USERS SHOULD NOTICE NO DIFFERENCE BETWEEN THEIR OWN TERMINAL
APPLICATION AND THE ONE INCLUDED IN FARADAY

e HAS MORE THAN 60 PLUG-INS FOR SECURITY TOOLS



Da S h b Oa rd fO I d eve | 1 (a | | vu | n S) £ Change workspace ~  View confirmed vulns ¥

Top Services @ Top Hosts @ Vulnerabilities @ Services report @ Workspace summarized report @

- 3 10 8 7 17 45

TCPWRAFPED HOSTS NOTES SERVICES

6 2 2 41 19

DOMAIN VULMS TOTAL VULNS WEB VULNS
Activity Feed @

»_ Root ran nmap and found : 3 hosts , 30 services & 32 vulnerabilities 4 minutes ago Vulnerabilities @

0

CRITICAL

»_ Root ran nmap and found : 1 host, 8 services & 4 vulnerabilities 7 minutes ago

»_ Root ran dirb and found : 1 host, 1 service & 1 vulnerability an hour ago

»_ Root ran dirb and found : 1 host & 1 service an hour ago

»_ Root ran nmap and found : 1 host, 5 services & 4 vulnerabilities an hour ago

Workspace's worth @

Last Vulnerabilities €@ @1 $1.000.00 total

Late

http-title 3 minutes ago critical $ 5000 high $ 3000

http-server-header 3 minutes ago

tls-nextprotoneg 3 minutes ago
Commands History @

ssl-date 3 minutes ago

ssl-cert 3 minutes ago
root@kali

Hosts @




REMARKS — UNDERSTAND THIS!

e DEV ARE NOT SECURITY EXPERTS!
* MAKE SECURITY AS MUCH PART OF THE DEV PROCESS AS WRITING CODE

* MAKE IT TRANSPARENT AND PART OF THE DEV FLOW, WITHOUT ADDING MORE
BARRIERS OR BOTTLENECKS

« NOBODY LIKES BUGS, NOT EVEN DEVS, IT MAKES THEM LOOK BAD

e NOBODY LIKES BEING TOLD THEY ARE WRONG, ESPECIALLY IN A REPORT
FORMAT

« BECOME THE DEVS BEST FRIEND AND THEY WILL HELP YOU WITHOUT EVEN
KNOWING (SECURITY CHAMPIONS INIATIVE)

e REMEMBER WHAT MATTERS TO THE BUSINESS AND BALANCE SECURITY WITH
FEATURES



REFERENCES

DEVOPSSEC BOOK — JIM BIRD
* SECURING DEVOPS BOOK - JULIEN VEHENT
 THE PHOENIX PROJECT BOOK — GENE KIM, KEVIN BEHR, GEORGE SPAFFORD

o HTTPS://PT.SLIDESHARE.NET/DINISCRUZ/OWASP-BRAZIL-MAKING-SECURITY-INVISIBLE-BY-BECOMING-
THE-DEVELOPERS-BEST-FRIENDS-V2

e HTTPS://WWW.YOUTUBE.COM/WATCH2V=X?NOUTCNTAC
o HTTP.//WWW.DEVSECOPS.ORG/BLOG/2016/5/20/-SECURITY

e HTTPS://CDNZ2.HUBSPOT.NET/HUBFS/ 19258393 /WHITE PAPERS/DEVSECOPS HOW TO SEAMLESSLY
315283.PDFe1=1482418124868

e HTTIPS://WWW.SANS.ORG/READING-ROOM/WHITEPAPERS/ANALYST/DEVSECOPS-PLAYBOOK-36792

o HTTPS://WWW.CA.COM/US/MODERN-SOFTWARE-FACTORY/CONTENT/ARE-YOU-LISTENING-TO-
YOUR-SOFTWARE-DEVELOPERS .HTML

e HTTPS://WWW.VERACODE.COM/STATE-OF-SOFTWARE-SECURITY-REPORT



https://pt.slideshare.net/DinisCruz/owasp-brazil-making-security-invisible-by-becoming-the-developers-best-friends-v2
https://www.youtube.com/watch?v=x9NOUtCNtAc
http://www.devsecops.org/blog/2016/5/20/-security
https://cdn2.hubspot.net/hubfs/1958393/White_Papers/devsecops_how_to_seamlessly__315283.pdf?t=1482418124868
https://www.sans.org/reading-room/whitepapers/analyst/devsecops-playbook-36792
https://www.veracode.com/state-of-software-security-report
https://www.veracode.com/state-of-software-security-report

.
0:

HIII Yﬂlllk“u_ﬂ'l'lllll



