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*Internet of Things fundamentals;
*Security aspects regarding loT;
Some research results;

*Challenges and perspectives;

®latitude

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa




loT fundamentals

What loT is all about: cS

* Things — devices, sensors, INT
embedded systems, etc; o T

« Communicate — networks,
protocols and interactions; @ ;

» Connections with external s s oo
environment;

» Contextual services provided by them;
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loT fundamentals

*There is not one unique definition of loT;

*|[EEE report:

* Definition often depends on the particular vision
of the proponent entity with respect to the assets
of loT that are considered more relevant

Source — IEEE Report — Towards a definition of the Internet of Things (loT)
Revision 1 — Published 27 MAY 2015
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) * Impacts and Acceptance of Users
Social * Change in the societal organization
impacts of Democratization and control of the

loT infrastructure U n B

* New Business Models
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* Operating Systems <
o« o ° o * Middleware . o o
* Cloud Solutions .
Software Architecture « APIs and Interfaces S
* Data Management and Big Data o,

Source — IEEE Report — Towards a
definition of the Internet of Things (loT)
Revision 1 — Published 27 MAY 2015

* Sensors
* Gateways and MicroSystems
Enabling Technologies « Protocols

and System Architecture® Energy Management
* Organization of Sensors

networks
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loT fundamentals

. . Hospitals & Doctors
Consumer equipment providers

Insurance companies

Applications Consumers e
Appliances
Home & providers
ICT infrastructure Building
providers
. Facility
Regulators management
Networking and Data . B TChitectire e
. o ct‘;?'itr':i::s frame work
Communications P
Application
Public transport developers
companies Mobility/
Transpor-
tation
Utilities

City authorities Manufactur-

ing
Sens'"g Manufacturing industries

Automation equipment providers

Source - IEEE Report — Towards a definition of the Internet of Things (loT)
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loT fundamentals

o ITU : Any TIME connection

* On the move

* QOutdoors and

indoors
« Night * On the move
-Daytime » Qutdoors

* Indoors (away from the PC )
* Atthe PC

Any PLACE connection
» Between PCs
» Human-to-Human (H2H), not using a PC

- Human-to-Thing (H2T), using generic equipment

* Thing-to-Thing (T2T)
Source - ITU

Any THING connection




Ubiquitous
| Pervasive
Computing

Internet
Protocol

loT fundamentals

Internet or
Extranet
of Things

Com-
munication
Technology

Internet of
Things with
other fields of

Embedded
research

Device

Internet of

Application

Source - IEEE Report — Towards a definition of the Internet of Things (loT)
Revision 1 — Published 27 MAY 2015
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P
Security aspects regarding loT  uns

*loT Is not secure in many aspects:
Weak design of applications;
* Weak protocols;
* Weak firmware design;

*Of course there are limitations of the
processing capabilities of loT devices:

* When the device is said to be "smart” there is a
shift in the perspective;

7. "
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Security aspects regarding loT

Protocols used
in loT

CoAP MQTT DDS XMPP  UPnP

TLS' DTLS

Wireless ISA

) HART 100.11 TCP, UDP
ZigBee

r RPL IPV6

6loWPAN




Security aspects regarding loT

Some attacks on loT protocols:

IEEE 802.11




Security aspects regarding loT

Some attacks on loT protocols:

Bluetooth




Security aspects regarding loT

Some attacks on loT protocols:

IEEE 802.15.4

Low-rate wireless personal
area network, LR-WPAN




Security aspects regarding loT

Some attacks on loT protocols:

RFID and NFC




6l0WPAN SO
IPv6 over Low power Wireless . e/eo,r PANCIANC
Personal Area Networks o/ O%e’

n
Spoofing |
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RPL

Routing over Low Power
and Lossy Networks




ZIGBEE

low-cost, low-power
wireless M2M networks




Some attacks on loT
protocols:

DTLS

datagram transport layer
security

spoofing
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Security aspects regarding loT

Some attacks on loT protocols:

CoAP

Constrained Application
Protocol




Security aspects regarding loT

Some attacks on loT protocols:

MQTT

Message Queue Telemetry
Transport (M2M)




Security aspects regarding loT

*The use of
BOTNETs
in loT:

Source:
http://www.globalnerdy.com/2017/02/08/the-
simplest-proof-that-information-security-




P
Security aspects regarding loT  uns

*loT Botnets Know to be in activity:

BOTNET POSSIBLE SIZE | ESTIMATES

MIRAI (ACTIVE) 145 K to 200 K 500 K
HAJIME (DORMANT) 300 K Not known
REAPER (GROWING) 20K to 40 K Up to 3.5 M

https://www.darkreading.com/partner-
perspectives/f5/reaper-the-professional-bot-
herders-thingbot/a/d-
id/13304397piddl_msgorder=asc/
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Some research results
ln 2016 —

Q

grafo_pizza_qtd_acesso_paises £ % grafo_pizza_qtd_acessos_geoip S % grafo_pizza_qtd_acessos_destport_g...&# %

» ®Taiwan S » ®111185171115 4 > 923
@ cChina ©124.192.88.151
@ United States ©177.189.242.88
@ Ukraine ©108.58.68.70
@ Brazil \\\ ©114.30.197.224
@ Colombia \\ . ©121.67.132.221
u u @ Korea, Republic of _% ©173.5681.6
V @ Vietnam '?// \ ‘ ©190.29.24.158
@ Cambodia /// \ ©196.202.42.110
@ Bangladesh ©122.117.1.125
@ Russian Federation ©175.183.58.49
®Egypt ©182.191.90.97
@ Philippines ©103.234.161.63

-iedin & 14ns077 50

~ ~ a

] ]
c I V I y src_dest_externo S % nuvem_paises S % qgtd_total_acessos S %

src_ip src_port dest_ip dest_port proto action geoip.country_name 770 60
114.30.197.224 35058 172.30.2036 23 tcp pass Korea, Republic of TENTATIVAS DE ACESSOS TOTAL DE IPs
121.67.132.221 47551 172.30.20.36 23 tep pass Korea, Republic of China Taiwan

121.67.132.221 46826 172.30.20.36 23 tep pass Korea, Republic of United States
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121.67.132.221 46104 172.30.20.36 23 tcp pass Korea, Republic of
QUANTIDADE DE PAISES
121.67.132.221 45398 172.30.20.36 23 tcp pass Korea, Republic of
4 » ~ ~
grafo_total_conexoes S x grafo_vertical_honeypots S x nuvem_ip S X
< 800 <
600
400 = 124.192.88.151
3 2 400
(o]
o 8 111.185.171.115
200 177.189.242.88
200
L .
2016 172.3
@timestamp per day HONEYPOTS
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n
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Some research results
eln 2017 —

Mirai

Activity
DPI analysis

Source:

http://www.mdpi.com/207

6-3417/7/10/1082
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\\\ s @ root \\\‘ s @ root
@® admin Wl @ admin
"" @ support \\\ @ xc3511
\ ® user \ ‘g‘ﬁ w @ vizxv
J ! @ 388388 W\ @ password
@ guest N ® 12345
® 666666 N\ ® 123456
® service 7 ‘ @ support
@ ubnt / @ juantech
@ supervisor @® xmhdipc
@® tech @ default
Administrator @ 38388888
@ admin1 @ admin1
@ administrator ® 1111
@ mother ® pass
(@) (b)
Users (a) and passwords (b) guessed by the Mirai botnet.
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Some research results

°In 2017 —
Mirai
Activity

Modus Operandi

Source:
http://Iwww.mdpi.com/207
6-3417/7/10/1082
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Some research results
 Amplification using SNMP

Bit Rate

1,000,000,000

100,000,000

e —

100,000
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-o-Attacker outbound
-#-Reflector inbound
-+~ Reflector outbound

-«~Victim inbound

Attack Level

Source: http://www.mdpi.com:8080/1424-8220/16/11/1855
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(b) Byte/s.
Attacker Reflector Victim
Level
QOutbound Inbound Outbound Inbound
1 82 82 50,013 50,013
2 816 819 502,124 502,124
3 8140 8140 1,307,921 1,307,921
4 80,659 80,548 1,282,255 1,282,255
5 815,064 697,994 1,279,351 1,284,195
6 8,163,136 2,554,131 1,187,994 1,187,994
7 23,215,614 4,829,191 1,058,325 1,057,670
8 24,815,635 4,808,938 805,020 804,460
®latitud
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Some research results

*loT Is also a Big Data Problem

Table 3. Number of devices for Kaa.

No. of Prod. No. of Homes Day Month Year
1 33,600 0.09TB 2.86TB 33.73TB
2 63,492 0.17TB 541TB 63.74TB
3 95,238 0.26 TB 8.12TB 95.61 TB
- 142,857 0.39TB 1218 TB 14341 TB

Source: http://www.mdpi.com:8080/1424-8220/17/5/977
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o
Challenges and perspectives UnB

*Security:
* All levels in loT design;
» Tradeoff between usability versus security;

*Sensors and applications used in Supervisory
Control and Data Acquisition (SCADA) and
Industrial Control Systems (ICS) should be
reviewed;

* Security teams is not always true for loT vendors;

7. "
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o
Challenges and perspectives UnB

*Privacy:
*Where is your data and who access It;
- Eavesdropping;

*Big Data problem:

 Small devices — huge amount of information
generated;

* To process and analyze it takes huge efforts;
* Use of Cloud Solutions — problem is amplified;

1 ¥ | .
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o
Challenges and perspectives UnB

*Regulation needs:
* Governments should get involved when regulation
Is important;
* Industry alone will not solve the loT problem;
|loT policies and loT markets;

*Research and Development:
* Plenty of opportunities;
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