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Estonia - 2007

Governo decide recolocar o monumento do
‘Soldado de Bronze’, em homenagem aos
soldados do exercito vermelho.

Bancos, 0rgaos governamentais, meios de
comunicacao passam a ser atingidos por
severos ataques DDoS.

Ataques foram atribuidos a Russia, marcando
0 inicio de uma série de ataques
patrocinados por nacoes [1].



Stuxnet - 2010

Operacao contra as instalacoes nucleares de
Natanz, no Ira, com objetivo de e danificar as
centrifugas de enriquecimento de uranio.

Atrasou o programa nuclear Iraniano por periodo
que pode ir de 18 a 24 meses [2].

Atribuido a Estados Unidos e Israel.

APT mais sofisticada até a data de sua
descoberta.



APT ATTACKS
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China [3]

APT 16
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Russia [3]

* Energetic Bear

= Setor energético
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Coreia do Norte [3]

e Silent Chollima

= (QOperation Troy (a.k.a Dark Seoul);
= KimSuKy operation;
=  Sony Pictures Attack.
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CONERONT AND CONCEAL

DBAMA'S SECRET WARS AND
SURPRISING USE OF AMERICAN POWER

-
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DAVID E. SANGER

Por que Ciberguerra?

 Infraestruturas criticas controladas pelos
sistemas computacionais.

e Custos reduzidos e alto potencial de
Impacto.

e Dificuldades de atribuicao favorecem as
“Covert Operations”.

e Dificuldades na classificacao de um ato
de guerra.



AGENDA

J Cyberwarfare e APTs

. Impactos sobre o Ecossistema

(] Reduzindo os Riscos



Mercado de Vulnerabilidades

m White Market - Bug Bounties

- Vulnerabilidades sao negociadas com o proposito de serem
corrigidas.

m Os Players deste mercado podem ser divididos em diferentes
categorias de acordo com seu modelo de negocios e incentivos:

- Security Vendors: ZDI
- Plataformas de Bug-Bounty: HackerOne, BugCrowd, Hackaflag*
- Organizacoes: Microsoft, Google, Facebook

bugcrowd




Mercado de Vulnherabilidades
m White Market - Bug Bounties
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Valores - White Market

m HackerOne em 2015 reportou o pagamento médio de $650 USD
por bug [4].

m BugCrowd reportou que seu pagamento médio é de $294.70 USD
por bug [4].

m Pelo programa “Hack the Pentagon” foram pagos prémios de de
$100 - $15,000 [4].

m Companhias individuais podem pagar até centenas de milhares de
dolares a depender da falha. Ex: Apple, Microsoft, Google.




Black Market

m Black-Market: exploits para criacao de bots; roubo de

informacoes online.
m Valor médio: $30,000-$50,000
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Grafico baseado nas informagoes apresentadas em [5]



Grey Market

m Vulnerabilidades vendidas a governos, Defense Contractors, Brokers
- Instituicoes legitimas!
m Vulnerabilidades nao sao corrigidas e nao se sabe para que o exploit
sera usado

- Alguns Brokers fornecem algumas garantias (e.g. somente fazer
negocios com estados democraticos de direito).

m Altos precos
- Governos nao sem importam com precos.
- Comercializacao de Exploits prontos para uso.
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Ehe Washington Post

Matinmal Canswidu

REUTERS Business Markets World Politics More

TECHNOLOCGY NEWS APRIL 28, 2016 / 10:3I

FBI paid under $1 million to unlock San
Bernardino iPhone: sources
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Ehe Washington Post

MOTHERBOARD

By Lorenzo Franceschi erai  Apr25 2018, 2:58pm

Startup Offers $3 Million to Anyone
Who Can Hack the 1Phone

A new startup in Dubai is offering six and
seven figure payouts for zero-day exploits for
Android, 10S, Windows and Mac.

I




i
ousands of Nights

The Li

e Life

VU|nerob?|r.]tc,i Times of Zero-D

Ifie )
s and Their E N T et
XplOiI-» Q\X‘“ﬁ“\ ) S
ey s A0 7,@(06‘“
(A ) L\\\O‘e‘ h \ C.C\\‘\“%
; \)\‘;’\X\% 3’}




Grey Market - Valores

m Exploits ‘unicérnios’ vendidos na casa dos milhoes, mas de
modo geral, os precos variam de $50k - $100k USD ou de
$150k-$300k USD a depender do exploit [4].

- Custo estimado para pesquisa e desenvolvimento de um
exploit O-day $30Kk.
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Impactos da Ascencao do Grey Market

m Os altos prémios do Grey Market atraem mais talentos e propiciam os
incentivos naturais para um aumento da sofisticacao nas
vulnerabilidades encontradas.

- Mitigacoes disponibilizadas pelo Kernel (e.g. non-executable
stack, stack canaries, ASLR, etc.) nao tem sido suficientes para a
contencao dos ataques quando se existem 0s recursos
necessarios.

m Por definicao, as vulnerabilidades comercializadas neste mercado
nao sao notificadas aos vendors para correcao.




Money Talks

Dados vazados no ataque a
HackingTeam indicaram
negociacoes com paises
como: Etiépia, Barém, Egito,
Cazaquistao, Marrocos,
Sudao, Arzeibajao e outros

|HackingTeam|

Rely on us.




Did “The Shadow Brokers” hack NSA
cyberweapons worth $500M?

X Don't show me this again

BUSINESS
INSIDER Get the latest security news in your inbox.

you@example.com

'Shadow Brokers' claim to have
hacked an NSA-linked elite
computer security unit

Rob Price Aug 15 2016,12:17 PM o

Cybersecurity experts are

B
w||”|r

searching for answers after an
Surveillance Op

000006

unidentified group claimed on
Monday to have hacked into

"Equation Group" — an elite

forms. FULL BIO v

cyber-attack group associated
with the NSA.

The National Security Agency's Utah Data
Center in Bluffdale, Utah. Rick Bowmer/AF




i L

=. Microsoft Office Windows Surface Xbox Deals Support More ~ £

1
2]

Microsoft Support  contact us

MS17-010: Security update for = Ema
Windows SMB Server: March 14, & print
2017 % Subscribe RSS

Feeds
Applies to: Windows Server 2016 Datacenter, Windows Server 2016 Essentials, Windows Server 2016
Standard, Windows 10, Windows 10 Version 1511, Windows 10 Version 1607, Windows Server 2012
R2 Datacenter, Windows Server 2012 R2 Standard, Windows Server 2012 R2 Essentials, Windows
Server 2012 R2 Foundation, Windows 8.1 Enterprise, Windows 8.1 Pro, Windows 8.1, Windows RT 8.1,
Windows Server 2012 Datacenter, Windows Server 2012 Standard, Windows Server 2012 Essentials,
Windows Server 2012 Foundation, Windows Server 2008 R2 Service Pack 1, Windows Server 2008 R2
Datacenter, Windows Server 2008 R2 Enterprise, Windows Server 2008 R2 Standard, Windows Web
Server 2008 R2, Windows Server 2008 R2 Foundation, Windows 7 Service Pack 1, Windows 7 Ultimate,
Windows 7 Enterprise, Windows 7 Professional, Windows 7 Home Premium, Windows 7 Home Basic,
Windows 7 Starter, Windows Server 2008 Service Pack 2, Windows Server 2008 Foundation, Windows
Server 2008 Standard, Windows Server 2008 for Itanium-Based Systems, Windows Web Server 2008, «
Windows Server 2008 Enterprise, Windows Server 2008 Datacenter, Windows Vista Service Pack 2, S/
Windows Vista Home Basic, Windows Vista Home Premium, Windows Vista Business, Windows Vista Q

Ultimate, Windows Vista Enterprise, Windows Vista Starter, Less \()/




NSA-leaking Shadow Brokers just
dumped its most damaging release yet

Windows zero-days, SWIFT bank hacks, slick exploit loader among the contents.

| GOODIN - 4/14/2017, 2:27 PM
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Ferramentas vazadas:

ETERNALROMANCE—Remote privilege escalation (SYSTEM) exploit
(Windows XP to Windows 2008 over TCP port 445)

ENTERNALCHAMPION, ETERNALSYSTEM—Remote exploit up to Windows 8
and 2012

ETERNALBLUE — Remote Exploit via SMB & NBT (Windows XP to Windows
2012)

EXPLODINGCAN—Remote IIS 6.0 exploit for Windows 2003
EWORKFRENZY—Lotus Domino 6.5.4 and 7.0.2 exploit
ETERNALSYNERGY—Windows 8 and Windows Server 2012
FUZZBUNCH—EXxploit Framework (Similar to Metasploit) for the exploits.
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How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
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WIEED] The Untold Story of NotPetya, the Most Devastating Cyberattack in History

ANDY GREENBERG SECURITY 08

THE UNTOLD STORY OF NOTPETYA. THE MOST
DEVASTATING CYBERATTACK IN HISTORY

$129,000.000  $186.000.000

British manufacturer Reckitt
Benckiser (owner of Lysol and
Durex condoms)

Snack company Mondelez
(parent company of Nabisco
and Cadbury)

$381.000,000  $100.000.000

Delivery company FedEx
(through European subsidiary

French construction company _
TNT Express)

Saint-Gobain

$200.000,000

Danish shipping company
Maersk

$670,000.000

Pharmaceutical company
Merck

$10 BILLION

Total damages from NotPetya,
as estimated by the White
House
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O-day is not really your problem!

Smarter With Gartner

Focus on the Biggest Security

November 2, 2017
Contributor: Susan Moore Xp\o'\ted byl



O-day is not really your problem!

Markets for Cybercrime
Tools and Stolen Data

Hackers’ Bazaar

and implementing those patches. For most attacks, a zero-day is not needed unless penetrat-
ing the target requires it. Generally, consumer-grade malware and tactics will get into almost
any network, or “half-days” will sufhice. That said, it is generally thought that if one can afford




Patch Managment

m Ainstalacao de patches e atualizacoes de seguranca € a forma mais

eficaz para se prevenir infeccoes por malware que se dissemina pela
exploracao de vulnerabilidades.

m Patch Management compreende o deploy organizado de correcoes de
Seguranca de acordo com seu parque tecnologico.

— Controlar de forma manual todas as versoes de todas as suas
aplicacoes em todos os seus servidores costuma ser tragico!




Uma questao de tempo

m Aceitar esta realidade leva a
maior maturidade na
Implantacao dos controles de
seguranca.

- Enfase em contencéo e
plano de resposta a
Incidentes.

't's Not If,
But When
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