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Agenda

- Intro {osquery, SQL Language}

- osquery{i,d}

- Kolide fleet



Workflow



Intro osquery



OSQUERY
● Created by Facebook 10/2014

● Multi Platform(Linux / Mac / Windows / FreeBSD)

● Operating System Database

● 200+ tables/Thousands of possible queries combination

● Current version 3.3.1 (Dec 10 2018)

● 2017 O’Reilly Defender Award for best project



Unify sources of information

● Flat files (/etc/hosts, ~/.ssh/known_hosts)

● Applications API's (Docker, Carbon black)

● Filesystem (Shared folders, hashes, permissions)

● Event-based API's (OpenBSM, FSEvents, Audit)



Platforms

● Linux

● MacOS

● Windows

● FreeBSD



.tables {Linux,Windows,MAC}



schema tables



SQL Language



Data Query Language

SELECT home, id, user FROM tables WHERE available=1;

Average()
Count()
Distinct()

ORDER BY var DESC;

What you want? where is
stored?

Predicate Condition



Advanced...

SELECT path, mtime, sha256 FROM file 
JOIN hash USING (path) WHERE file.directory = '/etc' 

ORDER BY mtime DESC LIMIT 1;



osquer{i,d}



osqueryi



query



osqueryi parameters



osqueryd

● Continuous monitoring
● Queries

○ packs
○ schedule
○ distributed

● Standalone or Central management



 schedule



 pack



FIM (File Integrity Monitoring)



Process Events





What to monitor ?

● Browser plugins ?

● Sudoers ? Crontab ?

● Programs installed ? Patches ? 

● MD5/SHA1, process and listening ports ?

● Users / Groups created ?

● Docker: images ? processes ? ports ?

● Certificates ? File Integrity ?

● System Startup ?

● Firewall configs?



Kolide Fleet



About Kolide Fleet



General hosts view



Query Fleet



Distributed Query



Labels



FleetCTL
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