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Autenticação

SSH vs Web

1980/jun - Kerberos

2005/mar - SAML 2.0

2007/dez - OAuth 1.0 (RFC 5849)

2012/out - OAuth 2.0 (RFC 6749)
2014/nov - OpenID Connect

2015/set - FIDO

2019/mar - WebAuthn

OpenSSH - dez/1999

OpenSSH 2 - mai/2005

OpenSSH certs - mar/2010

APrincipalsCmd - jul/2015

U2F HEAD - nov/2019
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SSH como é hoje



GTS 34 | 12/2019

SSH como é hoje



GTS 34 | 12/2019

SSH como é hoje



GTS 34 | 12/2019

SSH como é hoje



GTS 34 | 12/2019

SSH como é hoje



GTS 34 | 12/2019

Possível solução
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Possível solução

POST /certificates
Authorization: JWT ***

{
    "key":"ssh-rsa AAAAB3....nO/+8SIgcKXLl user@example.local",
    "remote_user":"user",
    "remote_host":"198.51.100.1",
    "user_ip":"192.0.2.5"
}
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Possível solução

POST /certificates
Authorization: JWT ***

{
    "key":"ssh-rsa AAAAB3....nO/+8SIgcKXLl user@example.local",
    "remote_user":"user",
    "remote_host":"198.51.100.1",
    "user_ip":"192.0.2.5"
}

user pode acessar 198.51.100.1 a partir 
de 192.0.2.5?
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Possível solução

HTTP/1.1 200 OK

{
  "certificate": "ssh-rsa-cert-v01@openssh.com 
AAAAHHNzaC1yc2EtY2VydC12MDFAb3BlbnNzaC5jb20AAAAgbR95jAgW
...u0/G1QHzUZWgGQzq2BnaeWs8uuYMCAel2NZnoMIqy5VldSDA\n",
  "result": "success"
}
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Possível solução

$ ssh-keygen -Lf id_rsa-cert.pub

        Type: ssh-rsa-cert-v01@openssh.com user certificate
        Public key: RSA-CERT 
SHA256:1ChWGB1HsSvlVV8Od1WmyXLZLorkncIsoQ0boGmKDcE
        Signing CA: RSA SHA256:zJNiSEvSCvOvfWxieW1VGHo4D7Fk039F9E2CCeBfsjE 
(using ssh-rsa)
        Key ID: "64e0c354-b92a-415b-9cf8-698f73ca7968"
        Serial: 0
        Valid: from 2019-12-12T14:34:28 to 2019-12-12T14:44:58
        Principals: 
                user
        Critical Options: 
                source-address 192.0.2.5
        Extensions: 
                permit-pty



GTS 34 | 12/2019

Possível solução

ssh -i id_rsa -i id_rsa-cert user@198.51.100.1
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Porém...
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Possível solução

Esse certificado pode ser 
usado para me acessar 
(198.51.100.1)?
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Possível solução

GET /certificates/SERIAL?key_id=XXX-XXX-XXX
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Possível solução

GET /certificates/SERIAL?key_id=XXX-XXX-XXX

HTTP/1.1 200 OK

{
  "remote_host": "198.51.100.1",
  "remote_user": "user",
  "result": "success"
}
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GET /certificates/SERIAL?key_id=XXX-XXX-XXX

HTTP/1.1 200 OK

{
  "remote_host": "198.51.100.1",
  "remote_user": "user",
  "result": "success"
}
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GSH

Mudança na configuração do OpenSSH (>=6.8):

AuthorizedPrincipalsCommand /usr/local/bin/gsh-agent check-permission 
--api https://gsh-api.example.com --key-id %i --serial-number %s 
--username %u
AuthorizedPrincipalsCommandUser root
TrustedUserCAKeys /etc/ssh/cas.pub

O comando chamado pelo OpenSSH deverá retornar um principal (username) válido com o 
certificado apresentado.

># /usr/local/bin/gsh-agent check-permission --api https://gsh-api.example.com --key-id 
key-id-1234567890 --serial-number 0987654321 --username manoel.junior
> manoel.junior

https://man.openbsd.org/sshd_config#AuthorizedPrincipalsCommand

https://man.openbsd.org/sshd_config#AuthorizedPrincipalsCommand
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indo além...

GET /certificates/SERIAL?key_id=XXX-XXX-XXX

HTTP/1.1 200 OK

{
  "remote_host": "198.51.100.1",
  "remote_user": "user",
  "result": "success"
}1 2

3

4 5

6

"shell auditado"
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GSH

GET /status/config

HTTP/2 200

{

  "oidc_audience": "Upt5Gt1Bu5WIAK33Q99O38JnJsP4DDHk",

  "oidc_base_url": "https://gsh-demo.auth0.com",

  "oidc_callback_port": "30000",

  "oidc_certs": "https://gsh-demo.auth0.com/.well-known/jwks.json",

  "oidc_claim_name": "nickname",

  "oidc_issuer": "https://gsh-demo.auth0.com/"

}
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GSH

Dec 12 17:21:54 centos-s-1vcpu-1gb-sfo2-01 sshd[9602]: reverse mapping checking getaddrinfo for 
186-192-87-8.prt.globo.com [186.192.87.8] failed - POSSIBLE BREAK-IN ATTEMPT!
Dec 12 17:21:55 centos-s-1vcpu-1gb-sfo2-01 sshd[9602]: Authentication tried for manoel.domingues.junior with 
valid certificate but not from a permitted host (ip=186.192.87.8).
Dec 12 17:21:55 centos-s-1vcpu-1gb-sfo2-01 sshd[9602]: error: invalid certificate options
Dec 12 17:21:55 centos-s-1vcpu-1gb-sfo2-01 sshd[9602]: Connection closed by 186.192.87.8 port 20302 [preauth]
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GSH - ipv6?
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$ ssh-keygen -Lf /Users/manoel.junior/.gsh/certs/gts/KbojG4CStICqkfJvn1Peote56E5yuhla-cert.pub

/Users/manoel.junior/.gsh/certs/gts/KbojG4CStICqkfJvn1Peote56E5yuhla-cert.pub:
        Type: ssh-rsa-cert-v01@openssh.com user certificate
        Public key: RSA-CERT 
SHA256:1ChWGB1HsSvlVV8Od1WmyXLZLorkncIsoQ0boGmKDcE
        Signing CA: RSA SHA256:zJNiSEvSCvOvfWxieW1VGHo4D7Fk039F9E2CCeBfsjE 
(using ssh-rsa)
        Key ID: "64e0c354-b92a-415b-9cf8-698f73ca7968"
        Serial: 0
        Valid: from 2019-12-12T14:34:28 to 2019-12-12T14:44:58
        Principals: 
                manoel.domingues.junior
        Critical Options: 
                source-address 189.76.98.156
        Extensions: 
                permit-pty
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GSH - meus usuários não usam a CLI...
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GSH - Próximos passos

- Integração com outros provedores OpenID Connect
- Extensão no certificado para verificação de destino offline
- Suporte para múltiplas origens/destinos nos certificados
- Edição de roles
- Suporte para chaves com curvas elípticas
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Mais informações

https://github.com/globocom/gsh
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Perguntas?
manoel.junior@corp.globo.com

Estamos contratando!
https://talentos.globo.com
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