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Quem Sou Eu

CISO Americas na Infineon Technologies
Fundador da LufSec

Autor (LinkedIn Learning)

CISSP, CRISC, PCIP, CISM, CEH

Amo ensinar, dar coaching, pesquisar e ler
Voluntario DEFCON Red Team/Aviation Village
Membro do CSA loT Security Group
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Aviso Legal

As opinides expressas nesta apresentacao sao do autor e
nao refletem a politica ou posicao oficial da Infineon
Technologies
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Por que Pentest em Dispositivos loT

= Entender os riscos que os dispositivos loT trazem para a
organizacao

= Participar em programas de Bug Bounties

= Seguranca de Produto

= Desafiar a si mesmo

= Pegar esse "Momentum"
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Conexao com a Internet em loT

INTERNET

= Cabo
= Sem Fio
= Gateway

loT GATEWAYS loT GATEWAYS

SENSORS AND CONTROLLERS
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Camadas de Arquitetura em loT

Environmental  People Tracking

. Application .. g Healthcare Retail Surveillance
~ Transportation  Supply Chain

Device Modelin Datafiow
Management Al €N Management
Sarit Configuration, Saciiis §
ervice and Management i
Control
Gateway and WAN (GSM, Wi-Fi, Ethernet,
Network UMTS, LTE, LTE-A) Gateway Control
Sensors M l /<Y =) Sensor Network,

Connectivity and Sensors/Actuators, Tags
Network i (RFID, Barcode)
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Tecnologias e Protocolos usados em loT

Low-Power Wide
Bluetooth Low HalLow Area Network Ethernet ARM Embedded
Energy (BLE) (LPWAN) 0S
. . - Very Small Aperture | Multimedia over Coax
Light Fidelity (Li-Fi) LTE Advanced Terminal (VSAT) Alliance (MoCa) Ubuntu Core
Near Field Power Line
Communic. (NFC) Cellular Communication (PLC) RIOT OS
Radio-Frequency
Ident. (RFID) RealSense OS X
Wi-Fi Integrity RTOS
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Desafios de Seguranca em loT

SEV CELULAR FALOV PARA SEV RELOGIO
INTELIGENTE, QUE FALOV PARA SEV
SISTEMA DE AVTOMACAL DE CASA
INTELIGENTE QVE ME CONTOV QUE VOCE
DEVE DESCULPAS A SUA ESPOSA.

DuAS DUZIAS DE FLORES VERMELHAS
ESTAO POR APENAS R3120.00 POR PRAZO
LIMITADO.

© marketoonist.com
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Desafios de Seguranca em loT

= Entender como o dispositivo funciona (opera, se comunica)
= Problemas de Interoperabilidade (solucdes proprietarias)

= Atualiza¢bes de Firmware Ineficientes ou IneX|stentes .

= |nterfaces Vulneraveis (Interfaces Web, APIs)

= Protecdo de seguranca fisica ineficiente (backdoors
= Suporte do Fornecedor Insuficiente
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OWASP loT Top 10
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Senhas Fracas, faceis de adivinhar ou Hardcoded
Servicos de Rede Nao Seguros

Interfaces de Ecosistemas Inseguros

Mecanismos de atualizacao inexistentes ou inseguros
Uso de Componentes Inseguros ou Desatualizados
ProtecOes de Privacidade Insuficientes

™3

Armazenamento ou Transmissao de Dados Insegurz L
Falta de Gerenciamento de Dispositivo "
Configuracoes de Fabrica Inseguras OLUHSD

Seguranca Fisica Ineficiente

Internet of Things Top 10
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Superficie de Ataque em loT

= Memboria dos Dispositivos contendo credenciais

= Resetar para um estado iNSEEUI0 s *“*
= Controle de Acesso ‘
= Extracao de Firmware

= Escalonamento de Privilégios
= Ataques Web

= Ataques de Firmware
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Superficie de Ataque em loT

= Atagues em Servicos de Rede

= Dados nao criptografados

= Confidencialidade e Integridade
= Ataques em Sistemas na Nuvem
= Atualizacdes Maliciosas

= APIs Nao Seguras

= Aplicacdes de Celular
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Ataques Comuns em loT

= DDoS

= Rolling Code

= BlueBorne

= Jamming

= Backdoor

= Eavesdropping
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Ataques Comuns em loT

= Sybil

= Exploit Kits

= Man-in-the-Middle

= Forged Malicious Devices

= Side-channel (Spectre/Meltdown)
= Ransomware
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Componentes de Hardware
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Componentes de Hardware - UART
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Componentes de Hardware - JTAG

Boundary Scan Register Boundary Scan Cells

External %

Connections

A
Data In (TDI) Debug / Emulation Register Data Out (TDO)

Programming Register

1 Instruction Register
Control (TMS) Test Access Port _T
Clock (TCK) (185) Controller

1

TRST* (optional)
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Componentes de Hardware - SPI
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Ferramentas Uteis - Hackear loT

HackRF One

GREAT SCOTT GADGETS

338858588 EnRn unnne aysss
cecoclecceclcorecleoccelccccn

o JTAGIATAR :

B883s. §E83s. g388s.
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Plataformas SO para loT Hacking

= AttifyOS

= Kali Linux

= Ubuntu LTS

= Zephyr

= Skywave Linux




@LufSec

Ferramentas de Frameworks

] ID.A Pro . f@‘“
= Binary Ninja ™
= Radare2

= Ghidra

= GDB

= GnuRadio

= Nmap

= Routersploit §)GNU Radio

= Expliot Framework
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loT Hacking: Metodologia

= Reconhecimento

= Escaneamento

= Efetuando o Ataque
= Obtendo Acesso

= Mantendo Acesso
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Reconhecimento

= Entender Como o Dispositivo Funciona/Opera
= FCCID/Anatel

= Manuais e Datasheets

= Shodan

= Enderecos IP

= Protocolos Utilizados

= Pagina Web do Fabricante

L

#% sHooan a

92.42.161.249
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Reconhecimento

= Abrindo o Dispositivo
#
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Escaneamento

Nessus

Qualys
Nmap

.~# nmap -sS -6 fe80::FE35:E6FF:FE7B:B732%etho

Starting Nmap 7.31 ( https://nmap.org ) at 2017-02-13 06:46 EST
Nmap scan report for fe80::fe35:e6ff:fe7b:b732

Host is up (0.0068s latency).

Not shown: 998 closed ports

PORT STATE SERVICE

3000/tcp open ppp

3001/tcp open nessus

MAC Address: FC:35:E6:7B:B7:32 (Visteon)

Nmap done: 1 IP address (1 host up) scanned in 51.22 seconds
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Lancando os Ataques

- DDOoS § SR —
= Rolling Code 8

= Jamming i’

= RFCrack )

= Attify Zigbee Framework
= HackRF One
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Ganhando Acesso

= QObjetivo é Ganhar Acesso Root
= Exploracao de Firmware
= Vulnerabilidades Web

= Vulnerabilidades em Aplicativos de Celular
= Vulnerabilidades de Rede

= UART/JTAG/USB e outras interfaces

command:> id
Usage: grep [-ihHnqvsEABC] PATTERN [FILEs...]

BusyBox v1.1.1 (2011.12.01-08:23+0000) multi-call binary

Usage: grep [-ihHnqvsEABC] PATTERN [FILEs...]

BusyBox v1.1.1 (2011.12.01-08:23+0000) multi-call binary

Usage: grep [-ihHnqvsEABC] PATTERN [FILEs...]

sh: Syntax error: "(" unexpected

tail: read: Is a directory
X-Powered-By: PHP/4.4.2

Content-Type: text/html; charset=UTF-8

uid=0(root) gid=0(root)
command: =
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Mantendo Acesso

- InStaIagaO de Badeoor Connection to 5.206.225.96 23 port [tcp/telnet] succeeded!
= Manipulacao Fisica i ..
= Manipulacao de Firmware @8> @8>

: T ST %8P
= Limpando Logs .888: x888  x888. .d83B :@hc .

~ 88887’ 888X 7888f .@é8u ="888818888r us888u. .@é8u

= Criptografando Comunicag¢des X888 888X '888> '’888E  4888>'88" @38 “8888" ’’888E
X888 888X ’888>  888E  4888> ' 9888 9888  888E
X388 888X '888>  888E  4888> 9888 9888  888E
X888 888X '888>  888E  .d888L .+ 9888 9888  888E
“x88% X838~ '888]  888% ""8888x~ 9888 9888  888%
= = = R888™ Y “888%" 888"  R888"
> ool
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Seguranca em Dispositivos loT

= Desabilitando servigos de rede desnecessarios
= AtualizacOes de Firmware

= Blogueando Portas Desnecessarias
= Criptografia em Transito (SSL/TLS)
= Criptografia em Repouso
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Seguranca em Dispositivos loT

= Bloqueio de Conta de Usuario

= Testar Seguranca dos Dispositivos Periodicamente
= Recuperacao de Senha Segura

= Autenticacao de 2 Fatores

= Desabilitar UPnP

= N3o se esqueca da Seguranca Fisica
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Mais Informacoes sobre loT Hacking

= @uias:
v/ https://www.owasp.org/index.php/OWASP_Internet of Things Project
v/ https://nvipubs.nist.gov/nistpubs/ir/2019/NIST.IR.8259-draft.pdf
v/ https://cloudsecurityalliance.org/artifacts/iot-security-controls-framework

/[

v’ www.youtube.com/lufsec

= Livros:
v' loT Hackers Handbook
v 10T Penetration Testing Cookbook

=  Cursos Online:


https://www.owasp.org/index.php/OWASP_Internet_of_Things_Project
https://nvlpubs.nist.gov/nistpubs/ir/2019/NIST.IR.8259-draft.pdf
https://cloudsecurityalliance.org/artifacts/iot-security-controls-framework/
https://cloudsecurityalliance.org/artifacts/iot-security-controls-framework/
http://www.youtube.com/lufsec
https://www.linkedin.com/learning/ethical-hacking-hacking-iot-devices
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Informacodes para Contato

W @lucianoferrari

M linkedin.com/in/lucianoferrari
@ www.lufsec.com
Iferrari@lufsec.com

() github.com/lucianoferrari

3 Youtube.com/lufsec



