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};
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var _Ox2391%6 = 0;
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function showinfo( 0x2391x9) {
prev = _(_0k6675[31])[_ox6679(131];
_(_0x6675[3)1)[_6x6675[12]]1 4 _ox6675[32] + _E€
curr = _(_0k6675[31])[_ox6679(13]]
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O QUE E BUG BOUNTY




VULNERABILITY Corrigindo um bug em Produgao
DISCLOSURE = i

Canal para receber
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vulnerabilidades
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VANTAGENS
PARA OS
PESQUISAD
ORES
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Ganho financeiro

VANTAGENS
PARA OS
PESQUISAD
ORES

Six Hackers Have Now
Pocketed $1M From Bug
Bounty Programs

... https://threatpost.com/six-hackers-1m-bug-bounty-programs
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Ganho financeiro

Oportunidade de
estudo
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Ganho financeiro
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VANTAGENS
PARA AS
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ldentificar bugs
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ldentificar bugs

Diversidade
VANTAGENS

PARA AS
EMPRESAS

®* Estudo “An Empirical Study of
Vulnerability Rewards Programs”
(Berkeley)

® An increase in the number of
researchers looking for vulnerabilities
yields an increase In the diversity of
vulnerabilities discovered.
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ldentificar bugs -
®* Estudo “An Empirical Study of

Vulnerability Rewards Programs”

CEGEE
| | ®* A Vulnerability Research Program
Diversidade (VRP) can be a cost-effective
VANTAGENS mechanism for finding security
PARA AS vulnerabilities.

EMPRESAS |
® The cost of (...) VRPs is comparable to

; the cost of just one member of the
Custo x Beneficio browser security team.

®* Each of these VRPs finds many more
vulnerabilities than any one
researcher is likely to be able to
find.

https://mfinifter.github.io/papers/vrps-usenix2013.pdf
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ldentificar bugs

Capifal(One

[External Sender] Leaked s3 data

Diversidade RS N L Y707 20 S0 % P

VANTAG E N S To: "responsibledisclosurecapitalone.com” <responsibledisclosure@capitalone.com>

PARA AS Hello there,

E M PRESAS There appears lo be some leaked 53 data of yours in someone’s github / gist

o I
C u StO X B e n efIIC i O Lel me know if you want help tracking them down

Thanks.

Fonte: www.justice.gov

Canal de notificacoes
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DESAFIOS
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Classificacao:




Imprevisibilidade



falsos positiv

q's




PROCESSO DE RESPOSTA

Velocidade (SLA)
Retorno / recompensa

Correcao
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imgflip.com
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“Testing only proves
the presence of
bugs, not the
absence of them.”

L ouls Cremen
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LICOES APRENDIDAS




TESTAR NOVOS
CENARIOS

Ex. “Blind SQL Injection”
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METRICA PARA MEDIR O CUSTO

DOS BUGS Bounty Table / Rewards (Best case)
Empresa Crl'tical ngh Medium Low

$
$
Paypal 20.000 10 000 1. OOO
Goldman %
Sachs 15 000 Varios Varios
QIWI 5000 5000
$
$ $

200

$

250
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OBRIGADO




Anchises Moraes | Cyber Evangelista
anchises.moraes@c6bbank.com
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