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#WhoAml

* Analista de Tl em uma empresa publica
* Mestre e Doutorando em Eng. da
Computacao (UFRN)
— Research group on Embedded System and
Reconfigurable Computing (RESRC)

* Professor (substituto) do IMD/UFRN
e CompTIA Security+
* Chapter Leader do Owasp Natal



Motivacao

e Tudo passa pela rede

« Sempre ha vestigios




Wireshark

 “Ferramenta para solucao de problemas,
usada para identificar e resolver problemas
de comunicacdo em redes, planejar
capacidades e realizar otimizacoes em redes”

(SHIMONSKI, 2014)




Wireshark: Analisador de Redes

Capturar e decodificar dados em uma rede
- Analisar atividades de rede

Gerar e apresentar estatisticas

Realizar analise de padrdes da atividade da

rede




Wireshark: Analisador de Redes

Analisador de protocolo de rede mais

amplamente utilizado no mundo.

Free software - utiliza a GPL 2

Nao possui versao demo - a que vocé baixar
ja é a “full”

Permite que VOCé vejJa 0 que esta

acontecendo na rede em um nivel

microscopico




Wireshark: Analisador de Redes

O desenvolvimento do Wireshark prospera
gracas as contribuicdes voluntarias de
especialistas em redes ao redor do mundo e
€ a continuacao de um projeto iniciado por
Gerald Combs em 1998.



Protocolos de Rede

Encapsulamento de dados

Rede
Cabecalh

Quadro

Rede

Cabecalho

Cabegalh

Quadro
Trailer

Origem

Aplicacao
Apresentagao

Fonte: http://tiagojorge-gpsill.blogspot.com/2012/01/aula-30012012-
encapsulamento-de-dados-e.html/



Protocolos de Rede

TCP/IP model Prolocols and services 0S|I model
- Rt —
HTTP, FTTP, SERlEaia
Application Telnel, NTP, Presentalion
DHCP, PING ——
9 y ession
Transport TCP, UDP Transport
Nefwork IP, ARP, ICMP, IGMP Nefwork
Inferface Eihemel Physical

Fonte: http://fiberbit.com.tw/tcpip-model-vs-osi-model/



Wireshark: analisador de redes

 Conhecendo a interface inicial
— Summary
— Detall
— Hex




Wireshark: analisador de redes

File Edit View Go Capture Analyze S5Statistics Telephony Wireless Tools Help
Am® RNE QewsEFgsEEQaqarl
[I |A|:||JI‘,-‘ a display filter ... <Ctrl-/= '] Expression...
No. Time Source Destination Protocol Length  Info
1 0.000000 192.168.1.18 192.168.1.38 Syslog 230 KERN.WARNING: Oct 18 12:33:53 gateway kerne..
2 3.494968 Vmware_c@:00:02 Dell Ad:4f:ae ARP 42 Who has 192.168.1.1597 Tell 192.168.1.2 |
3 3.495261 Dell 4d:4f:ae Vmware_cB:00:82 ARP 42 192.168.1.159 is at 00:21:70:4d:41:ae —
4 4.998170 Vmware_9b:ee:14 Vmware_c®:89:a6 ARP 42 Who has 192.168.1.387 Tell 192.168.1.10 —
5 4.998409 Vmware_c8®:89:a6 Vmware 9b:ee:14 ARP 42 192.168.1.30 is at 00:0c:29:¢0:89:a6
6 32.995335 192.168.1.18 192.168.1.255 NTP 99 NTP Version 4, broadcast
7 32.996058 192.168.1.18 192.168.1.38@ Syslog 236 KERMN.WARNING: Oct 1@ 12:34:26 gateway kerne..
8 37.995178 Vmware Sb:ee:l4 Vmware c@:89:a6 ARP 42 Who has 192.168.1.387 Tell 192.168.1.10
9 37.995780 Vmware cB:89:ab Vmware 9b:ee:l14 ARP 42 192.168.1.30 is at 80:8c:29:¢c0:89:a6
10 49.058250 192.168.1.159 192.168.1.255 BROWSER 216 Get Backup List Request
11 49.059280 192.168.1.18 192.168.1.38@ Syslog 280 KERN.WARNING: Oct 18 12:34:42 gateway kerne..
12 49064404 192.168.1.159 192.168.1.255 NBNS 92 Name query NB WORKGROUP<1b>
13 49_065308 192.168.1.18 192.168.1.38 Syslog 278 KERN.WARNING: Oct 18 12:34:42 gateway kerne..
14 49_810825 192.168.1.159 192.168.1.255 NBNS 92 Name query NB WORKGROUP<1b>
15 49_811668 192.168.1.18 192.168.1.38 Syslog 278 KERN.WARNING: Oct 18 12:34:43 gateway kerne..
16 58.555202 192.168.1.159 192.168.1.255 NBNS 92 Mame query MB WORKGROUP<1b:
17 58.556375 192.168.1.18 192.168.1.38 Syslog 278 KERM.WARNING: Oct 1@ 12:34:43 gateway kerne.. ”

Address Resolution Protocol (request)

Frame 2: 42 bytes on wire (336 bits), 42 bytes captured (336 bits)
Ethernet II, Src: Vmware_c@:00:82 (00:50:56:c0:00:02), Dst: Dell 4d:4f:ae (00:21:70:4d:4f:ae)

00 60 60 00 00 60 [l RNy

00 21 70 Ad 4T ae 0@ 50 56 c@ 90 02 @8 06 00 @1
08 00 06 04 0B 61 00 58 56 cO 00 02 cO a8 @1 82




Wireshark: Analisador de Redes

Time Source Destination Protocol Length Info
294 41.855301 10.0.1.18 72.167.239.239 0OCsSP 448 Request
721 64.863634 10.0.1.18 195.22.28.198 HTTP 412 GET /announce?info_..

> Frame 721: 412 bytes on wire (3296 bits), 412 bytes captured (3296 bits) on interface @

> Ethernet II, Src: HonHaiPr f©:3a:27 (d4:6a:6a:f0:3a:27), Dst: Technico 1d:76:51 (b@:c2:87:1d:76:51)
> Internet Protocol Version 4, Src: 10.0.1.18, Dst: 195.22.28.198
>
>

Transmission Control Protocol, Src Port: 5386, Dst Port: 8@, Seqg: 1, Ack: 1, Len: 358

0020 fa @ 65 ed 90 00 47 45 54 20 21 61 6e 6e 6T 75 --e---GE T fannou
0040 be 63 65 3f 69 6e 66 6F 5f 68 61 73 68 3d 25 63 ncefinfo _hash=lc
G058 66 25 3@ 66 41 25 33 66 25 63 33 25 30 31 25 62  TROTAK3T Hc3%01%kb
38 25 62 62 25 65 64 25 32 35 4f 25 35 63 6d 25  8%bb¥ed¥ 250%5cmi

— e T L T i T ]




Forense

« ‘A Computacao Forense tem como objetivo
principal determinar a dinamica, a materialidade e a
autoria de ilicitos ligados a area de informatica,
tendo como questdes principais a identificacao e o
processamento de evidéncias digitais em provas
materiais de crime, por meio de metodos técnico-
cientificos, conferindo-lhes validade probatoria em
juizo.”

(Eleutério, Pedro M; Desvendando a Computacao Forense;
2011)




Forense

* Levantar evidéncias que contam a
historia do fato:
— Quando?
— Como?
— Porque?
— Onde”?




Forense: metodologia

e Obtalin:

— Obter informacoes sobre o incidente
e 0 ambiente € uma das primeiras
coisas a fazer em uma investigacao
forense de rede.




Forense: metodologia

« Estratégia
— Definir metas e cronogramas claros
— Encontrar as fontes de evidéncia
— Analisar o custo e o valor das fontes
— Priorizar a aquisicao

— Planejar atualizacdes oportunas para
o cliente




Forense: metodologia

 Coletar

— Coletar as evidéncias planejadas na
fase da Estratégia

— Documentar todos 0s passos

— Fazer coOpias das evidéncias e
trabalhar nas copias




Forense: metodologia

 Analizar
— Principal fase de uma investigacao

— Faz uso de varias técnicas e
ferramentas manuais e automatica

— Estabelece relacoes, timeline e cria
teorias para suportar as evidéncias




Forense: metodologia

 Relatorio

— Deve ser escrito de forma clara e
entendivel por qualquer pessoa

— Um resumo que respalda as
evidéncias técnicas

— Fase essencial de uma investigacao




Onde colocar o Wireshark?

Servidor?!
Cliente?!
Firewall?!
Proxy?!
Switch?!




Server 2

Packet Capture

Network Switch

} PACKET FOD.CoME

Switch without SPAN enabled. Reprinted from “The Network Capture Playbook 4 — SPAN Port in-Depth,” by
Jasper, 2016, retrieved from Packet-Fo.
Fonte: https://thecybersecurityman.com/2018/01/21/port-mirroring-on-switches/




Server 2

Packet Capture

Network Switch

S I

Client

Switch with SPAN enabled. Reprinted from “The Network Capture Playbook 4 — SPAN Port in-Depth,” by Jasper,
2016, retrieved from Packet-Fo. Fonte: https://thecybersecurityman.com/2018/01/21/port-mirroring-on-switches/




Perfis

* Segundo a Laura Chappel, perfis € a
“primeira tarefa” sugerida ao trabalhar com o
Wireshark.

* Os perfis permitem personalizar o Wireshark
com base no seu projeto de analise atual.

— E possivel criar um perfil para analisar um
aplicativo especifico e outro perfil usado para
solucionar problemas.

— Os perfis podem consistir em configuracoes
personalizadas de colunas, cores exclusivas de
pacotes, botdes direcionados e muito mais.




Perfis

‘ loki-bot_network_traffic.pcap — X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR @ 1O RBIAe»EFEE[EFaaalE
[I|Applyad\sp\ayfilter...<ctrlr;‘> [=] '] Expression.. + HTTP/DNS/SMB Errors | SYN/ACKs | HTTP>1 | DNS>1 | SMB>1 | HTTP/DNS/SMB Delays
No. Time Source Destination Protocol Length Time iRTT Info i
1 0.000000 fe8e::7152:509.. ff@2::1:2 DHCPv6 156 Solicit XID: @xef3f96 CID: 0eoleeelledf6837000c29ed2bsd
2 2.980838 Vmware 17:b2:bb Vmware @d:2b:8d ARP 60 Who has 172.16.0.138? Tell 172.16.8.131
3 ©.000022 Vmware_0d:2b:8d Vmware_17:b2:bb ARP 42 172.16.0.130 is at 00:@c:29:0d:2b:8d
4 0.849802 Vmware 0d:2b:8d Vmware 17:b2:bb ARP 42 Who has 172.16.8.131? Tell 172.16.8.130
5 ©.000469 Vmware_17:b2:bb Vmware_ed:2b:8d ARP 60 172.16.0.131 is at @0:0c:29:17:b2:bb .
6 6.339137 172.16.0.130 185.141.27.187 TCP 66 49344 > 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460@ WS=256 SACK PERM=1
7 ©.000523 185.141.27.187 172.16.0.130 TCP 66 0.000596000 8@ > 49344 [SYN, ACK] Seq=0 Ack=1 Win=2920@ Len=0 MSS5=146@ SACK_PERM=1 WS=128
8 ©.000073 172.16.0.130 185.141.27.187 TCP 54 9.0008596000 49344 > 8@ [ACK] Seq=1 Ack=1 Win=65536 Len=80
9 @.001147 185.141.27.187 172.16.0.130 HTTP 85 9.000596000 Continuation
10 ©.000055 185,141.27.187 172.16.0.130 TCP 60 80 = 49344 [FIN, ACK] Seq=32 Ack=1 Win=29312 Len=@
11 @.e00011 172.16.0.130 185.141.27.187 TCP 54 0.000596000 49344 » 80 [ACK] Seq=1 Ack=33 Win=65536 Len=@
12 ©.000827 172.16.0.130 185.141.27.187 HTTP 300 9.0e0596000 POST /danielsden/ver.php HTTP/1.0
13 @.ee0067 172.16.0.130 185.141.27.187 HTTP 2567 0.000596000 Continuation
14 ©.000091 172.16.0.130 185.141.27.187 TCP 54 49344 s 80 [FIN, ACK] Seq=2760 Ack=33 Win=65536 Len=@
15 ©.000384 185.141.27.187 172.16.0.130 TCP 60 0.000596000 8@ > 49344 [ACK] Seq=33 Ack=247 Win=30336 Len=0
16 ©.000046 185.141.27.187 172.16.0.130 TCP 60 9.0008596000 80 -+ 49344 [ACK] Seq=33 Ack=2760 Win=35328 Len=@
17 ©.000156 185.141.27.187 172.16.0.130 TCP 60 9.008596000 8@ > 49344 [ACK] Seq=33 Ack=2761 Win=35328 Len=0@ %o
> Frame 1: 156 bytes on wire (1248 bits), 156 bytes captured (1248 bits)
» Ethernet II, Src: Vmware_ed:2b:8d (ee:ec:29:ed:2b:8d), Dst: IPvemcast_©1:00:02 (33:33:00:01:00:02)
> Internet Protocol Version 6, Src: feg8@::7152:5099:6c97:e828, Dst: ff@2::1:2
» User Datagram Protocol, Src Port: 546, Dst Port: 547
> DHCPv6
00068 33 33 99 91 @@ @2 @9 ec 29 ad 2b 8d 86 dd 60 @@ EE R Yoo T
0010 00 0@ B0 66 11 @1 fe 89 00 00 00 00 GO 00 71 52 RS R qr

0o2e 50 99 6c 9f e8 28 ff 82 ©° @0 00 20 00 @0 90 @@ P-l--(-- ceceeen
0030 @0 00 8@ @1 ee 02 @2 22 2 23 e 66 14 b2 o1 ef . .
0040 3f 96 9@ @8 0@ @2 @5 df 00 o1 00 @e 0@ 01 e 01 Pereerns coeenanns
0ose le df 68 37 8@ ©c 29 ed 2b 8d @@ e3 ee ec @3 ee Bl VARD BRI
00668 B@c 29 00 00 00 00 @0 O 00 ee ee 27 @0 10 00 e 2 LR
0070 52 45 4d 57 6f 72 6b 73 74 61 74 69 6f 6e @@ 1@  REMWorks tation--
DOZE @@ Ge 90 @0 1 37 @0 08 4d 53 46 54 20 35 2e 3@ - 7+ MSFT 5.0 Default
0090 ©00 06 0@ @3 @0 18 @9 17 ee 11 ee 27  ceceeees Classic
My Profile to Export
~ My Starting Profile

Bluetooth
No Reassembly

|| Packets: 67 - Displaved: 67 (100.0%)




Perfis

Default

Classic

My Profile to Export
My Starting Profile

Bluetooth
No Reassembly




Perfis

‘ loki-bot_network_traffic.pcap

Eile Edit Miew Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 2@ RE R &= = QaafE
(W TApply a display filter ... <Ctrl/ =3 -] Expression...  +
No. Time Source Destination Protocol Length Info )
— 1 ©.000000 fe80::7152:5099:6c9.. ff02::1:2 DHCPve 156 Solicit XID: @xef3f96 CID: 00010681ledf6837000c290d2b8d

2 2.900038 Vmware_17:b2:bb Vmware_@d:2b:8d ARP 60 Who has 172.16.0.130? Tell 172.16.0.131

3 2.900060 Vmware_0d:2b:8d Vmware_17:b2:bb ARP 42 172.16.9.130 is at ©0:0c:29:0d:2b:8d

4 3.749862 Vmware_0d:2b:8d Vmware_17:b2:bb ARP 42 Who has 172.16.0.131? Tell 172.16.0.130

5 3.750331 Vmware_17:b2:bb Vmware_0d:2b:8d ARP 60 172.16.9.131 is at ©09:0c:29:17:b2:bb .

6 10.089468 172.16.0.130 185.141.27.187 TCP 66 49344 » 8@ [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1

7 10.089991 185.141.27.187 172.16.9.130 TCP 66 80 » 49344 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MS5=146@ SACK_PERM=1 WS=128

8 10.090064 172.16.0.130 185.141.27.187 TCP 54 49344 > 80 [ACK] Seg=1 Ack=1 Win=65536 Len=0

9 10.091211 185.141.27.187 172.16.9.130 HTTP 85 Continuation

10 10.091266 185.141.27.187 172.16.9.130 TCP 60 80 » 49344 [FIN, ACK] Seq=32 Ack=1 Win=29312 Len=0

11 10.091277 172.16.0.130 185.141.27.187 TCP 54 49344 > 8@ [ACK] Seg=1 Ack=33 Win=65536 Len=0

12 16.692104 172.16.0.130 185.141.27.187 TCP 300 49344 » 8@ [PSH, ACK] Seg=1 Ack=33 Win=65536 Len=246 [TCP segment of a reassembled PDU]

13 10.092171 172.16.0.130 185.141.27.187 HTTP 2567 POST /danielsden/ver.php HTTP/1.0

14 10.092262 172.16.0.130 185.141.27.187 TCP 54 49344 » 8@ [FIN, ACK] Seq=2760 Ack=33 Win=65536 Len=0

15 10.092646 185.141.27.187 172.16.9.130 TCP 60 80 » 49344 [ACK] Seq=33 Ack=247 Win=30336 Len=0

16 10.092692 185.141.27.187 172.16.0.130 TCP 60 80 » 49344 [ACK] Seq=33 Ack=2760 Win=35328 Len=0

17 10.092848 185.141.27.187 172.16.9.130 TCP 60 80 » 49344 [ACK] Seq=33 Ack=2761 Win=35328 Len=0

19 10 74AA20 177 14 0 130 195 141 27 197 Tro AR A0S o Q0 TGVMT €an—0 LIin—0107 |lan-0 MSC_1AAG LIS_ISA SACK DERM—1 e

~

> Frame 1: 156 bytes on wire (1248 bits), 156 bytes captured (1248 bits)

> Ethernet II, Src: Vmware_@d:2b:8d (80:0c:29:0d:2b:8d), Dst: IPvbmcast_01:00:02 (33:33:00:01:00:02)
> Internet Protocol Version 6, Src: fe80::7152:5099:6c9f:e828, Dst: ff02::1:2

> User Datagram Protocol, Src Port: 546, Dst Port: 547

> DHCPv6

2000 33 33 60 91 90 02 00 6c 29 Od 2b 8d 86 dd 60 @@ 33-.nns D RE T

0e10 90 00 00 66 11 @1 fe 80 00 00 60 00 00 00 71 52 B IR gR

0020 50 99 6c 9f e8 28 ff 02 00 00 00 00 0O GO PO @O P-1--(-- ------

0020 00 00 60 01 09 02 @2 22 82 23 00 66 14 b2 @1 ef - ------ BT 2 TR

o040 3f 96 60 68 00 02 05 df @6 ©1 00 Ge 00 B1 GG @1 P -
2050 1le df 68 37 @80 @c 29 @d 2b 8d 0@ 63 @0 Oc ©3 V0 - -h7--)- +.-. ..
OP00 @c 29 00 00 00 00 00 GO0 00 0@ 00 27 00 10 00 Qe )EEEERE -t

©o/0 52 45 Ad 57 6f 72 6b 73 74 61 74 69 6f 6e 0@ 10  REMWorks tation- -
0050 00 @e 00 00 ©1 37 00 88 4d 53 46 54 20 35 2e 3@ - - - - - 7-- MSFT 5.0

G890 00 06 00 08 0@ 18 06 17 @8 11 @6 27 .-

>

Q% loki-bot_netwerk_traffic.pcap

H Packets: 67 - Displayed: 67 (100.0%)

” Profile: Default
:




Perfis

67 - Displayed: 67 (100.0%) | Profile: Default

Manage Profiles...

Mew...
Edit...
Delete

Switch to »
00.0%)




Filtros

. Auxilia na busca de informacdes especificas
- Ajudam a identificar problemas mais rapido
- Divide problemas em subproblemas

- Ha filtros por protocolos e por enderecos

l0gicos e fisicos, por exemplo



Filtros

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools
AB 10 NRE QesEFe]Eaaqr

= | W
[I |""lr2'li'|}r a display filter ... <Ctrl-/>

Help

'| Expression... +




Filtros

‘ Wireshark - Display Filter Expression

Field Hame

Relation

?
?
?
b

DMX Test Frame - DMX Test Frame
DMX Text Frame - DMX Text Frame
DMP 3.0 - Distributed Metwork Protoc...
DNS - Domain Mame System
dns.a - Address
dns.ab.address_suffix - Address Su...
dns.ab.prefix_len - Prefix len
dns.ab.prefix_name - Prefix name
dns.aaaa - AAAA Address
dns.afsdb.hostname - Hostname
dns.afsdb.subtype - Subtype
dns.apl.address_family - Address ...
dns.apl.afdlength - Address Length
dns.apl.afdpart.data - Address
dns.apl.afdpartipvd - Address
dns.apl.afdpartipve - Address
dns.apl.coded_prefix - Prefix Length
dns.apl.negation - Negation Flag
dns.caaflags - CAA Flags
dns.caa.flags.issuer_critical - Issue...
dns.caa.iodef - Report URL
dns.caa.issue - [ssue
dns.caa.issuewild - Issue Wildcard
dns.caa.tag - Tag
dns.caatag_length - Tag length
dns.caa.unknown - Unknown tag
dns.caavalue - Value
dns.cert.algorithm - Algorithm
dns.cert.certificate - Certificate (o...

e

W

Search:

is present

1=
>
<
==

< =

contains

[

Value (Protocol)

Predefined Values

Range (offset:length)

dns

Click OK to insert this fiter

[ o [

Cancel




Filtros no Wireshark

.- View > Time Display Format

‘ dns-googled.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A0 NRR QAewE=FesEaaal

[I|dn5 ]

Mo. Time Source Destination Protocol Length Info

I 1©5:19:28,315797 192.168.56.51 192.168.56.187 DNS 73 Standard query @xf6l6 A www.cisco.com
2 85:10:28,901859 192.168.56.187 192.168.56.51 DNS 543 Standard query response @xf6le A www.cisco.com
3 85:108:28,949732 192.168.56.51 192.168.56.187 DNS 86 Standard query @xc5c6 PTR 29.129.246.72.in-addr
4 85:16:29,285858 192.168.56.1087 152.168.56.51 DNS 554 Standard query response @xcbcb PTR 29.129.246.7




M #Wi-Fi (host 10.0.1.18) — O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AE @ 1 HRE A« EF I EQAQQE

[ |ip.addr eq 5.206.19.247 and ip.addr eq 10.0.1.18 %] ~| Expression...  +
No. Time Source Destination Protocol Length  Info

682 58.653522 10.6.1.18 5.206.19.247 TCP 66 5294 -+ 6969 [SYN] Seq=@ W..
611 58. 11 2 d 16 .18 CMP achable (

Destination ur
[TCP R ]

Frame 621: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

Ethernet II, Src: HonHaiPr f©:33:27 (d4:6a:6a:f@:3a:27), Dst: Technico 1d:76:51 (b®:c2:87:1d:76:51)
Internet Protocol Version 4, Src: 10.8.1.18, Dst: 5.206.19.247

Transmission Control Protocol, Src Port: 5294, Dst Port: 6969, Seq: @, Len: @

b® c2 87 1d 76 51 d4 6a 6a @ 3a 27 08 00 45 00 vQ-j j-:'--E
@0 34 52 ef 40 00 80 06 82 fe Pa 0@ @1 12 05 ce  -4AR-@

0020 13 7 14 ae 1b 39 PRJEIEIEE 00 00 00 00 30 02 o
fa f0 2f 27 00 @0 02 @4 05 b4 01 03 03 08 01 01 /"

84 92




Filtros no Wireshark

" | dhcp and ticmp

Mo. Time Source Destination Protocol Length Info

r 15 31.231834 0.0.0.0 255.255.255_255 DHCP 342 DHCP Discover - Transaction ID @x5f91720
i 16 31.232170 192.168.56.107 192.168.56.51 DHCP 342 DHCP Offer - Transaction ID ©x5f91720
L 18 31.235013 0.8.8.0 255_255.255.255 DHCP 342 DHCP Request - Transaction ID @x5f91720

19 31.235371 192.168.56.167 192.168.56.51 DHCP 342 DHCP ACK - Transaction ID @x5f91720




Filtros no Wireshark

RFC 2131 Dynamic Host Configuration Protocol March 1997
Server Client Server
(not selected) (selected)
v

Begins initializaticn

v v
I I I
I I
I I I
I I

Initialization complete

FIN

| /DHCPDISCOVER | DHCEDISCOVER M|

| I I
Determines | Determines
configuration | configuration

| I I

I [ '

Y | /DHCPOFFER [

| DHCPOFFERY [/ I

| oo I

| Collects replies |

| AN I

| Selects configuration |

| I I

| JIN I

|/ DHCPREQUEST | DHCPREQUEST\ |

| I I

| | Commits configuration

| I I

I I /

| | / DHCPACK

|

|

|




Deep Packet Inspection (DPI)

* Processo de olhar alem dos cabecalhos
TCP/IP genéricos e envolve a analise do
payload (carga util).

» Analise profunda de pacotes para:

— Observar multiplos protocolos
— Encapsulamento de pacotes e analise de pacotes

« Avaliar e executar acfes da camada 2 até a
propria camada do aplicativo.




Deep Packet Inspection (DPI)

16 bits 16 bits
> € >

Source Port Destination Port

Sequence number

Acknowledgement number

Header |Reserved| U |A |P |R | S | F Window Size
Len_gth b'ts N R (Advertisement Window)
(4bits) (6 bits) e | K H T N N
Check sum Urgent Pointer
Options
(0 - 40 bytes) &

A\

Data (Optional)

A

\\)

TCP Header

Fonte: https://www.gatevidyalay.com/transmission-control-protocol-tcp-header/




Deep Packet Inspection (DPI)

No. Time Source Destination Protocol Length Info
12 19.092104 172.16.0.130 185.141.27.187 TCP 300 49344 > 80 [PSH, ACK] Seg=1 Ack=33 Win=65536 Len=246 [TCP segment of a reassembled PDU]
13 10.092171 172.16.0.138 185.141.27.187 HTTP 2567 POST /danielsden/ver.php HTTP/1.0
14 1A RQA22IARD 172 16 O 124 195 141 27 197 Trp A AQ2AA s QA [ETM  ACK] San—276R Ack—22 LIin—A5526 |an-Q

> Frame 13: 2567 bytes on wire (208536 bits), 2567 bytes captured (20536 bits)
> Ethernet II, Src: Vmware_0d:2b:8d (80:0c:29:0d:2b:8d), Dst: Vmware_17:b2:bb (00:8c:29:17:b2:bb)
> Internet Protocol Version 4, Src: 172.16.0.130, Dst: 185.141.27.187
v Transmission Control Protocol, Src Port: 49344, Dst Port: 88, Seq: 247, Ack: 33, Len: 2513
Source Port: 49344
Destination Port: 8@
[Stream index: @]
[TCP Segment Len: 2513]
Sequence number: 247 (relative sequence number)
[Next sequence number: 2760 (relative sequence number)]
Acknowledgment number: 33 (relative ack number)
0101 .... = Header Length: 20 bytes (5)
> Flags: 0x018 (PSH, ACK)
Window size value: 256
[Calculated window size: 65536]
[Window size scaling factor: 256]
Checksum: ©x8lel [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
> [SEQ/ACK analysis]
> [Timestamps]
TCP payload (2513 bytes)
TCP segment data (2513 bytes)
> [2 Reassembled TCP Segments (2759 bytes): #12(246), #13(2513)]

W
T e o
User-Agent: Mozilla/4.88 (Charon; Inferno)\r\n
Host: 185.141.27.187\r\n
Accept: */*\r\n
Content-Twne- annlication/octet-ctream\irin
e 74 65 6e 2d 54 79 70 6
61 70 70 6c 69 63 61 74 69 6f 6e 2f 6f applicat ion/octe
74 2d 73 74 72 65 61 6d @d t-stream --
Aoa0 74 2d 45 6e 63 6F 64 69 6e 67 3a 20 62 69 6e 61 t-Encodi ng: bina
6f 6e 74 65 6e 74 2d 4b 65 79 3a ry--Cont ent-Key:

Conten t-Type:




‘ lab-sec-sickclient.pcapng

Am @ BE R e

[I |.A|J|JI‘,.-' a display filter ... <Ctrl-/>

No. Time Source
1 0.000000 10.129.211.13

©.237997 10.129.56.6

328.35.. 16.129.211.13
©.228953 10.129.56.6
13 ©.000185 106.129.211.13
14 ©.000095 10.129.211.13
15 ©.559178 61.189.243.24

16 ©.000050 10.129.211.13
17 0.4082661 61.189.243.24

Frame 1: 77 bytes on wire (
Ethernet II, Src: Dell 58:9
Internet Protocol Version 4
User Datagram Protocol, Src
Domain Name System (query)

WVOOW W Y W

File Edit View Go Capture Analyze @ Statistics Telephony Wireless

Dados Estatisticos

Tools Help

Capture File Properties  Ctrl+Alt+Shift+C
Resolved Addresses

Protocol Hierarchy

Conversations

Endpoints

Packet Lengths

1/0 Graph

Service Response Time 4

DHCP (BOQOTP) Statistics

OMC-RPC Programs

29West 4
ANCP

BACnet 4
Collectd

DNS

Flow Graph

HART-IP

HPFEEDS

HTTP 3
HTTP2

Sametime

TCP Stream Graphs 4
UDP Multicast Streams

F5 4
IPv4 Statistics 4

« Dados estatisticos de protocolos indicam quais
dissecadores Wireshark foram aplicados ao trafego.

N R e N A

Time iRTT Info

Standard query @xeee6 A bbjj.

Destination u

©.396791000 1048 - 18067 [ACK]
0.396791000 1048 - 18067 [PSH,
©.396791000 18067 > 1048 [ACK]
0.396791000 1048 - 18067 [PSH,
©.396791000 18067 » 1048 [PSH,

Standard query response @xee0

|;;1 ble rt
Standard query @xeee7 A ypgw.
Standard query response @xee0

Seq=1 Ack=
ACK] Seg=1
Seq=1 Ack=
ACK] Seg=1
ACK] Seg=1

6.6

its) on interface @
hgua 04:18:35 (@@:90:7f:04:18:

35)



Dados Estatisticos

« Essa pode ser a primeira etapa em uma
Investigacao forense quando ha uma suspeita
de host comprometido na rede.

* Protocolos ou aplicativos incomuns
— IRC, Protocolos P2P




Dados Estatisticos

« “Data” diretamente sob IP, UDP ou TCP

* Indica que o Wireshark n&ao aplicou um
dissector ao trafego do aplicativo.

* Isso pode indicar gue uma aplicacao
pode estar usando um numero de porta
nao padrao.

Protocol Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s

v Frame 100.0 209 100.0 14492 339 0 0 0
v Ethernet 100.0 209 20.2 2926 68 0 0 0
v Internet Protocol Version 4 100.0 209 28.8 4180 97 0 0 0
~ User Datagram Protocol 2.9 6 0.3 48 1 0 0 0

Domain Name System 2.9 6 6.2 905 21 & 905 21

* Transmission Control Protocol 68.9 144 29.7 4303 100 137 3812 89
Data 3.3 7 2.4 351 8 7 351 8

Internet Control Message Protocol 28.2 59 14.7 2124 49 59 2124 49




Dados Estatisticos

,‘ ab-sec-sickclient.pcapng

File Edit View Go eless Tools Help
Am 2@ : QQQE
M [Apply a display filter ... <Cirl-/> =3 -| Bxpression...  + HTTP/DNS/SME Errors | SYN/ACI
No. Time Source Destination Protocol Length Time iRTT Info
1 ©.000000 10,.129.211.13 1A.129.56.6 DS 77 standard auerv @xaaa6 A hhii.househot . com
©.237997 10| M Wireshark - Protocol Hierarchy Statistics - lab-sec-sickclient.pcapng — O > wallloan.com
Protocol v Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s
v Frame 100.0 209 100.0 14492 339 0 0 0
v Ethernet 100.0 209 20.2 2926 68 0 0 0
v Internet Protocol Version 4 100.0 209 28.8 4180 97 0 0 ]
8 v User Datagram Protocol 29 6 03 48 1 0 0 0
328.35.. 1@ Domain Name System 29 6 6.2 905 21 6 905 21
10 0.228953 10 v Transmission Control Protocol 68.9 144 29.7 4303 100 137 3812 89 3.240 A 61.14
Data | 22 7 | 24 351 8 7 351 :
_ Internet C Apply as Filter  * Selected 147 2124 49 59 2124 49 -
Prepare a Filter * Not Selected
L2 debeillendl Find .and Selected
e TEETED 1 Colorize ...0r Selected
12 2' ZZ?};EE i; Copy as CSV ...and not Selected
17 0.462661 o1 Copy as YAML ...or not Selected
. r
> Frame 1: 77 byte
» Ethernet II, Src| wodsosy it
> Internet Protoco] Copy Help
> User Datagram Pr(
> Domain Name System (query)
0P @8 99 7f 84 8 35 0@ @b db 58 93 fa 88 @@ 45 @@ - - See «X:ocE-

0010 8@ 3f 91 01 00 00 30 11 09 00 ©a 81 d3 od va 81 P e
0020 38 06 04 01 00 35 00 2b dl df @0 96 91 90 00 @1 8- -5g -
0020 00 00 00 00 00 00 P4 62 62 6a 6a 08 68 6f 75 73 ... b bjj-hous
0010 65 68 6Ff 74 03 63 6f 6d 00 00 01 00 01 ehot-com --- -




‘ lab-sec-sickclient.pcapng

Dados Estatisticos

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ARl @ 2 ERARQAQUE
[N ]data [X] ~| Expression...  + HTTP/DNS/SMB Errors | SYN/ACKs | HTTP>1
No. Time Source Destination Protocol Length Time iRTT Info
14  ©.000095 10.129.211.13  61.189.243.240 TCP 67 ©.3967910080 1048 > 12aA7 [PSH. ArK] Sen=1 Ack=1 Win=64248 Len=13
16 ©.000050 10.129.211.13  61.189.243.240 TCP 71 0.396791000 104  Mark/Unmark Packet Ctrl+M Win=64240 Len=17
17  ©.402661 61.189.243.240 10,129.211.13 TCP 77 ©.396791000 130 Ignore/Unignore Packet Ctrl+D Win=655@5 Len=23
18 ©.000108 10.129.211.13  61.189.243.24@ TCP 75 0.396791000 104  Set/UnsetTime Reference  Cirl+T | Win=64217 Len=21
19  ©.484319 61.189.243.24@0 10.129.211.13 TCP 110 0.396791000 189  Time Shift.. Cul+Shift+T ) Win=65484 Len=56
20 ©0.000058 10.129.211.13  61.189.243.240 TCP 72 ©.396791000 104 Packet Comment... Cul+Al+C ) Win=64161 Len=18
21  ©.398523 61.189.243.240 10.129.211.13 TCP 257 ©.3967910680 130 Bl ezl BEnis ) Win=65466 Len=203
Apply as Filter 4
Prepare a Filter 4
Conversation Filter 4
Colorize Conversation 4
scTe v
Follow 4 TCP Stream Ctrl+Alt+5Shift+T
Gopy 5 UDP Stream Ctrl+Alt+Shift+U
TLS Stream Ctrl+Alt+5hift+S
Protocol Preferences ' HTTP Stream  Ctrl+Alt+Shift+H
Decode As...
> Frame 14: 67 bytes on wire (536 bits), 67 bytes captured (536 bits) on interface @ Show Packet in New Window
> Ethernet IT, Src: Dell 58:93:fa (@8:@b:db:58:93:fa), Dst: Watchgua @4:8:35 (00:98:7f:04:18:35)
> Internet Protocol Version 4, Src: 10.129.211.13, Dst: 61.189.243.240
> Transmission Control Protocol, Src Port: 1848, Dst Port: 18867, Seq: 1, Ack: 1, Len: 13
> Data (13 bytes)
cooo @@ 9@ 7T @4 8 35 @@ @b db 58 93 fa @3 @@ 45 @@ - - :5-+ X-.-E-
0010 @@ 35 @1 29 40 @@ 80 96 ©0 0@ @a 81 d3 ed 3d bd -5 )@ - c----o=-
020 f3 fo @4 18 46 93 ce d8 34 ec ed 88 e5 4¢c 50 18  ++ Fe-+ 4+-+ LP-
cozo fa f@ 97 64 @0 @0 55 53 65 52 20 6¢C 20 6¢c 20 6¢c  --+d--USeR 111
A0 20 6C @a 1:




Dados Estatisticos

- - 1 = e AT AL g [ AR T L | AT L M T L L N e o e ) | LN T

‘ Wireshark - Follow TCP Stream (tcp.stream eq 1) - lab-sec-sickclient.pcapng —

USeR 1 111

NiCK p8-88196671

:a/ 881 p8-801%6671 :

USeRHOST p8-881%6671

za7 302 p8-00196671 :p8-808196671=+1@010.129.211.13

JOiN #p8 ihodc9hi

:a/ 332 p8-00196671 #p8 :!1Q
gfcagihehehadkcpecpegigpengthegphhgocogbgpemcogdegpencphihihigmgpemhhhegggjgigbhihihihicphdepedglhddjgbecogkhagh
:a/ 333 p8-00196671 #p8 a 1134159047

:a/ 366 p8-00196671 #p8 :




Dados Estatisticos

‘ |lab-sec-sickclient.pcapng
File Edit View Go Capture Analyze 5Statistics Telephony Wireless Tools Help

AmZI® 1TRE | == SaaqE
[ tcp.stream eq 1 EA=d -| Expression... + HTTP/DNS/SMB Errc
No. Time Source Destination Protocol Length Time iRTT Info

©.000185 10.129,211.13 61.189.243.240 0.396791000 1048 » 18067 [ACK] Seq=1 Ack=1 Win=6424@ Len=0@
14 9.080095 19.129.211.13 61.189.243.240 TCP 67 0.396791000 1848 -» 18067 [PSH, ACK] Seq=1 Ack=1 Win=64248 Len=13
15 ©.559178 61.189.243.240 10.129.211.13 TCP 60 a Mark/Unmark Packet Ctrl+M 1 Ack=14 Win=65522 Len=0
16 0.000050 10.129,211.13 61.189.243.240 TCP 71 ] lanore/Unignare Packet Ctrl+D Seq=14 Ack=1 Win=64248@ Len=17
17 9.402661 61.189.243.248 16.129.211.13 TCP ¥ (] Set/Unset Time Reference  Ctrl+T Seq=1 Ack=31 Win=65585 Len=23
18 ©.000108 10.129,211.13 61.189.243.240 TCP 75 ] Time Shift... Ctrl+Shift+T Seq=31 Ack=24 Win=64217 Len=21
19 9.484319 61.189.243.240 10.129.211.13 TCP 11e ] Packet Comment... Ctrl+Alt+C Seq=24 Ack=52 Win=65484 Len=56
20 ©.000058 19.129.211.13 61.189.243.248 TCP 12 a Edit Resolved Name S5eq=52 Ack=80 Win=64161 Len=18
21 ©.398523 61.189.243.240 10.129.211.13 TCP 257 <] Seq=80 Ack=7@ Win=65466 Len=203
L 22  ©.184217 10.129.211.13  61.189.243.240 TCP 54 @  Apply asFilter * 7@ Ack=283 Win=63958 Len=0
Prepare a Filter +
Conversation Filter 4
Colorize Conversation 4
SCTP 4
Follow 4
> Frame 14: 67 bytes on wire (536 bits), 67 bytes captured (536 bits) ¢ Copy '
> Ethernet II, Src: Dell 58:93:fa (@@:@b:db:58:93:fa), Dst: Watchgua_e4 Protocol Preferences 4
> Internet Protocol Vversion 4, Src: 10.129.211.13, Dst: 61.189.243.24@ Decode As...
» Transmission Control Protocol, Src Port: 1048, Dst Port: 18867, Seq: Show Packet in New Window
> Data (13 bytes)
0000 9@ 90 7f @4 f8 35 @@ @b db 58 93 fa @8 @@ 45 @@ - - - 5.« «X----E-
0010 @@ 35 01 29 40 90 80 @6 ©@ 00 @a 81 d3 od 3d bd 5)@ s =
0020 f3 fo @4 18 46 93 ce d8 34 ec ed 88 e5 4Ac 50 18 seseFree feee| P
ooz0 fa f@ 97 64 @@ @@ 55 53 65 52 20 6C 2@ 6C 20 6C cordrUS eR 111
2040 20 6C ©a 1

O 7 lab-sec-sickclient.pcapng H Packets: 209 - Displayed: 12 (5.7%)



Dados Estatisticos

13 8.000185 10.129.211.13 61.189.243.248 TCP 54 ©.396791000 1048 - 18867 [ACK] Seg=1 A;

14 8.000095 10.1259,.211.13 61.189.243.248 IRC 67 ©.396791000 Response (USeR)

15 8.559178 61.189.243.248 10.129.211.13 TCP 60 ©.396791000 18067 > 1048 [ACK] Seg=1 A

16 8.000058 10.1259.211.13 61.189.243.248 IRC 71 ©.396791000 Response (NiCK)

17 8.482661 61.189.243.240 10.129.211.13 1IRC 77 ©.396791000 Request (@01)

18 @.000108 10.1259.211.13 61.189.243.248 IRC 75 ©.396791000 Response (USeRHOST)

19 8.484319 61.189.243.248 10.129.211.13 1IRC 11@ ©.396791000 Request (382)

20 8.000058 10.1259.211.13 61.189.243.248 IRC 2 ©.396791000 Response (JO1N)

21 8.398523 61.189.243.240 10.129.211.13 1IRC 257 ©.396791000 Request (332) (333) (366)
— 22 8.184217 10.1259.211.13 61.189.243.248 TCP 54 z = =

Frame 16: 71 bytes on wire (568 bits), 71 bytes captured (568 bits) on interface @
Ethernet II, Src: Dell 58:93:fa (@@:0b:db:58:93:fa), Dst: watchgua 04:18:35 (©0:90:7f:04:18:35)
Internet Protocol version 4, Src: 10.129.211.13, Dst: 61.189.243.240
Transmission Control Protocol, Src Port: 1048, Dst Port: 18667, Seq: 14, Ack: 1, Len: 17
v Internet Relay Chat
v Response: NiCK p8-00196671
Command: NiCK




Dados Estatisticos

ndependent Submission R. Hartmann
equest for Comments: 7194 August 2014
Ipdates: 1455

‘ategory: Informational

35N: 2070-1721

Default Port for Internet Relay Chat (IRC) wvia TLS/SSL

bstract

This document describes the commonly accepted practice of listening

on _TCP _port €697 for incoming Internet Relay Chat (IRC) connections
encrypted via TLS/SSL.

l. Rationale

Llthough system port assignments exist for IRC traffic that is plain
text (TCE/UDP port 19%4) or TLS/SSL encrypted (TCE/UDP port 95%4)
[IANALIST], it is common practice amongst IRC networks not to use
them for reasons of convenience and general avallability on systems
where no root access 1s granted or desired.

IRC networks have defaulted to listening on TCP port 6667 for plain
text connections for a considerable time now. This is covered by the
IRCU assignment of TCP/UDP ports €665-6669.




Dados Estatisticos

1 9.006457 10,129,211.13 61.189.243.248 TCP 62 1048 » 18067 |[SYN]| Seq=0 Win=64240 Len=0 MSS=146@ SACK_PERM=1
2 ©.396606 61.189.243.240 10.129.211.13 TCP 62 ©.396791000 18067 » 1048 [SYN, ACK] Seq=@ Ack=1 Win=65535 Len=@ MSS=1460 SACK_PERM=1
3 ©.000185 10.129.211.13 61.189.243.248 TCP 54 ©.396791000 1048 » 18067 [ACK] Seq=1 Ack=1 Win=6424@ Len=0
4 ©.000095 10.129.211.13 61.189.243.248 1IRC 67 0.396791000 Response 77"
5  ©9.559178 61.189.243.240 10.129.211.13 TCP 60 0.396791000 18067 - Mark/Unmark Packet Curl+M Len=0
6 ©.000050 10.129.211.13  61.189.243.248 IRC 71 0.396791000 Response f’;;’&if::ﬁ:;i::::ce E:::?
7 @.402661 61.189.243.2490 10.129.211.13 1IRC 77 0.396791000 Request T T
8 @.0001es8 10.129.211.13 61.189.243.248 IRC 75 @.396791088@ Response S —
9 ©.484319 61.189.243.240 10.129.211.13 1IRC 11e 0.396791060 Request
1%] ©.000058 10.129.211.13 61.189.243.248 1IRC 72 8.396791088@ Response Edit Resolved Name
1 ©.398523 61.189.243.240 10.129.211.13 1IRC 257 0.396791000 Request Apply as Filter .
2 ©.184217 10.129.211.13 61.189.243.248 TCP 54 ©.396791000 1048 - 1 Prepare a Filter , b8 Len=@
'3 @.175701 10.129.211.13 10.129.56.6 DNS 76 Standarc enveTSaticnEier b
' 9.08119310,129.56.6  18,129.211.13 DNS 275 Standarc Tllers CarnEEsiEn v T Errren e 6.248 A 2@5.188.276.153
rame 14: 67 bytes on wire (536 bits), 67 bytes captured (536 bits) on interface @ SCTP » Ethernet
thernet II, Src: Dell_58:93:fa (@@:eb:db:58:93:fa), Dst: Watchgua_e4:f8:35 (ee:90:7f:@ Follow > 5 TCP
nternet Protocol Version 4, Src: 10.129.211.13, Dst: 61.189.243.240 F5 UDP
ransmission Control Protocol, Src Port: 1048, Dst Port: 18067, Seq: 1, Ack: 1, Len: 13 Copy ' 5P
nternet Relay Chat Protocal Preferences 4 1Py
 Response: USseR 1 1 11 Decode As... IPVE
Command: USeR Show Packet in New Window TCP II‘ Color 1
v Command parameters UDP Color 2
Parameter: 1 PN-IO AR e
parameter: 1 PN-I0 AR (with dat2) > |[gg] Color 4
0 @0 90 7f @4 8 35 @@ @b db 58 93 fa P8 @@ 45 @@ - - - - - 5.+ «X----E- PN-CBA @ Color 5
© @0 35 @1 29 402 90 80 86 00 @0 ea 81 d3 ed 3d bd 5-)@--c = -
© 3 fo 04 18 46 93 ce d8 34 ec ed 88 €5 4C 50 18 - --F--- 4. ---LP- [6] colors
o fa f@ 97 64 @0 8@ 55 53 65 52 20 6C 20 6C 20 6C coedrUS eR 111 Color 1
O 20 6¢C @a 1- Color 8
@ Color @
Color 10

New Coloring Rule...




‘ icmp_camp.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN ® RE Q &=

[I |.-'5\|J|J|‘,-' a display filter ... <Ctrl-/=

Na. Time Source

|

=1 0.000000 192.168.153.1
— 2 @.001713 192.168.153.1
3 0.202028 192.168.153.1
4 0.001343 192.168.153.1
5 0.202125 192.168.153.1
6 0.001512 192.168.153.1
7 0.201912 192.168.153.1
8 0.001687 192.168.153.1
9 0.201565 192.168.153.1
1@ 0.001119 192.168.153.1
11 0.202475 192.168.153.1
12 0.001622 192.168.153.1
13 0.201026 192.168.153.1
14 0.000684 192.168.153.1
15 ©.203113 192.168.153.1
16 @.e01097 192.168.153.1
17 ©.201976 192.168.153.1

Frame 1: 42 bytes on wire (
Ethernet II, Src: Vmware 1f
Internet Protocol version 4

v Internet Control Message Pr

Type: 8 (Echo (ping) requ
Code: @

Capture File Properties
Resolved Addresses
Pratocol Hierarchy
Conversations
Endpoints

Packet Lengths

1/O Graph

Service Response Time

DHCP (BOOTP) Statistics
ONC-RPC Programs
29West

ANCP

BACnet

Collectd

DNS

Flow Graph

HART-IP

HPFEEDS

HTTP

HTTP2

Sametime

TCP Stream Graphs
UDP Multicast Streams

F5
IPv4 Statistics
IPv6 Statistics

Ctrl+Alt+Shift+C

Dados Estatisticos: ICMP Shell

=2 '] Expression...

Time IRTT

MO KRN O RN ONDNDNDNEDNDMN

Info

Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request

id=exe001,
id=ex0001,
id=exe001,
id=exe001,
id=ex0001,
id=ex0001,
id=ex0001,
id=ex0001,
id=ex0001,
id=ex0001,
id=ex0001,
id=ex0001,
id=ex0001,
id=ex0001,
id=ex0001,
id=exe001,
id=exe001,

seq=837/17667,
seq=837/17667,
seq=838/17923,
seq=838/17923,
seq=839/18179,
seq=839/18179,
seq=840,/18435,
seq=840,/18435,
seq=841/18691,
seq=841/18691,
seq=842,/18947,
seq=842,/18947,
seq=843/19203,
seq=843/19203,
seq=844/19459,
seq=844,/19459,
5eq=845/19715,

ttl=
ttl=
ttl=
ttl=
ttl=
ttl=
ttl=
ttl=
ttl=
ttl=
ttl=
ttl=
ttl=
ttl=
ttl=
ttl=
ttl=

8.153.130

Checksum: @xf4ab9 [correct]

its) on interface @
nware dg8:3c:42 (@@:ec:29:d8:3c:42)



Length:

Hash (SHAZ256):
Hash (RIPEMD160):
Hash (SHA1):
Format:
Encapsulation:

Time

First packet:
Last packet:
Elapsed:

Capture

Hardware:
05:
Application:

Interfaces

Interface
\Device\NPF_{9EA3CCTS-
BR66-4469-9C4D-372CAS509315E}

Statistics

Measurement

Packets

Time span, s

Average pps

Average packet size, B
Bytes

Average bytes/s
Average bits(s

Dados Estatisticos

94 kB
24a722d8c52a59tbbe312c2988015b0e2c1c800b29b2785261a1876ead9%eal?
1962401301d425cd815ae9¢c30b5f082c738b3abs
06a7a8307676862120363293808260474C13986

Wireshark/... - pcapng

Ethernet

2019-01-18 15:59:34
2019-01-18 16:01:29
00:01:55

Intel(R) Core(TM) i7-4710HQ CPU @ 2.50GHz (with SSE4.2)
64-bit Windows 10, build 17763
Dumpcap (Wireshark) 2.6.6 (v2.6.6-0-gdf942cd8)

Dropped packets Capture filter Link type
0 (0 %) none Ethernet

Captured Displayed

1087 1087 (100.0%)

115.362 115.362

9.4 9.4

a3 23

58049 58049 (100.0%)

203 303

4025 4025

Marked

Packet size limit

65535 bytes



Dados Estatisticos

e Statistics > Conversations

‘ Wireshark - Conversations - icmp_camp.pcapng

Ethernet - & IPv4 + 5 IPve TCF UDP - 7

Address A Address B Packets Bytes Packets A—B BytesA - B PacketsB -+ A BytesB — A Rel5tart Duration Bits/s A —=B Bits/sB = A

192.168.153.1  192.168.153.255 4 700 4 700 0 0 25.204892 90.1574 b2
123.108.200.124 192.168.153.130 8 720 4 360 4 360 15671233 96.8116 29
192.168.153.1  239.255.255.250 4 860 4 860 0 071792210 3.0036 2290
192.168.153.2  192.168.153.129 9 990 0 0 8 990 35.352388 121374 0
192.168.153.129 192.168.153.130 1.018 52k 510 22k 508 30k 0.000000 106.6516 1674




Dados Estatisticos

BEa '] Expression... +
No Time Source Destination Protocol Length Info
233 23.182376 192.168.153.129 192.168.153.130 ICMP 42 Echo (ping) request id=0x8081, seq=951/46851, ttl:
235 23.385239 192.168.153.129 192.168.153.130 ICMP 42 Echo (ping) request 1id=0x0001, seq=952/47107, ttl
237 23.588516 192.168.153.129 192.168.153.130 ICMP 42 Echo (ping) request id=0x0001, seq=953/47363, ttl:
241 23.792486 192.168.153.129 192.168.153.130 ICMP 42 Echo (ping) request 1id=0x0001, seq=954/47619, ttl
243 23.995197 192.168.153.129 192.168.153.130 ICMP 42 Echo (ping) request id=0x8081, seq=955/47875, ttl:
245 24.198970 192.168.153.129 192.168.153.130 ICMP 42 Echo (ping) request id=0x0001, seq=956/48131, ttl
247 24_402457 192.168.153.129 192.168.153.130 ICMP 42 Echo (ping) request 1d=0x@081, seq=957/48387, ttl-
249 24.606279 192.168.153.129 192.168.153.130 ICMP 42 Echo (ping) request id=0x0001, seq=958/48643, ttl
- 251 24.808202 192.168.153.129 192.168.153.130 ICMP 42 Echo (ping) request 1d=0x@081, seq=959/48899, ttl-
253 25.011972 192.168.153.129 192.168.153.130 ICMP 42 Echo (ping) request id=0x0001, seq=960/49155, ttl
256 25.214896 192.168.153.129 192.168.153.130 ICMP 42 Echo (ping) request 1d=0x8081, seq=961,/49411, ttl-
258 25.419217 192.168.153.129 192.168.153.130 ICMP 42 Echo (ping) request 1id=0x0001, seq=962/49667, ttl
260 25.622500 192.168.153.129 192.168.153.130 ICMP 42 Echo (ping) request 1d=0x8081, seq=963/49923, ttl:
262 25.825967 192.168.153.129 192.168.153.130 ICMP 42 Echo (ping) request 1id=0x0001, seq=964/50179, ttl:
264 26.829323 192.168.153.129 192.168.153.130 ICMP 42 Echo (ping) request 1d=0x8001, seq=965/50435, ttl- W
< >
Frame 251: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @ ~
Ethernet II, Src: Vmware 1f:85:33 (@0:08c:29:1f:85:33), Dst: Vmware dB8:3c:42 (00:0c:29:d8:3¢c:42)
Internet Protocol Version 4, Src: 192.168.153.129, Dst: 192.168.153.130
v Internet Control Message Protocol W

BEEsn 88 ec
8al
0020 99 32

29 d§ 3c 42 00 ec

29 1f 85 33 ©8 00 45 @

08 00 T4 31 00 01 03 bf

o 00 1c EFJRL 00 00 f 01 cd @e c@ a8 99 81 cO a8

e e e = T = T = =

I © 7 icmp_camp.pcapng

| Packets: 1087 - Displayed: 510 (46.9%)

|| Profile: Malware Analysis




y Dados Estatisticos

(1 Jiemp.type == | %] -] Expression... +
Mo. Time Source Destination Protocol Length Info 2
218 21.557945 192.168.153.130 192.168.153.129 ICMP 60 Echo (ping) reply 1d=0x0001, seq=943/44803, ttl:

220 21.760596 192.168.153.130@ 192.168.153.129 ICMP 60 Echo (ping) reply id=0x0001, seq=944/45059, ttl:

222 21.963820 192.168.153.13@ 192.168.153.129 ICMP 60 Echo (ping) reply id=PxPerl, seq=945/45315, ttl: |

224 22.166824 192.168.153.130 192.168.153.129 ICMP 60 Echo (ping) reply 1d=0x0001, seq=946/45571, ttl
226 22.368746 192.168.153.130@ 192.168.153.129 ICMP 60 Echo (ping) reply id=0x0001, seq=947/45827, ttl
228 22.574548 192.168.153.13@ 192.168.153.129 ICMP 60 Echo (ping) reply 1d=0xB001, seq=948/46083, ttl
230 22.776896 192.168.153.130 192.168.153.129 ICMP 60 Echo (ping) reply 1d=0x0001, seq=949/46339, ttl
232 22.980720 192.168.153.130@ 192.168.153.129 ICMP 60 Echo (ping) reply id=0x0001, seq=950/46595, ttl
234 23.184329 192.168.153.130 192.168.153.129 ICMP 60 Echo (ping) reply id=0x08001, seq=951/46851, ttl
236 23.387055 192.168.153.130 192.168.153.129 ICMP 60 Echo (ping) reply 1d=0x0001, seq=952/47107, ttl
238 23.590294 192.168.153.130 192.168.153.129 ICMP 60 Echo (ping) reply id=0x0001, seq=953/47363, ttl
242 23.794383 192.168.153.130 192.168.153.129 ICMP 60 Echo (ping) reply 1d=0xB8001, seq=954/47619, ttl
244 23.998908 192.168.153.130@ 192.168.153.129 ICMP 60 Echo (ping) reply 1d=0x0001, seq=955/47875, ttl:
246 24.199983 192.168.153.130 192.168.153.129 ICMP 60 Echo (ping) reply 1d=0x0001, seq=956,/48131, ttl
248 24483551 192.168.153.130 192.168.153.129 ICMP 60 Echo (ping) reply 1d=0xB001, seq=957/48387, ttl: W
< >
Frame 250: 60 bytes on wire (488 bits), 6@ bytes captured (480 bits) on interface @ ~

Ethernet II, Src: Vmware d8:3c:42 (00:0c:29:d8:3c:42), Dst: Vmware_11:85:33 (00:0c:29:11:85:33)
Internet Protocol Version 4, Src: 192.168.153.130, Dst: 192.168.153.129
v Internet Control Message Protocol v

0000 @0 Oc 29 1f 85 33 @@ Oc 29 d8 3c 42 08 00 45 8@  --)--3-- )-<B--E.
0010 00 1c 22 f4 00 @8 ff @1 ed 97 c@ a8 99 82 c@ a8 " ..

© 7 icmp_camp.pcapng || Packets: 1087 - Displayed: 508 (46.7%) || Profile: Malware Analysis



145 14.
146 14.
147 14.
148 14.
149 15.
150 15.
151 15.
152 15.
153 15.
154 15.
155 15.

. 660704

641623
643181
845338
846934
047360
048514
251289
251935
455926
A57487
658609

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
.168.

153.
153.
153.
153.
153.
153.
153.
153.
153.
153.
153.
153.

Dados Estatisticos

129
130
129
130
129
130
129
130
129
130
129
130

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

153.
153.
153.
153.
153.
153.
153.
153.
153.
153.
153.
153.

130
129
130
129
130
129
130
129
130
129
130
129

ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP

42 Echo
60 Echo
A2 Echo
60 Echo
A2 Echo
60 Echo
106 Echo
60 Echo
106 Echo
60 Echo
106 Echo
60 Echo

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

request
reply
request
reply
request
reply
request
reply
request
reply
request
reply

1d=0x0001,
id=0x0001,
1d=0x0001,
id=0x0001,
1d=0x0001,
id=0x0001,
1d=0x0001,
id=0x0001,
1d=0x0001,
id=0x0001,
1d=0x0001,
id=0x0001,

5eq=909/36099,
5eq=909/36099,
5eq=910/36355,
seq=910/36355,
seq=911/36611,
seq=911/36611,
seq=912/36867,
seq=912/36867,
seq=913/37123,
seq=913/37123,
seq=914/37379,
seq=914/37379,

tt1=255
tt1=255
tt1=255
tt1=255
tt1=255
tt1=255
tt1=255
tt1=255
tt1=255
tt1=255
tt1=255
tt1=255

(reply in 146)
(request in 145)
(reply in 148)
(request in 147)

(no response found!)

(no response found!)
(no response found!)

(no response found!)



Dados Estatisticos

145 14.641623 192.168.153.129 192.168.153.130 ICMP 42 Echo (ping) reguest id=-0x@001, seq=989/36099, tt1=255 (reply in 146)

146 14.643181 192.168.153.130 192.168.153.129 ICMP 6@ Echo (ping) reply id=0x0001, seq=989/36099, tt1=255 (request in 145)

147 14.845338 192.168.153.129 192.168.153.130 ICMP 42 Echo (ping) reguest id=0x@001, seg=910/36355, ttl=255 (reply in 148)

148 14.846934 192.168.153.130 192.168.153.129 ICMP 6@ Echo (ping) reply id=0x0001, seq=910/36355, tt1=255 (request in 147)

149 15.047360 192.168.153.129 192.168.153.130 ICMP 42 Echo (ping) request id=0x0001, seq=911/36611, tt1=255 (no response found!)

150 15.048514 192.168.153.130 192.168.153.129 ICMP 6@ Echo (ping) reply id=0x0001, seq=911/36611, tt1=255

151 15.251289 192.168.153.129 192.168.153.130 ICMP 106 Echo (ping) request id=0x0001, seq=912/36867, tt1=255 (no response found!)

152 15.251935 192.168.153.130 192.168.153.129 ICMP 60 Echo (ping) reply id=0x0001, seq=912/36867, ttl=255

153 15.455926 192.168.153.129 192.168.153.130 ICMP 166 Echo (ping) request id=0x0001, seq=913/37123, tt1=255 (no response found!)

154 15.457487 192.168.153.130 192.168.153.129 ICMP 60 Echo (ping) reply id=0x8001, seq=913/37123, tt1=255

155 15.658609 192.168.153.129 192.168.153.130 ICMP 166 Echo (ping) request id=0x0001, seq=914/37379, tt1=255 (no response found!)

156 15.660704 192.168.153.130 192.168.153.129 IcMP 60 Echo (ping) reply id=0x80ee1, seq=914/37379, ttl=255

[l|data|
Ho. Time Source Destination Protocol Length  Info

150 15.048514 192.168.153.130 192.168.153.129 ICMP 60 Echo (ping) reply id=0x0001, seq=911/36611, tt1=255
151 15.251289 192.168.153.129 192.168.153.130 ICMP 106 Echo (ping) request id=0x8001, seq=912/36867, ttl=255 (no response found!)
153 15.455926 192.168.153.129 192.168.153.130 ICMP 106 Echo (ping) request 1d=0x8001, seq=913/37123, ttl1=255 (no response found!)
155 15.658609 192.168.153.129 192.168.153.130 ICMP 106 Echo (ping) request id=0x0001, seq=914/37379, tt1=255 (no response found!)
159 15.861371 192.168.153.129 192.168.153.130 IcMp 186 Echo (ping) reguest id=0x0001, seq=915/37635, ttl=255 (no response found!)
161 16.865014 192.168.153.129 192.168.153.130 ICMP 106 Echo (ping) request 1d=0x8001, seq=916/37891, tt1=255 (no response found!})
163 16.268272 192.168.153.129 192.168.153.130 ICMP 106 Echo (ping) request id=0x0001, seq=917/38147, tt1=255 (no response found!)
165 16.472288 192.168.153.129 192.168.153.130 ICMP 186 Echo (ping) request id=0x0001, seq=918/38403, ttl1=255 (no response found!)
167 16.674768 192.168.153.129 192.168.153.130 ICMP 106 Echo (ping) request 1d=0x8001, seq=919/38659, tt1=255 (no response found!)
169 16.878536 192.168.153.129 192.168.153.130 ICMP 106 Echo (ping) request 1id=0x8001, seq=928/38915, tt1=255 (no response found!)
171 17.081864 192.168.153.129 192.168.153.130 ICMP 186 Echo (ping) request id=0x0001, seq=921/39171, ttl1=255 (no response found!)
173 17.285309 192.168.153.129 192.168.153.130 ICMP 106 Echo (ping) request 1d=0x8001, seq=922/39427, tt1=255 (no response found!)
175 17.488696 192.168.153.129 192.168.153.130 ICMP 106 Echo (ping) request 1d=0x8001, seq=923/39683, ttl=255 (no response found!)
177 17.692482 192.168.153.129 192.168.153.130 ICMP 1086 Echo (ping) request id=0x0001, seq=924/39939, ttl1=255 (no response found!)
179 17.895091 192.168.153.129 192.168.153.130 ICMP 62 Echo (ping) request id=0x0001, seq=925/40195, tt1=255 (no response found!}
226 22.368746 192.168.153.130 192.168.153.129 ICMP 60 Echo (ping) reply 1d=0x0001, seq=947/45827, tt1=255
227 22.572556 192.168.153.129 192.168.153.130 ICMP 95 Echo (ping) request id=0x0001, seq=948/46083, tt1=255 (no response found!)

—



Exfiltracao de Dados

« Os pacotes encontrados indicam que alguem
esta acessando este sistema usando um shell
ICMP.

* O shell ICMP & um backdoor que utiliza campos
de dados para enviar respostas a um comando

enviado pelo invasor




Exfiltracao de Dados

[ ]data

No.

Time

150 15.
151 15.
153 15.
155 15.
159 15.
161 16.
163 16.
165 16.
167 16.
169 16.
171 17.
173 17.
175 17.
177 17.
179 17.
226 22.
227 22.

048514
251289
455926
658609
861371
065014
268272
472288
674768
878536
081864
285309
488696
692482
895091
368746
572556

Source

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

153.
153.
153.
153.
153.
153.
153.
153.
153.
153.
153.
153.
153.
153.
153.
153.
153.

130
129
129
129
129
129
129
129
129
129
129
129
129
129
129
130
129

Destination

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

153.
153.
153.
153.
153.
153.
153.
153.
153.
153.
153.
153.
153.
153.
153.
153.
153.

129
130
130
130
130
130
130
130
130
130
130
130
130
130
130
129
130

Protocol Length
60 Echo

IcMp
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP

106
106
166
106
106
106
106
106
106
106
106
106
106

Info

Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo

62 Echo
60 Echo

95

Echo

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

reply

request
request
request
request
request
request
request
request
request
request
request
request
request
request
reply

request

id=0x0001,
1d=0x0001,
id=0x0001,
1d=0x0001,
id=0x0001,
id=0x0001,
id=0x0001,
id=0x0001,
id=0x0001,
id=0x0001,
id=0x0001,
id=0x0001,
1d=0x0001,
id=0x0001,
1d-0x0001,
id=0x0001,
1d=0x0001,

seq=911/36611,
5eq=912/36867,
seq=913/37123,
seq=914/37379,
seq=915/37635,
seq=916/37891,
seq=917/38147,
seq=918/38403,
5eq=919/38659,
5eq=920/38915,
seq=921/39171,
5eq=922/39427,
seq=923/39683,
seq=924/39939,
5eq=925/40195,
seq=947/45827,
5eq=948/46083,

tt1=255
tt1=255
tt1=255
tt1=255
tt1=255
tt1=255
tt1=255
tt1=255
tt1=255
tt1=255
tt1=255
tt1=255
ttl1=255
tt1=255
ttl=255
tt1=255
tt1=255

(no
(no
(no
(no
(no
(no
(no
(no
(no
(no
(no
(no
(no
(no

(no

response found!)
response found!)
response found!)
response found!)
response found!)
response found!)
response found!)
response found!)
response found!)
response found!)
response found!)
response found!)
response found!)
response found!)

response found!)

Frame 150: 6@ bytes on wire (48@ bits), 6@ bytes captured (480 bits) on interface @

Ethernet II, Src: Vmware_d8:3c:42 (00:0c:29:d8:3c:42), Dst: Vmware_1f:85:33 (00:0c:29:1f:

Internet Protocol Version 4, Src: 192.168.153.130, Dst: 192.168.153.129
v Internet Control Message Protocol
Type: © (Echo (ping) reply)

Code:

a8
Checksum: @x4dc2 [correct]

[Checksum Status: Good]
Identifier (BE): 1 (@xe@eel)
Identifier (LE): 256 (0x0100)

Sequence number (BE): 911 (@x@38f)
Sequence number (LE): 36611 (@x8f@3)

Data (9 bytes)
Data:
[Length: 9]

6970636T6e6669670a

85:33)

00 @c 29 1f 85 33 00 6c
00 25 1e 15 00 00 ff 01
99 81 00 00 4d c2 00 01

00 00 00 00 00

29 d8
e9 6d

3c 42 @
c® a8 9

8
9

o
8

M@

45

00

cB a8

(ER 60 70 63 6f Ge 66

00 00

20 oo

Data (data data} 9 bvtec

|| packete: 1087 - Dicnlaved: 17 (1 6841



‘ icmp_camp.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ R QewEF e |=EaqaE

[I|data

No. Time Source Destination Protocol Length Info
158 15.048514 192.168.153.138 192.168.153.129 ICcMP 60 Echo (ping) reply id=0x0001, seq=911/36611, tt1=255
151 15.251289 192.168.153.129 192.168.153.130 ICcMP 106 Echo (ping) reauest id=0x0001. seq=912/36867, ttl=255 (no response found!)
153 15.455926 192.168.153.129 192.168.153.130 ICMP Mark/Unmark Packet Ctrl+M £eq=913/37123, tt1l=255 (no response found!)
155 15.658609 192.168.153.129 192.168.153.130 ICMP Ignore/Unignore Packet Ctrl+D £eq=914/37379, ttl=255 (no response found!)
159 15.861371 192.168.153.129 192.168.153.130 ICMP Set/Unset Time Reference  Ctrl+T 5eq=915/37635, ttl=255 (no response found!)
161 16.065014 192.168.153.129 192.168.153.130 ICMP Time Shift... Cirl+Shif=T 5€q=916/37891, tt1=255 (no response found!)
163 16.268272 192.168.153.129 192.168.153.130 ICcMP P o Ctri+Alt+C £eq=917,/38147, tt1=255 (no response found!)
165 16.472288 192.168.153.129 192.168.153.1308 IcMp £eq=918/38483, ttl=255 (no response found!)
167 16.674768 192.168.153.129 192.168.153.130 ICMP Edit Resolved Name <eq=919/38659, ttl=255 (no response found!)
169 16.878536 192.168.153.129 192.168.153.130 ICcMP Apply as Filter , 5eq=920/38915, ttl=255 (no response found!)
171 17.081864 192.168.153.129 192.168.153.130 ICcMP Prepare a Filter 5 £eq=921,/39171, tt1=255 (no response found!)
173 17.285389 192.168.153.129 192.168.153.130 ICcMP Conversation Filter , £eq=922,/39427, tt1=255 (no response found!)
175 17.488696 192.168.153.129 192.168.153.130 IcMP ] i £eq=923/39683, ttl=255 (no response found!)
177 17.692482 192.168.153.129 192.168.153.130 ICMP et b * £eq=924/39939, tt1=255 (no response found!)
179 17.895091 192.168.153.129 192.168.153.130 ICMP scrp ' 5eq=925/40195, tt1=255 (no response found!)
226 22.368746 192.168.153.138 192.168.153.129 ICcMP Follow i’ 5eq=947,/45827, ttl=255

L 227 22.572556 192.168.153.129 192.168.153.130 ICMP Copy y 5eq=948/46083, tt1=255 (no response found!)
—3:522 ﬁ (Echo (ping) request) Protocol Preferences 4 Open Data preferences...
Checksum: @x@bat [correct] Decodegs..._ ) Show not dissected data on new Packet Bytes pane
[Checksum Status: Good] e N Try to uncompress zlib compressed data
Identifier (BE): 1 (@xeee1l) . Show data as text
Identifier (LE): 256 (0x0100) Generate MD5 hash
Sequence number (BE): 912 (0x0390)
Sequence number (LE): 36867 (0x9003) Disable Data..

v [No response seen]
v [Expert Info (Warning/Sequence): No response seen to ICMP request]
[No response seen to ICMP request]
[Severity level: Warning]
[Group: Sequence]
v Data (64 bytes)
Data: 6970636f6e6669670a0d0a57696e6461777320495020436f...
Text: ipconfig\n\r\nWindows IP Configuration\r\n\r\n\r\nEthernet adapter Blueto
[Length: 64]

00 Oc 29 d8 3c 42 8@ Bc 29 1f 85 33 08 00 45 00 ~-)-<B-- }--3--E-
P8 5c 3a de 90 00 ff 81 cc fd c® a8 99 81 cO al S | DO
99 82 98 00 Bb ab P@ @1 03 90 69 7O 63 6f 6e 66 - - - - - .- - -ipconf
69 67 Ba @d @a 57 69 6e 64 6Ff 77 73 20 49 50 20 ig- - -Win dows IP

ii > Teﬁldata.teﬁ:'l Mieg

|| Packets: 1087 - Displaved: 17 (1.6%)




Exfiltracao de Dados

.exe -Y data -r D:\Forense\gts20192\samples\icmp_camp.pcapng -T fields -e data

28192\ samplesh\icmp_camp.pcapng tields data b697863b61tbebbb9678a
GeBdBaBdBaBdBadE*dGSGE’76965’47Bflf4r17874f5“228476=;5J5?46F
61285374617465282e2082e202e20222022202e202e202e20222022208220
6e2d737865636966696320444e53205375666066978202022283a200dBabd

6374696T0e3a0d0a0dBa202020436Tbebebb0374696T0e2d7370056369600

284c696e6b2db6cbF63616c2849508763620416464726573732022202e282e
18d8a2028204950763428416464726573732e202e202e20222022202220

_Jerﬁjd?ﬁddrlj3Gb282228222822282928292829282928292829282928

179232228EEEB222@222@22282928292829282928332831393229313f
354144%@%23@33347d%9% 344382d343838442d394145332d453437373935
202e202e202220222022202e202e203a204d6564696120646973636f6ebe
3?5-FEEEQ’”EBEBEEQBSa7BBdBaBdBaE¢’RfefefRGLEBflfifl’B’ifE77
74652022202220222022202e202e202e202e20222022282203a204d
636966696320444e532053756666697820202e202a208d0aBdBad33a
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UV & https://www.rapidtables.com/convert/number/hex-to-ascii.html

Paste hex numbers or drop file

6970636T6e6669670a
6970636T6e6669670a0d0a57696e6461777320495020436f6e6669677572617
4696T6e0d020d0aPd0ad5746865726e6574206164617074657220426c756574
6f
6f7468204e65747761726b20436f6e6e656374696T62320d020d022020204d6
5646961205374617465202e202e202220222022202e202e202e202e202e202e
28

Character encoding

ASCII
ipconfig
ipconfig

Windows IP Configuration

Fthernet adanter Bluetooth Network Connection:

|_|:| Copy | ¥ Save




Lpconfig
ipconfig

Windows IP Configuration

Ethernet adapter Bluetooth Network Connection:

Media State . . . . . « . : Media disconnected
Connection-specific DNS Sufflx

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : localdomain

Link-local IPv6 Address . . . . . : fe80::9159:b58a:a7b4:ee7a%ll
IPv4 Address. . . . . . . . . . . : 192.168.153.129

Subnet Mask . . . . . . . . . . . : 255.,255.255.0

Default Gateway . . . . . . . . . : 192.168.153.2

Tunnel adapter isatap.{5AD02034-98D0-488D-9AE3-E4779554625D}%:

Media State . . . . . . : Media disconnected
Connection-specific DNS Sufflx :

Tunnel adapter 1isatap.localdomain:

Media State . . . . . . : Media disconnected
Connection-specific DNS Sufflx :

C:\Users\Apex\Desktop>whoami
whoami

win-6fo91irt3265\apex




Ataques: Brute Force (senhas)

M bruteforce.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AEZ©® RE Qe=2EF 8 =EQAQQQiE
[I |Apply a display filter ... <Ctrl-/>
No. Time Source Destination Protocol Length User-Agent Host Location Info

.0e0454 .168.56.1 192.168.56.101 TCP 66 54017 » 21 [ACK] Seq=1 Ack=1 Win=1317
4 0.006031 192.168.56.101 192.168.56.1 FTP 135 Response: 220 redmint FTP server (Ver
5 B.006495 192.168.56.1 192.168.56.1601 TCcP 66 54017 » 21 [ACK] Seq=1 Ack=70 Win=131
6 0.806512 192.1¢ Ezpand Subtrees 5hiﬂ+Right 76 Request: USER bro
7 ©.006586 192.1¢ Collapse Subtrees Shift+Left 66 21 > 54017 [ACK] Seq=7@ Ackfll Win=14
8 9.009093 192.1¢ Expand All Curl+Right 98 Response: 331 Password required -Fc_>r‘ b
9 ©.009550 192.1¢ Collapse All Cirl+Left 66 54017 » 21 [ACK] Seq=11 Ack=102 Win=1
1@ 8.8e9567 192 .1¢ e 74 Request: PASS 1
11 0.046780 192.1¢  Apply as Column Ctrl+Shift+| 66 21 > 54017 [ACK] Seq=182 Ack=19 Win=1
12 2.371080 192.1¢ : 88 Response: 530 Login incorrect.
Apply as Filter 4 o -
13 2.371535 192.1¢ = e R — 54017 » 21 [ACK] Seq=19 Ack=124 Win=1
pare a Filter S .
14 2.371558 192.1¢ - - Request: QUIT
15 2.371667 192 .1¢  Conversation Filter ' Not Selected 21 » 54017 [ACK] Seq=124 Ack=25 Win=1
16 2.371849 192.1¢  Colorize with Filter ’ --and Selected Response: 221 Goodbye.
371999 .1¢  Follow ' ..0r Selected 54017 » 21 [ACK] Seq=25 Ack=138 Win=1
Camy N ...and not Selected
Show Packet Bytes... Ctrl+Shift+0 gonnotseieakad -
20 2.373009 192.1¢ ) bb 54017 » 21 [ACK] Seq=26 Ack=139 Win=1
Export Packet Bytes... Ctrl+Shift+X

<

> Frame 6: 76 bytes on wire pVikijBieocllEags

> Ethernet II, Src: 9a:00:27 Filter Field Reference u_6e:cf:4a (08:00:27:6e:cf:4a)
> Internet Protocol Version Protocol Preferences '
> Transmission Control Proto Decode As Ack: 7@, Len: 1@

v File Transfer Protocol (FT
~ USER bro\rin
Request command: USEF
Request arg: bro
[Current working directory: ]

Go to Linked Packet
Show Linked Packet in New Window




Ataques: Brute Force

» ftp.request.command == "USER" or ftp.request.command == "PASS"

[I |ﬂp.reque5t.oommand == "USER" or ftp.request.command == "PASS"

No. Time Source Destination Protocol Length Info
6 8.806512 192.168.56.1 192.168.56.101 FTP 76 Request: USER bro
18 8.809567 192.168.56.1 192.168.56.101 FTP 74 Request: PASS 1
26 2.382326 192.168.56.1 192.168.56.181 FTP 76 Request: USER bro
30 2.384678 192.168.56.1 192.168.56.161 FTP 74 Request: PASS 2
46 4_842981 192.168.56.1 192.168.56.101 FTP 76 Request: USER bro
50 4.845051 192.168.56.1 192.168.56.1681 FTP 74 Request: PASS 3
67 6.910951 192.168.56.1 192.168.56.161 FTP 76 Request: USER bro
71 6.913174 192.168.56.1 192.168.56.101 FTP 74 Request: PASS 4
90 8.583773 192.168.56.1 192.168.56.1081 FTP 76 Request: USER bro
94 8_.587156 192.168.56.1 192.168.56.161 FTP 74 Request: PASS 5
112 10.537685 192.168.56.1 192.168.56.101 FTP 76 Request: USER bro
116 10.5408338 192.168.56.1 192.168.56.181 FTP 74 Request: PASS 6
132 12.426863 192.168.56.1 192.168.56.101 FTP 76 Request: USER bro
136 12.429690 192.168.56.1 192.168.56.181 FTP 74 Request: PASS 7
152 14_.255564 192.168.56.1 192.168.56.181 FTP 76 Request: USER bro
156 14.258438 192.168.56.1 192.168.56.101 FTP 74 Request: PASS 8
172 16.461838 192.168.56.1 192.168.56.1681 FTP 76 Request: USER bro
176 16.463256 192.168.56.1 192.168.56.161 FTP 74 Request: PASS 9
192 18.172921 192.168.56.1 192.168.56.101 FTP 76 Request: USER bro
196 18.175626 192.168.56.1 192.168.56.1081 FTP 75 Request: PASS 1@
212 20.357934 192.168.56.1 192.168.56.161 FTP 76 Request: USER bro
216 20.360502 192.168.56.1 192.168.56.101 FTP 75 Request: PASS 11
232 22_286839 192.168.56.1 192.168.56.181 FTP 76 Request: USER bro
236 22.288950 192.168.56.1 192.168.56.101 FTP 75 Request: PASS 12
252 24.157431 192.168.56.1 192.168.56.181 FTP 76 Request: USER bro
256 24_159956 192.168.56.1 192.168.56.181 FTP 75 Request: PASS 13



Ataques: PortScan

 “Ataque” de PortScan

Scanner

a port is opened

Scanner :
a portis closed

Fonte: https://slideplayer.com/slide/4228417/



Analise de Padroes

Time Source Destination Protocol Length Info
3 ©.115788 192.168.76.4 192.168.76.3 TCP 60 59982 > 1825 [SYN] Seq=0 Win=1024 Len=0 MSS$=1460
0.115809 192.168.76.3 ] 4 54 1825 -+ 59982 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
5 8.115843 18.51.168.1 192.168.76.3 TCP 60 59982 > 1025 [SYN] Seq=0 Win=1024 Len=0 MS5=1460
6 ©.115850 192.168.160.24 192.168.76.3 TCP 60 59982 > 1825 [SYN] Seq=0 Win=1024 Len=0 MSS$=1460
7 8.115853 50.1008.3.10 192.168.76.3 TCP 60 59982 + 1825 [SYN] Seq=0 Win=1024 Len=0 MS5=1460
8 8.115856 35.247.254.172 192.168.76.3 TCP 60 59982 > 1025 [SYN] Seq=0 Win=1024 Len=0 MS5=1460

.115858 168.76.4 .168.76.3 60 [TCP Retransmission] 59982 -» 1025 [SYN] Seq=0 Win=1024 Len=0 MS55=1460

-115861 168.76.3 6.4 54 1825 » 59982 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
11 @.115901 8.8.8.8 192.168.76.3 TCP 60 59982 » 1025 [SYN] Seq=0 Win=1024 Len=0 MSS5=1460
12 8.115966 104.80.8.43 192.168.76.3 TCP 60 59982 > 1025 [SYN] Seq=0 Win=1024 Len=0 MSS=1460
13 ©.115909 108.179.252.149 192.168.76.3 TCP 60 59982 -» 1025 [SYN] Seq=0 Win=1024 Len=0 MSS5=1460
14 @.115911 177.52.160.60 192.168.76.3 TCP 60 59982 » 1025 [SYN] Seq=0 Win=1024 Len=0 MSS5=1460
15 ©.115913 192.168.76.12 192.168.76.3 TCP 60 59982 > 1825 [SYN] Seq=0 Win=1024 Len=0 MSS=1460
16 ©.115925 192.168.76.4 192.168.76.3 TCP 60 59982 » 53 [SYN] Seq=0 Win=1024 Len=0 MSS5=1460
17 @.115955 192.168.76.3 192.168.76.4 TCP 58 53 » 59982 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MSS=1460
18 ©.115996 16.51.16.1 192.168.76.3 TCP 60 59982 > 53 [SYN] Seg=0 Win=1824 Len=0 MS5=1460
19 ©.116014 192.168.100.24 192.168.76.3 TCP 60 59982 » 53 [SYN] Seq=0 Win=1024 Len=0 MSS5=1460
20 0.116018 50.100.3.18 192.168.76.3 TCP 60 59982 » 53 [SYN] Seg=0 Win=1024 Len=0 MSS5=1460
21 ©.116020 35.247.254.172 192.168.76.3 TCP 60 59982 » 53 [SYN] Seg=0 Win=1024 Len=0 MS5=1460
.116048 168 192. > 60 [TCP Out-Of-Order] 59982 » 53 [SYN] Seq=0 Win=1024 Len=0 MSS5=1460

3 168.76.3 76.4 58 [TCP Out-Of-Order] 53 » 59982 [SYN, ACK] Seq=0 Ack=1 Win=5848 Len=0 MSS=1460
24 0.116066 8.8.8.8 192.168.76.3 TCP 60 59982 > 53 [SYN] Seq=0 Win=1024 Len=@ MSS=1460
25 0.116069 104.80.8.43 192.168.76.3 TCP 60 59982 > 53 [SYN] Seq=0 Win=1024 Len=@ MSS=1460
26 0.116072 108.179.252.149 192.168.76.3 TCP 60 59982 > 53 [SYN] Seq=@ Win=1024 Len=@ MSS=1460
27 0.116074 177.52.160.60 192.168.76.3 TCP 60 59982 > 53 [SYN] Seq=0 Win=1024 Len=@ MSS=1460
28 0.116077 192.168.76.12 192.168.76.3 TCP 60 59982 > 53 [SYN] Seq=0 Win=1024 Len=@ MSS=1460
0.116233 - 4 - 5.3 60 59982 > 53 [RST] Seq=1 Win=0 Len=0
30 0.116238 192.168.76.4 192.168.76. TCP 60 59982 > 1723 [SYN] Seq=0 Win=1024 Len=0 MSS=1460
3

0.116241 54 1723 » 59982 [RST, ACK] Seq=1 Ack=1 Win=@ Len=0

Y W
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« Statistics > Endpoints

Analise de Padroes

‘ Wireshark - Endpoints - ananalise1-2.pcap

Ethernet - 4 IPvd - 13 IPvE TCP - 1280 UDP - 22

Address Packe-\{s Bytes  Tx Packets TxBytes RxPackets

192.168.76.3 17915 1077 k 2.725 150 k 15.190
192.168.76.5 4130 238k 2.100 127 k 2.030
192.168.76.4 1.442 85k 747 46 k Ba5
108.179.252.149 1.374 83 k 1.374 83k 0
177.52.160.60 1.373 83 k 1.373 83 k 0
8.8.8.8 1.372 83 k 1372 83k 0
104.80.8.43 1.372 83k 1.372 83 k 0
50.100.3.10 1.371 83k 1.371 83k 0
10.51.10.1 1.370 83 k 1.370 83 k 0
35.247.254.172 1.370 83k 1.370 83 k 0
192.168.100.24 1.369 83k 1.369 83 k 0
192.168.76.100 1.019 b1k 1.019 b1k 0
192.168.76.12 353 21k 353 21k 0

Fx Bytes Country

927 k —
"Mk —
3%k —
0—
0—
0—
0—
0—
0—
0—
0—
0—
0—

AS Mumber

AS Organization



g ‘ Wireshark - Endpoints - ananalise1-2.pcap - d et
Ethernet - 4 IPwg - 13 IPvE TCF - 1280 Upp - 22

Addres/s\ Port  Packets Bytes T Packets TxBytes RxPackets RxBytes ~
10.51.10.1 54311 4 296 4 296 0 0
10.51.10.1 54312 1 T4 1 74 0 0
10.51.10.1 54313 1 74 1 74 0 0
10.51.10.1 54314 1 74 1 74 0 0
10.51.10.1 54315 1 74 1 74 0 0
10.51.10.1 54316 1 74 1 74 0 0
10.51.10.1 54573 1 74 1 74 0 0
10.51.10.1 54574 1 74 1 74 0 0
10.51.10.1 54575 1 74 1 74 0 0
10.51.10.1 54576 1 70 1 70 0 0
10.51.10.1 54577 1 T4 1 74 0 0
10.51.10.1 54578 1 70 1 70 0 0
10.51.10.1 54585 1 66 1 66 0 0
10.51.10.1 54587 4 29 4 296 0 0
10.51.10.1 54588 1 74 1 74 0 0
10.51.10.1 54589 1 74 1 74 0 0
10.51.10.1 54590 1 74 1 74 0 0
10.51.10.1 54591 1 74 1 74 0 0
10.51.10.1 54592 1 74 1 74 0 0
10.51.10.1 59982 332 19k 332 19k 0 0
35.247.254.172 38533 1.000 60k 1.000 60 k 0 0
35.247.254.172 54297 1 74 1 74 0 0
35.247.254.172 54298 1 74 1 74 0 0
35.247.254,172 54299 1 74 1 74 0 0
35.247.254,172 54300 1 70 1 70 0 0
35.247.254.172 54301 1 74 1 74 0 0

35247254172 54302 1 70 1 70 0 0w

Name resolution [ ] Limit to display filter Endpoint Types ~
Map - Close | | Help




I ‘ Wireshark - Endpoints - ananalise1-2.pcap - O *
Ethernet - 4 IPvd - 13 IPvE TCP - 1280 UDF - 22

Address Port  Packets Bytes Tw Packets T Bytes RxPackets RuxBytes ~
192.168.76.3 1 81 6300 14 756 77 5544
192.168.76.3 3 13 768 2 108 11 660
192.168.76.3 4 13 768 2 108 11 660
192.168.76.3 & 26 1536 4 216 22 1320
192.168.76.3 7 13 768 2 108 11 660
192.168.76.3 9 26 1536 4 216 22 1320
192.168.76.3 13 13 768 2 108 11 660

1 192.168.76.3 17 26 1536 4 216 22 1320
192.168.76.3 19 13 768 2 108 11 660
192.168.76.3 20 13 768 2 108 11 660
192.168.76.3 21 383 27k 40 2768 343 24k
192.168.76.3 22 28 1672 4 232 24 1440
192.168.76.3 23 30 1792 4 232 26 1560
192.168.76.3 24 26 1536 4 216 22 1320
192.168.76.3 25 30 1792 4 232 26 1560
192.168.76.3 26 13 768 2 108 11 660
192.168.76.3 30 13 768 2 108 11 660
192.168.76.3 32 26 1536 4 216 22 1320
192.168.76.3 33 13 768 2 108 11 660
192.168.76.3 37 13 768 2 108 11 660
192.168.76.3 42 13 768 2 108 11 660
192.168.76.3 43 26 1536 4 216 22 1320
192.168.76.3 45 13 768 2 108 11 660
192.168.76.3 53 30 1792 4 232 26 1560
192.168.76.3 70 13 768 2 108 11 660
192.168.76.3 79 26 1536 4 216 22 1320
192.168.76.3 80 28 1672 4 232 24 1440
192.168.76.3 81 26 1536 4 216 22 1320
192.168.76.3 82 26 1536 4 216 22 1320
192.168.76.3 83 13 768 2 108 11 660
192.168.76.3 84 26 1536 4 216 22 1320
192.168.76.3 85 13 768 2 108 11 660
192.168.76.3 88 13 768 2 108 11 660
102 1R2 7R 2 a9 A 153R 4 1A 22 132n Y

Name resolution |:| Limit to display filker
Map - Close | | Help ‘




At : Port n
o agues: PortSca

‘ ananalise1-2.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

® R G Q &= = 5E 3 == aqaf
[ [ip-addr == 192.168.76.5]
Mo. Time Source Destination Protocol Length Info
4625 1.938989 192.168.76.5 192.168.76. TCP 60 38533 » 993 [SYN] Seq=0@ Win=1024 Len=0 MSS=1460

192.168.

-946718 . _76. . _76. 68 38533 » 80 [SYN] Seq=0 lnl'in=1824 Len=06 MSS:lﬁlﬁEﬂ

.94@725 . .76. . .76. 58 80 » 38533 [SYN, ACK] Seq—@ Ack=1 Win=5840 Len=0 MSS=1460

] : 6@ 38533 » 80

[TCP Qut-0 G :

58 [TCP Pr gment not Lrl[.ltlll d] [TCP Port numbs

6@ 38533 » 80 [RST] Seg=1 Win=0@ Len=0

60 38533 - 22 [SYN] Seg=0 Win=1024 Len=0 MS5=1460

58 22 » 38533 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MSS=14608
[R‘TI'] Seq=1 Win=0 Len )

un

h
(o8]

.941892
-941899

(WY L0 Ly

58 [TCP Previc ement not Laptumd] [T'
- H@ 38533 » 22 ST] Seq=1 Win=0 Len=0
.942761 - _76. - _76. 38533 > 53 [SYN] Seg=0 Win=1024 Len=0 MSS=1460
.942764 - .76. - .76, 53 > 38533 [SYN, ACI(] Seq—ﬁ Ack=1 Win=5840 Len=0 MSS=1460
' : 5 58 38533 » 53
[TCP Qut-0
8 [TCP Pr ement not capt d] [TCP Port numbe

58 38533 » 53 [RST] Seg=1 Win=0 Len=0




Ataques: DD0oS

‘ sec-wiresharkorg-DoS 2013-06-07-serverside.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 2@ RE QemEF S _=EQQQE

[. |A|J|JI‘,.-' a display filter ... <Ctrl-/=

Mo. - Time Source Destination Protocol Length Info
1 14:59:468,004009 83.109.188.219 174.137.42.65 TCP 60 14253 -+ 80 [SYN] Seq=8 Win=0 Len=8
2 14:59:408,004064 110.57.82.45 174.137.42.65 TCP 68 17397 -+ 80 [SYN] Seq=8 Win=8 Len=0
3 14:59:48,084154 17.225.226.160 174.137.42.65 TCP 60 1481 - 80 [SYN] Seg=0 Win=8 Len=8
4 14:59:48,804296 16.248.248.101 174.137.42.65 TCP 60 14546 -+ 80 [SYN] Seq=@ Win=8 Len=0
5 14:59:46,084388 58.183.171.212 174.137.42.65 TCP 60 33853 - 80 [SYN] Seq=B Win=08 Len=8
6 14:59:48,084321 124.92.24.250 174.137.42.65 TCP 6@ 29876 -+ 80 [SYN] Seq=@ Win=08 Len=@
7 14:59:48,0084348 33.210.48.233 174.137.42.65 TCP 60 58176 -+ 88 [SYN] Seq=B Win=8 Len=8
8 14:59:48,084354 217.69.17.71 174.137.42.65 TCP 60 37386 -+ 80 [SYN] Seq=8 Win=0 Len=8
9 14:59:48,0084369 149.86.81.199 174.137.42.65 TCP 60 5064 -+ 80 [SYN] Seg=0 Win=8 Len=8
18 14:59:40,804391 172.206.49.36 174.137.42.65 TCP 60 7427 - 80 [SYN] Seg=0 Win=8 Len=8
11 14:59:40,804447 178.229.219.5 174.137.42.865 TCP 60 26354 -+ 80 [SYN] Seq=8 Win=8 Len=0
12 14:59:48,804455 85.32.163.217 174.137.42.65 TCP 60 22427 -+ 80 [SYN] Seq=8 Win=0 Len=8
13 14:59:4@,804461 67.235.185.113 174.137.42.65 TCP 60 49674 -+ 80 [SYN] Seq=@ Win=08 Len=@
14 14:59:40,884468 201.170.12.212 174.137.42.65 TCP 60 49545 - 88 [SYN] Seq=8 Win=0 Len=8
15 14:59:40,0804511 53.44.38.44 174.137.42.65 TCP 60 26608 -+ 80 [SYN] Seq=@ Win=0 Len=8
16 14:59:48,884518 55.150.175.196 174.137.42.65 TCP 60 47544 -+ 88 [SYN] Seq=B Win=8 Len=8
17 14:59:40,0804530 174.191.247.171 174.137.42.65 TCP 60 4560 - 80 [SYN] Seg=0 Win=8 Len=8
18 14:59:48,884558 79.173.156.2084 174.137.42.65 TCP 608 21539 -+ 88 [SYN] Seq=B Win=8 Len=8
19 14:59:40,804565 126.37.65.10 174.137.42.65 TCP 60 50658 -+ 80 [SYN] Seq=8 Win=0 Len=8
20 14:59:40,804572 67.18.187.171 174.137.42.865 TCP 68 53433 » 80 [SYN] Seq=8 Win=8 Len=0
21 14:59:40,804578 69.85.201.246 174.137.42.65 TCP 60 19796 - 88 [SYN] Seq=8 Win=0 Len=8
22 14:59:49,0804592 211.108.178.209 174.137.42.65 TCP 6@ 45156 + 8@ [SYN] Seq=@ Win=08 Len=@
23 14:59:40,804599 83.16.83.240 174.137.42.65 TCP 608 57411 -+ 88 [SYN] Seq=B Win=8 Len=8
24 14:59:40,004688 124.124.59.164 174.137.42.65 TCP 60 23548 -+ 80 [SYN] Seq=@ Win=0 Len=8
25 14:59:408,884614 217.244.72.198 174.137.42.65 TCP 608 19588 -+ 88 [SYN] Seq=8 Win=8 Len=8
26 14:59:40,004628 94.140.200.168 174.137.42.65 TCP 60 36271 -+ 80 [SYN] Seq=8 Win=0 Len=8
27 14:59:49,8084641 95.182.81.51 174.137.42.865 TCP 68 55228 -+ 80 [SYN] Seq=B Win=8 Len=0
28 14:59:40,804673 157.68.218.133 174.137.42.65 TCP 60 63488 - 80 [SYN] Seq=8 Win=0 Len=8
29 14:59:40,0804680 77.61.238.255 174.137.42.65 TCP 60 6439 » 80 [5YN] Seg=0 Win=@ Len=8
30 14:59:40,08084686 210.159.139.147 174.137.42.65 TCP 60 3158 - 80 [SYN] Seg=0 Win=8 Len=8
31 14:59:40,804733 94.152.119.0 174.137.42.65 TCP 60 65346 -+ 80 [SYN] Seq=@ Win=0 Len=8@
32 14:59:40,004746 98.164.14.82 174.137.42.65 TCP 60 18483 -+ 88 [SYN] Seq=B Win=8 Len=8




Ataques: DD0oS

| ‘ Wireshark - Capture File Properties - sec-wiresharkorg-DoS 2013-06-07-serverside.pcapng
Details
4 |File
1 | name: D:\Forense\gts20192\samples\sec-wiresharkorg-DoS 2013-06-07-serverside.pcapng
Length: 6026 kB
4 Hash (SHA256): ab01a79d6ddd0940e8baadalffeb23a40c948d6383a5bad4f8716c4f81edc03dd
3 | Hash (RIPEMD160): 7a43dc96ab780c60f5fe2217215c2e9f21b5b47c
1| | Hash (SHAL): 151731600a5b8776bb6975echb34dec26c60db32f
1 Format: Wireshark/... - pcapng
) Encapsulation: Ethernet
j |Time
E First packet: 2013-06-17 14:59:40
Il | Last packet: 2013-06-17 14:59:54
] | Elapsed: 00:00:14
1 |capture
i Hardware: Unknown
0s: 64-bit Windows 7 Service Pack 1, build 7601
| Application: Dumpcap 1.11.0 (SVN Rewv 49810 from [trunk)
2
Interfaces
1 | Interface Dropped packets Capture filter Link type
- Unknown none Ethernet
¢ | statistics
Measurement Captured Displayed
Packets 65446 65446 (100.0%)
Time span, s 14.698 14.698
Average pps 4452.8 4452.8
Average packet size, B &0 &0
Bytes 3929396 3929396 (100.0%)
Average bytes/s 267 k 267 k
Average bits/s 2138 k 2138 k




‘ Wireshark - Endpoints - sec-wiresharkorg-Do5 2013-06-07-serverside.pcapng - [

Ethernet - 4 IPv4 - 65255 IPvE TCP - 62359 uDP

Address Port Packets Bytes  TxPackets TxBytes RxPackets Rx Bytes

174.137.42.65 80 65182 3910k 0 0 65182 3910 k
174.137.42.66 80 88 5676 0 0 88 5676
174.137.42.77 80 67 4658 0 0 67 4658
174.137.42.75 80 49 3678 0 0 49 3678
174.137.42.70 80 13 902 0 0 13 902
173.254.182.126 443 10 728 0 0 10 728
174.137.42.76 5666 8 592 0 0 8 592
174.137.42.76 443 6 444 0 0 6 444
174.137.42.69 5666 4 328 0 0 4 328
50.193.211.134 59524 4 2% 4 296 0 0
7463.64.6 47011 4 29 4 296 0 0
152.179.125.86 2168 4 2% 4 296 0 0
174.137.42.70 5666 4 2% 0 0 4 296
174.137.42.66 443 4 264 0 0 4 264
64.102.249.9 9453 4 260 4 260 0 0
152.179.125.86 2201 3 254 3 254 0 0
152.179.125.86 2609 3 254 3 254 0 0
174.137.42.94 5666 3 254 0 0 3 254
38.100.8.13 62727 3 234 3 234 0 0
38.100.8.13 62726 3 234 3 234 0 0
38.100.8.13 62725 3 234 3 234 0 0
38.100.8.13 62724 3 234 3 234 0 0
38.100.8.13 62723 3 234 3 234 0 0
98.255.0.150 49942 3 234 3 234 0 0
96.5.161.2 34648 3 22 3 222 0 0
152.179.125.86 4182 3 2 3 222 0 0
152.179.125.86 4062 3 22 3 222 0 0




Ataques:

 https://qgit
orensics/
Analysis/

Malwares (Loki-bot)

nub.com/nipunjaswal/networkf
plob/master/Ch6/LokiBot%20

oki-bot_network_traffic.pcap

Network
Forensics




Ataques: Malwares

« Método HTTP

 User-agent

« URL

Mo.

;

£

Time
60 47.367900
43 12 .318222
27 11.267936
13 19.092171
67 48.015339

Source

172.16.0.130
172.16.0.130
172.16.0.130
172.16.0.130

Destination

185.141.27.187
185.141.27.187
185.141.27.187
185.141.27.187

fe80::7152:5099:6¢9.. ff02::1:2

Protocol
HTTP
HTTP
HTTP
HTTP
DHCPvE

e

Length User-Agent Info
503 Mozilla/4.88 (Charon; Inferno) POST /danielsden/ver.php HTTP/]
230 Mozilla/4.88 (Charon; Inferno) POST /danielsden/ver.php HTTP/]
257 Mozilla/4.88 (Charon; Inferno) POST /danielsden/ver.php HTTP/]
2567 Mozilla/4.88 (Charon; Inferno) POST /danielsden/ver.php HTTP/]
156 Solicit XID: @xef3f96 CID: Q0@

bs

User-Agent: Mozilla/4.88 (Charon; Inferno)\r\n
Host: 185.141.27.187\r\n

Accept: */*\r\n

Content-Type: application/octet-stream\r\n
Content-Encoding: binary\ri\n
Content-Key: 69ABBBAS\r\n
Content-Length: 2513\r\n
Connection: close\r\n

\r\n

» Internet Protocol Version 4, Src: 172.16.0.130, Dst: 185.141.27.187
» Transmission Control Protocol, Src Port: 49344, Dst Port: 80, Seq: 247, Ack: 33, Len: 2513
» [2 Reassembled TCP Segments (2759 bytes): #12(246), #13(2513)]

v Hypertext Transfer Protocol

Full reguest URT: http://185.141.27.187/danielsden/ver.php]




Ataques: Malwares (Loki-bot)

‘ loki-bot_network_traffic.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 7@ RE QeEwEF S =~

= Expand Subtrees Shift+Right
(W4poy a display fiter .. <Girk/> Collapse Subtrees Shift+Left
o Time Source P Expand Al Ctrl+Right
9 10.091211 185.141.27.187 1 Collapse Al Ciile on
16 19.891266 185.141.27.187 1 : A [FIN, ACK] Seq=32 Ack=1 Win=29312 lLen=0
11 16.091277 172.16.0.130 1 Apply as Column Cirl+Shift+l  lg [ACK] Seq=1 Ack=33 Win=65536 Len=0
12 19.092104 172.16.0.130 1 Apply as Filter @ [PSH, ACK] Seg=1 Ack=33 Win=65536 Len=246 [TCP segment of a reassembled PDU]
13 18.892171 172.16.0.138 1 Prepare a Filter ielsden/ver.php HTTP/1.0
14 19.0892262 172.16.0.130 1 . . © [FIN, ACK] Seq=2760 Ack=33 Win=65536 Len=0
Conversation Filter .
15 19.892646 185.141.27.187 1 - T R 4 [ACK] Seq=33 Ack=247 Win=30336 Len=0
16 10.092692 185.141.27.187 1 olorize with Fifter A4 [ACK] Seq=32 Ack=2760 Win=35328 Len-0
17 18.092848 185.141.27.187 1 Gallaw 4 [ACK] Seq=33 Ack=2761 Win=35328 Len=0
18 19.244639 172.16.0.130 1 Copy » 1@ [SYN] Seq=0 Win 0 MSS=1460 WS=256 SACK_PERM=1
15 10.244882 185.141.27.187 E Show Packet Bytes.. Ctrl+Shift+O o o in=0 Len=0
B Export Packet Bytes... Ctrl+Shift:X @
Frame 13: 2567 bytes on wire (20536 bits), Wiki Protocol Page
Ethernet II, Src: Vmware_0d:2b:8d (80:0c:29 . . 17:b2:bb)
. Filter Field Reference
Internet Protocol Version 4, Src: 172.16.0.
Protocol Preferences 4

Transmission Control Protocol, Src Port: 49 2513
[2 Reassembled TCP Segments (2759 bytes): 4 Decode As...
~ Hypertext Transfer Protocol Go to Linked Packet
POST /danielsden/ver.php HTTP/1.@\r\n Show Linked Packet in New Window
User-Agent: Mozilla/4.88 (Charon; Infernoyyryn
Host: 185.141.27.187\r\n
Accept: */*\r\n
Content-Type: application/octet-stream\r\n
Content-Encoding: binary\r\n
Content-Key: 69A80BAS\r\n

erno) - -
ost: 185 .141.27.
187- -Acc ept: */*
--Conten t-Type:

applicat ion/focte
t-stream --Conten
t-Encodi ng: bina
ry--Cont ent-Key:
69A80BA 8- -Conte
nt-Lengt h: 2513-
-Connect ion: clo

8d @a 43 6f 6e 74 65 6e 74 2d 54 79 70 65 3a 20
61 70 7@ 6¢c 69 63 61 74 69 6f 6e 2f 6f 63 74 65
74 2d 73 74 72 65 61 6d @d @a 43 6f Ge 74 65 6e
74 2d 45 6e 63 6f 64 69 6e 67 3a 20 62 69 He 61
72 79 0d @a 43 6f 6e 74 65 6e 74 2d 4b 65 79 3a
20 36 39 41 38 30 42 41 38 @d @a 43 6f 6e 74 65
6e 74 2d Ac 65 62 67 74 68 3a 20 32 35 31 33 ed
Pa 43 6f 6e 6e 65 63 74 69 6f 6e 3a 20 63 6c 6F

Frame (2567 bytes)
O 7 HTTP User-Agent header (http.user_agent), 44 bytes

Reassembled TCP (2759 bytes)
|| Packets: 67 - Displayed: 67 (100.0%)




‘ loki-bot_network_traffic.pcap

' File Edit View Go Capture Analyze 5Statistics Telephony Wireless Tools Help

Am1® RE QewsEgesEEHaaqr

[l | http.request.uri

n Protocol Length  User-Agent a Request URI Info

.27.187 HTTP 2567 Mozilla/4.88 (Charon; Inferno) fdanielsden/ver.php POST /danielsden/ver.php HTTP/1.8
.27.187 HTTP 257 Mozilla/4.08 (Charon; Inferno) /danielsden/ver.php POST /danielsden/ver.php HTTP/1.0
.27.187 HTTP 230 Mozilla/4.088 (Charon; Inferno) fdanielsden/ver.php POST /danielsden/ver.php HTTP/1.8
.27.187 HTTP 503 Mozilla/4.88 (Charon; Inferno) fdanielsden/ver.php POST /danielsden/ver.php HTTP/1.8

Accept: */*\r\n
Content-Type: application/octet-stream\r\n
Content-Encoding: binary\r\n
Content-Key: 69A80BAS\r\n
> Content-Length: 2513\r\n
Connection: close\r\n
Ar\n
Full request URI: http://185.141.27.187/danielsden/ver.php]

50
2f
30
6f
72
6f
31

ed
61
74
74
72
20
be
Pa
73
58
52
4d

[os v T v T e T o v T e O o T o T v e e S S v O o B e e

012

[HTTP request 1/1] Expand Subtrees Shift+Right
v Content-encoded entity body (binary): 2513 bytes [Err Collapse Subtrees Shift+Left
v Data (2513 bytes) Expand All Ctrl+Right
Data: 120027080000620000005858585858313131313101  (jianse Al Cirl+Left
v Text: \B22
v [Expert Info (Warning/Undecoded): Trailing st Apply as Column Cirl+Shift+
4f 53 54 20 2f 64 61 6e 69 65 6c 73 64 65 6e P Apply as Filter D
76 65 72 2e 70 68 70 20 48 54 54 50 2f 31 2 [ Prepare a Filter v
@d @a 55 73 65 72 2d 41 67 65 6e 74 3a 20 4d  ©  Conversation Filter R
7a 69 6c 6c 61 2f 34 2e 30 38 20 28 43 68 61 0 . ,
6f 6e 3b 20 49 6e 66 65 72 6e 6f 29 0d @a 48 r
73 74 3a 20 31 38 35 2e 31 34 31 2e 32 37 2 o  follow '
38 37 0d @a 41 63 63 65 70 74 3a 20 2a 2f 2a 1 Copy R
Pa 43 6f 6e 74 65 6e 74 2d 54 79 70 65 3a 20 i
70 70 6c 69 63 61 74 69 6f 6e 2f 6f 63 74 65 a  -noW PacketBytes.. Crl+Shift+0
2d 73 74 72 65 61 6d Od @a 43 6f 6e 74 65 6e t  EXportPacket Bytes.. Ctrl+Shift+X
2d 45 6e 63 6f 64 69 6e 67 3a 20 62 69 6e 61 t | protocol Page
79 0d @a 43 6f 6e 74 65 6e 74 2d 4b 65 79 3a r N
36 39 41 38 30 42 41 38 @d Ba 43 6f 6e 74 65 Tlziiie et o
74 2d 4c 65 6e 67 74 68 3a 20 32 35 3133 0d n Protocol Preferences i’
43 6F 6e 6e 65 63 74 69 6f 6e 3a 20 63 6c 6Ff - P
65 0d @a 0d @a 12 00 27 00 00 00 Oa 00 @0 00 s -
58 58 58 58 31 31 31 31 31 01 00 06 00 @0 @@ X O [©Linked Packet
@0 45 @0 4d 00 @1 0@ 1c @@ @@ @@ 52 @0 45 @0 R Show Linked Packet in New Window
@0 57 90 4f 00 52 00 4b 00 53 00 54 00 41 60 M-W-O-R- K-S-T-A-

Frame (2567 bytes)

Reassembled TCP (2759 bytes)



Time Source Destination Protocol Length§ User-Agent
13 10.092171 172.16.0.130 185.141.27.187 HTTP 256f Mozilla/4.88 (Charon; Inferno
27 11.267936 172.16.6.130 185.141.27.187 HTTP 25f Mozilla/4.88 (Charon; Inferno|
43 12.318222 172.16.0.130 185.141.27.187 HTTP 23p Mozilla/4.88 (Charon; Inferno
60 47.367960 172.16.6.130 185.141.27.187 HTTP 58' Mozilla/4.88 (Charon; Inferno

Ataques: Malwares (Loki-bot)

Full request URT Info

http://185.141.27.187/danielsden/ver.php POST /danielsden/ver.php HTTP/1.0@
http://185.141.27.187/danielsden/ver.php POST /danielsden/ver.php HTTP/1.0
http://185.141.27.187/danielsden/ver.php POST /danielsden/ver.php HTTP/1.@
http://185.141.27.187/danielsden/ver.php POST /danielsden/ver.php HTTP/1.0

v

Accept: */*\r\n

Content-Type: application/octet-stream\r\n
Content-Encoding: binary\r\n

Content-Key: 69AB8BBA8\r\n

Content-Length: 2513\r\n

Connection: close\r\n




Mozilla/4.08 (Charon; Inferno) Q

Q Al &) Images @ News [ videos 8 Maps i More Settings  Tools
About 8,750 results (0.76 seconds)

Nefarious Macro Malware drops “Loki Bot” to steal sensitive ...

https://cysinfo.com » nefarious-macro-malware-drops-loki-bot-across-gce-... ¥
Feb 16, 2017 - The user agent “Mozilla/4.08 (Charon; Inferno)” used has been infamous as it
was used in other Fareit Trojan or PonyLoader. At this point the ...

Mozilla/4.08 (Charon; Inferno) - UserAgentString.com

www.useragentstring.com» ... ~
Understand what information is contained in a Charon user agent string. Get an analysis of your
or any other user agent string. Find lists of user agent strings ...

Mozilla/4.08 (Charon; Inferno) - Online parser :: udger.com

https://udger.com » resources » online-parser » 4.08 (Charon; Inferno) ~
Copy/paste any user agent string and/or IP address in this fields and click 'Analyze UA and/or
IP'. useragent string: Mozilla/4.08 (Charon; Inferno). IP address: ...

User agent detail - Mozilla/4.08 (Charon; Inferno)

https://thadafinser.github.io » UserAgentParserComparison » user-agent-de... »
Feb 13, 2016 - /Tests/fixtures/desktop.yml, Charon, Inferno, desktop, Detail ... 6.0.0, Mozilla
4.08, close, close, close, close, close, close, 0.001, Detail ...

avman on Twitter: "#lokibot POST /admin/Panel/five/fre.php ...

https://twitter.com » avman1995 » status ~
Mar 20, 2018 - #lokibot POST /admin/Panel/five/fre.php HTTP/1.0 User-Agent: Mozilla/4.08 (



; Infoblox <=3
/// \ NEXT LEVEL NETWORKING @

LokiBot InfoStealer Uses NGROK Tunneling

Author: James Barnett

Overview

On 28 May, My Online Security reported a LokiBot campaign
abusing the NGROK tunneling service to create public URLs for
malware payloads hosted on the attacker’s local systems.!

Once LokiBot has infected the system, it harvests credentials and other sensitive information from the victim an
sends these to its command and control (C2) server. These outgoing communications identify themselves with
LokiBot's signature user-agent string: Mozilla/4.08 (Charon; Inferno).




Victim Receives Malicious Spam Email

Victim Opens Malicious Document Attachment

Malicious Document Marco Contacts NGROK URL

'

NGROK Forwards Request to Attacker, Returing
LokiBot Payload

'

Malicious Document Marco Downloads and
Excecutes LokiBot Payload

l

LokiBot Transmits Victim's Stolen Credentials
to C2




Ataques: Malwares

e https://www.sans.org/reading-
room/whitepapers/malicious/loki-bot-information-stealer-
keylogger-more-37850 (177 paginas :)

Loki-Bot: Information Stealer, Keylogger, & More!

GIAC (GREM) Gold Certification

Author: Rob Pantazopoulos, robpantazopoulos(@gmail.com
Advisor: Richard Carbone

Accepted: June 22, 2017

Abstract

Loki-Bot 1s advertised as a Password and CryptoCoin Wallet Stealer on several hacker
forums (carter, 2015) (Anonymous, 2016) (lokistov. 2015) but aside from cheap sales
pitches on the black market, not much has been published regarding the details of its
characteristics and capabilities. This poses a problem to information security analysts
who require such details in order to accurately prevent and/or defend against incidents
involving this malware. The primary goal of this paper is to provide a comprehensive
resource on Loki-Bot for those looking to better understand its inner workings and to
provide contextual knowledge in support of incident response efforts. Contents of this
paper will focus solely on characteristics identified during code-level analysis within a
debugger. Basic static and dynamic analysis of Loki-Bot will be left as an exercise for the
reader.




Time
13 16.092171
27 11.267936
43 12_.318222
6@ 47.367908

Source

172.16.09.130
172.16.8.1308
172.16.8.1308
172.16.8.138

Destination

185.141.27.187
185.141.27.187
185.141.27.187
185.141.27.187

Protocol

HTTP
HTTP
HTTP
HTTP

Ataques: Malwares (Loki-bot)

Length  User-Ai

2567 Mozil
257 Mozil
230 Mozil
583 Mozil

\r\n

» Content-Length: 2513\r\n
Connection: closel\r\n

[Full request URI: http://185.141.27.187/danielsden/ver.php]

[HTTP request 1/1]
v Content-encoded entity body (binary): 2513 bytes [Error: Decompression failed]

v [Data (2513 bytes)
Data: 12008270000000200000058585858583131313131010008600...




‘ Wireshark - Follow TCP Stream (tcp.stream eq 0) - loki-bot_network_traffic.pcap — O

POST fdanielsden/ver.php HTTP/1.8
User-Agent: Mozilla/4.88 (Charon; Inferno)
Host: 185.141.27.187

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: 6O9A80BAS

Content-Length: 2513

Connection: close
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Ataques: Malwares (Loki-bot)

MNo. Time Source Destination Protocol Length User-Agent F
13 18.992171 172.16.98.130 185.141.27.187 HTTP 2567 Mozilla/4.88 (Charon; Infernc) h
27 11.267936 172.16.98.130 185.141.27.187 HTTP 257 Mozilla/4.08 (Charon; Inferno) h
+ 43 12.318222 172.16.98.130 185.141.27.187 HTTP 230 Mozilla/4.88 (Charon; Infernc) h
6@ 47.367900 172.16.98.130 185.141.27.187 HTTP 583 Mozilla/4.08 (Charon; Inferno) h
<

» Content-Length: 176\r\n
Connection: close\r\n
\ri\n
[Full reguest URI: http://185.141.27.187/danielsden/ver.php]
[HTTP request 1/1]
v Content-encoded entity body (binary): 176 bytes [Error: Decompression failed]
- Data {1?3 bytes)
Data: 12008280000000a00000058585858583131313131010006080...
v Text: \022
v [Expert Info (Warning/Undecoded): Trailing stray characters]
[Trailing stray characters]
[Severity level: Warning]
[Group: Undecoded]
[Length: 176]




Ataques: Malwares (Loki-bot)

Mo. Time Source Destination Protocol Length User-Agent Full re
13 19.892171 172.16.0.130 185.141.27.187 HTTP 2567 Mozilla/4.08 (Charon; Inferno) http
27 11.267936 172.16.0.138 185.141.27.187 HTTP 257 Mozilla/4.08 (Charon; Inferno) http
43 12_318222 172.16.0.130 185.141.27.187 HTTP 230 Mozilla/4.08 (Charon; Inferno) http
+ 66 47.367908 172.16.6.138 185.141.27.187 HTTP 503 Mozilla/4.088 (Charon; Inferno) http

Content-Length: 449\r\n
Connection: close\r\n

\r\n

[Full request URTI: http://185.141.27.187/danielsden/ver.php]
[HTTP reguest 1/1]
v Content_encoded entitv bodv (binarv). 4490 byies [Error: Decompreccion failed]
v Data (449 bytes)
Data: 12002b0001000000000RRE0E.AR300000100300000004200...
v Text: 022
v [Expert Info (Warning/Undecoded): Trailing stray characters]
[Trailing stray characters]
[Severity level: Warning]
[Group: Undecoded]
[Length: 449]
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BYTE PAYLOAD TYPE

Px26 Stolen Cryptocurrency Wallet
Ox27 Stolen Application Data

x28 Get C2 Commands from C2 Server
Px29 Stolen File

@x2A POS (Point of Sale?)

Vx2B Keylogger Data

Vx2C Screenshot

Fonte: https://r3mrum.wordpress.com/2017/07/13/loki-bot-inside-out/
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Mo. Time Source Destination Protocol Length User-Agent Full re
13 19.892171 172.16.0.130 185.141.27.187 HTTP 2567 Mozilla/4.08 (Charon; Inferno) http
27 11.267936 172.16.0.138 185.141.27.187 HTTP 257 Mozilla/4.08 (Charon; Inferno) http
43 12_318222 172.16.0.130 185.141.27.187 HTTP 230 Mozilla/4.08 (Charon; Inferno) http
+ 66 47.367908 172.16.6.138 185.141.27.187 HTTP 503 Mozilla/4.088 (Charon; Inferno) http

Content-Length: 449\r\n
Connection: close\r\n

\r\n

[Full request URTI: http://185.141.27.187/danielsden/ver.php]
[HTTP reguest 1/1]
v Content_encoded entitv bodv (binarv). 4490 byies [Error: Decompreccion failed]
v Data (449 bytes)
Data: 12002b0001000000000RRE0E.AR300000100300000004200...
v Text: 022
v [Expert Info (Warning/Undecoded): Trailing stray characters]
[Trailing stray characters]
[Severity level: Warning]
[Group: Undecoded]
[Length: 449]




Ataques: Malwares (Loki-bot)

« Agora e possivel saber algumas informacodes
sobre o malware

e (O sistema infectado: 172.16.0.130

e O servidor de comando e controle:
185.141.27.187

e Malware usado: LokiBot

« Deteccdo de malware: User-Agent, método
HTTP (POST)

« Atividades de malware: Exfiltracdo de dados do
aplicativo e keylogger




|- L4 £ st LY ot

Bl Binary 1ID: X000XX11111

Rl Snlirra MNactinatinn Erntrenl annth | lcar-Anant
ndss: 1zaaz?aaaaaaaaaaaaaj7653535353313 x’
[L gth:!ﬂﬁﬁ!ﬂiﬂﬁﬁﬁ!l!ﬁll

65 ¥ 90 00 00 0a 00 00 oI - - ------
58 58 58 06 00 00 00 ZOOX111 11« -« - -
45 ee 4d 52 00 45 R-E.
57 @0 4f 00 5 _ 54 @0 41 FRlle [RoGol:
49 00 4f o6 00 00 52 o0 Ne ceennn
4d 00 57 40 - 73 00 74 M- o

74 00 6% 00 Fr 00 00 a8 Feie0r NeDe----

el 88 J41 PH 01 00 6b O - - - - - - -+ e .
©wide: 1 Length: 1c=28 €Computer Name: REMWORKSTATION B = = = = = = = = .

ide: 0 Length:10

/
10006080...
e: 1 Length: 6

BT

313

Fonte: Hands-On Network Forensics: Investigate network attacks and find evidence using common
network forensic tools. Nipun Jaswal. Packt Publishing Ltd. 2019. p.170



Ataques: Malwares (Loki-bot)

1 T AME W, L G e -, s S 172 'I'f‘n =18 A6 1 70 -

122 74.287426 192.168.194.172 192.168.194.128 HTTP POST fnga,.ffrc php HTTP/1.0

e

“+ = = = A = ok et = L2 L= = 4 == = 0 W = ™ 2% - il e Hi
124 74,287638 192.168.194.128  192,168,194.172 TCP [Tu‘-' segment of a rusunhled PoU]
125 74.287840 192.168.194,172 192.168.194.128 TCP 49170 > 80 [FIN, ACK] Seq=2647 Ack|

Follow TCP Stream =
a Stream Content
 Fry post foga/fre.php HTTP/1.0 —
User-Agent: Mozillas4.08 (Charon; Inferno) _
Host: lacor.co J—
Accept: =/»
Content-Type: application/foctet-stream
Content-Encoding: binary
.y Content-Key: 6S0ASELl4
010 || content .- Length* 2413
Connection: ?
T ckav.ru..... e W IN. TS - .. w10
B T e TR T e o e A R T M R R e T B e T T 0...B.7.E.1.C.2.C.C.9.8.0.6.6.B.2.5.0.D.D.B.2.1.
- T lr-ﬂ:}QZ.,.,&,H,.,.-:?xml. version.="1.00.|.c?d. g.UTF- "8"7>
«<Np~. | P.defaultC.czh.B%.ONFIGSDzRL\ . . . USE.N: AM. { @HO*T . . .outp...h6w.....d.Ralt.| .a5
$cle.rlwo...P.=m.n.Qt... ..<Profi.FsT/..k.2.....

st d LB 2. .230.S08.035.Co an)

Fonte: https://cysinfo.com/nefarious-macro-malware-drops-loki-bot-across-gcc-countries/



Ataques: Malwares (Loki-bot)

74 69 00 ef 6e 00 70 ed -+ - Screen Width: 0d70

o1 @1 00 o8 96 90 ©3 0P 5 (3440)

4 F0 00 00 6 00 61 21 SPIRERR]  Screen Height: 0520
42 00 37 45 00 31 @1 ...B-7- E-1-C-2-[eaasl

43 39 00 313 30 00 36 e

35 38 B8 44 ZMajor Version: 6

Minor Version: 3
33 00 05 00 (10 —

i @1 é6c 49 0S_Bug Patch: 6b (107)
3a 22 2f 61 44 63 6f e@ p8s8:"/p aDco-u-n
2¢C cl 67 b9 6c ©d 68 65 dl *1,.'g+- 1l-he---2
1c 6e 12 e9 2d 40 3d 6d 9a my-&n- - - i
44 74 cr. 3d ed 26 a6 78 44 -"D-t-=s -
IsLocalAdmin: 1 (Yes) lis64bit: No(0) ee 73 69 6f 6e ’xml ver -sion="1
IsBuiltin Admin{Yes) _ g4 £7 cp 63 64 ff e6 67 le

Fonte: Hands-On Network Forensics: Investigate network attacks and find evidence using common
network forensic tools. Nipun Jaswal. Packt Publishing Ltd. 2019. p.171




Ataques: Malwares (Loki-bot)

MWl 00 00 01 60 00 20 00 00 0@ @0 61 oo oo Original Stolen Data Length:
30 €0 60 06 42 ee 37 @0 45 ee 31 43 60

43 00 43 00 39 00 38 @0 3@ 2 36 36 €0

-‘Wll37 00 2 A0 20 00 A4 O AA OO A 27 an
-3 Reported:0 [ Compressed: 1 |Encoded: 0 Encoding:0

Fonte: Hands-On Network Forensics: Investigate network attacks and find evidence using common
network forensic tools. Nipun Jaswal. Packt Publishing Ltd. 2019. p.171




Ataques: Malwares (Loki-bot)

* O Mutex gerado é o resultado do MD5 hash do GUID
da maquina e do corte para 24 caracteres. No artigo do
Rob Pantazopoulos (2017), esse valor era
"B7E1C2CC98066B250DDB2123".

« O Loki-Bot cria uma pasta oculta no diretorio
%APPDATA% cujo nome é fornecido pelos caracteres
de 8 a 13 de caracteres do Mutex. No artigo, esse
valor era "%APPDATA%\C98066\".

p8s8:"/p aDco-u-n

Fonte da imagem: Hands-On Network Forensics: Investigate network attacks and find evidence using
common network forensic tools. Nipun Jaswal. Packt Publishing Ltd. 2019. p.172
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2e Compressed
46 Data: 2310
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2o
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. 2f
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65

eo
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1d
99
73
72

F?KefLength:E
21 3f 3e ed

p8s8:"/p aDco-u-n
‘1,.-g-+ l-he---2
my-&n--- -@= i
-"D-t-=g -

?xml ver -sion="1
SEREEEEE

Fonte: Hands-On Network Forensics: Investigate network attacks and find evidence using common
network forensic tools. Nipun Jaswal. Packt Publishing Ltd. 2019. p.172



‘ Wireshark - Follow TCP Stream (tcp.stream eq 0) - loki-bot_network_traffic.pcap — O

POST fdanielsden/ver.php HTTP/1.8
User-Agent: Mozilla/4.88 (Charon; Inferno)
Host: 185.141.27.187

Accept: */*

Content-Type: application/octet-stream
Content-Encoding: binary

Content-Key: 6O9A80BAS

Content-Length: 2513

Connection: close

.................. k...........al....B...B.?.E.1.C.2.C.C.9.8.8.6.6.B.2.5.B.D.D.B.2.1.2.3.....g5cy2. - N .
6.h.t8.p8s8:"/paDco.u.n.1,..g..1

he...2my.&n...-@=m.uiH."D.t.=5

&.xD.<.?xml ver.sion="1.t@...c.d..g..UTF-8".7>

<Np...P.defa.ultC.ch.B%.0.NFIGD7R.\]...USE.NAM. .@.HO.T...o.utp..h.wn....d..Rat..!.5%.cle.rlW.®.gPC.m.n..t...@
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‘ loki-bot_network_traffic.pcap

. ~ File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
- LK REQ+»EFEEEQaaE
Wl N
[I |A|J|JI',.-' a display filter ... <Ctrl-/>
M. Time Source Destination Protocol Length User-Agent - Host Location Info
67 48.815339 feB8@::7152:5099:6¢9.. ffB2::1:2 DHCPvE 156 Solicit
+ 13 19.892171 172.16.0.130 185.141.27.187 HTTP 2567 Mozilla/4.88 (Charon; Inferno) 185.141... POST /da
27 11.267936 172.16.0.130 185.141.27.187 HTTP 257 Mozilla/4.88 (Charon; Inferno) 185.141... POST /da
43 12.318227 172.16.0.130 185.141.27.187 HTTP 238 Mozilla/4.@88 (Charon; Inferno) 185.141... POST /da
60 47.367900 172.16.0.130 185.141.27.187 HTTP 503 Mozilla/4.88 (Charon; Inferno) 185.141... POST /da

Connection: close\r\n
\r\n
Full request URT: http:
[HTTP request 1/1]
v Content-encoded entity body (binary): 2513 bytes [Error: Decompression failed]
v Data (2513 bytes)

185.141.27.187/danielsden/ver.ph

01co
01de
0led
o1fe
0200
0218

[=}]

[=)1
=&

4]
A
83
e
d
s

o
CO O w0 o= 0O

S

1}

Decode As...
Go to Linked Packet
Show Linked Packet in New Window

!xml ver -sion="1

@

Frame (2567 bytes)

Reassembled TCP (2759 bytes)
Data (data.data). 2513 hvtes

Copy Bytes as Hex + ASCII Dump
...as Hex Dump

...as Printable Text

...85 a Hex Stream

...as Raw Binary

...as Escaped String

Data: 1200270000000a0000005858585858213131211141AAAANA
v Text: \022 Expand Subtrees Shift+Right
v [Expert Info (Warning/Undecoded): Collapse Subtrees Shift+Left
[Trailing stray characters] Expand All Ctrl+Right
[Severity level: Warning] Collapse All Ctrl+Left
[Group: Undecoded] )
[Length: 2513] Apply as Column Ctrl+Shift+1
Apply as Filter 4
000 Prepare a Filter 4
e Conversation Filter 4
0110 . -
0120 Colorize with Filter 4
9120 Follow v
gig’g Copy ’ All Visible ltems Ctrl+Alt+Shift+A
0160 Show Packet Bytes... Ctrl+Shift+0 All Visible Selected Tree ltems
9170 Export Packet Bytes... Ctrl+Shift+X Description Ctrl+Alt+5hift+D
0180 3 Wiki Protocol Page Field Name Ctrl+Alt+5Shift+F
0196 6 = Value Ctrl+Alt+Shift+V
@1a0 2 ilter Field Reference
A1be 2 Protocol Preferences 4 As Filter Ctrl+Shift+C




1200270000000200000058585858583131313131010006000000520045004d0001001c000000520045004d0057004£0052004b00530054004100
540049004£004e0001001c000000520045004d0057006£0072006b00730074006100740069006£006e00700d0000200500000100010000000600
030001006bL000O0O000100000000000000612100000100300000004200370045003100430032004300430039003800300036003600420032003500
300044004400420032003100320033000500000067356379320609000001=148016cd%091636136883743805703873383a2221706144636fe075
eleed9312cZecleTb91dec0de865dllclc326d791c266el19e9992d403d6d%a7569481622440874cc3d730d26a67844d03c003£786d6c20766572
0073696f6e3d22312e7430fdf7cb63e364ffe6671e065554462d3822013153e0d0a3cdeT0cTeff750c0646566610e756CcT7443a76368ac4225104F
074c464947443752a55c5d13bc0£f555345a34e414daf8740b3484fe254ac0b8e6f1b75747006fbeBc37Teecdc9f9c0648618526174eece2l2e35
241f636c65947257ca300£7150439d6dda6e859574111688a3020033c50721965666946731552149%cdéb39d24171cdcec0920a5dcf87374cebibd
6déc429%aef79a039%ed469bb95a08a96133567153356574e5717334103914ff95616d8f7d5573fe%e50babf76fddfc4e8a95131960d201a338f4c
Tdbefff994fa63817676707b72c5fe3e302£37d131667b776a353630d338E8685867e7907237belf4578a4463154a5495750de4336edale230dc
fcede3e2428b0cad0beffd25c0987ce850703a712E7569482ef6697a119%a2df261036aect6374502ecfe7a319fbe8a48b03a51faleb5814649%a
ledeef7b529cSbd4eTefl1277b34d14ecd5e9124618c3ee706cT9b36676724c62d8246b4977%e54140cdb415a4832e6bb3defThal0ed4f06275dE
Ocbb50e96cd0743%ee4c9637776e9573101a3%bale667a737215a024518f00ac6l1626cf32256ecd4l4decbcTc3eT472Efdf7Tcfb480e841ch52£55
8£52d2248195034£f8097532241f3b35dac0414579%06a35af3d4552d6582c3e704d3579b2469%aad4fd44324c31202a62ababec0531303e3ad5fb
433b29323af690014d72ef7898ed49656626636e5f%56ffae7171fa6843ed4ceB5c649037baZc5056b4cebbbdded2aed%ec28702324a9304cebet
6295775476b166%a0cal6%697acf9028e63229841c343139ce3330d4482a4185442a2b458747636293134475c94e5%4b3c83702d0a8c68ceade
126dc27e6497ccel3d25058b7883e7749c848731348e68b21a38681d33e47594743e33chb708e8c2f773ed46437fb4cad591d545e714e7513442F
e29fab83eal947937464845bb533cf94f381557401b1010e5fe53a64d560af5d74d4239031ff48dfd335ea%456a249%e872a3ccfdd4c31cales50835
de36368eee6lfTZ2cefdlleetbb6f688d523efd123174438d4ceb4192543b1a367278828aad173ech05846313dfd71d3ebe7f297339743b4e752¢
62fcBe6fe669546c5cef2clbbblb4173daf7c6422281a77938%eee144175d47bad43c83e8b32e7c8f777045621eed19630466bblc48b363086f6e
delaef702eb31f1f416468746decallce3fde76d0429]1ffaadl3aecb0076a6ablTee59b0a730718386c75166d34dd0698eb086435FF998cef0873
a4a067bl097463bdB27383E55e3eb2076f0779f6715c838bfb737338abl18cb711£097667b65c10e8bc4b2878%afe62dd80ealefb410472634feb
e2eedl14a28af36804bed23dcfed3eecd2ba®dld43f5468ecle566f5d7079519a285bl66c2f8beaatléa33aflafe943lacadllcTedb535ccdef0f
c96a683557b4bc078575721be28127d677cToct1617b149353303fe9dd704£3de0557064b2bdE82e18820e533falc32ec49dleaed2d6lti41e378e
lea7a92bc42b000£355e6%94a3cd27c03323031332d9f4c06377a20f63af7fe0tf58caa2T74e847656a8acdaallf3dc80646424249613aa764844
bBaT7%46% 2e8ed2a5ecTd]164895f9dletea’l7e’c8929f1ab33635894834763ad52e72d311b411f484333a3f%cdefeect809%eabib756d97dfetd’
5aed520f76459d07332e372917df474fad73aal1257ff808f667731d5bce54eT7ead4c95296328de357797521e2ad274e27d594c5050£7£775d74a79
885£30a736765377ec70d3693a3b%2a333166469c4e8b1047879295ceeT6e5ff427c38%bectf3abe875175£d04bbe027630e3becfb6abéclabese
5848407707636f6cEfc96edlbl1264746891b13830f136a00607860a4a35ch5ch422fec694cfdlab5lca3Z4abbfed7098belas564ed42f4c629137
35b24el1aa215506457ecB8b96841684decd5538ad5e2539582507323934cda3cb54fea3ld2a27de8069420£272ae4fed7d80873937912d43133a8
882e860183a4f232a804122a47d7240c4c0664fb22d17d933c748741fa5cEbbdad46b205153067446fd0fb4ccbdalZ42b05abab236b101debc99
3958fbbf2744ebc5tdeec25T729fF711ae7c98ef2f7973ae0c8a643eda%7384749%9a46886655ea3717588fe6d9487287a71f63ed332142b31f843dbt4
dacc8dbalb3edelee69dafleTce96cff3f3b9d9035b4cd45dal32d3c9eced478bbbfTe8l4def2clae7097bdfT762febdf176%842cddB832283fd2e26
T70704dee3be2309%7aceflSabec96cdbaliffef2876ac6647e9b905eb52be0b23293d84d0395bad4246a690bbe474ddE3ecdf502c31e432e8339460
ddal4853b334c23559c0deabalaccTc277626472e39da%7546d256ee3484533e8bafe59d0b20436b9%f3ae81774e44dd93¢c253b23b5d2cec0ad 3’
6ff96a3d56525f27104c646f26756272b5ecalBatlefde’5a5aladlb3cf34dTdlef]12e229e6fd48192792F5bd3613a63683d11f43f39d234df6éa
38d234813b3897a3645648ee58f1F4F8ff59876£085a3e6a549f11f696a531daced445b145498452c26cd9f2d69f846d76ad3441a3321e6f06cb70
1£57494ab%51ecbob043422a8326beecelf90fecaatc6dfalTb74534593990534bc8d293745f8bThaesef264587962f688£665b597cfeatlacTish
ddfZ8a43f4b9306473abat4af4dda3ceis501bcbhbdbe3btfactcTaadecdf91427e9008bd035E564dc49320764bfe56dE3bi5d2daTe4b5041f478e6
T154f70cecaad82fd747ebc5293a64e383a25%ee6093ecal%bl1668309433a5c540d1c72fb0£52454d4741701b630596186d6f5a6%e255145b855a
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U & https://github.com/R3MRUM/loki-parse v e O W

L N RN R e - LR F L L LS e e RV = R L PR D LA LT IR

Branch: master v MNew pull request Find file Clone or download =

R3MRUM Update README.md Latest commit fa8c5@e on 5 May 2017
E) README.md Update README.md 3 years ago
E) aplib.py Add files via upload 3 years ago
E) loki-bot_network_traffic.pcap Add files via upload 3 years ago
E) loki-parse.py Changed Bot ID to Binary ID. added getString function to clean up cod... 3 years ago
README.md
loki-parse

A python script that can detect and parse loki-bot (malware) related network traffic between a compromised host and a C2
server. This script can be helpful to DFIR analysts and security researchers who want to know what data is being exfiltrated to
the C2, bot tracking, etc...

This script can either sniff the wire directly (no switch) or read in a PCAP of network traffic (using --pcap $pcap_file) . When
the script detects loki-bot related network traffic, it will dump out the data contained within the packets out to the screen in
JSON format.

Some of the packets contain data being exfiltrated that is compressed with aPLib. The script will decompress that data and
display it to your screen but know that there is additional processing that has not been incorporated into this script..YET.
This being said, it is important that you also download the aplib.py script and keep it in the same directory as loki-
parse.py. This script is required in order for loki-parse to execute successfully.

-



tt@ps: (NULENULANULEINU LEINU LR N U LN U LN UL
; ; UL NU LS N UL N UL RN U LN U RN U Ll N UL AU T E N UL U T N UL
test&{ Txml version="1.0" encoding="UTF-8" %>
{NppFTP defaultuache=“%LONFIGDIR%\uache\%USERNAME%@%HOSTNAME%“ ocutputShown="0" windowRatio="0.5" clearCache="0"
clearCachePermanent="0">
<Profiles />

bl |

<8Setting

<prpFTP>
AR ?xm] version="1.0" encoding="UTF-8" standalone="yes" 72>
<Fllelela3>
<Settings>
“<8etting name="Use Pasv mode">1</Setting>
<8etting name="Limit local ports">0</Setting>
<8etting name="Limit ports low">E000</Setting>
<8etting name="Limit ports high">7000</Setting>
<Setting name="External IPF mode">0</Setting>
<Setting name="Extermnal IP"></Setting>
<Setting name="External address resolver">http://ip.filerzilla-project.org/ip.php</Setting>
<S8etting name="Last resolved IP"></Setting>
<8etting name="No external ip on local conn">1</Setting>
<8etting name="Pasv reply fallback mode">0</Setting>
<Setting nams="Timescut">20</Setting>
<8etting namse="Logging Debug Lewvel">0</Setting>
<8etting name="Logging Raw Listing">0</Setting>
<8etting namse="fzsftp executable"></Setting>
<8etting namse="Allow transfermodes fallback"=>1</Setting>
<8etting namse="Reconnect count">2</Setting>
“<8etting namse="Reconnect delay">5</Setting>
<8etting name="Enable spesed limits">0</Setting>
“<8etting name="Speedlimit inbound">100</Setting>
<8etting name="Speedlimit outbound">20</Setting>
<8etting name="Speedlimit burst tolerance">0</Setting>
<8etting name="View hidden files">0</Setting>
<Setting name="Preserve timestamps">0</Setting>
<Setting name="Socket recv buffer size (vZ)">4154304</Setting>
<Setting name="Socket send buffer size (v2)">262144</Setting>
<Setting name="FTF Feep-alive commands">0</Setting>
<Setting name="FTFP Proxy type">0</Setting>
<Setting name="FTF Proxy host"></Setting>
<S8etting nams="FTPF Proxy user"></Setting>
<8etting nams="FTPF Proxy password"></Setting>
<8etting nams="FTF Proxy login sequence"></Setting>
“<8etting nams="SFTP keyfiles"></Setting>
<8etting nams="Proxy type">0</Setting>

name="Proxyv host"></Setting>



Ataques: Malwares (Loki-bot)

A partir dessas informacoes (IoC — Indicadores de
Comprometimento) encontrar:

e O sistemainfectado: 172.16.0.130
e Qusuario infectado: REM

e Onome do host do sistema infectado:
REMWORKSTATION

« Dominio infectado: REMWorkstation
 Arquiteturado SO: 32 Bit

 Resolucao datela: 3440 x 1440

 Versao do Windows OS NT: 6.3.1 (Windows 8)



Ataques: Malwares (Loki-bot)

A partir dessas informacdes (IoC — Indicadores de
Comprometimento) encontrar:

e O servidor de comando e controle: 185.141.27.187
e Malware usado: LokiBot
« Deteccao de malware: User-Agent, método HTTP (POST)

« Atividades de malware: Exfiltracao de dados de aplicativos
no FileZilla, Keylogging

 Versao do malware: 1.8
« Compactacao de malware: aPLib (LZSS)
 Codificacao de malware: Nenhuma

« Nomes de arquivos de malware:%
APPDATA%\\C98066\\6B250D.*



HTTP Export Objects

« O Wireshark tem a capacidade e exportar objetos
utilizados em alguns protocolos (DICOM, HTTP, IMF,
SMB e TFTP).

- E importante ficar alerta para ndo executar, pois
podera infectar a maquina usada na analise ©

‘ wwhb001-skyhigh.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Open Ctrl+0 8 JEQaqQqE
Open Recent 4
Merge... Destination Protocol Length User-Agent Full request URT Info
Import from Hex Dump... £4d@:.. 2607:f8b0:4000:802:.. OCSP 508 Mozilla/5.0 (Windows NT 10.@;.. http://clientsl.google.com/ocsp  Request
Close Cirl+W ): cO6:.. 2602:306:cee5:f4d0:... HTTP 438 HTTP/1.1 200 OK (te>
S FE 9:802:.. 2602:306:cee5:f4d0:.. OCSP 820 Response
Save As.. Cirl+Shift+S 9:802:.. 2602:306:cee5:f4d0:.. OCSP 820 Respc_)nse )
192.168.1.74 HTTP 1514 Continuation

File Set ’ 192.168.1.74 HTTP 403 Continuation
Export Specified Packets... 66.84.12.75 HTTP 343 Moz%lla/S.B (w%ndows NT 10.0;.. h‘t‘tp:Hsys‘temer‘r‘or‘Zl}'ﬁ?.ga/f%les_ GET /'F%leslaler‘?—l.pr
Export Packet Dissections R 66.84.12.75 HTTP 343 Mozilla/5.@8 (Windows NT 18.8@;.. http://systemerror21767.ga/files.. GET /files/heading.pr

i 192.168.1.74 HTTP 10888 HTTP/1.1 208 OK (PNC
Export Packet Bytes... Ctrl+Shift+X 192.168.1.74 HTTP 516 HTTP/1.1 200 OK (PNC
Shpniillby ol 66.84.12.75 HTTP 365 Mozilla/5.8 (Windows NT 10.0;.. http://systemerror21767.ga/wmi.g.. GET /uww.google-analy
Export TLS Session Keys...
Export Objects 8 DICOM...

HTTP.. ytes captured (2744 bits) on interface @

Print... Ctrl+P b:9b:f9), Dst: 2Wire_2c:@b:15 (dc:7f:ad:2c:0b:15)

IMF...
Quit Ctrl+Q SMB... Dst: 66.84.12.75

T AENSMIS S IO CUMTer oL F I otocuL; o Dst Port: 89, Seq: 1, Ack: 1, Len: 289




M Wireshark - Export - HTTP object list

HTTP Export Objects

Pac/\ket Hostname Content Type Size Filename
651 315 bytes

663 systemerror21767.ga text/html 356 bytes analytics.html
666 text/html 347 bytes

669 text/html 349 bytes

672 text/html 354 bytes

801 systemerror21767.g0a image/pnag 14 kB alert-5.png
880 systemerror21767.ga text/html 23 kB index1.html
995 systemerror21767.ga text/html 352 bytes  analyticsjs
998 systemerror21767.g0a text/html 345 bytes gajs

1025  systemerror21767.ga application/javascript 7872 bytes jquery-1js
1062  systemerror21767.ga image/png 130 kB defender.png
1104  systemerror21767.0a application/javascript 3402 bytes jquery-2js
1212 systemerror21767.ga image/png 13 kB fatal.png
1311 systemerror21767.ga image/png 2815 bytes 2.png

1321  systemerror21767.ga image/png 2842 bytes 3.png

1325  systemerror21767.ga image/png 2814 bytes 1.png

1603  systemerror21767.ga audio/mpeg 574 kB err.mp3
1611  systemerror21767.ga image/png 2815 bytes 4.png

1616  systemerror21767.g0a image/pnag 2831 bytes 5.png

1623  systemerror21767.ga audio/mpeqg 17 kB err.mp3
1658  ocsp.digicert.com application/ocsp-request 83 bytes  \

1662  ocsp.digicert.com application/ocsp-request 83 bytes

1666  ocsp.digicert.com application/ocsp-request 83 bytes  \

1669  ocsp.digicert.com application/ocsp-request 83 bytes  \

1672  ocsp.digicert.com application/ocsp-response 471 bytes

1675  ocsp.digicert.com application/ocsp-response 471 bytes

1679  ocsp.digicert.com application/ocsp-response 471 bytes

<
Text Filter:

Save All



alert-1
alert-5
B analytics
@ analytics

D BBghPGj({1).img%3fw=100&h=100&m=6&tilesize=mediumé&mx=...
D BBghPG).img%3fw=1008h=100&m=68&tilesize=medium&x=800...

defender
err(1)
err

fatal

HTTP Export Objects

E importante ter cuidado aqui para ndo executar algum

arguivo contento um malware em uma maquina que

NAo seja propicia para uma investigacao.

HONONOHONONCNONONONO!

11/12/2019 23:00
11/12/2019 23:00
11/12/2019 23:00
11/12/2019 23:00
11/12/2019 23:00
11/12/2019 23:00
11/12/2019 23:00
11/12/2019 23:00
11/12/2019 23:00
11/12/2019 23:00

Arguivo PNG
Arguivo PNG

Firefox HTML Doc..

Arquivo JavaScript

Arquivo IMGI%3FW...
Arguivo IMG%3FW...

Arguivo PNG
Arquivo MP3
Arquivo MP3
Arquivo PNG

36 KB
14 KB
1 KB

1 KB

1 KB
& KB
128 KB
17 KB
561 KB
14 KB



‘ wwb001-skyhigh.pcapng
File Edit View Go Capture Analyze Statistics Telephony

Wireless Tools Help

HTTP Redirect

AN ® BB QeamwEF & S|[5QQQF

| ‘.—'\ppl‘,- a display filter ... <Ctrl-/>

No. . Time Source Destination Protocol Length  User-Agent Location Info

261 50.883101 2602:306:cee5:T4d@: .. 2602:306:cee5: f4d@:... DNS 159 Standard query response @x
262 50.957745 66.84.12.75 192.168.1.74 TCP 66 80 » 60242 [SYN, ACK] Seq=
263 50.957974 192.168.1.74 66.84.12.75 TCcP 54 60242 » 80 [ACK] Seg=1 Ack
264 58.958393 192.168.1.74 66.84.12.75 HTTP 382 Mozilla/5.8 (Windows NT 18.0;.. weathermaps@@6.ga GET /radar/ HTTP/1.1

269 51.039624 66.84.12.75 192.168
270 51.115132 66.84.12.75 192.168
271 51.115492 66.84.12.75 192.168

.1.74 TCP 54
.1.74 HTTP 350
.1.74 TCP 54

80 » 60242 [ACK] Seg=1 Ack
http://systemerror21767.ga/ HTTP/1.1 302 Moved Tempora
80 » 60242 [FIN, ACK] Seg-

v Hypertext Transfer Protocol
GET /radar/ HTTP/1.1\r\n
Host: weathermaps006.ga\r\n
User-Agent: Mozilla/5.0 (Windows NT 10.0; W(
Accept: text/html,application/xhtml+xml,app]
Accept-Language: en-US,en;q=0.5\r\n
Accept-Encoding: gzip, deflate\r\n
Connection: keep-alive\r\n
Upgrade-TInsecure-Requests: 1\r\n
\r\n
[Full request URI: http://weathermaps@@6.ga,
[HTTP request 1/1]
[Response in frame: 27@]

0e4e 58 31
0850 6
0860

4f 57 36 34 3b 20 72 76 3a 35 31 2e 30 29
65 63 6b 6f 2f 32 30 31 30 30 31 3@ 31 20
72 65 66 6f 78 2f 35 31 2e 30 @d 0a 41 63
70 74 3a 20 74 65 78 74 2f 68 74 6d 6c 2c
70 6c 69 63 61 74 69 6f 6e 2f 78 68 74 6d
78 6d 6c 2c 61 78 70 6c 69 63 61 74 69 6f
78 6d 6¢c 3b 71 3d 30 2e 39 2c 2a 2f 2a 3b
30 2e 38 0d @a 41 63 63 65 70 74 2d 4c 61

Expand Subtrees
Collapse Subtrees
Expand All
Collapse All

Apply as Column

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize with Filter
Follow

Copy
Show Packet Bytes...
Export Packet Bytes...

Wiki Protocol Page
Filter Field Reference
Protocol Preferences

Decode As...

Go to Linked Packet
Show Linked Packet in New Window

Shift+Right
Shift+Left
Ctrl+Right
Ctrl+Left

Ctrl+Shift+l

»
Ctrl+Shift+O
Cirl+Shift+X

75 61 67 65 3a 20 65 6e 2d 55 53 2c 65 6e 3b

71 uage: en -US,en;q

(O 7 HTTP Host (http.host), 25 bytes

Packets: 3377 - Displayed: 3377 (100.0%)

Pre



HTTP Redirect

‘ wwb001-skyhigh.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am:Z® R Qe=msEF & JEFaaarE

[l |A|J|JI‘,.-' a display filter ... <Ctrl-/>

Expand Subtrees

No. Time Source Destination Protocol Length  User-Agent
Collapse Subtrees
280 51.896721 2602:306: cee5: f4d0:.. 2602:306: cee5: f4d0:.. DNS 113
279 51.883949 2602:306: cee5:fAd0:... 2602:306: cee5:fAd0:... DNS 97 Expand All
278 51.882740 2602:306: cee5: FAd0:... 2602:306: cee5: FAda:... DNS 153 solipzal
277 51.872038 192.168.1.74 192.168.1.254 DNS 77 Apply as Column
L 276 51.201479 66.84.12.75 192.168.1.74 TCP 54 i
| 27551124272 2602:306:cee5: fAd0:.. 2602:306: cee5: FAde:.. DNS 99 Apply as Filter
: 274 51.123127 2602:306: cee5: f4d0:.. 2602:306: cee5: f4d0:.. DNS 99 Prepare a Filter
273 51.120299 192.168.1.74 66.84.12.75 TCP 54 Conversation Filter
272 51.115629 192.168.1.74 66.84.12.75 TCP 54 Colorize with Filter
271 51.115492 66.84.12.75 192.168.1.74 TCP 54 Follow
270 51.115132 66.84.12.75 192.168.1.74 HTTP 350 .
< Show Packet Bytes...
~ Hypertext Transfer Protocol Export Packet Bytes...

HTTP/1.1 302 Moved Temporarily\r\n

Date: Fri, 17 Feb 2017 21:08:46 GMT\r\n

Server: Apache\r\n

X-Powered-By: PHP/5.5.33\r\n

Cache-Control: no-cache, private, must-revalidate\r\n
Pragma: no-cache\r\n

Expires: @\r\n

Wiki Protocol Page

Decode As...

Filter Field Reference
Protocol Preferences

Go to Linked Packet
Show Linked Packet in New Window

Shift+Right
Shift+Left
Ctrl+Right
Ctrl+Left

Ctrl+Shift+l

3
Ctrl+Shift+O
Ctrl+Shift+X

Info

Standard query re
Standard query @x
Standard query re
Standard query 0x
80 > 60242 [ACK]
Standard query 0x
Standard query 0x
60242 > 80 [FIN,
60242 > 80 [ACK]
80 > 60242 [FIN,
HTTP/1.1 382 Move

Location: http://systemerror21767.ga/\r\n
v Content-Length: @\r\n
[Content length: 8]
Connection: close\r\n
Content-Type: text/html\r\n

72 3a 20 41 70 61 63 68 65 0d @a 58 2d 50 6f 77 r: Apach e--X-Pow
65 72 65 64 2d 42 79 3a 20 50 48 50 2f 35 2e 35 ered-By: PHP/5.5
2e 33 33 0d @a 43 61 63 68 65 2d 43 6f 6e 74 72  .33-.Cac he-Contr
6f 6c 3a 20 6e 6f 2d 63 61 63 68 65 2c 20 7@ 72 o0l: no-c ache, pr
69 76 61 74 65 2c 20 6d 75 73 74 2d 72 65 76 61  ivate, m ust-reva
6c 69 64 61 74 65 0d Ba 50 72 61 67 6d 61 3a 20 lidate-- Pragma:

6e 6f 61 63 ad

no-cache --Expire

eefe 3a ed cation:
a10e

9110

9120 tent-Len gth: @--



HTTP Redirect

Time Source Destination Protocol Length User-Agent Host Location Info
261 50.883101 2602:306:cee5:T4d0:... 2602:306:cee5:f4d@:.. DNS 159 Standard query response @x9433 /
262 50.957745 66.84.12.75 192.168.1.74 TCP 66 80 » 60242 [SYN, ACK] Seq=0 Ack:
263 50.957974 192.168.1.74 66.84.12.75 TCP 54 60242 » 8@ [ACK] Seg=1 Ack=1 Wir
66.84.12.75 HTTP 382 Mozilla/5.@ (Windows NT 10.0;.. weathermaps@e6.ga GET /radar/ HTTP/1.1

264 50.958393 192.168.1.74

- 40

14

269 51.039624 66.84.12.75 192.168.1.74 TCP 80 » 60242 [ACK] Seg=1 Ack=329 |
278 51.115132 66.84.12.75 192.168.1.74 HTTP 350 http://systemerror21767.ga/ HTTP/1.1 302 Moved Temporarily
192.168.1.74 TCP 54 80 » 60242 [FIN, ACK] Seq=297 A

271 51.115492 66.84.12.75




Time

Source

Decriptografar trafego

Usando o browser

 Um dos recursos ocultos do Chrome € o suporte ao
registro da chave de sessao simétrica usada ao
criptografar o trafego com TLS em um arquivo.

Destination Protocol Length Info

58.e17797
6 0.017845
7 8.818a78
3 8.0818359
0 8.835474
168 8.835475
11 8.0884927
12 9.084928
13 8.884982
14 8.889153
15 8.892175
16 ©.092177
17 8.892177
18 8.892240
19 8.094274
20 0.095013

22 9.095274

192.
192.
192.
192.
172.
172.
172.
172.
192.
172.
172.
172.
172.
192.
192.
192.

168.
168.
168.
168.
217.

217

217.
217.
168.
217.
217.
217.

217

168.
168.
168.

0.188 1/72.217.30.161 TCP 54 2991 > 443 [ACK] Seg=1 Ack=1 Win=131072 Len=0
0.1360 172.217.30.101 TCP 54 2992 » 443 [ACK] Seg=1 Ack=1 Win=131072 Len=0
@.180 172.217.30.101 TLSv1.3 571 Client Hello

0.180 172.217.30.101 TLSv1.3 571 Client Hello

30.101 192.168.0.180 TCP 60 443 > 2991 [ACK] Seg=1 Ack=518 Win=61952 Len=0
.38.101 192.168.0.180 TCP 60 443 > 2992 [ACK] Seg=1 Ack=518 Win=61952 Len=0
30.101 192.168.0.180 TLSv1.3 1484 Server Hello, Change Cipher Spec

30.101 192.168.0.180 TCP 1484 443 » 2991 [ACK] Seg=1431 Ack=518 Win=61952 Len=143
0.188 1/72.217.30.161 TCP 54 2991 > 443 [ACK] Seg=518 Ack=2861 Win=131872 Len=0
38.101 192.168.6.180 TLSv1.3 209 Application Data

30.101 192.168.0.180 TLSv1.3 1484 Server Hello, Change Cipher Spec

38.101 192.168.0.180 TCP 1484 443 » 2992 [ACK] Seqg=1431 Ack=518 Win=61952 Len=143
-38.101 192.168.0.180 TLSv1.3 209 Application Data

0.188 1/72.217.30.161 TCP 54 2992 > 443 [ACK] Seg=518 Ack=3016 Win=131872 Len=0
9.180 172.217.30.101 TLSv1.3 118 Change Cipher Spec, Application Data

0.180 172.217.30.101 TLSv1.3 118 Change Cipher Spec, Application Data

192.168.0.126 172.217.36.161 TLSv1.3 148 Application Data



Decriptografar trafego

Usando o browser

B Sistema

L

- ] b

1T @ « Todos os ltens do Painel de Controle > Sistema v Q) Pesquisar Painel de Controle ye

Inicio do Painel de Controle

Gerenciador de Dispositivos
ConfiguracGes remotas
Protecdo do sistema

Configuractes avangadas do
sistema

Consulte também

[ R " DU

Propriedades do Sistema

Nome do Computador Hardware Avancado Protecdo do Sistema Remoto

Para tirar o maximo proveito destas alteragées, & preciso ter feito logon como
administrador.

Desempenho

Efeitos visuais, agendamento de processador, uso de memaria e memaria
virtual

Configuracées...

Perfis de Usudrio

Configuracdes da area de trabalho relativas a entrada

Configuracfes...

Inicializacdo e Recuperacio

Informacdes sobre inicializagdo do sistema, falha do sistema e depuracao

Configuracges...

| Varigveis de Ambiente. . ‘

OK | ‘ Cancelar Aplicar

X

ws 10

[
e
rmacdes de Suporte

'iAIterar
configuracGes




Decriptografar trafego

Usando o browser

Inicio do Painel

Variaveis de Ambiente X
G Gerenciador de

& Configuracsesre  Varidveis de usuario para musashi

H\\/;
% Protecio do sist Variavel Valor - WI n d O\A‘
G Configuractes a NO_XILINX_DATA_LICENSE HIDDEN .-
sistema OneDrive C\Users\musashi\OneDrive - EMPRESA BRASILEIRA DE SERVI...
OneDriveCommercial CA\Users\musashi\OneDrive - EMPRESA BRASILEIRA DE SERVI...
Path CA\Users\musashi\AppData\Local\Programs\Python\Python37...
QT_DEVICE_PIXEL_RATIO auto D
TEMP CA\Users\musashizAppDatallocal\Temn =
TMP C\Users\musashi\AppDat| Nova Variavel de Usuario X

Ni Nome da variavel: ‘ SSLKEYLOGFILE ‘

Varidveis do sistema Valor da variavel: ‘ D:\Forense\gtszm92\chrome\enc.log| ‘
Variavel Valor Yrocurar no Diretorio.. | Procurar Arquivo... OK Cancelar
ComSpec CAWINDOWS\system32\d
DIRF2019_PATH D:\Programas\IRPF2019 ||
DriverData CAWindows\System32\Drivers\DriverData
INTEL_DEV_REDIST CA\Program Files (x86)\Common Files\Intel\Shared Libraries\

LIBTHAI_DICTDIR D:\Programas\GIMP 2\share\libthai
MATLAB_JAVA C\Program Files\Java\jre1.8.0_202
T.IE_.I:E:LIEI}Q:T::TTT“M ‘?é.lNTEL_DEV_REDIST%compiIer\Iib\intel64_win_mic v GAlterar chave do produto

MNovo... Editar... Excluir




Decriptografar trafego

Usando o browser

Arquivos (D:) > Forense > gits20192 »> chrome

s

Nome Data de modificacao Tipo Tamanho

» enc 12122019 00:37 Documento de Te.. 21 KB

*
-f



Decriptografar trafego

Usando o browser

M wi-Fi

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

41 copy EEaaa®E
M S Find Packet... Ctrl+F
No. Find Next Ctri+N Destination Protocol Length Info
Find Previous Ctrl+B 52.109.108.44 TLSv1.2 367 Application Data
Mark/Unmark Packet Ctrl+M 192.168.0.180 TCP 60 443 > 3438 [ACK] Seq=6202 Ack=2127 Win=525568 Len=0
Mark Al Displayed Ctrishiftsn | 192-168.0.180 TCP 60 443 > 3438 [ACK] 5eq=6202 Ack=3880 Win=525568 Len-0
Unmark All Displayed Ctrl+Alt+M 192.168.0.180 TLSv1.2 9080 Application Data )
) 52.109.108.44 TCP 54 3438 > 443 [ACK] Seq=388@ Ack=7048 Win=131328 Len=0
DA Crl=Shift=N | o5 199 .108.44 TLSvl.2 393 Application Data
Bevicnsha Crl+Shift+B | 55 1@9.108.44 Tcp 1494 3438 » 443 [ACK] Seq=4219 Ack=7048 Win=131328 Len=1440 [TCP segment of a reassembled PDU]
Ignore/Unignore Packet Ctrl+D 52.109.108.44 TCP 1494 3438 - 443 [ACK] Seq=5659 Ack=7048 Win=131328 Len=1440 [TCP segment of a reassembled PDU]
Ignore All Displayed Ctrl+Shift+D 52.109.108.44 Tcp 1494 3438 > 443 [ACK] Seq=7@99 Ack=7048 Win=131328 Len=1448 [TCP segment of a reassembled PDU]
Unignore All Displayed Ctrl+Alt+D 52.109.108.44 TCP 1494 3438 > 443 [ACK] Seq=8539 Ack=7048 Win=131328 Len=1448 [TCP segment of a reassembled PDU]
52.109.108.44 TCP 1494 3438 + 443 [ACK] Seq=9979 Ack=7048 Win=131328 len=1448 [TCP segment of a reassembled PDU]
Set/Unset Time Reference Ctrl+T 52.109.108.44 TLSv1.2 96 Application Data
Unset All Time References Ctrl +Alts+T 192.168.0.180 TCP 60 443 > 3438 [ACK] Seq-7048 Ack-7899 Win-525568 Len-0
Next Time Reference Ctrl+Alt+N 192.168.0.180 TCP 60 443 > 3438 [ACK] Seq=7048 Ack=8539 Win=524032 Len=0
Previous Time Reference Ctrl+Alt+B 192.168.0.180 TCP 60 443 > 3438 [ACK] Seq=7048 Ack=11461 Win=525568 Len=0
) ) ) HonHaiPr f@:3a:27  ARP 60 Who has 192.168.0.1807 Tell 192.168.0.1
e Sk Cl+ShiftT | 4max_46:54:65 ARP 42 192.168.8.180 is at d4:6a:6a:0:3a:27
Packet Comment... Ctrl+Alt+C 192.168.0.180 TLSv1.2 1222 Application Data

Delete All Packet Comments

Ctrl+Shift+A
Ctrl+Shift+P

Configuration Profiles...

52.109.108.44 54 3438 -+ 443 [ACK] Seq=11462 Ack=8217 Win=132352 Len=0

Preferences...

> Frame 1: 87 bytes on wire (696 bits), 87 bytes captured (696 bits) on interface @
> Ethernet II, Src: HonHaiPr_f@:3a:27 (d4:6a:6a:f@:3a:27), Dst: Humax_46:54:65 (8c:44:4f:46:54:65)

0000 8c 44 Af 46 54 65 [LNTRNERTNEERPY| 08 00 45 00
0010 @@ 49 1b 29 00 00 80 11 92 38 c@ a8 0@ b4 9 06
0020 02 e@ 6 b9 00 35 0@ 35 da 91 af 20 01 00 00 @1
U020 90 00 00 0@ @ @9 @c 65 62 73 65 /2 68 6e 65 74
0040 2d 6d 79 @a 73 68 61 72 65 70 6f 69 6e 74 03 63
0050 6f 6d 00 @0 1c @0 o1

() 7 wireshark Wi-Fi 20191212003628 a05528.pcapng H Packets: 1521 - Displayed: 1521 (100.0%)
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Decriptografar trafego

Usando o browser

CUCRCNE £

A w

ireshark - Preferences

TACACS
TACACS+
TALI

TAPA

TCAP

TCP
TCPENCAP
TCPROS
TDMoE
TDMoP
TDS
TeamSpeak2
TELNET
Teredo
TETRA

TFP

TFTP
Thread
Thrift

Tibia

TIME

TIPC
TiVoConnect
TLS

TNS
Token-Rina

Transport Layer Security
RSA keys list Edit...

TLS debug file

| Browse...

Reassemble TLS records spanning multiple TCP segments
Reassemble TLS Application Data spanning multiple TLS records
[] Message Authentication Code (MAC), ignore "mac failed"

Pre-Shared-Key |

(Pre)-Master-Secret log filename

| D:\Forense\gts20192\chrome\enc.log

| | Browse...

0K

Cancel

Help




Decriptografar trafego

Usando o browser

M ~wi-Fi
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
am ERE QesEF IS5 EaaalE

[I |Apply a display filter ... <Ctrl-/> Reload this file !

No. Time Source Destination Protocol Length Info

70 6.371737 172.217.29.164 192.168.0.180 TLSv1.3 1251 Encrypted Extensions, Certificate, Certificate Verify, Finished
71 6.371801 192.168.0.180 172.217.29.164 TCP 54 3417 » 443 [ACK] Seq=518 Ack=2628 Win=131072 Len=0

72 6.372454 216.58.202.133 192.168.0.180 TLSv1.3 1484 Server Hello, Change Cipher Spec

73 6.372456 216.58.202.133 192.168.0.180 TCP 1484 443 > 3418 [ACK] Seq=1431 Ack=518 Win=61952 Len=1430 [TCP segment of a reassembled PDU]
74 6.372456 216.58.202.133 192.168.0.180 TLSv1.3 207 Encrypted Extensions, Certificate, Certificate Verify, Finished
75 6.372456 172.217.29.164 192.168.0.180 Uubp 62 443 » 63460 Len=20

76 6.372497 192.168.0.180 216.58.202.133 TCP 54 3418 » 443 [ACK] Seq=518 Ack=3814 Win=131072 Len=0

77 6.376886 192.168.0.180 216.58.202.133 TLSv1.3 118 Change Cipher Spec, Finished

78 6377839 192.168.0.180 172.217.29.164 TLSv1.3 118 Change Cipher Spec, Finished

79 6.389939 216.58.202.133 192.168.0.180 TCP 60 443 > 3418 [ACK] Seq=3014 Ack=582 Win=61952 Len=0

80 6.390196 216.58.202.133 192.168.0.180 HTTP2 618 SETTINGS[@], WINDOW UPDATE[@]

81 6.392162 172.217.29.164 192.168.0.180 TCP 60 443 > 3417 [ACK] Seq=2628 Ack=582 Win=61952 Len=0

82 6.392163 172.217.29.164 192.168.0.180 upp 573 443 » 63460 Len=531

83 6.392163 172.217.29.164 192.168.0.180 ubp 60 443 » 63460 Len=18

84 6.392410 192.168.0.180 172.217.29.164 Uubp 70 63460 » 443 Len=28

85 6.392829 192.168.0.180 172.217.29.164 uDP 81 63460 » 443 Len=39

87 6.431466 192.168.0.180 216.58.202.133 Tcp 54 3418 > 443 [ACK] Seq=582 Ack=3578 Win=130304 Len=0
88 6.435337 172.217.29.164 192.168.0.180 ubp 62 443 » 63460 Len=20

90 6.437203 192.168.0.180 8.18.25.73 TCP 54 3419 -+ 443 [ACK] Seq=1 Ack=1 Win=131328 Len=0

91 6.437388 192.168.0.180 8.18.25.73 TLSv1.2 571 Client Hello

> Frame 1: 87 bytes on wire (696 bits), 87 bytes captured (696 bits) on interface ©
> Ethernet II, Src: HonHaiPr_f@:3a:27 (d4:6a:6a:f@:3a:27), Dst: Humax_46:54:65 (8c:44:4f:46:54:65)

ooeo 8c 44 Af 46 54 65 d4 6a 6a f@ 3a 27 08 00 45 00 -DOFTe-j j-:"--E-
0010 @@ 49 1b 29 00 00 80 11 92 38 c@ a8 0@ b4 9 06 "I-)ee-e Beeens
0020 02 e@ 6 b9 00 35 0@ 35 da 91 af 20 01 00 00 @1  ----. 5-5 --- -
U030 90 00 00 0@ 0 @9 Oc 65 62 73 65 /2 68 6e 65 74 ... .- e bserhnet
0040 2d 6d 79 @a 73 68 61 72 65 70 6f 69 6e 74 03 63 -my -shar epoint-c
0050 6f 6d 00 @0 1c @0 o1 om- - .- -

() 7 wireshark Wi-Fi 20191212003628 a05528.pcapng H Packets: 1521 - Displayed: 1521 (100.0%) - Dropped: 0 (0.0%)



Decriptografar trafego

Usando o browser

M wi-Fi
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AdE J@ 1BRB Ae2EZFEFEAaqaE

ply a display filter ... <Ctrl-/>

No. Time Source Destination Protocol Length Info
93 6.446321 192.168.0.180 8.18.25.73 TCP 54 3420 » 443 [ACK] Seg=1 Ack=1 Win=131328 Len=0
94 6.446730 192.168.0.180 8.18.25.73 TLSv1.2 571 Client Hello
95 6.458193 192.168.0.180 201.6.2.224 DNS 75 Standard query @xd@a5 A mail.google.com

96 6.473967 201.6.2.224 192.168.0.180 DNS 118 Standard query response Oxd@a5 A mail.google.com CNAME googlemail.l.google.com A 172.217.30.69

99 6.489496 192.168.0.180 172.217.30.69 TCP 54 3422 » 443 [ACK] Seg=1 Ack=1 Win=131872 Len=0

100 6.489724 192.168.0.180 172.217.30.69 TLSv1.3 571 Client Hello

101 6.5083850 172.217.30.69 192.168.0.180 TCP 60 443 > 3422 [ACK] Seqg=1 Ack=518 Win=61952 Len=0

103 6.539271 192.168.0.180 8.18.25.73 TCP 54 3421 » 443 [ACK] Seq=1 Ack=1 Win=131328 Len=0

184 6.539829 192.168.0.180 8.18.25.73 TLSv1.2 571 Client Hello

1685 6.547319 172.217.30.69 192.168.0.180 TLSv1.3 1484 Server Hello, Change Cipher Spec

166 6.547483 172.217.30.69 192.168.0.180 TLSv1.3 1267 Encrypted Extensions, Certificate, Certificate Verify, Finished
107 6.547545 192.168.0.180 172.217.30.69 TCP 54 3422 » 443 [ACK] Seq=518 Ack=2644 Win=131072 Len=0
108 6.557857 192.168.0.180 172.217.30.69 TLSv1.3 118 Change Cipher Spec, Finished

109 6.558231 192.168.0.180 172.217.30.69 HTTP2 140 Magic, SETTINGS[@], WINDOW_UPDATE[@]

119 6.558928 192.168.0.180 172.217.30.69 HTTP2 1052 HEADERS[1]: GET /mail/

111 6.578004 8.18.25.73 192.168.0.180 TCP 60 443 > 3419 [ACK] Seq=1 Ack=518 Win=15872 Len=0

112 6.578004 172.217.30.69 192.168.0.180 TCP 60 443 » 3422 [ACK] Seq=2644 Ack=1666 Win=64000 Len=0
113 6.579109 172.217.30.69 192.168.0.180 HTTP2 618 SETTINGS[@], WINDOW UPDATE[@]

114 6.579110 172.217.30.69 192.168.0.180 HTTP2 85 SETTINGS[@]

115 6.579110 8.18.25.73 192.168.0.180 TLSv1.2 1514 Server Hello

> Frame 109: 148 bytes on wire (1120 bits), 148 bytes captured (1120 bits) on interface @
> Ethernet II, Src: HonHaiPr_f@:3a:27 (d4:6a:6a:f@:3a:27), Dst: Humax_46:54:65 (8c:44:4f:46:54:65)

000 8c 44 Af 46 54 65 d4 6a 6a f@ 3a 27 08 VO 45 @@ -DOFTe-j j-:'--E-
0010 @@ 7e 62 2f 40 00 80 96 @b d@ c@ a8 @@ b4 ac d9 ~b/@- - -
0020 1e 45 0d 5e @1 bb 4e eb @b ba 1c 81 ce 2d 50 18 S | R P-
0020 92 20 b5 5d @0 @9 17 @3 @3 00 51 6e 78 82 3e ac el - -Qnx->-
0040 ae 9e 3e 43 69 11 51 e4 cb a6 21 7e 7c e5 1f @0 - ->Ci-Q- - -l~|. -
0050 04 e@ el 27 cc al a4 bd 96 dd 5e 94 e4 05 @9 08 R R
0060 fe dc 91 ab ¢9 46 f2 3f aa 06 48 3e 92 7a 9d 96 - - - -- F-? --@-z--
00760 3a al 4d ae 30 4b 4b 63 4f e3 8a d5 33 9¢c 87 65 :-M-@KKc 0---3--e
0020 20 39 18 3a 17 9b 3a bl 63 ee 9a 9-z--z- C---

Frame (140 bytes) Decrypted TLS (64 bytes)
() 7 wireshark Wi-Fi 2019112003628 a05528.pcapng H Packets: 1521 - Displayed: 1521 (100.0%)




Decriptografar trafego

Usando o browser

G Gmail X P LATAM Pass x +

<« C' @ pontosmultiplus.com/pt_br/login Y U g7 o1

BRASIL ¥  LATAM Corporate  Central de Ajuda

S LATAM o

T AIRLINES

Acesse sua conta

Para entrar na sua conta, informe o seu CPF ou o nimero de passageiro frequente e a sua senha

Ja sou cadastrado Quero fazer parte da LATAM Pass
Numero LATAM Pass ou CPF Selecione seu pais de residéncia
(098919191910000 Selecione -
Senha
LATAM

PASS

-
g

protegido por reCAPTCHA

protegido por reCAPTCHA

Privacidade - Termos Privacidade.Te

® Esqueci minha senha / nimero L ATAM Pass




Decriptografar trafego

Usando o browser

M Wi -

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN I RRE S«sEF &5 Qaaai

(A [ip-addr = 23.216.166.27 . -] Expression.

~
Mo, Time Destination Protocol Length User-Agent Location

.767868 192.168.0.180 23.216.166.27 TCP 3666 » 443 [ACK] Seg=1 Ack=1 Win=131328 Len=0

57 12.767913 192.168.0.180 23.216.166.27 TCP 54 3667 » 443 [ACK] Seg=1 Ack=1 Win=131328 Len=0 =

58 12.768111 192.168.0.180 23.216.166.27 TLSv1.2 571 Client Hello

59 12.768356 192.168.0.186 23.216.166.27 TLSv1.2 571 Client Hello

66 12.786448 23.216.166.27 192.168.0.180 TCP 60 443 > 3667 [ACK] Seq=1 Ack=518 Win=30336 Len=0

67 12.786603 23.216.166.27 192.168.0.180 TLSv1.2 1514 Server Hello

68 12.788229 23.216.166.27 192.168.0.180 TCP 1514 443 > 3667 [ACK] Seq=1461 Ack=518 Win=30336 Len=1460 [TCP segment of a reasse

69 12.788229 23.216.166.27 192.168.6.180 TCP 1236 443 » 3667 [PSH, ACK] Seq=2921 Ack=518 Win=30336 Len=1176 [TCP segment of a r

70 12.788293 192.168.0.186 23.216.166.27 TCP 54 3667 » 443 [ACK] Seq=518 Ack=4897 Win=131328 Len=0 =

71 12.794457 23.216.166.27 192.163.9.130 TLSv1.2 962 Certificate, Certificate Status, Server Key Exchange, Server Hello Done F

72 12.794513 192.168.0.180 23.216.166.27 TCP 54 3667 » 443 [ACK] Seq=518 Ack=50085 Win=130304 Len=0

73 12.801706 192.168.0.180 23.216.166.27 TLSv1.2 180 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

74 12.802201 192.168.0.180 23.216.166.27 TLSv1.2 147 Application Data

75 12.802523 192.168.0.186 23.216.166.27 TLSv1.2 461 Application Data

76 12.813141 23.216.166.27 192.168.0.180 TCP 60 443 > 3666 [ACK] Seq=1 Ack=518 Win=30336 Len=0

77 12.813142 23.216.166.27 192.168.0.180 TLSv1.2 1514 Server Hello

78 12.814159 23.216.166.27 192.168.0.180 TCP 1514 443 > 3666 [ACK] Seq=1461 Ack=518 Win=30336 Len=1460 [TCP segment of a reasse
< >

| % Frame §82- AR hutes nn wire (528 hit<) (A hutes cantured (528 hitc) an interface A

oeee 8c A4 Af A6 54 65 d4 6a 6a TO 3a 27 08 00 45 @@  -DOFTe-j j-:'--E-
0010 00 34 ec ce 40 00 80 @6 8e a5 cO a8 00 b4 17 d8 A--@-- -

00260 a6 1b @e 52 @1 bb ec fa f5 69 @0 @0 00 00 80 @2 - --R----
0020 fa 0 @2 5e 00 00 02 @4 05 b4 @1 03 03 08 01 @1 SRR
0040 04 02

@ 7 wireshark_Wi-Fi_20191212004943_a03008.pcapng || Packets: 3850 - Displayed: 894 (23.2%) - Dropped: 0 (0.0%) || profile: Malware £
B



Decriptografar trafego

Usando o browser

‘ #Wi-Fi —
Eile Edit View Go Capture Analyze 5tatistics Telephony Wireless Tools Help

AdAm @I ARE Qe2EZF S EQAaE

[ [ip-addr == 23.216.166.27 [X] ~| Expressio
No. Time Source Destination Protocol Length User-Agent - Host Location Info

56 12.767868 192.168.0.180 23.216.166.27 ICD 54 2666 o A42 [ACK] Gea=] Ack=1 Win=131328 Len=0
57 12.767913 192.168.0.180 23.216.166.27 M Wireshark - Preferences ? X | Ack=1 Win=131328 Len=0
58 12.768111 192.168.0.180 23.216.166.27
59 12.768356 192.168.0.180 23.216.166.27 Tibia 2| mrREEemT
66 12.786448 23.216.166.27 192.168.0.180 TIME Ack=518 Win=30336 Len=0
67 12.786603 23.216.166.27 192.168.0.180 TIPC FE Rl
68 12.788229 23.216.166.27 192.168.0.180 TiVoConnect | TLS debug file 461 Ack=518 Win=38336 Len=1460 [TCP segment of a reass
69 12.788229 23.216.166.27 192.168.0.180 LS | | [ srowee.. Seq=2921 Ack=518 Win=30336 Len=1176 [TCP segment of a
70 12.788293 192.168.0.180 23.216.166.27 NS 18 Ack=4097 Win=131328 Len=0
71 12.794457 23.216.166.27 192.168.0.180 Token-Ring TS (EEe eI ) (L 2 TP te Status, Server Key Exchange, Server Hello Done
72 12.794513 192.168.0.180 23.216.166.27 TPCP TLS Application Data spanning multiple TLS records 18 Ack=5005 Win=130304 Len=0
73 12.801706 192.168.0.180 23.216.166.27 TPKT ] Message Authentication Code (MAC), ignare "mac failed" hange Cipher Spec, Encrypted Handshake Message
74 12.802201 192.168.0.180 23.216.166.27 TPM2.0 Pre-Shared-tey | |
75 12.802523 192.168.0.180 23.216.166.27 TPNCP
76 12.813141 23.216.166.27 192.168.0.180 TRANSUM R e e e Ack=518 Win=30336 Len=0
77 12.813142 23.216.166.27 192.168.0.180 TSDNS |D:\Forense\gtszm92\chrome\enc.|og | | Browse... |
78 12.814159 23.216.166.27 192.168.0.180 TSP 461 Ack=518 Win=30336 Len=1460 [TCP segment of a reass
< TTE >
M 5 s o o e e Moo et TURNCHANP
90P0 Bc 44 Af A6 54 65 d4 6a ba @ 3a 27 98 08 45 @@ -DO TUXEDO
0070 @8 34 ec ce 46 00 80 86 B8e a5 c@ a8 00 b4 17 d8  -4- TZSP v
9020 a6 1b @e 52 @1 bb ec fa 5 69 00 00 00 00 80 02 - --| ¢ 2
0030 fa 0 02 Se 00 00 02 84 05 b4 01 03 03 08 01 81 - - - ok || comcel || hew
0046 04 02 N
@ 7 wireshark Wi-Fi_20191212004943_a03008.pcapng || Packets: 3850 - Displayed: 894 (23.2%) - Dropped: 0 (0.0%) | Profile: malware




Decriptografar trafego

Usando o browser

M Awi-Fi -
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Adm @I EARBI«2EFL 5 QAQAQE

ip.addr == 23.216.166.27 B D -] Expre
No. Time Source Destination Protocol Length User-Agent - Host Location Info
56 12.767868 192.168.0.180 23.216.166.27 TCP 54 3666 » 443 [ACK] Seq=1 Ack=1 Win=131328 Len=0
57 12.767913 192.168.0.180 23.216.166.27 TCP 54 3667 » 443 [ACK] Seqg=1 Ack=1 Win=131328 Len=0
58 12.768111 192.168.0.180 23.216.166.27 TLSv1.2 571 Client Hello
59 12.768356 192.168.0.180 23.216.166.27 TLSv1.2 571 Client Hello
66 12.786448 23.216.166.27 192.168.0.180 TCP 60 443 » 3667 [ACK] Seg=1 Ack=518 Win=30336 Len=0
67 12.786603 23.216.166.27 192.168.06.180 TLSvl.2 1514 Server Hello
68 12.788229 23.216.166.27 192.168.0.180 TCP 1514 443 > 3667 [ACK] Seq=1461 Ack=518 Win=30336 Len=146@ [TCP segment of a rea:
69 12.788229 23.216.166.27 192.168.06.180 TCP 1230 443 » 3667 [PSH, ACK] Seg=2921 Ack=518 Win=38336 Len=1176 [TCP segment of :
70 12.788293 192.168.0.180 23.216.166.27 TCP 54 3667 » 443 [ACK] Seq=518 Ack=4897 Win=131328 Len=0@
71 12.794457 23.216.166.27 192.168.0.180 TLSv1.2 962 Certificate, Certificate Status, Server Key Exchange, Server Hello Done
72 12.794513 192.168.0.180 23.216.166.27 TCP 54 3667 » 443 [ACK] Seqg=518 Ack=5005 Win=130304 Len=0
73 12.801706 192.168.0.180 23.216.166.27 TLSv1.2 18@ Client Key Exchange, Change Cipher Spec, Finished
74 12 802201 192.168.0.180 23.216.166.27 HTTP2 147 Magic, SETTINGS[@], WINDOW_UPDATE[@]
75 12.802523 192.168.0.180 23.216.166.27 HTTP2 461 HEADERS[1]: GET /pt_br/login
76 12.813141 23.216.166.27 192.168.0.180 TCP 60 443 > 3666 [ACK] Seq=1 Ack=518 Win=30336 Len=0
77 12.813142 23.216.166.27 192.168.0.180 TLSvl.2 1514 Server Hello
78 12.814159 23.216.166.27 192.168.06.180 TCP 1514 443 » 3666 [ACK] Seq=1461 Ack=518 Win=38336 Len=1460@ [TCP segment of a rea:
79 12.814161 23.216.166.27 192.168.0.180 TCP 1230 443 » 3666 [PSH, ACK] Seq=2921 Ack=518 Win=30336 Len=1176 [TCP segment of :
80 12_814161 23.216.166.27 192.168.0.180 TLSv1.2 962 Certificate, Certificate Status, Server Key Exchange, Server Hello Done
81 12.814208 192.168.0.180 23.216.166.27 TCP 54 3666 » 443 [ACK] Seg=518 Ack=5005 Win=131328 Len=0
82 12.815121 192.168.0.180 23.216.166.27 TLSv1.2 18@ Client Key Exchange, Change Cipher Spec, Finished

- A6 hutec an wirse (572 hitc) AR hutoec cantured (522 hitc) on interfacs 0
4f 46 54 65 d4 6a 6a f@ 3a 27 @8 90 45 00
ec ce 40 00 80 06 8e a5 c@ a8 @0 b4 17 d8
@e 52 @1 bb ec fa f5 69 00 00 00 @0 80 02
92 5e 00 @0 @2 04 05 b4 @1 @3 @3 @38 01 01

@ 7 wireshark Wi-Fi_20191212004843_a03008.pcapng || Packets: 3850 - Displayed: 894 (23.2%) - Dropped: 0 (0.0%) || Profile: maly
—




Decriptografar trafego

Usando o browser

M Wi
File Edit View Go Capture Analyze 5Statistics Telephony Wireless Tools Help
AN @ 1 ERE Qe+ ZFE = QAQAQE
(A [http2 [X]
Filter Buttons Preferences... | Label: |Enter a description for the filter button Filter: Enter a filter expression to be applied |
a
Comment: ‘Enter a comment for the filter button |
No. Time Source Destination Protocol Length  User-Agent Host Location Info
3499 £9.046835 23.216.166.27 192.168.0.180 HTTP2 657 HEADERS[1]: 208 OK, DATA[1], DATA[1] (application/json)
3493 68.208551 23.216.166.27 192.168.0.180 HTTP2 96 WINDOW_UPDATE[®]
3492 68.207829 192.168.0.186 23.216.166.27 HTTP2 92 SETTINGS[@]
3491 68.207612 23.216.166.27 192.168.6.180@ HTTP2 131 SETTINGS[@8], SETTINGS[@]
3489 68.193153 192.168.0.180 23.216.166.27 HTTP2 865 DATA[1] (application/json)
3488 68.193022 192.168.0.180 23.216.166.27 HTTP2 848 HEADERS[1]: POST /login/autenticar
3487 68.192621 192.168.0.180 23.216.166.27 HTTP2 147 Magic, SETTINGS[@], WINDOW_UPDATE[@]
3436 66.887271 185.184.1@.30 192.168.0.180 HTTP2 108 GOAWAY[8]
3146 58.449791 192.168.0.180 31.13.85.36 HTTP2 1203 DATA[7] (application/x-www-form-urlencoded)
3144 58.449677 192.168.0.186 31.13.85.36 HTTP2 93 PING[@]
3143 58.449547 192.168.0.180 31.13.85.36 HTTP2 321 HEADERS[7]: POST /tr/
2763 22.829033 23.216.166.27 192.168.0.180 HTTP2 160 GOAWAY[0]
ATCA 1 £n1en ANT A0 N 1400 791 A9 or Oe HTTRY [t 7o Y HNEARFRCTCT . AT /i {324 A93AIMCAIIINCEEATIT A, Cohmmn ik m Al e r T2 A0 AT
<

String value:
Key: idTransacaoOrigem
v Member Key: user
String value: ©98919191910000
Key: user
v Member Key: password
String value: 123456789
Key: password
v Member Key: CAPTCHA APRESENTADO
String value: true
Key: CAPTCHA_APRESENTADO

v Mamhar Faw: c_rarcantrha_racnanca

<

0076 73 65 72 22 3a 22 30 39 38 39 31 39 31 39 31 39  ser":"09 89191919

2030 30 30 22 70 10000"," password
0030 12345 6789" e
00a0 43 41 50 APTCHA_A PRESENTA

0obo 44 Af 22 3a 22 74 72 75 65
Boct 63 61 70 74 63 68 61 2d 72
0000 22 3a 22 30 33 41 Af 4c 54 42 4c 51 6b 46 56 33
©Ooed  2d 47 38 49 58 53 71 38 66 32 63 41 64 37 6a 70

DO":"tru e","g-re
captcha- response
":"@3A0L TBLQkFV3
-G8IXSq8 f2cAd7ip

Frame (865 bytes)
@7

Decrypted TLS (782 bytes)

Bytes 146-156: String value (json.value.string) ” Packets: 3850 - Displayed: 224 (5.8%) - Dropped: 0 (0.0%) ”



Decriptografar trafego

Usando o browser

<« C  ® pontosmultiplus.com/pt_br/login vr
Jd SUU Laddasuauy QUSIU [CLEl PAlLE Ud LAIAIV Fas>
Nimero LATAM Pass ou CPF Selecione seu pais de residéncia
‘ 098919151910000 ‘ ‘ Selecione -
Senha

$ LATAM
‘ 123456789 ‘ H pASS

protegido por reCAPTCHA
Privacidade - Termos

protegido por reCAPTCHA

Privacidade - Termos

Faca o seu login T
[w ﬂ Elements Consaole Sources Network Performance Memary Application Security Audits
— e e e e —
<input type="hidden” id="client_id" name="client_id" value> “* | Styles Computed E
<input type="hidden" id="redirect_uri” name="redirect_uri"” wvalue> —
<input type="hidden" id="inputFingerprint” name="inputFingerprint"> Filter
<input type="hidden” id="idTransacaoOrigem” name="idTransacaoOrigem” value:> element.style {
P cdiv class="form__group”>.</div> T

¥<div class="form__group">

<label class="form__label” for="password”>Senha</label> input[type="text"],

input[type="email"],

ven <input id="password” name="password” type="text” autocomplete="off" value class="form__input -required valid” onchange="funcFormLogin(this); . . . .
_gaq.push(['_trackEvent', 'Form Login','password’])” tabindex="3" required aria-invalid-"false"> == %8 J..mpu‘t[type—“date 1, J
</fdiv> input[type="password

» <div class="form__group f-row">.</div>

P <p class="holder-1link" style="display:none;">.</p> webkit-a ear‘all'lcz
¥ <p class="holder-1link" style="display:none;">.</p> A PP
4 sppearances—hone;
N </form> } i background: » [|#ff
<p class="text-center">.</p> border» selid—tpx
<fdiv> A border—colers>r [|#

border—radiusi» 17

ho¥_-civing: hondar

html body main div section div#divloginregister_item.register_item--with-border div.register__panelpanel form#form-login.form.form-login - div.form_group  input#password.form__input.-required.valid
i Console  What's New %

Highlights from the Chrome 78 update
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