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New attribution challenges

A case study on emerging threat actors
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e Carlos Borges, cyber threat researcher and intelligence analyst.
* About two years and half hunting adversaries.

e \Worked in different industries and roles.

e Contributions to open-source projects.
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Agenda

e A quick history about LAPSUSS.
 Campaigns and intrusion clusters.
e Scattered Spider and overlapping clusters.

e \What does it matter for us in Brazil?
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| APSUS$

Breaches impacting Brazilian entities in December
AOVAR

The group first appeared about June 2021, but
members in the underground operated before
that.

The former self-proclaimed LAPSUS$ leader was a
member of another group dubbed “Infinity
Recursion”.

This group specialized in SIM-Swapping and
swatting (reporting fake harmful events to trick the
police in visiting a target’s address).

c . ar

We are LAPSUSS$, remember our
name, we have your userdata. we

have [N <o Ce

code. If-pay us 4 millions USD In
XMR before the 20th august, we will
delete everything from our servers.

XMRADDR:
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Notable tactics

* Young actors who publicly operated via Telegram. o8 DADOS HERRONAZADOS CASS G VALDR

NECESSARIO NAO FOR PAGO. ESTAMOS COM ACESSO NOS PAINEIS DE CLOUD (AWS),
ENTRE OUTROS TIPOS DE DISPOSITIVOS. O CONTATO
PARA O RESGATE ESTA ABAIXO.

e Social engineering techniques such as
SIM-Swapping, cookies, etc.

CONTATE-NOS:

https:/t.me/
saudegroup@

* Fast once inside corporate networks and monitored
communications. o

We are from Saudegroup.

e Posted offensive messages.

We announce I hzs suffered a cyber
attack and 13tb of internal data from both KBL

e Okta was one of the victim entities, breached after B e e Bt
social engineering a third-party employee working arased
for a BPO prOVider. We request you contact us at

saudegroup @ ithin 100hours to avoid
this data being leaked to all your customers.

Thanks, PS: Your password sucks Iz
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Timeline

Infinity Recursion

Former LAPSUSS leader LAPSUSS leader purchased . 7
participated of a group specialized Doxbin LB e
in SIM-Swapping and Swatting.
July 2021 December 2021
Early 2021 About May 2022
LAPSUSS Initial victims ~ November 2021 LAPSUSS Gained publicly
notoriety

Reports of companies operating in

the telecommunications industry With breaches impacting Brazilian

in the U.K and a company in the government and

- gaming industry. telecommunication entities.
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Campaigns

Describes a set of malicious activities or
attacks that occur over a period of time
against a specitic set of targets. Campaigns
usually have well defined objectives and
may be part of an Intrusion Set.
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Intrusion set or cluster

A grouped set of adversarial behaviors and
resources with common properties that is
believed to be orchestrated by a single
organization. An Intrusion Set may capture
multiple Campaigns or other activities that are all
tied together by shared attributes indicating a
commonly known or unknown Threat Actor.
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Oktapus

* Group IB's research alias about a phishing campaign

carried by specific actors in the underground about
August 2022.

e Targeted customers of identity and access
management company Okta.

* Provided details of phishing kits used, stolen login

credentials and redacted details of the actors behind Notice! login has
I1t. expired. Please tap twilio-sso.com to

update your password!

e Campaign designed to capture authentication data.
Vendors lately published research correlating
observed intrusions with Oktapus.
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Scattered Spider

e Crowdstrike’s intrusion cluster with a catchy name
sweeps the industry.

* Targeted services providers (BPO),
telecommunication and technology companies.

e Reported objectives to perform SIM-Swapping,
possibly to compromise cryptocurrency wallets and
gain access to other organizations.

e Use of social engineering techniques to impersonate
IT staff via phone calls and text messages. Use of

remote monitoring and management (RMM) tools.

e |ntrusions started about June 2022.

C o ar

o AnyDesk

o BeAnywhere

o Domotz

o DWservice

o Fixme.it

o Fleetdeck.io

o |tarian Endpoint Manager
o Level.lo

o Logmein

o ManageEngine

o N-Able

o Pulseway

o Rport

o Rsocx

o ScreenConnect
o SSH RevShell and RDP Tunnelling via SSH
o Teamviewer

o TrendMicro Basecamp
o Sorillus

o ZeroTier
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UNC3944

 Mandiant’s intrusion cluster.

e |egitimately signed Microsoft drivers were abused
as part of a toolkit designed to terminate AV and
EDR processes.

* Provided details of phishing kits used in campaigns.

e |ntrusions started about March 2022.

c . ar
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Octo Tempest

e Microsoft's intrusion cluster.

e Evolution from cryptocurrency theft, selling access,
extortion and ransomware.

* Indicated affiliation with the AlphV ransomware
gang.

* Use of adversary-in-the-middle (AiTM) techniques,
social engineering and SIM swapping capabilities.

e Advanced Persistent Teenagers

e Physical threats.

c . ar

11:53 o ? )

or im getting a corp account and
getting u fired

send ur login rn

send ur login
right now
10 minutes

im gonna send someone over
there at a random time so

when ur sleeping
u wont know when

send ur login G and everything
goes away

we delete ur info after we have
what we need

or u can get ur house shot
u pick one

8 minutes

in the next 5 hours ur

11-53 ol ? =

text the password in the
next 30 minutes or else ur door
is getting kicked down

send it

or ur fucked G

if we dont get ur login in
the next 20 minutes were
sending a shooter to your house

ur wife is gonna get shot if u
dont fold it

Imk

well send shooters to both LOL

O A
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The challenges :

e Everything is Scattered Spider.

}
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The challenges :)

* Intrusion clusters primary focus is to communicate TTPs rather than the individuals behind it.
* |t's reasonable to talk about a group in the common sense, but semantically speaking intrusions cluster is not
a group. Different groups were responsible for breaches replicating similar tradecraft. Actors joined and leave

these groups.

* Several other actors are responsible in the attack chain by developing phishing kits, supporting cashout
operations, performing typical SIM-Swapping roles such as holders, callers or searchers, etc.

e Companies deeply involved in these investigations reported difficult to track the adversaries due to this
dynamic environment where they are operating.

e Clearly communicate overlaps between research.
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The Com

* News media outlets published about another “group”
dubbed “The Com”.

e This “group” was linked by some sources as the
origins of these events.

* There are major and minor groups likely responsible
for the breaches.

* The Com is not a specific Discord server nor a
Telegram group. It's a “"youth culture phenomenon”.

e Remember LAPSUS$7??
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471

Geographically diverse group of individuals, organized in
various subgroups, all of whom coordinate through online
communication applications such as Discord and Telegram to
engage in various types of criminal activity to include
corporate intrusions, SIM swapping, cryptocurrency thetft,
commissioning in real lite violence and swatting.

Extracted from a U.S. FBI
investigation
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Terminology claritication

LAPSUS$S

The group's own underground moniker.

Oktapus

Group IB’s alias to a
Directly associated with specific actors
operating in the underground

Scattered Spider, UNC3944, Octo Tempest,
Muddled Libra

Crowdstrike, Mandiant, Microsoft and Palo Alto

The Com

Reference to “community” and language used
by thousands of individuals referring to their
culture in communication channels such as
Discord, Telegram and forums.

Scatter Swine

given by Okta with details of their internal
Investigations.

471
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What does it matter for us in BraSil?

SIM-Swapping attacks (FCC established new rules and last week’s
Open Gateway announcement).

SMShing.
Social engineering and AitM kits.

Mixing virtual with real world -> Swatting, bricking, shooting.

c . ar
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e https://www.youtube.com/watch?v=2HQoGMG4cWM

* https://www.cisa.gov/news-events/alerts/2023/11/16/tbi-and-cisa-release-advisory-scattered-spider-group
https://docs.fcc.gov/public/attachments/DOC-398483A1.pdf
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When theres no meme In the meme
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https://www.linkedin.com/in/carlosavborges

@ intel471.com



