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● Head of Threat & Detection Research at Clavis Security

● Living in Florianópolis (Silicon Island)

● Author of 2 patented technologies (US Patent Office)

● Speaker in different conferences (Brazil,USA,Canada)

● Proud Dad and Husband

● Full Ironman triathlon (2x)

● Crossfit and Powerlifting



Motivation

● Detections from Elastic rules

○ 59 detections

○ ~22 services covered (around 5.8% of services)

● Detections from Sigma

○ 31 detections

○ ~20 services covered (around 5.2% of services)



Security Operations Center (SOC)
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AWS Detection Challenge



By AWS itself 
Clavis Segurança da Informação

Customer 1 
250 per month

Customer 2
200 per week

Customer 3 15k 
in a day



Invictus IR
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What about other services ?
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● Appstream 2.0 ?

● AWS Identity Center ?

● AWS Organizations ?

● AWS Clean Rooms ?

● Services with passrole actions ?



And it's not always about control plane
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● S3 buckets data events

● RDS Audit logs

● EKS (Kubernetes)

● VPC Flowlogs
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Uncommon paths & behaviors



What to watch ?
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Who ?

When ?

What ?

From ?



How to enrich ?
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Vegas drinking
 DB Idea



Detections
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● Over Permissive Policies

○ Name based / Analysis based

● Access Level or Risk Level Ratio

○ Console / Terraform / PACU / AWS Cli

● Spike of eventSource
○ Avg eventSource per identity arn (hour, day, month)

● First Time Seen (based on user.identity)
○ eventSource
○ eventSource + eventName
○ eventSource + access level 
○ assume a role with permissive policy attached



Over permissive policies (pattern matching) 
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Over permissive policies (Analysis) 
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FTS (Assuming permissive role )
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New Permission 
Validate associated policy

New principal Id

FTS Detection point

CIEM Database
Pattern matching



Vegas drinking DB idea (1/2)
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Vegas drinking DB idea (2/2)
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Principal 
information

Services

Actions

Access Level
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Misconfigurations everywhere



What are misconfigurations ?
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source: https://www.upguard.com/blog/cloud-misconfiguration

https://www.upguard.com/blog/cloud-misconfiguration


How a misconfiguration shows up? AWS deFAULTS
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Lot of possible opportunities (based on cloudsploit) 
Clavis Segurança da Informação

Alibaba
70

AWS
555

Azure
291

Github
10

Google
250

Oracle
99

Total 
checks

available

1275
=



Cloudsploit detection sample
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Why not detecting in real time ?
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Some good catches
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● Cross Account creation

● Public 

○ snapshot

○ S3 bucket

○ AMI

○ EBS

● EC2 with Metadata v2 disabled

● VPC Endpoint
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Attacks (tools) paths/actions

AttachUserPolicy



AttachUserPolicy using aws cli
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AttachUserPolicy using Web Console
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AttachUserPolicy using PACU
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Comparison matrix
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Method List / Read Write / Perms 
Mgmt

Services Total actions

aws cli 0 1 1 1

pacu 7 1 1 8

web console 85 1 9 86

Over permissive policies 

Behavior works 
as a trigger

Previous key use context (actions, services, timing, source)



Endgame tool
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Conclusions



Conclusions
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● Know what you have running

● Understand more uncommon services

● Make sure you have an alert for everything you have sensitive info

● Know your company context: same provider, different baselines

● Research and share



Thank you!

Rodrigo Montoro

https://linkedin.com/in/spooker

@spookerlabs

rodrigo.montoro@clavis.com.br


